Setup 02: MS 365 and Azure sigh-up

IMPORTANT REMINDERS ABOUT ACCOUNTS USED IN CLASS

e DON'T FORGET: You need to cancel your account on each service that you sign up in class for before the trial
period ends to keep from being charged for the paid version of each service. | recommend putting a reminder on
your calendar, so you don't forget to cancel your accounts during the trial period.

o If you have previously signed up for free trials of the services used in class, you may need to sign up for a paid
account to gain access to those services.

e Finally, the trial accounts are only necessary for following along with the class' lab exercises. If you don't want to
take part in the exercises, no account sign-up is necessary. All lab handouts and slides are yours to keep after
the live class ends, so you also have the option to do the class exercises after class is over, at your own pace, by
signing up for the necessary services at that time.
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Goals

e Sign up for Microsoft 365, which will host user accounts and Microsoft services targeted by attacks in later
exercises.

e Sign up for Microsoft Azure, and link the Azure service to their Microsoft 365 account. Azure will host the
Windows 10 VM used during lab exercises, and Azure services will be leveraged for some techniques.

Requirements

e Avalid email address not currently associated with an Azure or Microsoft 365 license.
e Avalid phone number that can receive SMS messages for identity verification.
o A physical cell phone with active service is strongly recommended. VOIP and other online SMS-
receiving services have not been found to work reliably during the account registration process.
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Signing up for Microsoft 365 Business Premium

1. Visit the URL below, and click on the "Try free for 1 month" button to sign up for the Microsoft 365 Business
Premium service.

https://www.microsoft.com/en-us/microsoft-365/business/microsoft-365-business-
premium

Microsoft 365 Business Premium $20.00 user/month

+ Stay up to date with the latest versions of Word, Excel, PowerPoint, and more. Buy and download
+ Connect with customers and coworkers using Outlook, Exchange, and Teams.

* Manage your files from anywhere with 1 TB of cloud storage on OneDrive per user, or
+ Defend your business against advanced cyberthreats with sophisticated phishing and

ransomware protection. T for 1 th1
+ Control access to sensitive information using encryption to help keep data from being ry free for T mon

accidentally shared.

* Secure devices that connect to your data and help keep 105, Android, Windows, and Compatibility
Mac devices safe and up to date. im & W s

Microsoft 365 Business Premium Trial Sign-Up

2. During step 1 of the account setup, you will be required to enter a valid email address. Enter your email address
in the appropriate field and then click "Next" to continue.

B Microsoft

Thank you for choosing Microsoft 365 Business Premium

@ Let's set up your account

Enter your work or school email address, we'll check if you need to create a new
account for Microsoft 365 Business Premium.

Email
I < o tlook.con
Next
2 Tell us about yourself
3 Create your business identity

4 Quantity and payment First 30 days are free

Email Address Submitted
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3. If you are signing up with an email address not previously used for paid Microsoft services, you will be prompted
to create a new account. (These instructions will only cover setting up a new Microsoft account.) Click the "Set
up account" button to continue the account setup process.

@8 Microsoft

Thank you for choosing Microsoft 365 Business Premium

@ Let's set up your account

Looks like you need to create a new account. Let's get you started!

Continue as_@outlook.com MNot you?
Set up account

New Account Set Up

4. Fill in your name, your valid phone number, and company information. Then click "Next".

@8 Microsoft

Thank you for choosing Microsoft 365 Business Premium

@ Tell us about yourself
O

First name Middle name Last name

Business phone number

Company name Company size

________ i

Country or region

United States

Next

Name and Phone Number
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5. Next, you will need to provide a valid phone number where you can receive a text message or phone call to
verify your identity. Enter your phone number here and click "Send verification code".

B Microsoft

Thank you for choosing Microsoft 365 Business Premium

1 Signup started
@ Tell us about yourself
0

A text or phone call helps us make sure this is you.

Enter a number that isn't VoIP or toll free.

© Text me O Call me

Code
(+1) United States A

Phone number

We don't save this phone number or use it for any other purpose.

Send Verification Code

< Go back
3 Create your business identity
4 Quantity and payment First 30 days are free

5 You're all set

Phone Verification

6. Enter the code you received on your phone to verify your account.
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7. Choose a valid subdomain name to use with your account. You can make up any subdomain you like. When you
have entered a valid subdomain, green text should appear below the text entry field to indicate that the
subdomain name you entered is available. Then click "Next".

B" Microsoft

Thank you for choosing Microsoft 365 Business Premium

@ Create your business identity
®

To set up your account, you'll need a domain name. What is a domain?

You'll probably want a custom domain name for your business at some point.
For now, choose a name for your domain using onmicrosoft.com

yourbusiness

-.onmicrosoft.com is available. |

Next

.onmicrosoft.com

Subdomain Selection

8. You will also be asked to choose a username and password for the administrator of your account. You can
choose any username and password you like, but for simplicity, | recommend using the username "admin" since
that's what's written in all the lab exercises. (Example: admin@yoursubdomain.onmicrosoft.com.)

9. Make sure you write down your subdomain, username, and password! You will need this information to access
your Microsoft 365 trial account.

10. On the next screen, you will need to choose how many users to add during the trial period. Only three users are
needed to follow along with the exercises in this class. Therefore, | recommend choosing "3", so if you do

accidentally forget to cancel your free trial, you will keep the total charge relatively low. @
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11. After entering the number of user accounts, check that the "Total today" line displays "Free" to confirm that you
will be using the free trial. Then click "Next".

@ Quantity and payment First 30 days are free

Number of users
Add up to 25 users during trial

Rate 3 users x $20.00 per month

Total today Free

Annual plan, paid monthly, after trial (excludes tax) $60.00
Next

Total Today is "Free"

12. Next, you will be required to add a valid credit card number and billing information to your account. Fill in the
appropriate fields and then scroll down to click "Start Trial".

after the trial.

3 Thanks for creating an account with us, Michael

@ Quantity and payment First 30 days are free

Your first 30 days are free. Add a payment method to continue your subscription

‘ Credit card or debit card

We accept the following cards:

VISA <

DISC®VER

Card number

Security code

Expiration month

Expiration year

7 ‘
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Order Total
Today Free

Annual plan, paid monthly, after trial (before tax) $60.00

By selecting Start Trial, you agree that the subscription is governed by the Microsoft
Online Service Agreement.

Beginning on 3/26/2021, we'll charge you $20.00 per user each month plus
applicable taxes. You'll be notified before any price changes.

Cancel at Microsoft 365 Admin Center before the end of the trial to skip future
charges. Learn more about cancelling your trial.

Start Trial

{ Go back

5 You're all set

Start Trial

13. After a few moments, you should receive a message stating that you have been signed up for a Microsoft 365
Business Premium trial. Be sure to record the username displayed in the message on the page. Then click "Get
Started".

4 Quantity and payment First 30 days are free

@ You're all set

Thanks for signing up for a Microsoft 365 Business Premium trial.

Your username is admin_onmicrosoft.com.

We've sent a confirmation with your sign-in information to
@outlook.com.

Get Started Manage your subscription

Trial Account Activated
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14. You will then be directed to the Microsoft 365 admin center. Click on the "Exit setup" link at the bottom right
corner of the page to skip the setup process for now. If any other dialog boxes pop up after you click "Exit
setup"”, you can safely close them as well.

Microsoft 365 admin center £ Search

@ Install Office °
Install Office

() Add domain
You can download and install Office for your device now. Selecting an option below will assign a Microsoft 365 Business

O Add users Premium license to you, if you don't have one already. If you want to install a different language, the 64-bit version, or other
apps available with your subscription view other install options.

(O Connect domain

l:l Office apps l
(O Share Microsoft Teams Word, Excel, PowerPoint, OneNote, Outlook -
(O Protect your organization
Continue By setup

Exit Setup
15. You have now completed the sign-up process for your Microsoft 365 Business Premium account. Stay logged in

to your account to continue signing up for Microsoft Azure in the next section.

Signing up for Microsoft Azure

1. While still logged into your Microsoft 365 Business Premium account, visit the following URL in your web
browser to access the Microsoft Azure Portal.

https://portal.azure.com/
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2. The first time you visit the Azure Portal, you will probably see a pop-up message prompting you to start a tour.
Click the "Maybe later" button to close the message.

Welcome to Microsoft Azure

Let's show you around befare you get started.

Start tour

Azure Pop-Up Message

l Maybe later

3. Then click on the "Start" button under the left section with the heading "Start with an Azure free trial".

Microsoft Azure

/2 Search resources, services, and docs (G+/)

admin@

Welcome to Azure!

Start with an Azure free trial

plus 12 menths of popular free services.

Learn more &

Don't have a subscription? Check out the following options.

Get $200 free credit toward Azure products and services,

Manage Azure Active Directory

Manage access, set smart policies, and enhance security
with Azure Active Directory.

View Learn more '

»

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

Explore Learn more f
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4. This will start the Azure sign-up process. You will need to agree to the terms listed on the page and then click
"Next".

Agreement N

| agree to the customer agreement and privacy agreement.

| will receive information, tips, and offers about Azure and other
Microsoft products and services.

D I would like Microsoft to share my information with select
partners so | can receive relevant information about their
products and services.

Next

0

Azure Customer Agreement

5. As before, you will need to provide a valid phone number where you can receive a text message or phone call to
verify your account.

Agreement v

Identity verification by phone A

A text or phone call helps us make sure this is you.

Country code

United States (+1) b

Phone number

Phone Verification Step 1
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6. Enter the verification code you receive on your phone and then click "Verify code" to continue.

Phone number

Text me ‘ ‘ Call me

We delivered a code to your phone.

Verification code

Verify code

Phone Verification Step 2

7. You will also need to provide a payment method again for this account. This information may be automatically
filled in by the payment method you used for your Microsoft 365 Business Premium account. Once your
payment method is selected, click "Sign up" to continue.

Identity verification by phone v

Identity verification by card A

We'll make a temporary authorization on this card, but
you won't be charged unless you upgrade.

We found this payment method associated with your
account:

_v

Add a new payment method

Payment Verification
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8. It will take a few moments for Microsoft to confirm your information and setup your account.

Confirming your information...

Account Confirmation

9. Once account confirmation and setup are complete, you will be redirected back to the Microsoft Azure portal.

= Microsoft Azure 0O Search resources, services, and docs (G+/)

Home >

,*l Quickstart Center »
£

Microsoft Azure

Get started  Take an online course

Start a project

Learn about popular Azure services and create your first Azure project. If you're already familiar with Azure, try a new service below.Ctherwise, see All services.

Create a web app Deploy a virtual machine Deploy and run a
o Build and deploy web apps that Run your workloads in the cloud % container-based apPpP
can scale and reduce the redundancy and

Build and run your container-

maintenance of physical hardware based applications

Start > Start = Start =
Start a data analytics Store, back up, or archive i Build, deploy, and operate
9 project \ data a serverless app
Put machine learning and artificial Extend data storage to the cloud Focus on coding within an event-
intelligence to work on your apps and leverage it for disaster driven architecture, while Azure
recovery handles infrastructure-related
Start > Start > Start >

Azure Portal

10. Creation of your Microsoft Azure account is now complete, and you can continue with the next set of setup
instructions.
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