Setup 03: Deploying the Kali Linux VM in VMware
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Goals

e Deploy the provided Kali Linux VM image in your local VMware Workstation Player installation.

Requirements

e  Full Administrator access to a modern, x64 computer running Windows 10 with at least 8 GB of RAM.

Important Note

The Kali Linux virtual machine (VM) images provided for use in class have only been tested with Virtualbox and VMware
Workstation Player running on a x64 Windows 10 desktop PC with at least 8 GB of RAM. To avoid technical issues during
class, it is recommended that students use a system with the same virtualization and operating system software and
with equivalent or greater resources. Tablets, 32-bit systems, and non-PC devices are not suitable for many of the lab
exercises since they will be unable to run the provided VM images. You are welcome to try running the provided VM
images on other host operating systems or virtualization platforms if you prefer to do so, but please keep in mind that
the VMs haven't been tested on other platforms, and if you encounter problems, the instructor may not be able to
provide support.

Installing VMware Workstation Player

1. To download VMware Workstation Player, visit the URL below.

https://www.vmware.com/products/workstation-player/workstation-player-
evaluation.html
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2. Next, scroll down the page and click on the "Download Now" link under the heading, "Try Workstation 16.0
Player for Windows".

= vmware Qg
Try Workstation 16.0 Player for Try Workstation 16.0 Player for
Windows Linux
DOWMNLOAD NOW » DOWMNLOAD NOW »

Link to Download VMware Workstation Player
3. Once the download completes, open the installer and follow the on-screen instructions for installing VMware
Workstation Player on your computer.
Importing the Kali Linux VM into VMware Workstation Player

1. Download the "RTGA Kali VM - VMware.zip" file from the class resources URL provided in your email.
2. After downloading the file, extract its contents to a folder on your computer. An example of extracting the file
contents by right-clicking on the file and then selecting "Extract All..." is shown in the screenshots below.
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Right-Clicking the File and Then Choosing "Extract All..."
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: Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder

| C:\Users\unknown\Desktop\RTGA Kali VM - VMware] | Browse...

Show extracted files when complete

Cancel

Extracting to the User's Desktop

3. After the download completes, start the VMware Workstation Player application on your computer.

Best match

VMware Workstation 16 Player e
App

A
i VMware Workstation 16 Player

App

. VMware-player-16.1.2-17966106.exe >

Search the web

L VMware - Technology Company > = Open
Documents - This PC (7+) L Run as administrator
Folders (1+) i Open file location
58 Unpin from Start
<3 Pin to taskbar
il Uninstall

O vmware e

(=|@ =~

Launching VMware Workstation Player from the Windows Start Menu
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4. Click on "Open a Virtual Machine" in the VMware Workstation Player Manager window.

Viware Workstation 16 Player (Mon-commercial use only) - 0O X

Player ~ fu}

Welcome to VMware

Workstation 16 Player

Create a New Virtual Machine

[l +I Create a new virtual machine, which will then be added to the

top of your library.

Open a Virtual Machine

EI_I_ID Open an existing virtual machine, which will then be added to

the top of your library.

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more.

"Open a Virtual Machine"

5. Locate and select the Kali Linux VM image file inside the folder where you extracted the ZIP file contents. Then
click on the "Open" button.

Open Virtual Machine >
« “ A <« Desktop » RTGA Kali VM - VMware » RTGA Kali VM o v | 2 Search RTGA Kali VM
Organize Mew folder e ™ @
& This PC " @kali-linux-zﬂi'l.'I-vmware-amdfﬂ.vmx e

) 30 Objects

I Desktop

Documents

; Downloads

v
File name: | kali-linux-2021.1-vrmware-amdBd. vimnx v| All supported files ("o o, ~

Importing the Kali Linux Student VM Image
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6. After the import process is complete, choose "Kali Linux - RTGA Student VM" from the list of systems shown in
the VMware Workstation Player window. Then click the "Play virtual machine" button to start the Kali Linux VM.

Viware Workstation 16 Player (Mon-commercial use only) - 0o X
Player - h- - [I:lj
@Hame

Kali Linux - RTGA Student VM 1

Virtual Machine Name:

Kali Linux - RTGA Student VM

State: Powered Off
05: Debian 10.x 64-bit
Version: Workstation 8.x virtual machine
RAM: 4 GB

b Flay virtual machine e

r[" Edit virtual machine settings

Launching the Kali Linux VM

7. If youreceive a prompt asking whether you moved or copied the VM, click "I Copied It".

Kali Linux - RTGA Student VM - VMware Waorkstation 18 Player >

This virtual machine might hawve been moved or copied.

In order to configure certain management and networking features,
VMware Player needs to know if this virtual machine was moved or copied.

If you daon't know, answer "I Copied It".

I Moved It I Copied It Cancel

Clicking "I Copied It"
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8. You may also receive a prompt to download and install software updates for VMware Workstation Player. If you
receive this prompt, click "Download and Install" to install the update for VMware Tools.

Software Updates

By The following software is available for download:
~ VMware Tools for Linux - version 10.3.23

/M Downloading and installing VMware Tools is
required to enable advanced features of

your virtual machine.

What would you like to do?

IDuwnIuad and Install I

*

Femind Me Later

Install VMware Tools Updates

9. After the boot process completes, you should see the Kali Linux log in window. The default username is "kali",
and the default password is "kali".
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10. Once you have logged in successfully, you should see the Kali Linux desktop like the one shown below.

El!‘[- 01:28PM O afllac

KAL

BY OFFENSIVE SECURITY

Kali Linux Graphical Desktop

11. Next, confirm that your virtual machine can connect to the Internet by clicking on the Applications menu (the
dragon icon in the top left corner) and choosing the Firefox web browser from the applications listed under

Favorites.
@ Kali Linux Student VM 1 [Running] - Qracle VM VirtualBox — O x
File Machine View Input Devices Help
E]-L-J- 01:28PM O alfllac

(!
IR Favorites
a Recently Used

-TerminaLEmulator

[
Thunar File Manager
o All Applications

Text Editor

01 - Information Gatherin
A g u Firefox ESR

‘& 02 - Vulnerability Analysis
| @ 03 - Web Application Analysis

® Google Chrome

Launching Firefox from the Applications Menu
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12. Use the web browser to visit a web site of your choice and confirm that your VM can access the Internet.

Al = e

@ Home page - Black Hills ...

09:34AM O affllac

@

Home page - Black Hills Information Security - Mozilla Firefox - O X

B Home page - Black Hill

C @® © & https://www.blackhillsinfosec.com

Join the Black Hills Mailing List, not spammy I

X

-

@: BLACK HILLS | Information Security
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Visit Your Favorite Website in Firefox
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13. If you can access the Internet successfully, your Kali Linux VM is ready to go. You can shut the VM down by
clicking on the Log Out button in the top right corner and then clicking on "Shut Down".

i [ pe ; \7A'A 1CTDI IATAD A3 AE D INRIREES TD - I A A T PO =
Kali Linux Student VM (INSTRUCTOR 03-06 RUNNING) [Running] - Oracle VM VirtualBox — O

Log out Kali

©

Shut Down

©@ 0 @

Suspend Hibernate Hybrid Sleep Switch User

Save session for future logins

Cancel

Shutting Down the Kali Linux VM
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