Setup 04: Create and configure MS 365 user accounts
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Goals

e Create and configure the Microsoft 365 user accounts that will be targeted by attacks during lab exercises.

Requirements

e Microsoft 365 Business Premium trial account.

Creating the "Alice" user account

1. Access the Microsoft 365 admin center by visiting the URL below. If you haven't already done so, log in to the
admin user account that you created when setting up your Microsoft 365 Business Premium service.

https://admin.microsoft.com
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Microsoft 365 Admin Center
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2. Inthe sidebar on the left side of the page, click on the "Users" menu, and then click on "Active users".

it Microsoft 365 admin center L Search

Roll Communication Services

I (m Home

2 | Users o A~
Active usersgj e

Contacts

(Guest users

Deleted users

= Devices v

8 Groups v

Accessing Active Users Link

3. Onthe Active Users page, click on "Add a user".

Microsoft 365 admin center

Home

@ .
Active users
2 Users ~

I Active users

A S '
Contacts . Add g user| [Z] User templates % Add multiple users

Guest users

Deleted users Display name 1 1l

Clicking "Add a User"
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4. Onthe form that appears, enter "Alice" for your user's first name, display name, and username.

Add a user

® Basics Set up the basics

O Productli To get started, fill out some basic information about who you're adding as a user.
roduct licenses

(O Optional settings First name Last name

‘ Alice ‘ ‘ ‘

(O Finish

Display name *

‘ Alice ‘

Username * Domains

alice ‘ @ ‘ -.onmicrosoft.com v ‘

Assign Alice's Name and Username

5. Uncheck the boxes on the page that correspond to the settings, "Automatically create a password" and "Require
this user to change their password when they first sign in".

Username * Domains

alice ‘ @ ‘ I o nicrosoft.com v

Automatically create a password

Password *

Require this user to change their password when they first sign in

Send password in email upon completion

Unchecked Password Configuration Options
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6. Fill in the password box with a password of your choice, and make sure you write down the password. For the
examples in the lab exercises, | will be using the password "SecretPassword2021!" for Alice. Then click "Next"
after you have given the user a password.

Username * Domains

alice ‘ (@ ‘ -.Dnmicromﬁ.com s

Automatically create a password

Password *

SecretPassword2021! @  Strong

Require this user to change their password when they first sign in

Send password in email upon completion

Alice Password Selection
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7. Onthe next screen, make sure a Microsoft 365 Business Premium license is assigned to the user account. Then

click "Next".

Add a user

@ Basics

@ Product licenses

(O Optional settings

(O Finish

Assign product licenses

Assign the licenses you'd like this user to have.

Select location *

‘ United States A

Licenses (1)* a

@ Assign user a product license

Microsoft 365 Business Premium
24 of 25 licenses available

O Create user without product license (not recommended)

They may have limited or no access to Office 365 until you assign a product
license.

Apps (40) N4
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8. Click "Next" again on the following screen.

Add a user

© Bosics Optional settings

You can choose what role you'd like to assign for this user, and fill in additional profile

@ Product licenses . .
information.

@ Optional settings

Roles (User: no administration access)

() Finish

Profile info

-

Clicking Next

Red Team: Getting Access Page 6 Copyright © 2021, Adversary Development, LLC



9. Onthe "Review and finish" page, confirm that all of the user's settings match the configuration described in the
previous steps. Then click "Finish adding".

Review and finish

Assigned Settings

Review all the info and settings for this user before you finish adding them.

Display and username

Alice
alice@ lonmicrosoft.com

Edit

Password

Type: Custom password
Edit

Product licenses

Location: United States
Il_icenses: Microsoft 365 Business Premium |
Apps: M365 Lighthouse (Plan 1), Power Virtual Agents for Office 365, Common Data Service for Teams

Edit

Roles (default)

User (no admin center access)

Back Finish addin

Alice's User Account Configuration Confirmed

EAit
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10. You should receive a confirmation message stating that the Alice user was created successfully.

@ Alice added to active users

Alice will now appear in your list of active users.

User details

Display name: Alice

Userna me:alice@-.onm icrosoft.com

Password: #*###&E% Choyy

Licenses bought
None

Licenses assigned
Microsoft 365 Business Premium

Save these user settings as a template?

User templates allow you to quickly add similar users in the future by saving a set
of shared settings such as domain, password, product licenses, and roles.
Review settings for this user template

11. Click the "Close" button to return to the "Active users" page

Alice User Account Created

Creating the "Bob" user account

1. Now you will repeat the process to add the user Bob. The only differences between creating an account for Alice
and an account for Bob are that Bob has a different first name, display name, username, and password than
Alice. (Bob's first name, display name, and username are "Bob", and for examples in the lab exercises, Bob will
have a password of "Winter2021!".) The steps in this section will walk you through creating the Bob user
account.
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"Add a user".

Home

Users

I Active users
Contacts
Guest users

Deleted users

Microsoft 365 admin center

Active users

2, Add

user

Display n

After creating the Alice user, you were returned to the Active Users page. On the Active users page, click on

=l User templates o} Add multiple users

ame 4

Clicking "Add a User"

3. Onthe form that appears, enter "Bob" for your user's first name, display name, and username.

Add a user

Basics

Product licenses

Optional settings

Finish

Set up the basics

To get started, fill out some basic information about who you're adding as a user.

First name Last name

| Bob | |
Display name *

‘ Bob ‘
Username * Domains

‘ bob ‘ @ ‘_.onmicrosof‘t.com e ‘
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4. Uncheck the boxes on the page that correspond to the settings, "Automatically create a password" and "Require
this user to change their password when they first sign in".

Username * Domains

bob ‘ @ -.onmic rosoft.com \

Automatically create a password

Password *

Require this user to change their password when they first sign in

Unchecked Password Configuration Options

5. Fill in the password box with a password of your choice, and make sure you write down the password. For the
examples in the lab exercises, | will be using the password "Winter2021!" for Bob. Then click "Next" after you
have given the user a password.

Username * Domains

bob ’ @ 1 -.onmicrosoft.com

Automatically create a password

Password *

LR St!()ﬂg

Require this user to change their password when they first sign in

Send password in email upon completion

Username and Password Configuration
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6. On the next screen, make sure a Microsoft 365 Business Premium license is assigned to the user account. Then
click "Next".

Add a user

© Basics Assign product licenses

) Assign the licenses you'd like this user to have.
@ Product licenses

(O Optional settings
P d Select location *

‘ United States e

() Finish

Licenses (1)* AN

@ Assign user a product license

Microsoft 365 Business Premium
23 of 25 licenses available

O Create user without product license (not recommended)

They may have limited or no access to Office 365 until you assign a product
license.

Apps (40) Y

Microsoft 365 License Assignment
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7. Click "Next" again on the following screen.

Add a user

© Bosics Optional settings

You can choose what role you'd like to assign for this user, and fill in additional profile

@ Product licenses . .
information.

@ Optional settings

Roles (User: no administration access)

() Finish

Profile info

-

Clicking Next
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8. Onthe "Review and finish" page, confirm that all of the user's settings match the configuration described in the
previous steps. Then click "Finish adding".

Review and finish

Assigned Settings

Review all the info and settings for this user before you finish adding them.

Display and username

Bob
bob@-.onmicrosoft.com

Edit

Password

Type: Custom password
Edit

Product licenses

Location: United States
Licenses: Microsoft 365 Business Premium
Apps: M365 Lighthouse (Plan 1), Power Virtual Agents for Office 365, Common Data Service for Teams

Edit

Roles (default)

User (no admin center access)

Back Finish adding

Bob's User Account Configuration Confirmed
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9. You should receive a confirmation message stating that the Alice user was created successfully.

& Bob added to active users

Bob will now appear in your list of active users.

User details
Display name: Bob
Username:bob @ [l onmicrosoft.com

Password: ***&*¥*%* Chow

Licenses bought
None

Licenses assigned
Microsoft 365 Business Premium

Save these user settings as a template?

User templates allow you to quickly add similar users in the future by saving a set
of shared settings such as domain, password, product licenses, and roles.
Review settings for this user template

%

Bob User Account Created

10. Click the "Close" button to return to the "Active users" page.
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Testing the Alice and Bob user accounts

1. Logout of your admin account and open the URL below. Then login with both the Alice and Bob user accounts to

confirm that the accounts were created successfully. (Remember that the usernames for the accounts will be
alice@yourSubdomain.onmicrosoft.com and bob@yourSubdomain.onmicrosoft.com.)

https://portal.office.com

S® Microsoft
Sign in
alice@ |l onmicrosoft.com

Mo account? Create one!

Can't access your account?

Next

Sign-in Step 1

S® Microsoft

&« alice@-onmicrosoﬂ.com
Enter password

Forgot my password

Sign-in Step 2
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2. To keep things simple during the lab exercises, click "No" anytime you are prompted to "Stay signed in" by
Microsoft 365. If you already clicked Yes, that's okay. The behavior in later lab exercises is just written to match
what is seen if the user clicks "No" since "No" might be considered the "more secure" option.

Stay signed in?

Do this to reduce the number of times you are asked
to signin.

|:| Don't show this again

R

Always Click "No" Here

3. You should see a screen similar to the one below after logging in. (You may have to close a dialog box before
seeing this screen the first time you login.) Clicking the circled initial(s) in the top right corner will display the
name of the currently logged in user for confirmation.

i1 Office L Search 103 ‘7/ A

Good morning

alice@ .onmicrosoft...
Al Myrecent Shared A e

I / View account

~___ My Office profile
D v Name Activity
- o
| ‘»
U I

No content activity

Share and collaborate with others. Create a new document or upload and open
one to get started.

® & V) & € B B © O

Successful Sign In

4. After you have logged into both user accounts, log back out of Microsoft 365 and continue to the next section.
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Enabling multi-factor authentication for Bob

1. You will need to enable multi-factor authentication for the Bob user (but not Alice) to observe the differences
between attacking user accounts with and without multi-factor authentication in the lab exercises. To do this,
return to the Microsoft 365 admin center at the URL below and log back in to your admin account.

https://admin.microsoft.com

2. After logging in, click on Users > Active Users again to return to the Active Users page. Then click on the "Multi-
factor authentication" button in the toolbar. (If you don't see the "Multi-factor authentication" button, click the
Refresh button in the toolbar.)

Microsoft 365 admin center £ Search

{m Home

|Q Users o ~
I Active users e e

A, Add a user User templates =% Add multiple users | (& Multi-factor authentication

Y

Active users

Contacts

Guest users

Deleted users Display name T Username

6=l Devices g Alice : alice@-.onmicrosoﬁ.com
' . .
&t Groups Bob : bob@-.onmlcrosoft.com

Multi-Factor Authentication Button
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3. Onthe "Multi-factor authentication" page, check the box beside Bob and then click the "Enable" link under the
"quick steps" heading on the right side of the page.

multi-factor authentication
users service settings

Mote: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

View: | Sign-in allowed users g 40 Multi-Factor Auth status: | Any g

— MULTI-FACTOR AUTH
] DISPLAY NAME = USER NAME

STATUS
(] Alice alice C I cnmicrosoft.com Disabled
Bob
Bob o bob@-.onmicrosoft.com Disabled
bob@_onmicrosoft.i
m B admin @ o nmicrosoft.com Disabled

quick steps

o[

Manage user settings

Multi-Factor Authentication "Enable" Link

4. Click "enable multi-factor auth" in the dialog box that appears.

O

About enabling multi-factor auth

Please read the deployment guide if you haven't already.

If your users do not regularly sign in through the browser, you can send them to this link to register for multi-factor
auth: https://aka.ms/MFASetup

‘“ enable multi-factor auth

Enabling Multi-Factor Authentication for Bob
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5. You should receive a message saying "Updates successful". Click the close button to close the message.
O

Updates successful

Multi-factor auth is now enabled for the selected accounts.

6. You should then be returned to the "multi-factor authentication" page. If you look beside the users in the list,
Bob's row should now say "Enabled" in the "Multi-Factor Auth Status" column. That indicates that multi-factor
authentication is enabled, but now it needs to be enforced. To enforce multi-factor authentication on Bob's
account, check the box beside Bob and then click the "Enforce" link on the right side of the page.

multi-factor authentication
users service settings

Multi-Factor Authentication Enabled

Mote: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to li
Before you begin, take a look at the multi-factor auth deployment quide.

bulk update

View: Sign-in allowed users v p Multi-Factor Auth status: | Any v

MULTI-FACTOR AUTH
STATUS

|:| DISPLAY NAME = USER NAME
(] Alice alice@_.cnmicrcsoﬁ.ccm Disabled

Bob o bob@_.orwicroseft.cor‘r Enabled
] _ aclrrin@-.cnmicrosoft.com Disabled

Bob
bobC:_.onr‘ricroscft.::

quick steps

154

ble
=] @

Manage user settings

=)

Multi-Factor Authentication "Enforce" Link
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7. Inthe message box that appears, click "enforce multi-factor auth".
@

About non-browser applications

After multi-factor auth is enforced, users will need to create app passwords to use non-browser applications such
as Qutlook or Lync.

For security reasons app passwords are not available to admins, who will be able to sign in only with the browser.

enforce mult:ﬁfactor auth

Enforcing Multi-Factor Authentication for Bob

8. Another box should appear that says "Updates successful". When it does, click the "Close" button. Then log out
of the admin account.

@)

Updates successful

Multi-factor authentication is now enforced for the selected accounts.

Multi-Factor Authentication Enforced

Adding a multi-factor authentication method to Bob's account

1. Now you need to log into Bob's account and configure a multi-factor authentication method. Visit the URL below

and log in as Bob.

https://aka.ms/MFASetup
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2. After entering Bob's password, you should see a message like the one below. Click "Next" to begin the multi-
factor enrollment process.

B Microsoft

bob @[l onmicrosoft.com

Help us protect your account

Microsoft has enabled Security Defaults to keep your
account secure. Learn more about the benefits of
Security Defaults

Use a different account

Learn more

Begin Multi-Factor Authentication Enrollment

3. Microsoft offers a few different options for multi-factor authentication, but the default is to use the Microsoft
Authenticator app. Therefore, these instructions will only cover setting up the Microsoft Authenticator app on a
mobile phone. Download and install the Microsoft Authenticator app from the app store on your mobile phone.
The image below shows the Microsoft Authenticator app on the Google Play app store for reference.

<

Red Team: Getting Access
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microsoft authenticator

Microsoft Authenticator
Microsoft Corporation

4.7 % 10M+ | )
435K reviews Downloads Everyone ®
Say goodbye More secure Sign in with your
to passwords sign-ins phane

Install

Q,

Microsoft Authenticator App on Google Play
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4. After installing the Microsoft Authenticator app, click the Next button on the web page to set it up with Bob's
account.

Method 1 of 2: App

o :

App App password

Microsoft Authenticator

Start by getting the app
™
o On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".
L
| want to use a different authenticator app

e

5. Follow the instructions on the web site for configuring the Microsoft Authenticator app. (The instructions may
appear different than they do here.)

Setup MFA

Method 1 of 2: App

o 2

App App password

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

Follow On-Screen Instructions
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6. When prompted, scan the QR code on the web page with the Microsoft Authenticator app on your phone.

Microsoft Authenticator

:Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

Can't scan image?

7. After scanning the QR code, you'll verify that the Authenticator app is connected to the account by approving a
notification on the device. Once you've approved the notification, you should see the screen below. Then click

next.

Unique QR Code for App Synchronization

Method 1 of 2: App

@ 2

App App password

Microsoft Authenticator

Notification approved

v/
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8. You may also be prompted to create an App password. If not, that's okay - the App password isn't used for

anything in class. If you do get prompted to create an App password, give the password any name you like and
then click Next.

Method 2 of 2: App password

App App password

App password

Start by creating a name for your app password. This will help differentiate it from others.

What name would you like to use? Minimum length is 8
characters.

MyAppPassword

App Password Name

9. You may want to save the App password somewhere. Then click "Done".

Method 2 of 2: App password

App App password

App password

App password was successfully created. Copy the password to clipboard and paste into your app. Then
return here and choose '‘Done'

Name:
MyAppPassword

Password:

Note: Keep this password in a safe place. it will not be shown again.
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10. Click "Done" again to complete the multi-factor authentication enrollment.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2: Done

App App password

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method: Microsoft Authenticator - notification

App password

MyAppPassword

™
©  Microsoft Authenticator

o

11. Once this process is complete, you should be logged into Bob's account. You can now log out. From now on, you
will need your Microsoft Authenticator to log in as Bob.

MFA Enrollment Complete
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