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Automating Reconnaissance
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Creator: Xero Security 
https://xerosecurity.com/

A tool for discovering attack surface and prioritizing risks. 
It automates the most common reconnaissance techniques.



Community Edition (FREE)
https://github.com/1N3/Sn1per

One of the most complete tools for 
reconnaissance

Leverage several of the most used recon 
scripts (NMap, theHarverster, WafWoof, etc.)

Recommended for advanced red teamers

https://github.com/1N3/Sn1per


Recon Data

Passive Information Gathering Active Information Gathering

WHOIS records
DNS queries
OSINT searches
Social media searches
Search engine recon
etc.

NMAP Port scans
Vulnerability scans
Web application probing
etc.
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Active Scanning

T1592: 
Gather Victim Host Information

T1590: 
Gather Victim Network Information

T1596: 
Search Open Source Technical Databases

T1593: 
Search Open Source Websites/Domains

T1589: 
Gather Victim Identity Information



Demo Explanation

Globomantics.com

Active and Passive Scans

Open ports, vulnerabilities, 
DNS records, IP ranges, etc.

Nasa.gov

Passive Scans ONLY and OSINT

Subdomains, employees, email addresses, etc.



Prerequisites

Kali Linux

… or any other Linux distribution



Demo Place Holder

1. Installation Tips and Tricks

2. First use instructions and common usage syntax

3. Use of main features on live targets or in live environment



Sn1per Pro Version



Official Documentation
Several other capabilities
https://xerosecurity.com/
https://github.com/1N3/Sn1per

Professional Versions
For red team companies and 
bug bounty professionals

Increases your productivity

More Information

Remediation
Audit your own company

Ensure personal information is not available 
to the public

Other Recon Courses
“Technical Information Gathering 
with TheHarvester”

“Technical Information Gathering 
with Maltego CE”

https://xerosecurity.com/
https://github.com/1N3/Sn1per


Thank you!

Ricardo Reimao
Cyber security consultant


