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Collecting Technical Information

Target: globomantics.com
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theHarvester



theHarvester

Publisher: Christian Martorella (@laramies)
http://www.edge-security.com/

theHarvester is a tool for open source intelligence gathering
and helping to determine a company's external threat
landscape on the internet. The tool gathers emails, names,
subdomains, IPs, and URLs using multiple public data sources



Open source tool
https://github.com/laramies/theHarvester

Pre-installed on Kali Linux

Performs non-intrusive information
gathering (as well as intrusive)

- DNS names

- |IP addresses

- Email addresses
- Linkedin profiles

theHarvester


https://github.com/laramies/theHarvester

Kill Chain

Exploit Lateral Movement Action

Recon Escalate Evade



PRE-ATT&CK

MITR

Technical Information Gathering
People Information Gathering
Organizational Information Gathering
Technical Weakness Identification
People Weakness Identification
Organization Weakness Identification
Adversary Opsec

Establish and Maintain Infrastructure
Persona Development

Build Capabilities

Test Capabilities

Stage Capabilities

Tactics




Tactics

MITRE PRE-ATT&CK

Technical Information Gathering

T1250:

» Determine domain and IP

Address Space

T1255;
Discover target logon/email
address format

T1257:

> Obtain domain/IP registration

information

_ 11254:
Conduct Active Scanning



MITRE PRE-ATT&CK

X T1273:
Mine Social Media

People Information Gathering

Tactics
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theHarvester

Attack Explanation

Target: globomantics.com

— Google

DNS records
IP ranges
Open ports
Linkedin profiles
Twitter handles
Email addresses

—— Linked[T})




Prerequisites

KALI

BY OFFENSIVE SECURITY

Kali Linux

Version: 2020.2 or superior

Up to date:
$ apt-get update
$ apt-get upgrade



Demo Place Holder

1. Installation Tips and Tricks
2. First use instructions and common usage syntax

3. Use of main features on live targets or in live environment



More Information

More About the Tool Protecting Your Company

Can be easily expanded - Perform constant scans to understand

_ which data is externally available
Can be integrated with other tools

- Reduce your sensitive information

Can be used for automation footprint
https://github.com/laramies/ - DNS records
theHarvester - Email addresses

Old websites



https://github.com/laramies/theHarvester

hank youl!

Ricardo Reimao
Cyber security consultant



