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Gophish is an open-source phishing toolkit that can
be used by businesses and penetration testers to
quickly setup and execute phishing campaigns.



Gophish is a phishing toolkit to test an
organization’s security awareness.

It can be downloaded from
www.getgophish.com or on GitHub.

Gophish is useful due to its simplicity to
install and operate.
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Getting started with Gophish

- Obtain Gophish and start it on your
hacking workstation

- Explore the menus and options we will
use for a phishing campaign




Use Gophish to prepare for a phishing
campaign by malicious link

- Use Gophish to create the phishing
email

- Use Gophish to configure a landing
page for the malicious link

Creating the email and landing page are
heeded for a malicious link campaign



Use Gophish to configure emails with
malicious attachments

- Use Gophish to create an email
directing the target to an attachment

- Upload a malicious attachment to
Gophish

Gophish enables you to use multiple
phishing techniques and campaigns



