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Used to automate the process of detecting and
exploiting SQL injection flaws. Powerful detection
engine for database fingerprinting, data
exfiltration, and underlying operating system
access.



Available for download at

- http://sqlmap.org/
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Works out of the box on any platform
that runs Python 2.6, 2.7, or 3.x

Pre-installed on Kali Linux 2020.2


http://sqlmap.org/
https://github.com/sqlmapproject/sqlmap
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Anatomy of a Typical SQL Injection Attack
from the User Perspective
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Scan a website to identify SQL Injection
vulnerabilities

Exploit an identified vulnerability to
enumerate data

Use the level and risk parameters for
tuning scans

Gain remote server access using sqlmap




