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 Privilege Escalation with UACMe



 UACMe



Creator: hFireF0x

Privilege escalation tool to defeat Microsoft Windows User Account Control. It has over 60 
exploits that can be used to bypass Windows UAC consent box. This is a small command line tool 

that performs the task consistently

 UACMe



 Privilege Escalation tool that can be used by 
Red, Blue teamers and APT groups

 You can get it from this repo 
www.github.com/hfiref0x/UACME

 This is nearly the perfect tool to use against 
misconfigured servers

 UACMe
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T1548: 
Abuse Elevation Control 
Mechanism

T1548.002: 
Bypass User Account Control
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