
Virtual Router

Lab Setup

Host-only 
Network

The hypervisor will host all guest systems. Configure a host-only network to 
allow communication between the guest systems.

Hypervisor

Attack System

Used for:
§ Guest system routing
§ DHCP
§ DNS

Config:
§ Windows OS
§ Cain & Abel
§ WinPcap
§ Disabled:

§ Anti-virus
§ Host Firewall

Victim Systems
GLOBO-PC-01

§ User accounts:

Server
Config:
§ Windows OS
§ IIS:

§ Basic Auth
§ HTTP site

§ User accounts:

Account Permissions

ITAdmin Admin

User1 Standard

Account Permissions

ITAdmin Admin

User1 Admin

User2 Standard

GLOBO-PC-02
§ User accounts:

Account Permissions

ITAdmin Admin

User1 Standard

User2 Admin


