
Pinal Dave

https://blog.sqlauthority.com

Technology Evangelist

Impact with Slowloris

@pinaldave

Impact with Slowloris



Slowloris



Creator: Gokberk Yaltirakli

Slowloris is an HTTP Denial of Service attack that affects threaded 
servers. This exhausts the servers thread pool and the server can't reply 

to other people.
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Impact tool using DDoS methodology

DDoS – Distributed Denial of Service

Difficult to differentiate from legit traffic
- Keeps connections open 
- Randomizes user-agents
- Time to sleep between header sent
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T1498: 
Network Denial of Service
T1499: 
Endpoint Denial of Service
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Datacenter
150 HTTP Headers
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Demo
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Impact with Slowloris
- Installation
- Default options
- Advanced options


