
Assembly Language Basics
For Malware Analysis of Native Exe



What is the Stack?

• LIFO (Last In First Out) Data Structure

• Stores local variables, and return 
addresses for functions

• Accessed through push, pop, call and ret

• RAM memory layout:
• Starts at higher addresses and as more values 

are pushed, smaller addresses are used



What is the Heap?

• Globally stored memory

• All functions can access it

• Typically stored in the Data 
Section of a program

• RtlAllocateHeap can be used to 
create a Heap

• Malware use heap as storage 
area for anything it is going to 
use



CPU Registers



Accessing parts of a register

dword = 4 bytes (32 bits),  word = 2 bytes (16 bits),  byte = 8 bits   



Flags Register

• register where each bit acts as flag, containing a 1 or a 0



Assembly Language Instructions

• Three main categories:
• Data transfer (mov)

• Control Flow (push, call, jmp …)

• Arithmetic/Logic (xor, or, and, mul, add …)



Examples of Data Transfer Instructions



Examples of Control Flow Instructions 
(function calls)



Examples of Control Flow Instructions (Jumps)

Each jump is preceded by either a test or a cmp instructions.  However, jmp is an unconditional jump and 
not preceded by anything test or cmp.



Examples of Arithmetic Instructions



Examples of Logic Instructions



test and cmp instructions

Jump instructions always come immediate after a test or cmp



Return Values

• EAX register is used to hold the return value of a function call

• The return value could be an integer, eg 0 or 1 or -1 (FFFFFFFF), or, 
even an address eg, 0x3FA593D3



Thank you


