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Welcome to SANS Security SEC599: Defeating Advanced Adversaries. 

In this course, you will bui Id essential skills required to fend offtoday's advanced cyber attacks. The course 
will be highly hands-on, as we help you develop skills by exercising them in hands-on, realistic !ab settings. 
Although this is not a penetration testing course, we will have sufficient attention for the offensive side ofthe 
spectrum. We will provide you with a deep technical understanding ofhow advanced adversaries work, as this 
will help us be more efficient defenders. Likewise, we will inform you on how to respond to cyber security 
attacks but will primarily focus on how to prevent and detect them. 

Our goal is to keep the course as interactive as possible. Ifyou have a question, please Jet the instructor know. 
Discussions about relevant topics are incredibly important in a class Iike this, as we have numerous attendees 
with various levels of skill coming into the class. Share your insights and ask questions. The instructor does 
reserve the right, however, to take a conversation offline during a break or outside of class in the interest of 
time and applicability ofthe topic. 

As course authors, we welcome any comments, questions, or suggestions pertaining to the course materiai. We 
would also like to extend our thanks to Didier Stevens (a SANS ISC handler), whose contributions greatly 
helped improve the course. 

Erik Van Buggenhout 
erik. van. buggenhout@gmai I .com 
https://www.nviso.eu/ 

Stephen Sims 
ssims@sans.org 
https://www .sans.org/ 
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