Day-1 of CEH
Hacking:

Hacking is the process of identifying weaknesses in a computer system, network, or
application and exploiting them to gain access, control, or information.

Hacking can be done for:
e« Malicious purposes (illegal)

e Security testing and learning (legal, with permission)

What is Ethical Hacking?

Ethical hacking is the authorized and legal practice of testing systems for security

vulnerabilities.




An ethical hacker:

e Has written permission

o Follows laws and rules

e Helps organizations improve security
Ethical hacking is also known as:

e Penetration Testing

e White Hat Hacking

Types of Hackers

Hackers are classified based on intent and authorization.

Types of Hackers

o Ethical Hackers — Hack to secure systems

¢ Malicious Hackers — Hack to steal, damage, or misuse data

o Hacktivists — Hack for political or social causes

o Script Kiddies — Use ready-made tools without deep knowledge

o State-Sponsored Hackers — Work for governments

o Black Hat Hacker - Hacks without permission, Intent is illegal or harmful, Steals

data, spreads malware

e White Hat Hacker - Hacks with permission, Works legally, Focuses on security

improvement

o Grey Hat Hacker - May hack without permission, Does not usually have
malicious intent, Can report vulnerabilities after finding them



What are Vulnerability, Exploit, and Payload?
Vulnerability
A weakness in a system, software, or network.
Examples:

¢ Weak passwords

¢ Unpatched software

e Misconfigured servers

Exploit
A technique or code used to take advantage of a vulnerability.
Example:

e Using SQL Injection to access a database

Payload
The actual malicious or intended action delivered after exploitation.
Examples:

+ Reverse shell

e Malware

o Data extraction

Types of GPTs
Freedom GPT
o GPTs with fewer restrictions
¢ May generate unrestricted responses

e Highriskif misused

Pentest GPT

o Used for penetration testing assistance



e Helps with vulnerability analysis, reporting, and methodology

e Used by ethical hackers for learning and documentation

Worm GPT
e Al model associated with malware development
e Used to automate malicious code creation
e Considered dangerous and unethical

These GPT types are used or learn for awareness and defense, not for misuse.

Steps Performed in Hacking (CEH)
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1. Reconnaissance (Information Gathering)

This is the first step of hacking.

The attacker collects information about the target such as:
o [P address
o Domain details
o Network structure

e Employee information (public sources)



Types of reconnaissance:
e Passive: No direct interaction with the target

e Active: Directinteraction with the target system

2. Scanning
In this phase, the attacker identifies live systems and weaknesses.
Activities include:

e Identifying open ports

¢ Discovering services

e Detecting operating systems

¢ Finding vulnerabilities

Scanning helps attackers decide how to attack.

3. Gaining Access
This phase involves exploiting vulnerabilities to enter the system.
The attacker may:

¢ Bypass authentication

e Accessrestricted data

e Take control of a system

This is where actual intrusion occurs.

4. Maintaining Access
After gaining access, the attacker tries to stay connected to the system.
Purpose:

e Maintain long-term access

e Performrepeated actions

e Avoid detection

Ethical hackers study this to learn how attackers persist.



5. Clearing Tracks
In this phase, the attacker attempts to remove evidence.
This may include:

e Deleting logs

e Hiding activities

e Avoiding detection

CEH teaches this phase to help defenders detect and prevent attacks.

Intrusion Kill Chain / Intrusion Detection Cycle :

The intrusion cycle describes how an attack progresses from start to finish.

Phases of the Intrusion Kill Chain

v Reconnaissance ) Research, identification, and selection of targets

Pairing remote access malware with exploit into a
deliverable payload (e.g. Adobe PDF and Microsoft
Office files)

Transmission of weapon to target (e.g. via email
attachments, websites, or USB drives)

Once delivered, the weapon’s code is triggered,
exploiting vulnerable applications or systems

The weapon installs a backdoor on a target’s system
allowing persistent access

Outside server communicates with the weapons
providing “hands on keyboard access” inside the
target’s network.

The attacker works to achieve the objective of the
v Actions on Objective intrusion, which can include exfiltration or

destruction of data, or intrusion of another target

1. Reconnaissance

The attacker gathers information about the target before launching an attack.

2. Weaponization

The attacker prepares tools or methods to exploit a vulnerability.




3. Delivery

The attack is delivered to the target.

Examples:
¢ Email
e Website

o Network-based methods

4. Exploitation

The vulnerability is exploited to gain access to the system.

5. Installation

Malicious components are installed to maintain access.

6. Command and Control (C2)

The attacker establishes communication with the compromised system.

7. Actions on Objectives

The attacker performs intended actions such as:
e Datatheft
e System manipulation

e Service disruption

Steps to Install VirtualBox

VirtualBox is a virtualization software used to run virtual machines on a computer.
In CEH, itis commonly used to create practice labs.

Step 1: Check System Requirements
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Before installing VirtualBox, ensure that:

¢ Your system supports virtualization

e Virtualization (VT-x/ AMD-V) is enabled in BIOS

¢ You have administrator privileges

Step 2: Download VirtualBox

V3 VirtualBox

Powerful open source
virtualization
For personal and enterprise use

VirtualBox is a general-purpose full virtualization
software for x86_64 hardware (with version 7.1
additionally for macOS/Arm and with version 7.2 also for
Windows/Arm), targeted at laptop, desktop, server and
embedded use.
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Get Started

Download VirtualBox binaries and platfor
packages
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1. Open aweb browser

2. Goto the official VirtualBox website

3. Download VirtualBox for your operating system:
e Windows
e macOS

e Linux

Step 3: Run the Installer

> 0412 PM Application 7,786 KB

[

5 02:5 =¥ Oracle VirtualBox 7.2.4 Installer >

Welcome to the Oracle
VirtualBox 7.2.4 Installer

> 06: The Installer will install Oracle VirtualBox 7.2.4 on your
computer. Click Mext to continue or Cancel to exit the Installer.
3 06

> 028

3 023

> 023

> 018
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> 018

3 01:4 Version 7.2.4 (amde4) Mext Cancel

3 12:54 PM Apphcation 10,507 KB

1. Openthe downloaded installer file
2. Click Next

3. Choose the installation location (default is recommended)



Step 4: Select Components

1412 PM Application 7,786 KB
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o | . .
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1) The majority of the code in the VirtualBox base package is licensed
324 under the GNU General Public License, version 3 (GPL). VirtualBox
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During installation:
e Keep default components selected
e Network and USB options can remain unchanged

Click Next to continue.



Step 5:
12 PM

13:5

Install VirtualBox

Application £,86 KB

Oracle VirtualBox 7.2.4

Warning:
Network Disconnection

During the installation of Oracle virtualBox 7.2.4 Networking,
your network will be disconnected. Ensure any operations
requiring network connection are complete before continuing.

¥:=2 Version 7.2.4 (amda4) Yes Mo
1. Click Install
2. Allow permissions if prompted
3. Wait for the installation to complete
Step 6: Finish Installation
4:12 P Application 7,786 KB
3.4 "M Oracle VirtualBox 7.2.4 Installer
3.5 Custom Setup
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y 0412 PM Application 7,786 KB

;02:5 =M Oracle VirtualBox 7.2.4 Installer >

» 03
Oracle VirtualBox 7.2.4 has

‘o3 been installed.

y D6 You may also need the VirtualBox Extension Pack. Refer to the
VirtualBox User Guide for more information.

» De:d

3 02 B start Oracle VirtualBox 7.2.47
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1. Click Finish

2. VirtualBox will launch automatically

Step 7: Verify Installation
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5 Get started with VirtualBox
=
Configure VirtualBox Manager to work with yvour computer

Create a new wvirtual machine (WhA)

Open a saved VirtualBox Wi

IMPOrt 8 VI from i e i e e e et e
WS WirtualBox - Question
Refer to the Wirtual

WisIE virtuslboxons o You are about to install a VirtualBox extension pack. Extension packs
complement the functionality of VirtualBox and can contain system level

software that could be potentially harmful to your system. Please review
the description below and only proceed if wou hawve obtained the
extension pack from a trusted source.

MName: Oracle VirtualBox Extension Pack |
Please choose Version: 7.2.4r1 70995 I Basic Mo«
By default, the Vi Description: Oracle Cloud Infrastructure integration, VirtualBox RDP, Expert Mo

PXE ROM, Disk Encryption, full WM encryption.
The Basic Mode i

d i i 1
and prefer a i Install Cancel

The t Mode
functionality.

You can choose whether you are a beginner or experienced user by selecting required option
at the right. This choice can always be changed in Global Preferences or Machine Settings
windows.

¢ Open VirtualBox
e Ensure the main dashboard loads without errors

VirtualBox is now successfully installed and ready for use.



Steps to Install Parrot OS Using OVA File (VirtualBox)

An OVA (Open Virtual Appliance) file contains a pre-configured virtual machine,
making installation faster and easier.
This method is commonly used in CEH labs.

Step 1: Install VirtualBox
¢ Ensure Oracle VirtualBox is installed on your system

e VirtualBox s required to import the OVAfile

Step 2: Download Parrot OS OVA File
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Default credentials:

user: user
password: parrot

o Download the official Parrot OS OVA file

e Saveittoan accessible location on your system

Step 3: Open VirtualBox
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1. Launch VirtualBox

2. Click on File » Import Appliance

Step 4: Import the Appliance

. Bl &

Importing appliance ... =

1%

1. Click Import
2. Wait for the import process to complete

VirtualBox will automatically create the virtual machine.

Step 5: Start Parrot OS

cle VirtualBox Manager

Machine Help

Wl @ OP.

New Open Settings Discard Start

_ —
E General

Name: ParrotSec5 1
Operating System: Debian (64-bit)

System

Base Memory: 4096 MB

Processors: 4

Boot Order: Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, KVM Paravirtualization

|§] Display



1. Select Parrot OS from the VirtualBox list
2. Click Start

3. Parrot OS will boot automatically

Step 6: Login to Parrot OS

B ParratSecs 1 [Running] - Oracle VirtualBox o x

File Machine View Input Devices Help

o Use the default credentials provided with the OVA file

¢ Change the password after first login (recommended)

Verification
e Parrot OS desktop loads successfully

o System tools are accessible

Advantages of OVA Installation
¢ No manualinstallation required
¢ Preconfigured environment

e Time-saving and beginner-friendly

Conclusion

o Ethical hacking is legal, authorized, and focused on improving security.



A strong understanding of hacking steps and the intrusion kill chain is essential
for both attackers and defenders.

Setting up VirtualBox and Parrot OS prepares you for hands-on penetration
testing and lab exercises.



