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Different IT Teams in a Company 

 Systems Team  
 Network Team  
 Endpoint Security Team  
 Network Security Team  
 Information Security Team  
 Security Operations Center  
 Application Development 

Team  
 Database Team  
 IT Helpdesk  

 

 Cloud 
 Virtualization  
 Vulnerability Assessment  
 Identity and Access Management 
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Systems Team/Server Team 
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Network Team 
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Endpoint Security Team 
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Network Security Team 
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Infosec Security Team 
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Vulnerability Assessment Team 
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Identity and access Management Team 
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Security Operation Center 
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SOC – Central to organization Security 
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Evolution of SOC 
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Year 2008 - 2010 
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Major Cyber Attacks in the past 
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Some findings 

67% of the time the attacks are detected by an external entity  

It took 205 days for companies to detected an attack  

80 days before the attack, there were indications that the attack would happen  
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Attack Executed 

Attack Detected 

Unnoticed Indicators 

Some findings 
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Need of Security Monitoring 
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What should we Monitor 
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Challenges 

There are not easy to read 

NO Standards Followed 

Huge Volume (25 million logs/day) (300 logs/sec) 
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Solution 
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what is SIEM? 
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Real Life Analogy 
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Rule Enforces 
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 Regional Transport Office (India)  
 Department of Motor Vehicle (USA)  
 Driver and Vehicle Licensing Agency (UK)  
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Cyber security Rule Enforcers 
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Security Monitoring 
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Thanks 
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