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INTRODUCTION 

This writeup will show you how to investigate the offenses/alerts using one of the following SIEM, 

QRadar. Let’s go to QRadar and do the offense investigation from start to finish. As we are ready 

familiar with the brute force attack, let’s take it as example and do full offense investigation.  

BRUTE FORCE 

Login the QRadar with our own credentials. Every time we do the investigation make sure using our 

own account. 

After login, click offenses tab and you can see list of the new offense. We choose offense no 2, Multiple 

Login Failures for the Same User containing An authentication attempt was unsuccessful. 

 

 



First thing we need to do after choosing the offense to investigate is assign the offense to ourselves. 

Click action then click assign. Now the offense assigned. 

 

Let’s double click the offense to open the details. The first thing I want to check is original data. 

There are 29 events related to offense. At event/flow count tab, click the “29 events” and you can 

see all the events. 

By taking a quick look at the events list, it seen the non-automated brute force because of two things: 

I. Long number of attempts 

II. There is no pattern between attempts 

For example, if an attacker used the automatic script, you would see 5 or 10 attempts per second. 

We have the first clue here; there is non- automated attack. Note that the source and destination at 

the same IP address mean someone direct access to the machine trying password, most likely not 

remote access. We got a second clue here; the person was on the machine. 



 

Next, check for other suspicious behavior from the user on that day. Scroll down to the same page 

then you can see another detail. Right click on the username and click view events. 

Select the time frame and click search. 



So, we have a list of events between the time frame. Take a quick look at the result, it’s seen no other 

malicious behavior other than failed authentication. We can’t yet close the case even if we don’t see 

other malicious behavior. 

Next, we check the asset details of the server. Right click on the source IP then click information the 

asset profile. 

 

Nice! We got more information about this server. We found ore more clues, this server located inside 

the office based on the detail of location. Chances of someone get into/breaking someone office to 

just try to put password manually is not that high. Still, we can’t close the offense and move to the 

next step. 

Based on the asset details, we have business owner details. So, in this case I will call that person and 

ask about the case (Actual incident response plan we must send an email to IT team to get this 

confirmation). We must get confirmation from him. Fortunately, he confirms that he forgot the 



password on that day and later called an IT to get his password reset. We make sure what the user 

told us matches with what we got in the logs. 

So, we need to double check to make sure what the user told us matches with the logs: 

I. Make sure the attack is manual not automated 

II. Make sure we ask the user how many attempts he makes and compare with the logs 

III. We make sure the user has direct access to server, which in this case true since user 

has server in the office 

 

Finally, we can close this offense. Click action and then click close. Don’t forget to put closer notes, 

for example like this “Called the user and he informed he was having trouble with the password. The 

password was reset by IT, case can be closed. 

 

 



 

 

 

 

 

 

 


