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 Network Security Devices 
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 Antivirus 
 IDS/IPS 
 Firewall 



Antivirus 
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Computer Network  

4 
Tech Geek      techgek.co.in                            

info@techgek.com 



IDS/IPS? 
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Computer Network  
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Network Packet 



Firewall 
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Packet Understanding 

 Bit, Hexadecimal & Bytes Represenation 
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Packet vs Log 
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Network Packet Capture 
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Computer Network  
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Device Logs 



Encoding and Decoding:  
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Encoding is the process of putting a sequence of characters such as letters, numbers, 
and other special characters into a specialized format for efficient transmission. 
 
Decoding is the process of converting an encoded format back into the original 
sequence of characters.  
 
It is completely different from Encryption which we usually misinterpret. Encoding and 
decoding are used in data communications and storage. 
 
 Encoding should NOT be used for transporting sensitive information. 
 



Encryption 
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Encryption is the process of translating plain text data (plaintext) into something that 
appears to be random and meaningless (ciphertext).  
 
Decryption is the process of converting ciphertext back to plaintext. 

Types of Encryption:  
There are two types of encryption in widespread   
use symmetric and asymmetric encryption. 

https://docs.microsoft.com/en-us/windows/win32/secgloss/p-gly
https://docs.microsoft.com/en-us/windows/win32/secgloss/c-gly


What is symmetric encryption? 
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In symmetric encryption the same key is used for encryption and decryption.  
 
It is therefore critical that a secure method is considered to transfer the key between sender 
and recipient.  
 
Symmetric encryption – Using the same key for encryption and decryption. 
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What is asymmetric encryption? 

Asymmetric encryption uses the notion of a key pair: a different key is used for the 
encryption and decryption process.  
 
One of the keys is typically known as the private key and the other is known as the public key.  
 
The private key is kept secret by the owner and the public key is either shared amongst 
authorised recipients or made available to the public at large. 
 
Data encrypted with the recipient’s public key can only be decrypted with the corresponding 
private key.  
 
Data can therefore be transferred without the risk of unauthorised or unlawful access to the 
data. Asymmetric encryption – Using a different key for the encryption and decryption 
process. 
 



Thanks 
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