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It is stated in the alert detail that the "cmd.exe /c calc.exe" command is suspicious. Also, it
was reported that the CVE-2021-44228 vulnerability was exploited. Looking at the Tier 1
analyst comment, we understand that they have set up a server to play Minecraft with
the SOC team. The most important thing here is to understand whether the CVE-2021-
44228 vulnerability was really exploited or it was a false positive.
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https://www.lunasec.io/docs/blog/log4j-zero-day/
https://blog.cloudflare.com/cve-2021-44228-log4j-rce-0-day-mitigation/
https://www.picussecurity.com/resource/blog/simulating-and-preventing-cve-2021-44228-
apache-log4j-rce-exploits

As mentioned before, first of all, we need to understand whether the CVE-2021-44228
vulnerability is exploited on the "Minecraft Server". Therefore, we need to understand how this
vulnerability works (impacts the systems).

With a quick Google search (keywords: “CVE-2021-44228”, “log4j RCE”) you can find the
following search results and read the vulnerability and mitigation details:

Simply, it is possible to run code remotely in applications using the Java log4j library due to a
vulnerability in this library. A sample payload used in this exploit is as follows:

In our own case, "paper-1.12.2-1618" is running on our system to provide the Minecraft server
service. We can check the logs to see if there are payloads for this.

We can see the following payloads when we look at the "lastest.txt" log file in the
"C:\Users\LetsDefend\Desktop\Minecraft Server 1.12.2\logs" path.
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When we look at the Minecraft logs, we see that the user with the nickname "testuser23" has sent the
payload. 

When we go back in the logs, we see that the attacker connects to the Minecraft Server at "10:37:57"
from the "151.135.112.161" IP address. 
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https://github.com/YfryTchsGD/Log4jAttackSurface

If we look at the Github repository below, we can see the list of services/systems affected
by this vulnerability:

It is clear that Minecraft is among those affected by the exploit.
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Thus, we understand that the initial access was achieved by exploitation of a
vulnerability on a public application.



We detected that the attacker was sending payloads over Minecraft chat. What
would cause this payload to run “calc.exe”? We should examine the Sysmon logs
to get an answer.

After examining the "Event ID1 - Process Create" logs and finding calc.exe, we
need to check the parent process so we can understand the reason why this
process occurs.
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When we examine the relevant log, we see that calc.exe is called by cmd.exe in the
alert details. When we go back in the log details, a pattern as follows emerges:



We can filter the logs with an IP address of 192.168.10.69 on Log Management to
understand which addresses Minecraft Server communicated with during the
time period of the event (11.12.2021 10:35).
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151.135.112.161 - testuser23, Attacker IP address
85.153.205.179 - UserMC user IP address
18.217.235.130 - IP address in Payload

When we look at the results, the addresses communicated are as follows:



If we bring together the information we have obtained from log management and
Sysmon, we will have an attack scheme as seen in the image below.
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Execution Continuation
If the log analysis is continued, it will be detected that the attacker not only sends
"calc.exe" but also a CMD screen that says "Log4j Exploit Test Success".



Execution flowchart is the same as above. First, the attacker sent a payload and
received the relevant command from its own server.

If we look at the user where the operations are made, we see that the user is
"LetsDefend", which is in the Administrator group. No privilege escalation activity
has been seen. It is already possible to run commands with a user with high
privileges.
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As a result of the analysis, We see that the attacker ran a remote command
because the "paper-1.12.2-1618" application in "Minecraft Server" was affected by
the CVE-2021-44228 vulnerability. The device must be isolated from the network to
prevent the server from being completely compromised and spread to other
devices.

CONTAINMENT

CONTAINMENT
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No backdoor malicious application has been detected on the system, there is
no findings that need to be remediated.

ERADICATION

Although there is no direct vulnerability in the application we use (“paper-1.12.2-
1618”), it can be affected by the vulnerabilities that may occur in the libraries it
depends on (“log4j”). For this reason, we should thoroughly adopt the concept
of 3rd party security.
We should not delay the patch management works and we should apply the
necessary updates on time.

LESSON LEARNED


