
023: Assignment 3: Finding hidden links

Now, let's practice a little bit on the types of parameters that we can Encounter. Go to CheeseBook - The social media network for the ev

eryday rat   and login with the username test and the password also test. If your logged in click on the get token link in the menu bar. Here 

you can see the user equals parameter in URL: 

CheeseBook - The social media network for the everyday rat  

Change this to user equals 9 and see if you can find the vulnerability.

Now if you go to CheeseBook - The social media network for the everyday rat   you will notice that the link to click forgetting the token is 

no longer there. However it really is you should check the Source Code, the HTML source code. This still does contain a link to get the 

token, it's just hidden in a comment.

 

https://hackxpert.com/labs/IDOR/IDOR1/
https://hackxpert.com/labs/IDOR/IDOR1/getToken.php?user=2
https://hackxpert.com/labs/IDOR/IDOR2

