Privilege escalation

Privilege escalation is the process of gaining higher access rights or
permissions on a system than were originally granted.
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Enable “SeDebugPrivilege”

Step 1: Get the token handle of our program

OpenProcessToken() S L ANDLE

Token

Program
process



Enable “SeDebugPrivilege”
Step 2: Get LUID (id) of “SeDebugPrivilege”

OpenProcessToken() S L ANDLE

Token

m LookupPrivilegeValue()

Program o
process “SeDebugPrivilege”




Enable “SeDebugPrivilege”
Step 3: Set “SeDebugPrivilege” to our token

Token
A

“SeDebugPrivilege”
Enabled

AdjustTokenPrivileges ()
Program i o
process “SeDebugPrivilege”




Lets see the program code



Steal the token

“SeDebugPrivilege”
Enabled

Our Program



Steal the token

Step 1. Open winlogon process

“SeDebugPrivilege”
Enabled

OpenProcess()

Our Program
(Admin level )

Winlogon
process
( system level)




Steal the token

Step 2: Open token of winlogon process

OpenProcessToken( )

“SeDebugPrivilege”
Enabled

Our Program

OpenProcess() Winlogon
g process



Steal the token
Step 3: Duplicate the token

Token
/ openProcessToken( )

DuplicateTokenEx( )

“SeDebugPrivilege”
Enabled

OpenProcess() . Winlogon

r Program
Ou ogra process



Steal the token

Step 4: create a process with the duplicated token to get system level privilege

Winlogon Token

“SeDebugPrivilege”
Enabled

> Winlogon Token

CreateProcessWithTokenW( ) T

Our Program
(admin level )

cmd.exe
( system level )



Lets see the program code
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