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Important components in malware 
programming :
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Handles: When you request something from Windows, it gives you a handle so that it can track your request.        
             This handle helps Windows identify and manage different resources like files, windows, and processes.
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● Files: CreateFile() returns a handle to a file.
● Processes: OpenProcess() returns a handle 

to a process
● Threads: CreateThread() returns a handle to 

a thread
● Windows (GUI): FindWindow() returns a 

handle to a window
● Registry Keys: RegOpenEx() returns a 

handle to a registry key
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Handle Example: Find out running notepad program

#include<stdio.h>
#include<windows.h>

int main()
{
    HWND hWnd = FindWindow(NULL,"Untitled - Notepad");

    if(hWnd) {
        printf("Found Notepad! Handle:%p\n",hWnd);

    }
    else
    {
        printf("Notepad not found!\n");
    }
    return 0;
}

Handle



  

Handle Example: Find out running notepad program and minimizing it.

#include<stdio.h>
#include<windows.h>

int main()
{
    HWND hWnd = FindWindow(NULL,"Untitled - Notepad");

    if(hWnd) {
        ShowWindow(hWnd, SW_MINIMIZE);

    }
    else
    {
        printf("Notepad not found!\n");
    }
    return 0;
}

SW_SHOW

SW_HIDE

SW_MINIMIZE

SW_MAXIMIZE

Command Flag



  

Handle Example: Find out running notepad program and hiding it.

#include<stdio.h>
#include<windows.h>

int main()
{
    HWND hWnd = FindWindow(NULL,"Untitled - Notepad");

    if(hWnd) {
        ShowWindow(hWnd,SW_HIDE);

    }
    else
    {
        printf("Notepad not found!\n");
    }
    return 0;
}



  

Handle Example: File Handle example ( creating a file using file handle ).

#include<stdio.h>
#include<windows.h>

int main()
{
    HANDLE  fileHandle = CreateFile(

"example.txt", //File name
GENERIC_WRITE, // Open for writing
0, // No sharing
NULL, //Default security
CREATE_ALWAYS, //Create a new file or overwrite existing
FILE_ATTRIBUTE_NORMAL, // Normal File
NULL // No template file
);

    if(fileHandle)
    {
        printf("File handle created successfully\n");
         }
    else
{
        printf("Failed to create file. Error: %ld\n",GetLastError());
        return 1;
    }
    return 0;
}
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