How can we steal the password from Isass process ?



Password stealing from Isass.exe process :

1 Task Manager - m} X
File Options View

Processes  Performance App history Startup Users Details Services

30% 17% 3% 0%
Name Status CPU Memory Disk Network | Power usage
% VirtualBox Guest Additions Service 0% 09 MB 0 MB/s OMbps Verylow
¥ VirtualBox Guest Additions Tray Application 0% 1.1 MB 0 MB/s OMbps  Very low
[E] Windows Defender SmartScreen 0% 43MB 0 MB/s 0Mbps  Very low
[ Windows Modules Installer 0% 03MB 0 MB/s OMbps  Very low
[#5] Windows Modules Installer Worker 0% 1.8 MB 0 MB/s 0Mbps  Very low
BOOL MiniDumpWriteDump( -ﬁfi WM Provider Host 0% 23 MB 0MB/s 0Mbps  Very low
HANDLE hProcess, Windows processes (81)
DWORD Processld,
HANDLE hF”e, [ Client Server Runtime Process 0% 0.7 MB 0 MB/s 0Mbps  Very low
MINIDUMP_TYPE DumpType, [ Client Server Runtime Process 0% 02ME OMB/s  OMbps Verylow
PMINIDUMP_EXCEPTION_INFORMATION ExceptionParam, __[¥|DesktopWindowManager W% ZOME__ OMEs 0 Mbps_ Very low
PMINIDUMP_USER_STREAM_INFORMATION UserStreamParam, P i
PMINIDUMP_CALLBACK_INFORMATION CallbackParam — P e — SIS RO ME SR Mee=) e jom iy
); LecalServiceNoMetworkFirewall (2 0% 7.9 MB 0 MB/s 0 Mbps Very low
[E] Registry 0% 43MB 0 MB/s OMbps  Very low
Service Host: Application Information 0% 0.8 MB 0 MB/s 0 Mbps  Very low
Service Host: Background Intelligent Transfer Service 0% 27MB 0 MB/s OMbps  Very low
Service Host: Capability Access Manager Service 0% 1.0 MB 0 MB/s 0 Mbps  Very low
The MiniDumpWriteDump function is a Windows API provided by Senice Host: Clipboard User Service 46614 P - [T R
DbgHelp.dll. It allows a process to create a minidy_mp fi]e, yvhich is a shapshot Sevice Host COMa Event System ox BRRERE]  omis|  OWbps | verpiow
of another process’s memory and state at a specific point in time. eemvice Hott Conmected Devie e Platformm Service x| 2ame|  owes| oM |veyiow
< >

Fewer details End task



Password stealing from Isass.exe process :

PMINIDUMP_CALLBAC

BOOL MiniDumpWriteDump(

HANDLE hProcess,

DWORD Processld,

HANDLE hFile,

MINIDUMP_TYPE DumpType,
PMINIDUMP_EXCEPTION_INFORMATION ExceptionParam,
PMINIDUMP_USER_STREAM_INFORMATION UserStreamParam,

K_INFORMATION CallbackParam

Get the process id of Isass.exe

B =

17 Task Manager
File Options View

Processes  Performance App history Startup Users Details Services

"]

30% 17% 3% 0%
Name Status CPU Memory Disk Network | Power usage
V# VirtualBox Guest Additions Service 0% 0.9 MB 0 MB/s 0Mbps  Very low
84 VirtualBox Guest Additions Tray Application 0% 11 MB 0MB/s 0 Mbps  Very low
[5] Windows Defender SmartScreen 0% 4.3 MB 0 MB/s 0Mbps  Very low
[5=] Windows Medules Installer 0% 0.8MB 0MB/s 0 Mbps  Very low
[#5] Windows Modules Installer Worker 0% 1.8 MB 0 MB/s 0Mbps  Very low
ﬁi WM Provider Host 0% 23 MB 0MB/s 0Mbps  Very low
Windows processes (81)
[ Client Server Runtime Process 0% 0.7 MB 0 MB/s 0Mbps  Very low
[2=] Client Server Runtime Process 0% 0.8MB 0MB/s 0 Mbps  Very low
- LE]_Desktop Window Manager e e D 230MB___ OMB/s 0 Mbps_ Very low
i > [ Local Security Authority Process (2) 0% 33 M8 0ME/s OMbps  Very low i
™ Lo(aISENiceN-antwarkF\rewall 2 o 0-%- 7.9 MB 0 ME-I: 0 Mbps Very-\o-w---
[2=] Registry 0% 4.3 MB 0MB/s 0Mbps  Very low
Service Host: Application Information 0% 0.8 MB 0 MB/s 0 Mbps  Very low
Service Host: Background Intelligent Transfer Service 0% 2.7 MB 0 MB/s 0Mbps  Very low
Service Host: Capability Access Manager Service 0% 1.0 MB 0 MB/s 0 Mbps  Very low
Service Host: Clipboard User Service_46614 0% 1.7 MB 0 MB/s 0Mbps  Very low
Service Host: COM+ Event System 0% 1.5 MB 0 MB/s 0 Mbps  Very low
Service Host: Connected Devices Platform Service 0% 2.7 MB 0 MB/s 0Mbps  Very low
< >
Fewer details End task
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