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Remote Code Execution with LFI and File

Upload
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LFI + File Upload to RCE

* Upload Image file with embedded PHP code
— double extensions disabled

e Use LFI to execute image file
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Vulnerable Code

<?php

$page = $_REQUEST["page"];

echo "File included: $page<br>";

echo "<br><br>";

$local file = "html/".$page.".html";

echo "Local file to be used: ".$local file;
echo "<br><br>";

include $local file;
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Pentester Academy

PentesterAcademy a SecurityTube.net initiative oo

TOPICS PRICING WHY SUBSCRIBE MEMBER ACCESS

Pentester Academy Introduction

3 Revolutionizing Infosec Training

> Highly Technical, Hands-on, Affordable

Start Learning Today!
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Different Processors — Different Assembly
Language
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