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Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic. Also, note that the IP addresses and domain names might be                
different in your lab.  
 
Step 1:​ Check the IP address of the machine. 
 
Command:​ ip a 
 

 
 
The IP address of the host machine is “192.2.195.2”. 
 
Step 2:​ Scanning the target machine using nmap. 
 
Command:​ nmap 192.2.195.3 
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On the target machine port 80 and 3306 are open. Probably some website is hosted on the 
target machine. 
 
Step 3:​ Accessing the website hosted on the target machine. 
 
Open the target machine’s IP address in firefox: 
 
Command:​ firefox 192.2.195.3 
 

 
 
There is a default webpage hosted on the target machine. 



 
Step 4:​ Performing a reverse lookup on the target machine’s IP address. 
 
Command:​ dig -x 192.2.195.3 
 

 

 
 
The IP address resolves to multiple domain names: 



 
● witrapper.com 
● public.witrap.com 
● witrap.com 
● promo.witrap.com 

 
To get a terse answer (less verbose), then use the following command: 
 
Command:​ dig -x 192.2.195.3 +short 
 

 
 
Note:​ A Fully Qualified Domain Name (FQDN) has a dot ( . ) appended at its end. But normally, 
while browsing, even if a dot is not appended to the URL, it still works. The reason is that the 
resolver when sees an unqualified domain appends a final dot to make it an FQDN. 
 
References: 
1. ​https://en.wikipedia.org/wiki/Fully_qualified_domain_name 
2. ​http://www.dns-sd.org/trailingdotsindomainnames.html 
 
Step 5:​ Accessing the web page using the domain names obtained above. 
 
1. Accessing the web page using witrap.com: 
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2. Accessing the web page using promo.witrap.com: 
 

 
 
3. Accessing the web page using witrapper.com: 
 



 
 
4. Accessing the web page using public.witrap.com: 
 

 
 
In 4 of the domain names, a different page was shown, even though all were mapped to the 
same IP address. 
 
This was the case because the domains were served using name-based virtual hosts on a 
single server. 



 
References: 
 

1. Bind 9 (​https://www.isc.org/downloads/bind/​) 
2. dig (​https://linux.die.net/man/1/dig​) 
3. FQDN (​https://en.wikipedia.org/wiki/Fully_qualified_domain_name​) 
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