
Auditing Fundamentals



Course Topic 
Overview

+ Cybersecurity Basics

+ Frameworks and Compliance

+ Cyber Maturity

+ Auditing

+ Labs
+ SCAP/STIGs
+ Nessus
+ Nmap



Prerequisites+ Basic network concepts



Learning 
Objectives:

● Students will describe cybersecurity.

● Students will identify common frameworks and governing 
regulations.

● Students will explain cyber maturity.

● Students will  perform network auditing.



In this module you will see some examples of tools and techniques used on 
realistic IP addresses and hosts.

Never run any of these tools and techniques  on those addresses or on any 
machine and network without proper authorization!Disclaimer


