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Methods of infection include; Stealing data, deleting files or data, locking files or data to make them inaccessible, 
corrupting files or data, or disabling entire systems.
-
Methods of propagation include; software bundled with other (legitimate) files, exploits to known OS 
vulnerabilities, installations as a result of user interaction with websites, email attachments, and much more.
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Before talking about the various solutions that one can implement on a host to protect against viruses, malware, 
etc we need to become aware of the various terms involved and what types of malicious software we’re trying to 
protect against.
-
Many of these things are similar (or identical) in their intent and operation…but differ in their delivery and 
propagation mechanisms.
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To be classified as a virus or worm, malware must be able to propagate.
-
A computer virus is a type of malware that propagates by inserting a copy of itself into and becoming part of 
another program. Viruses spread when the software or document they are attached to is transferred from one 
computer to another
-
A virus depends on a host program to replicate whereas a worm propagates independently of other programs.
-
To spread, worms either exploit a vulnerability on the target system or use some kind of social engineering to 
trick users into executing them. A worm enters a computer through a vulnerability in the system and takes 
advantage of file-transport or information-transport features on the system, allowing it to travel unaided.
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https://www.cisco.com/c/en/us/about/security-center/virus-differences.html


An example…the W32/Waledac.A email worm: The name of the email attachment is always "ecard.exe". The 
contents of the email try to fool you into believing you’ve received a Christmas greeting from a friend by having a 
subject line such as…
---A Christmas card from a friend
---Happy Christmas! Happy Christmas!
---and MANY many others

Once the executable is clicked on, the worm:
----saves a copy of itself to the Windows registry system
--- amends the registry so the worm is run upon every system startup event.
--- searches through all of your files for email addresses
--- spams copies of itself from email addresses it has found
--- gathers information about your computer which it encrypts and sends to one of several IP addresses

https://www.f-secure.com/v-descs/email-worm_w32_waledac_a.shtml
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Frequently logic bombs are used by disgruntled employees. For example, let's say a privileged user has a grudge 
against his company and is afraid he might soon be fired. In advance of his firing, he sets up a scheduled job that 
checks to see if his user account has been active during the past 90 days; if no activity is found, the scheduled job 
deletes a critical database. Sure enough, the user is fired, and a few months later, once his account has been 
inactive for 90 days, the database is deleted. In most cases this would be a visible and obvious action, but what 
makes a logic bomb especially insidious is that it changes its code randomly, making it more difficult to detect and 
more damaging to the targeted organization. - https://searchsecurity.techtarget.com/tip/Understanding-logic-
bomb-attacks-Examples-and-countermeasures
-
Logic bombs are typically installed by privileged users who know what security controls need to be circumvented 
in order to go undetected until they detonate. The malicious code could also be included within an existing piece 
of software installed on a target system. A logic bomb often bypasses whitelisting or file system integrity checks 
because a malicious admin, usually the person responsible for a logic bomb, could tamper with or disable 
whitelisting and file integrity systems.
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https://searchsecurity.techtarget.com/tip/Privileged-user-access-management-How-to-avoid-access-creep


Famous Trojan that was first detected in 2014 (and still active today) is Emotet.  This particular Trojan is actually 

capable of self-replication like a worm and is specifically engineered to obtain banking information from you.

-

In February 2018 the Emotet Trojan infected several systems in the City of Allentown, PA forcing them to 

shutdown many critical infrastructure networks and pay more than $1M to clean up the problem. 

https://www.mcall.com/news/breaking/mc-nws-allentown-computer-virus-20180220-story.html

-

A “downloader” is a piece of malware engineered to allow the download of more malware.
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Even genuine programs may have undocumented remote access features.
-
Often, backdoors are installed by other parasites like Trojans, viruses, or even spyware.
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Exploits are ultimately errors in the software development process that leave holes in the software’s built-in 
security that cybercriminals can then use to access the software and, by extension, your entire computer.
-
Types of exploits are zero-day (attacks on vulnerabilities that aren’t even known by the software developer yet), 
DoS and XSS (Cross-Site-Scripting in which an attacker somehow injects their own malicious code into the 
legitimate code of a website, such that when you open the website the attacker has access to some of your data).
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Rootkits - Once installed, it becomes possible to hide the intrusion as well as to maintain privileged access. The 
key is the root or administrator access. Full control over a system means that existing software can be modified, 
including software that might otherwise be used to detect or circumvent it. The main goal of a rootkit is 
concealment. It is not designed to corrupt your files or otherwise visually damage your system (like a Virus) but 
rather do its work completely undetected.
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Shown above is a screenshot of the “Bad Rabbit” ransomware attack that hit several countries in Eastern Europe 
in late 2017.  The attackers demanded a payment in Bitcoin of approximately $280.
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Most antivirus software uses signature-based detection. Antivirus software vendors analyze known malware, and 
catalog the characteristics that are used to recognize them in a signature database. Scanning files and memory for 
these signatures reveals the malware.
-
Heuristics can decompile software to reveal its sourcecode, and then see if any of that sourcecode matches the 
sourcecode of any known malware.
-
Behavioral-based: Is the file attempting to overwrite the registry? Invoke a keystroking-capturing command? Is it 
trying to modify another executable program?
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AMP continuously analyzes and records all file activity on endpoints, regardless of a file’s disposition. At the first 
sign of malicious behavior, AMP alerts you with an indication of compromise, can automatically block the file, and 
show you the complete recorded history of the threat across the entire environment.
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A distributed firewall requires that the personal firewall policies are controlled by a centralized administration 
system. A distributed firewall can provide similar protection as a traditional firewall.
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Personal Firewalls typically will ask you (when you connect to a new network) how you want to categorize that 
network (home, public, etc).  This categorization helps it to know what set of rules to apply.
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Mobile Hosts: A host is protected by a network firewall as long as it resides on an inside interface of that firewall.  
If that host moves between networks it might be placed into a network that is vulnerable and not covered by the 
network firewall.
-
When a VPN uses split-tunneling, a personal firewall will protect the host from attacks originating from the 
Internet, and protect against malicious actors on the Internet gaining access to your device…and thus gaining 
access to your protected VPN network.
-
Personal firewalls have the ability to permit and deny traffic based on the application, regardless of the protocols 
and ports.
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Unlike a personal firewall that only determines if inbound/outbound traffic is allowed or denied…a HIPS solution 
will watch the behavior of applications to see if they are trying to do something suspicious.
-
The normal method of a HIPS is runtime detection. It intercepts actions when they occur, but some HIPS also offer 
pre-execution detection. This means that the nature of an executable is analyzed before it runs, to check for 
suspicious behavior.
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Since 2018, Mac laptops have included a special chip called the T2, and SSD (Solid State Drive) controller that 
(among other things) automatically encrypts all files on your drive with AES-256 encryption.

Macs also have a feature called FileVault which adds password-protection to your encrypted computer. Thanks to 
the new SSD controller, the T2 automatically encrypts your drive regardless of whether you have FileVault on or 
not. Apple recommends that you do enable it, however, for added security. Without FileVault, your encrypted 
SSDs will automatically mount and decrypt without a password when connected to your Mac.
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VPN technologies that don’t include built-in confidentiality (i.e. encryption) are primarily used to tunnel 
data/protocols across networks that normally wouldn’t support that data/protocol in its native format. Or to 
ensure the separation of paths (that data streams from Company-A will never accidentally end up on Company-
B’s network).
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