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Malware Analysis



What Windows APIs are used by malware?



How to parse malicious documents with EML 
format?



How to parse malicious documents with MSI 
and CHM format?



Create example to yara rules for malware 
detection



What are Windows Computer Networking 
APIs?



How to Unpack Malware with x64dbg?



How to Analyze Macro Infected Documents 
and what tools are useful?



How to Detecting a debugger using PEB?



How to analyze persistence mechanisms in a 
malware?



Development simple plugin in IDA?



Create example code plugin in IDA to automating 
runtime data collection in C++ and Python



How to extract information from C2 in a 
malware?



KLBanker decryption string using Python 
Example



How to Decode string and payload 
obfuscation using python



Using debuggers for dumping packed 
malware from memory



Deobfuscation, unpacking, and decoding of 
obfuscated malicious JavaScript 



Create PE Analyzer using Python with 
Capstone



All commands to Malware Analysis using 
Volatility



Analysing Shellcode Statically and Dynamically 
using Debugger tools



Analyzing multi-technology and "fileless" 
malware with IDA Pro



C++ Study



Example Strings and Associated Classes in C++



Inheritance Example with C++



Example Pointers in C++



Example Exception and Error treatment in 
C++



Development example using MessageBox
Windows API with C++



Create examples of Functions, Vectors with 
C++



Create examples of Variables, Constructors 
with C++



Create examples of Destructors with C++



Reverse Engineering



How to Identifying key assembly constructs 
with a disassembler



Example Register x86 in Assembly



Stack and Function x86/x64 in Assembly



How to reverse engineering in Driver Kernel?



Writing automated scripts to scale parsing 
executable files with python



How to analyze bytecode using dnspy



Using objdump to collect section headers and 
list DLLs



Using GDB to Reverse Engineering .elf 
examples
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