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What Windows APls are used by malware?




How to parse malicious documents with EML
format?




How to parse malicious documents with MSI
and CHM format?




reate example to yara rules for malware
etection

rule Example Malware

{

meta:

description = "Example rule to detect Example_Malware"
rule Example Malware

{

author = “YourNams"

meta: strings:

description = "Example rule to detect Example Malware" $stringl = {65 B4 @4 90} // Example of Hex String
author = "Yourlams" $string2 = "Some_Unique_String”

$string3 = /.*example malware.*/ // Example of Regular Expression
strings:
condition:

all of them

$stringl = "Example_Malware”

$string2 = "Some_Unique_String”

condition:

all of them




What are Windows Computer Networking
APIs?




How to Unpack Malware with x64dbg?




How to Analyze Macro Infected Documents
and what tools are useful?




How to Detecting a debugger using PEB?




How to analyze persistence mechanisms in a
malware?




Development simple plugin in IDA?




Create example code plugin in IDA to automating
runtime data collection in C++ and Python

// Plugin initialization function

int idaapi init(void)

{
if (ph.id != PLFM_386)
it
warning("This plugin is for %86 only");
return PLUGIN_SKIP; . ..
- from idaapi import *
H
. B . . class CollectRuntimeData(DBG_Hooks):
hook_to_notification_point(HT_DBG, collect_runtime_data, NULL); -
def dbg process start(self, pid, tid, ea, name, base, size):
#include <ida.hpp> return PLUGIN_KEEP; -
. . # Collect runtime data here
#include <idp.hpp> ¥

#include <bytes.hpp> pass

#include <loader.h - -
include <loader.hpp> // Plugin cleanup function

#include <kernwin.hpp>

def dbg process exit(self, pid, tid, ea, code):

void idaapi term{void)

# Perform cleanup here
// Plugin callback function { P

int idaapi collect runtime data(void *, int event_id, va_list va) unhook_from_notification_point(HT_DBG, collect_runtime_data, NULL); pass
{ }
if (event_id == dbg process_start)

i

# Initialize the plugin
// Plugin description debugger = CollectRuntimeData()
plugin_t PLUGIN = debugger . hook( )

/7 Collect runtime data here

H
else if (event_id == dbg process_exit) {
{ IDP_INTERFACE_VERSION, def plugin_unloading():

/7 Perform cleanup here a,

# Perform cleanup when the plugin is unloaded
3 init,
return 8;

debugger.unhook()
term,

"Collect Runtime Data",

// Plugin initialization function "Collects runtime data during debugging”,
int idaapi init(void) "Ctrl-shift-p",
{ e
if (ph.id != PLFM_386) NULL,
{
NULL

warning("This plugin is for %86 only");




How to extract information from C2 in a
malware?




KLBanker decryption string using Python
Example

def KLBankerDecryption(data, key):
decrypted_data = "
for 1 in range(len(data)):
decrypted_data += chr(ord(data[i]) * ord(key[i ¥ len(key)]))
return decrypted_data

# Example usage

data = "encrypted_data”

key = “"decryption_key”
decrypted_data = KLBankerDecryption(data, key)
print(decrypted_data)




How to Decode string and payload
obfuscation using python

def xor_decode(data, key):
decoded data = "
for i in range(len(data)):
decoded_data += chr(ord(data[i]) * ord(key[i % len(key)]))
return decoded_data

# Example usage
obfuscated_data =
"ex3a, Bx2c,8x%35,0x31,8x36,8x2c,Bx35,0x31,0x36,0x2c, Bx35,0x31, B%36, Bx2c, Bx35,8%31,

key = “secretkey”
decoded_data = xor_decode(obfuscated data, key)
print{decoded_data)




Using debuggers for dumping packed
malware from memory




Deobfuscation, unpacking, and decoding of
obfuscated malicious JavaScript




reate PE Analyzer using Python with
apstone

import pefile

import capstone

def pe_analyzer(file_path):
pe = pefile.PE(file path}
md = capstone.Cs(capstone.C5_ARCH_X86, capstone.CS_MODE_32)

for section in pe.sections:

print{f"[+] Section: {section.Mame.decode()}")
print(f" Virtual Address: {hex(section.VirtualAddress)}")

print{f" Virtual Size: {hex(section.Misc_VirtualSize)}™)
print{” Instructions:™)

code = section.get data()

for 1 in md.disasm(code, section.VirtualAddress):

print{f” {i.mnemonic} {i.op_str}")

# Example usage
file_path = "path/to/binary”
pe_analyzer(file_path)




All commands to Malware Analysis using
Volatility




Analysing Shellcode Statically and Dynamically
using Debugger tools




Analyzing multi-technology and "fileless”
malware with IDA Pro




C++ Study



Example Strings and Associated Classes in C++




Inheritance Example with C++

int main{) {
Rectangle rect;

class Shape {
rect.setWidth(s);

public:
Shape() { /* constructor code */ } rect.setHeight(7);

vold setWidth(int w) { width = w; }

Void sethieight(int h) { height = h; } cout €< "Total area: " << rect.area() << endl;
int getWidth() { return width; }

int getHeight{) { return height; }

return @;

protected:
int width;
int height;
b

class Rectangle: public Shape {
public:
int area() { return (width * height); }

b




Example Pointers in C++

#include <iostream>

int main() {
int x =
int* px 3 /f px is a pointer to x

std:zcout << "x = " €< x €< std::endl; int x = 5;
int* px

int** ppx = &px;

stdizcout << "px = " << px << std::endl;

*pi = 7; // update x through the pointer

std::zcout << "x = << x €< std:zendl;

return 8;

stdzicout <¢ "x = " << ¥*ppx; // output




Example Exception and Error treatment in
C++

std::error_code ec;
#include <iostream>

std::filesystem: :create_directory("/top/my_folder”, ec);

#include <exception>
if (ec) {

ot Tee0 A std::cout << "Error creating directory:

" << ec.message{) << ''n';

throw std::runtime_error{"An error occurred in foo®);

int main{) {
try {
foo();
} catch {const std::exception& e) {
std:iicerr << "Caught exception: " << e.what() << std::endl;

} catch (...} {

std::cerr << "Caught unknown exception™ << std::endl;

}

return @;




Development example using MessageBox
Windows API with C++

int ret = MessageBox(NULL, "Do you want to save your changes?", "My

Application”, MB_YESNO | MB_ICONQUESTION | MB_DEFBUTTONZ2);

#include <Windows.h>

int main{} {

MessageBox(NULL, "Hello, World!", "Example", MB_OK);

return 8;




Create examples of Functions, Vectors with
C++

#include <vector:
#include <iostream:
#include <iostream:
int main{} {
int add(int a, int b) { std: :vector<int> myVector;
return a + b myVector.push _back{1);
myVector.push_back({2);

int main{} { myVector.push_back({3);

int result = add(z, 4);

std::cout << "Result: " << result << std::endl; for (int 1 : myVector) {

return 8; std::cout << 1 << " '3

h

return @;




Create examples of Variables, Constructors
with C++

#include <iostream>

class MyClass {
public:
#include <iostream: MyClass(int x, std::string y) {

this-»x = x;

s 5 this- = y;

int main(} { =Yy
H

int x = 53 void print() {

double y = 3.14; std:rcout << "x: T << x << " y: " << y << std

char c = "A";
std::string str = "hello”; private:
int x;

std: :string y;

std:izcout << " U L€ x << 7 oy <<y << " oo << C << " ostrr T €< str <«

std::endl;

main{) {
return B; MyClass obi(2, "hello");
obj.print();

return 2;




reate examples of Destructors with C++

#include <iostream> #include <iostream:

#include <fstream>
class MyResource {
public: class FileResource {
MyResource() { public:
std::cout << "MyResource created.” << std::endl; FileResource(const std::string& filePath) {
T file.open(filePath);
~MyResource() { if (file.is_open()) {

std::cout << "MyResource destroyed.” << std::endl; throw std::runtime_error("Could not open file: " + filePath);

I 3

~FileResource{) {
int main{} {

std:icout << "Closing file...
file.close();

<< std::endl;
MyResource* ptr = new MyResource();

delete ptr;

}

std: :fstream file;
}

return 8;

int main{) {
try {
FileResource file("file.txt");
// do something with the file
} catch (const std::exception& e) {
std::cerr << e.what() << std::endl;
H

return 8;




Reverse Engineering




How to Identifying key assembly constructs
with a disassembler




Example Register x86 in Assembly




Stack and Function x86/x64 in Assembly

push ebp

mov ebp, esp
pointer

HL esp, 16

variables

5 ... function body ...

mov esp, ebp
pointer

pop
ret

; Save the current frame pointer on the stack

Set the current frame pointer to the current stack

3 Allocate 16 bytes of space on the stack for local

3 Reset the stack pointer to the current frame

3 Restore the previous frame pointer

3 Return control to the caller

H

push rbp

mowv rbp, rsp
pointer

sub rsp, 16

variables

3 ... function body ..

mov rsp, rbp

pointer

; Save the current frame pointer on the stack

El

5 Set the current frame pointer to the current stack

; Allocate 16 bytes of space on the stack for local

5 Reset the stack pointer to the current frame

>

; Restore the previous frame pointer

3 Return control to the caller




How to reverse engineering in Driver Kernel?




Writing automated scripts to scale parsing
executable files with python

import pefile

def parse exe(file_path):
pe = pefile.PE(file_path)
print(“Machine: ", pe.FILE_HEADER.Machine)
print("Time Date Stamp: ", pe.FILE_HEADER.TimeDateStamp)
print(“Number of sections: ", pe.FILE_HEADER.NumberOfsections)
print("Size of optional header: ”, pe.FILE_HEADER.SizeOfOptionalHeader)

import os

def parse_exe_directory(directory):
for section in pe.sections: for root, dirs, files in eos.walk(directory):

print{“Name: ", section.Name.decode()) FTor file in files:

print{"virtual Address: ", hex(section.VirtualAddress}) if file.endswith('.exe'):
print("size of raw data: ", section.SizeOfRawData)

. R . . file_path = os.path.join(root, file)
print{"Pointer to raw data: ”, section.PointerToRawData)
parse_exe(file_path)
file_path = "path/to/your/exe/file”
parse_exe(file_path) directory = "path/to/your/directory”

parse_exe_directory(directory)




How to analyze bytecode using dnspy




Jsing objdump to collect section headers and
Ist DLLs




Using GDB to Reverse Engineering .elf
examples
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