
OSINT (Open 
Source
Intelligence) –
Complete 
Overview PT.1

Joas Antonio



About

• This is a book with multi-translations about OSINT, for those who want to acquire 

knowledge and improve themselves even more in the area.

• Esse é um livro com multi-traduções sobre OSINT, para aqueles que desejam adquirir 

conhecimentos e se aprimorar cada vez mais na área

• My LinkedIn: https://www.linkedin.com/in/joas-antonio-dos-santos

https://www.linkedin.com/in/joas-antonio-dos-santos


OSINT – Concepts and
Types
Joas Antonio



O QUE É OSINT?

• OSINT (sigla para Open source intelligence ou Inteligência de Fontes Abertas) é o termo usado, principalmente em inglês, 

para descrever a inteligência, no sentido de informações, como em serviço de inteligência, obtida através dados 

disponíveis para o público em geral, como jornais, revistas científicas e emissões de TV. OSINT é uma das fontes de 

inteligência. É conhecimento produzido através de dados e informações disponíveis e acessíveis a qualquer pessoa.

• Open Source Intelligence (OSINT). É um modelo de inteligência que visa encontrar, selecionar e adquirir informações de 

fontes públicas e analisá-las para que junto com outras fontes possam produzir um conhecimento. Na comunidade de 

inteligência (IC), o termo "aberto" refere-se a fontes disponíveis publicamente.

• As fases que abrangem a coleta especializada segundo fontes e meios utilizados para a obtenção das informações 

englobam basicamente quatro técnicas. Convencionalmente separadas em três de cunho sigiloso e uma de natureza 

ostensiva. Nos países centrais, cerca de 80 a 90% dos investimentos governamentais na área de Inteligência são 

absorvidos por este estágio do ciclo. Os trabalhos acadêmicos que versam sobre Inteligência definem as técnicas de coleta 

através de acrônimos derivados do uso norte-americano: HUMINT (Inteligência de fontes humana), SIGINT (Inteligência de 

sinais), IMINT (Inteligência de imagens) e OSINT (Inteligência de fontes abertas).

https://pt.wikipedia.org/wiki/Intelig%C3%AAncia
https://pt.wikipedia.org/wiki/Servi%C3%A7o_de_intelig%C3%AAncia


WHAT IS OSINT?
• OSINT (acronym for Open Source Intelligence) is the term used, mainly in English, to describe intelligence, in the sense of 

information, such as in an intelligence service, obtained through data available to the general public, such as newspapers. ,

magazines and TV independents. OSINT is one of the sources of intelligence. It is known from data and information available and 

obtained to anyone.

• Open Source Intelligence (OSINT). It is an intelligence model that aims to find, select and acquire information from public sources 

and analyze them so that, together with other sources, it produces knowledge. In the intelligence (IC) community, the term "open" 

refers to publicly available sources.

• The phases that cover the specialized collection according to sources and means used to obtain information from the information 

basically comprise four techniques. Conventionally separated into three of a secret nature and one of an overt nature. In countries, 

around 80 to 90% of government investments in the field of Intelligence are absorbed by this stage of the cycle. Scholarly works

on Intelligence define collection techniques using acronyms derived from North American usage: HUMINT (Human Source 

Intelligence), SIGINT (Signal Intelligence), IMINT (Image Intelligence) and OSINT (Open Source Intelligence) )
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O QUE É HUMINT?
• HUMINT (do inglês Human Intelligence) é o termo usado, principalmente em inglês, para descrever a inteligência, no sentido de 

informações (como em serviço de inteligência ou serviço de informações) obtidas por meio de seres humanos, como os espiões 

tradicionais.

• Historicamente, HUMINT é a maior fonte de informação dos serviços secretos, porém desde o advento das telecomunicações a 

SIGINT foi assumindo o papel de principal fonte e acabou por tornar-se mais importante.

• A HUMINT (Human Intelligence) é a inteligência de fontes humanas, como declarações e depoimentos de pessoas durante 

entrevistas, sob qualquer história-cobertura ou pretexto. A HUMINT é a mais antiga fonte de inteligência e permanece como a 

mais eficaz, não pela quantidade de dados e informações, mas, por sua precisão e oportunidade. O Capítulo XIII O emprego de 

espiões de A Arte da Guerra do general Sun Tzu descreve várias categorias de espiões; todos, porém, são fontes humanas de 

inteligência.[



O QUE É HUMINT?
• As fontes de HUMINT não são necessariamente apenas agentes envolvidos em ações clandestinas ou secretas. As pessoas fornecendo as 

informações podem ser neutras, amigas ou hostis (em relação a um país). Exemplos típicos de HUMINT incluem:

• Forças amigas (patrulhas, polícia militar)

• Prisioneiros de Guerra

• Refugiados

• Civis

• Desertores

• Organizações não governamentais (ONGs)

• Jornalistas

https://pt.wikipedia.org/wiki/ONG


WHAT IS HUMINT?
• HUMINT (from English Human Intelligence) is the term used, mainly in English, to describe intelligence, in the sense of information (as in 

intelligence service or intelligence service) complements through human beings, like traditional spies.

• Historically, HUMINT is the biggest source of intelligence for the secret services, but since the advent of telecommunications, SIGINT has 

assumed the role of main source and has become more important.

• HUMINT (Human Intelligence) is the intelligence of human sources, such as statements and statements from people during description, under 

any cover story or pretext. HUMINT is the oldest source of intelligence and persistent as the most effective, not because of the amount of 

data and information, but because of its need and opportunity. Chapter XIII Spy Employment of General Sun Tzu's The Art of War classes 

several categories of spies; all, however, are human sources of intelligence.



WHAT IS HUMINT?
• HUMINT's sources are not necessarily just agents involved in clandestine or covert actions. The people providing the information can be 

neutral, friendly or hostile (toward a country). Typical examples of HUMINT include:

• Friendly forces (patrols, military police)

• prisoners of war

• Refugees

• civilians

• deserters

• Non-Governmental Organizations (NGOs)

• Journalists



O QUE É IMINT?
• Inteligência de imagens ( IMINT ), pronunciada como Im-Int ou I-Mint , é uma disciplina de coleta de inteligência em que as imagens são analisadas (ou 

"exploradas") para identificar informações de valor de inteligência . [1] Imagens usadas para fins de inteligência de defesa geralmente são coletadas por 

meio de imagens de satélite ou fotografia aérea .

• Como uma disciplina de coleta de inteligência, a produção IMINT depende muito de um sistema robusto de gerenciamento de coleta de inteligência . O 

IMINT é complementado por sensores eletro-ópticos e de radar MASINT sem imagem . [2]

https://en.wikipedia.org/wiki/List_of_intelligence_gathering_disciplines
https://en.wikipedia.org/wiki/Image
https://en.wikipedia.org/wiki/Intelligence_assessment
https://en.wikipedia.org/wiki/Imagery_intelligence#cite_note-1
https://en.wikipedia.org/wiki/Military_Intelligence
https://en.wikipedia.org/wiki/Satellite_imagery
https://en.wikipedia.org/wiki/Aerial_photography
https://en.wikipedia.org/wiki/Intelligence_collection_management
https://en.wikipedia.org/wiki/MASINT
https://en.wikipedia.org/wiki/MASINT
https://en.wikipedia.org/wiki/Imagery_intelligence#cite_note-2


WHAT IS IMINT?
• Imagery intelligence (IMINT), pronounced as either as Im-Int or I-Mint, is an intelligence gathering discipline wherein imagery is analyzed (or "exploited") 

to identify information of intelligence value.[1] Imagery used for defence intelligence purposes is generally collected via satellite imagery or aerial 

photography.

• As an intelligence gathering discipline, IMINT production depends heavily upon a robust intelligence collection management system. IMINT is 

complemented by non-imaging MASINT electro-optical and radar sensors.[2]

https://en.wikipedia.org/wiki/List_of_intelligence_gathering_disciplines
https://en.wikipedia.org/wiki/Image
https://en.wikipedia.org/wiki/Intelligence_assessment
https://en.wikipedia.org/wiki/Imagery_intelligence#cite_note-1
https://en.wikipedia.org/wiki/Military_Intelligence
https://en.wikipedia.org/wiki/Satellite_imagery
https://en.wikipedia.org/wiki/Aerial_photography
https://en.wikipedia.org/wiki/Intelligence_collection_management
https://en.wikipedia.org/wiki/MASINT
https://en.wikipedia.org/wiki/Imagery_intelligence#cite_note-2


O QUE É SIGINT?
• SIGINT (acrônimo de signals intelligence) é o termo inglês usado para descrever a atividade da coleta de informações ou inteligência através da interceptação 

de sinais de comunicação entre pessoas ou máquinas.

• O nascimento da SIGINT em um senso moderno data da Guerra Russo-Japonesa de 1904~1905. Conforme a esquadra russa preparava-se para o conflito com 

o Japão em 1904, o navio britânico HMS Diana estacionado no Canal de Suez interceptou signais sem-fio da marinha russa, destinados para a mobilização dos 

navios da esquadra; esta foi a primeira vez que algo do tipo ocorreu.[1]

Subdisciplinas

• SIGINT tem as seguintes sub-categorias:

• COMINT, abreviatura de communications intelligence, focado nas comunicações humanas

• ELINT, abreviatura de electronic intelligence. focado no uso de sensores para obter dados principalmente sobre a rede de defesa inimiga, como alcance 

de radares.

• FISINT, sigla para foreign instrumentation intelligence, focado em comunicações não humanas, como telemetria de mísseis.

• Muitas vezes as atividades de COMINT são descritas como SIGINT, o que pode causar confusão.

https://pt.wikipedia.org/wiki/Acr%C3%B4nimo
https://pt.wikipedia.org/wiki/Guerra_Russo-Japonesa
https://pt.wikipedia.org/w/index.php?title=HMS_Diana&action=edit&redlink=1
https://pt.wikipedia.org/wiki/Canal_de_Suez
https://pt.wikipedia.org/wiki/SIGINT#cite_note-1
https://pt.wikipedia.org/wiki/COMINT
https://pt.wikipedia.org/wiki/ELINT
https://pt.wikipedia.org/wiki/FISINT


WHAT IS SIGINT?
• SIGINT is the English term used to describe the activity of gathering information or intelligence by intercepting communication signals between people or 

machines.

• The birth of SIGINT in a modern sense dates back to the Russo-Japanese War of 1904 ~ 1905. As the Russian fleet prepared for conflict with Japan in 1904, the 

British ship HMS Diana parked in the Suez Canal intercepted wireless signals from the Russian navy, assistance for the mobilization of fleet ships; this was the 

first time something like that had happened. [1]

Subdisciplines

• SIGINT has the following sub-categories:

• COMINT, short for intelligence communications, focused on human communications

• ELINT, abbreviation for electronic intelligence. focused on using sensors to obtain data primarily about the enemy's defense network, such as radar range.

• FISINT, an acronym for Foreign Instrumentation Intelligence, focused on non-human communications such as missile telemetry.

• Often COMINT activities are the same as SIGINT, which can cause confusion.



TYPES
• HUMINT

• MASINT

• OSINT

• COMINT

• ELINT

• FISINT

• SIGINT

• IMINT tactical imagery intelligence

• https://irp.fas.org/nsa/ioss/threat96/part02.htm#:~:text=These%20disciplines%20include%20human%20in

telligence,United%20States%20to%20some%20degree.

• https://usnwc.libguides.com/c.php?g=494120&p=3381426

https://pt.wikipedia.org/wiki/HUMINT
https://pt.wikipedia.org/wiki/MASINT
https://pt.wikipedia.org/wiki/OSINT
https://pt.wikipedia.org/wiki/COMINT
https://pt.wikipedia.org/wiki/ELINT
https://pt.wikipedia.org/wiki/FISINT
https://pt.wikipedia.org/wiki/SIGINT
http://www.imagery-intelligence.com/
https://irp.fas.org/nsa/ioss/threat96/part02.htm#:~:text=These%20disciplines%20include%20human%20intelligence,United%20States%20to%20some%20degree
https://usnwc.libguides.com/c.php?g=494120&p=3381426


DOXING
• Doxing (sometimes written as Doxxing) is the act of revealing identifying information about someone online, such as their 

real name, home address, workplace, phone, financial, and other personal information. That information is then circulated 

to the public — without the victim's permission.

• While the practice of revealing personal information without one’s consent predates the internet, the term (term?) doxing 

first emerged in the world of online hackers in the 1990s, where anonymity was considered sacred. Feuds between rival 

hackers would sometimes lead to someone deciding to "drop docs" on somebody else, who had previously only been 

known as a username or alias. "Docs" became "dox" and eventually became a verb by itself (i.e., without the prefix 

"drop").

• The definition of doxing has expanded beyond the hacker world community and now refers to personal information 

exposure. While the term is still used to describe the unmasking of anonymous users, that aspect has become less 

relevant today when most of us are using our real names in social media.

https://limn.it/articles/refuse-and-resist/


DOXING
• Recently, doxing has become a tool in the culture wars, with rival hackers doxing those who hold opposing views the 

opposite side. Doxers aim to escalate their conflict with targets from online to the real world, by revealing information 

which includes:

• Home addresses

• Workplace details

• Personal phone numbers

• Social security numbers

• Bank account or credit card information

• Private correspondence

• Criminal history

• Personal photos

• Embarrassing personal details



DOXING
• Doxing (às vezes escrito como Doxxing) é o ato de revelar informações de identificação on-line sobre alguém, como nome real, endereço 

residencial, local de trabalho, telefone, informações financeiras e outras informações pessoais. Essa informação é então distribuída ao 

público - sem a permissão da vítima.

• Embora a prática de revelar informações pessoais sem o consentimento de alguém seja anterior à internet , o termo (termo?) Doxing surgiu 

pela primeira vez no mundo dos hackers online na década de 1990, onde o anonimato era considerado sagrado. Brigas entre hackers rivais 

às vezes levavam a alguém a decidir "largar documentos" de outra pessoa, que antes era conhecida apenas como nome de usuário ou 

apelido. "Docs" tornou-se "dox" e eventualmente tornou-se um verbo por si só (ou seja, sem o prefixo "drop").

• A definição de doxing se expandiu para além da comunidade mundial de hackers e agora se refere à exposição de informações 

pessoais. Embora o termo ainda seja usado para descrever o desmascaramento de usuários anônimos, esse aspecto se tornou menos 

relevante hoje, quando a maioria de nós está usando nossos nomes reais nas redes sociais.

https://limn.it/articles/refuse-and-resist/


DOXING
• Recentemente, doxing se tornou uma ferramenta nas guerras culturais, com hackers rivais doxing aqueles que têm pontos de vista opostos 

do lado oposto. Os Doxers pretendem escalar o seu conflito com alvos do mundo online para o mundo real, revelando informações que 

incluem:

• Endereços residenciais

• Detalhes do local de trabalho

• Números de telefone pessoais

• Números de previdência social

• Informações de conta bancária ou cartão de crédito

• Correspondência privada

• Historia criminal

• Fotos pessoais

• Detalhes pessoais embaraçosos



DATA TYPES
• A significant proportion of the data collected during an open source investigation will have an unstructured 

format or at best may be semi-structured. Structured data is data that is highly organised such as data 

held in typical relational databases with an underlying data model that describes each table, field and the 

relationships between them. Unstructured data is the exact opposite of this: It has no data model defined 

up-front and no prerequisite organisational structure. Unstructured data may typically include the content 

of web pages, books, audio, video and other files not easily read or interpreted by machines. Analysing

unstructured data relies heavily on natural language processing (which is discussed in the next section) as 

well as image processing. Between structured and unstructured data is semi-structured data, also 

sometimes called ‘self-describing data’. This type of data is particularly representative of the type of 

information accessible through the web such as the type of data available through RESTful APIs (e.g.

Twitter). However, even within these services we may find that they contain fields which allow the 

inclusion of free text, images, video and audio which are notoriously difficult to process automatically and 

extract information about the content. 



DATA TYPES
• Uma proporção significativa dos dados coletados durante uma investigação de código aberto terá um 

formato não estruturado ou, na melhor das hipóteses, semiestruturado. Dados estruturados são dados 

altamente organizados, como dados mantidos em bancos de dados relacionais típicos com um modelo 

de dados subjacente que descreve cada tabela, campo e as relações entre eles. Os dados não 

estruturados são exatamente o oposto disso: eles não têm um modelo de dados definido 

antecipadamente e nenhuma estrutura organizacional de pré-requisito. Dados não estruturados podem 

incluir tipicamente o conteúdo de páginas da web, livros, áudio, vídeo e outros arquivos que não são lidos 

ou interpretados facilmente por máquinas. A análise de dados não estruturados depende muito do 

processamento de linguagem natural (que é discutido na próxima seção), bem como do processamento 

de imagens. Entre dados estruturados e não estruturados estão os dados semiestruturados, também 

chamados de "dados autodescritivos". Este tipo de dados é particularmente representativo do tipo de 

informação acessível através da web, como o tipo de dados disponíveis através de APIs RESTful (por 

exemplo, Twitter). No entanto, mesmo dentro desses serviços, podemos descobrir que eles contêm 

campos que permitem a inclusão de texto, imagens, vídeo e áudio livres que são notoriamente difíceis de 

processar automaticamente e extrair informações sobre o conteúdo.



WEB CRAWLING AND 
SPIDERS

• Sometimes a manual search is too time consuming, requires too many (human) resources and the result set is too wide for individuals to trawl 

through checking one site, the next and then the next until they find the information they are looking for following from link to link to link. 

Setting up a web crawler, sometimes called spider, automates this process by following these links, either indiscriminately or according to 

some pre-determined rules.

• Web crawlers usually start with a number of initial seed URLs from which the crawler will begin. The crawler then scans the page, if required 

downloads the content, identifies new URLs on that page and then proceeds to navigate to those URLs and repeats the process. Web

crawlers can be set up to follow a depth or a breadth first search pattern. Generally, following a breadth-first search, bounded by a specific 

number of levels is likely to achieve slightly better results as it constrains the crawler to being closer to the initial list of URLs. Further 

restrictions can be put on crawlers such as restricting them to a specific list of domains, ensuring that crawlers obey the robots.txt file and 

limiting the types of links that can be followed, for example, ignoring links that navigate to JavaScript or other non-HTML files. Additionally, if a 

seed URL is identified with content which is likely to change over time, it may be prudent to have the crawl re-run itself at specific intervals in 

time. Depending on the type of content this could be as often as once an hour up to just once a month or less. If this data collection is time-

stamped it will also provide a good opportunity to explore how specific data changes over time. Web crawlers provide a good starting point for 

an OSINT investigation if the investigator knows that there is a significant amount of information on the web about the subject they are 

interested in, but they do not have the time to follow links manually or read each page to identify whether it is relevant or not. Teaming up a 

web crawler with a processor that identifies whether or not a page is going to be relevant is also a good way to reduce the result set and 

exclude links that have little. First two layers of pages found from a web crawl starting from the URL osintblog.org 6 Acquisition and 

Preparation of Data for OSINT Investigations 75 content related to the initial search. Techniques such as categorisation and information 

extraction can help in identifying whether a page may be useful or not to an investigator



WEB CRAWLING AND 
SPIDERS

• Às vezes, uma pesquisa manual consome muito tempo, requer muitos recursos (humanos) e o conjunto de resultados é muito amplo para os indivíduos 

verificarem um site, o próximo e depois o próximo até encontrarem as informações que procuram seguindo no link para link para link. Configurar um web 

crawler, às vezes chamado de spider, automatiza esse processo seguindo esses links, seja indiscriminadamente ou de acordo com algumas regras pré-

determinadas.

• Os rastreadores da Web geralmente começam com uma série de URLs iniciais a partir dos quais o rastreador começará. Em seguida, o rastreador 

examina a página, se necessário, baixa o conteúdo, identifica novos URLs nessa página e, a seguir, navega para esses URLs e repete o processo. Os 

rastreadores da Web podem ser configurados para seguir um padrão de pesquisa em profundidade ou amplitude. Geralmente, seguir uma pesquisa 

abrangente, limitada por um número específico de níveis, provavelmente obterá resultados um pouco melhores, pois restringe o rastreador a estar mais 

próximo da lista inicial de URLs. Outras restrições podem ser colocadas em rastreadores, como restringi-los a uma lista específica de domínios, 

garantindo que os rastreadores obedeçam ao arquivo robots.txt e limitando os tipos de links que podem ser seguidos, por exemplo, ignorando links que 

navegam para JavaScript ou outro não -Arquivos HTML. Além disso, se um URL inicial for identificado com conteúdo que provavelmente mudará com o 

tempo, pode ser prudente fazer o rastreamento ser executado novamente em intervalos de tempo específicos. Dependendo do tipo de conteúdo, isso 

pode ser de uma vez por hora até apenas uma vez por mês ou menos. Se essa coleta de dados tiver registro de data e hora, também será uma boa 

oportunidade para explorar como dados específicos mudam ao longo do tempo. Os rastreadores da web fornecem um bom ponto de partida para uma 

investigação OSINT se o investigador souber que há uma quantidade significativa de informações na web sobre o assunto no qual estão interessados, 

mas não têm tempo para seguir os links manualmente ou ler cada página para identificar se é relevante ou não. Associar um rastreador da web a um 

processador que identifica se uma página será ou não relevante também é uma boa maneira de reduzir o conjunto de resultados e excluir links que têm 

poucos. As duas primeiras camadas de páginas encontradas em um rastreamento da web a partir do URL osintblog.org 6 Aquisição e preparação de 

dados para investigações OSINT 75 conteúdo relacionado à pesquisa inicial. Técnicas como categorização e extração de informações podem ajudar a 

identificar se uma página pode ser útil ou não para um investigador
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TYPES DATA ANALYSIS
• A theme surrounding the analysis of open source data is the prevalence of data in an unstructured textual format. The previous chapter discussed some 

initial methods such as entity extraction, event detection and entity-relationship modelling as a way to begin to move from unstructured data into something 

more structured. This section will look at some alternative methods of text analysis as well as methods that can take this analysis alongside entity 

extraction and use it either as a form of intelligence itself or as a product that can be used for further analysis or visualisation. Despite the importance of 

text based sources, they are not the whole of OSINT. There is also often a significant amount of other data such as times, dates, locations and other 

metadata that can be analysed, not mentioning the extensive amount of data that is contained in image, video and audio sources that is much harder to 

analyse. Perhaps the greater complexities in analysing such data may also then offer greater rewards due to fewer organisations with the capability to 

extract intelligence from such information



TYPES DATA ANALYSIS
• Um tema que envolve a análise de dados de código aberto é a prevalência de dados em um formato textual não estruturado. O capítulo anterior discutiu 

alguns métodos iniciais, como extração de entidade, detecção de eventos e modelagem de relacionamento entre entidades como uma maneira de 

começar a mover-se de dados não estruturados para algo mais estruturado. Esta seção examinará alguns métodos alternativos de análise de texto, bem 

como métodos que podem levar essa análise ao lado da extração de entidade e usá-la como uma forma de inteligência em si ou como um produto que 

pode ser usado para posterior análise ou visualização. Apesar da importância das fontes baseadas em texto, elas não são a totalidade do OSINT. Muitas 

vezes, há também uma quantidade significativa de outros dados, como horários, datas, locais e outros metadados que podem ser analisados, sem 

mencionar a grande quantidade de dados contidos em fontes de imagem, vídeo e áudio que são muito mais difíceis de analisar. Talvez as maiores 

complexidades na análise de tais dados também possam oferecer maiores recompensas devido ao menor número de organizações com a capacidade de 

extrair inteligência de tais informações



INFORMATION 
GATHERING TYPES

• OSINT sources can be collected using three main methods: passive, semipassive, and active. The usage of one in favor of another is dependent on the scenario in 

which the gathering process operates in addition to the type of data that you are interested in. The three gathering techniques are generally used to describe the ways in 

which footprinting works, in other words, acquiring technical information about target IT infrastructure (types of OS, network topology, server names, and so on). 

However, bear in mind that this book will teach you different techniques to collect OSINT intelligence, and technical footprinting is considered a kind of information 

gathering.

Passive Collection 

• This is the most used type when collecting OSINT intelligence. Indeed, all OSINT intelligence methods should use passive collection because the main aim 

of OSINT gathering is to collect information about the target via publicly available resources only. In this type, your target knows nothing about your 

intelligence-collecting activities. This kind of search is highly anonymous and should be done secretly. From a technical perspective, this type of gathering 

reveals limited information about the target because you do not send any traffic (packets) to the target server—either directly or indirectly— and the main 

resources that you can gather are limited to archive information (mainly outdated information), unprotected files left on target servers, and content present 

on the target website. 

Semipassive

• From a technical view, this type of gathering sends limited traffic to target servers to acquire general information about them. This traffic tries to resemble 

typical Internet traffic to avoid drawing any attention to your reconnaissance activities. In this way, you are not implementing in-depth investigation of the 

target’s online resources, but only investigating lightly without launching any alarm on the target’s side. Although this type of gathering is considered 

somehow anonymous, the target can know that there is reconnaissance happening if they investigate the issue (by checking the server or networking 

device logs). However, they should not be able to attribute it to the attacker’s machine



INFORMATION 
GATHERING TYPES

Active Collection

• In this type, you interact directly with the system to gather intelligence about it. The target can become aware of the reconnaissance process since the 

person/entity collecting information will use advanced techniques to harvest technical data about the target IT infrastructure such as accessing open ports, 

scanning vulnerabilities (unpatched Windows systems), scanning web server applications, and more. This traffic will look like suspicious or malicious 

behavior and will leave traces on the target’s intrusion detection system (IDS) or intrusion prevention system (IPS). Conducting social engineering attacks 

on the target is also considered a type of active information gathering. As we said earlier, active collection and semipassive collection are types of 

information gathering, but you usually do not use them in OSINT gathering. Passive collection is preferred because it can harvest information from public 

sources secretly, and this is the essence of OSINT.



INFORMATION 
GATHERING TYPES

As fontes OSINT podem ser coletadas usando três métodos principais: passivo, semipassivo e ativo. O uso de um em favor de outro depende do cenário em 

que o processo de coleta opera, além do tipo de dados em que você está interessado. As três técnicas de coleta são geralmente usadas para descrever as 

maneiras em que o footprinting funciona, em outros palavras, adquirir informações técnicas sobre a infraestrutura de TI de destino (tipos de sistema 

operacional, topologia de rede, nomes de servidor e assim por diante). No entanto, tenha em mente que este livro ensinará diferentes técnicas para coletar 

inteligência OSINT, e a pegada técnica é considerada um tipo de coleta de informações.

Coleção Passiva

Este é o tipo mais usado ao coletar inteligência OSINT. Na verdade, todos os métodos de inteligência OSINT devem usar coleta passiva porque o objetivo 

principal da coleta OSINT é coletar informações sobre o alvo apenas por meio de recursos disponíveis publicamente. Nesse tipo, seu alvo não sabe nada 

sobre suas atividades de coleta de inteligência. Esse tipo de pesquisa é altamente anônimo e deve ser feito em segredo. De uma perspectiva técnica, este 

tipo de coleta revela informações limitadas sobre o destino porque você não envia nenhum tráfego (pacotes) para o servidor de destino - seja direta ou 

indiretamente - e os principais recursos que você pode reunir são limitados a informações de arquivo (principalmente informações desatualizadas), arquivos 

desprotegidos deixados nos servidores de destino e conteúdo presente no site de destino.

Semipassivo

Do ponto de vista técnico, esse tipo de coleta envia tráfego limitado para servidores de destino para adquirir informações gerais sobre eles. Esse tráfego 

tenta se parecer com o tráfego típico da Internet para evitar chamar atenção para suas atividades de reconhecimento. Desta forma, você não está 

implementando uma investigação aprofundada dos recursos online do alvo, mas apenas investigando levemente, sem lançar qualquer alarme no lado do 

alvo. Embora esse tipo de coleta seja considerado de alguma forma anônimo, o alvo pode saber que há um reconhecimento acontecendo se ele investigar o 

problema (verificando o servidor ou os logs do dispositivo de rede). No entanto, eles não devem ser capazes de atribuí-lo à máquina do invasor



INFORMATION 
GATHERING TYPES

Coleção ativa

• Nesse tipo, você interage diretamente com o sistema para reunir informações sobre ele. O alvo pode ficar ciente do processo de reconhecimento, uma 

vez que a pessoa / entidade que coleta informações usará técnicas avançadas para coletar dados técnicos sobre a infraestrutura de TI de destino, como 

acesso a portas abertas, varredura de vulnerabilidades (sistemas Windows não corrigidos), varredura de aplicativos de servidor da web e muito mais . 

Este tráfego terá um comportamento suspeito ou malicioso e deixará rastros no sistema de detecção de intrusão (IDS) ou sistema de prevenção de 

intrusão (IPS) do alvo. Conduzir ataques de engenharia social no alvo também é considerado um tipo de coleta ativa de informações. Como dissemos 

antes, a coleta ativa e a coleta semipassiva são tipos de coleta de informações, mas você geralmente não as usa na coleta OSINT. A coleta passiva é 

preferida porque pode coletar informações de fontes públicas secretamente, e essa é a essência do OSINT.



BENEFITS OSINT
Benefits of OSINT In today’s information age, no one can underestimate the vital role that OSINT plays in the different intelligence arenas. The benefits of 

OSINT span many areas in today’s world. The following are the main ones: 

• Less risky: Using publicly available information to collect intelligence has no risk compared with other forms of intelligence such as using spying satellites or 

using human sources on the ground to collect information, especially in hostile countries.

• Cost effective: Collecting OSINT is generally less expensive compared with other intelligence sources. For instance, using human sources or spying satellite 

to collect data is costly. Small businesses with limited intelligence budgets can exploit OSINT sources with minimal costs. 

• Ease of accessibility: OSINT sources are always available, no matter where you are, and are always up-to-date. OSINT sources can be used by different 

parties in any intelligence context; all you need are the required skills/tools to harvest and analyze OSINT properly. For example, military departments can 

predict future attacks by analyzing activities on social networking sites, while corporations can use it to build their new market expansion strategies.



BENEFITS OSINT
Benefícios do OSINT Na era da informação de hoje, ninguém pode subestimar o papel vital que o OSINT desempenha nas diferentes arenas de inteligência. 

Os benefícios do OSINT abrangem muitas áreas do mundo de hoje. Os seguintes são os principais:

• Menos arriscado: o uso de informações publicamente disponíveis para coletar inteligência não apresenta riscos em comparação com outras formas de 

inteligência, como o uso de satélites de espionagem ou o uso de fontes humanas no terreno para coletar informações, especialmente em países hostis.

• Econômico: coletar OSINT geralmente é menos caro em comparação com outras fontes de inteligência. Por exemplo, usar fontes humanas ou espiões de 

satélite para coletar dados é caro. Pequenas empresas com orçamentos de inteligência limitados podem explorar fontes OSINT com custos mínimos.

• Facilidade de acessibilidade: as fontes OSINT estão sempre disponíveis, não importa onde você esteja, e sempre atualizadas. As fontes OSINT podem ser 

usadas por diferentes partes em qualquer contexto de inteligência; tudo que você precisa são as habilidades / ferramentas necessárias para colher e analisar 

OSINT de maneira adequada. Por exemplo, os departamentos militares podem prever ataques futuros analisando atividades em sites de redes sociais, 

enquanto as empresas podem usá-lo para construir suas novas estratégias de expansão de mercado.
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What is TOR?
• https://www.torproject.org/about/history/

• In the 1990s, the lack of security on the internet and its ability to be used for tracking and 
surveillance was becoming clear, and in 1995, David Goldschlag, Mike Reed, and Paul Syverson
at the U.S. Naval Research Lab (NRL) asked themselves if there was a way to create internet 
connections that don't reveal who is talking to whom, even to someone monitoring the network. 
Their answer was to create and deploy the first research designs and prototypes of onion 
routing.

• The goal of onion routing was to have a way to use the internet with as much privacy as 
possible, and the idea was to route traffic through multiple servers and encrypt it each step of 
the way. This is still a simple explanation for how Tor works today.

• In the early 2000s, Roger Dingledine, a recent Massachusetts Institute of Technology 
(MIT) graduate, began working on an NRL onion routing project with Paul Syverson. To 
distinguish this original work at NRL from other onion routing efforts that were starting to pop 
up elsewhere, Roger called the project Tor, which stood for The Onion Routing. Nick 
Mathewson, a classmate of Roger's at MIT, joined the project soon after.

• From its inception in the 1990s, onion routing was conceived to rely on a decentralized 
network. The network needed to be operated by entities with diverse interests and trust 
assumptions, and the software needed to be free and open to maximize transparency and 
decentralization. That's why in October 2002 when the Tor network was initially deployed, its 
code was released under a free and open software license. By the end of 2003, the network had 
about a dozen volunteer nodes, mostly in the U.S., plus one in Germany.

https://www.torproject.org/about/history/
https://web.mit.edu/


What is TOR?
• Recognizing the benefit of Tor to digital rights, the Electronic Frontier Foundation (EFF) began 

funding Roger's and Nick's work on Tor in 2004. In 2006, the Tor Project, Inc., a 501(c)(3) 
nonprofit organization, was founded to maintain Tor's development.

• In 2007, the organization began developing bridges to the Tor network to address censorship, 
such as the need to get around government firewalls, in order for its users to access the open 
web.

• Tor began gaining popularity among activists and tech-savvy users interested in privacy, but it 
was still difficult for less-technically savvy people to use, so starting in 2005, development of tools 
beyond just the Tor proxy began. Development of Tor Browser began in 2008.

• With Tor Browser having made Tor more accessible to everyday internet users and activists, Tor 
was an instrumental tool during the Arab Spring beginning in late 2010. It not only protected 
people's identity online but also allowed them to access critical resources, social media, and 
websites which were blocked.

• The need for tools safeguarding against mass surveillance became a mainstream concern thanks 
to the Snowden revelations in 2013. Not only was Tor instrumental to Snowden's whistleblowing, 
but content of the documents also upheld assurances that, at that time, Tor could not be cracked.

• People's awareness of tracking, surveillance, and censorship may have increased, but so has the 
prevalence of these hindrances to internet freedom. Today, the network has thousands of 
relays run by volunteers and millions of users worldwide. And it is this diversity that keeps Tor 
users safe.

• We, at the Tor Project, fight every day for everyone to have private access to an uncensored 
internet, and Tor has become the world's strongest tool for privacy and freedom online.

• But Tor is more than just software. It is a labor of love produced by an international community 
of people devoted to human rights. The Tor Project is deeply committed to transparency and the 
safety of its users.

https://www.eff.org/
https://lists.torproject.org/pipermail/tor-talk/2008-January/007837.html
https://en.wikipedia.org/wiki/Arab_Spring
https://www.theguardian.com/world/interactive/2013/nov/01/snowden-nsa-files-surveillance-revelations-decoded#section/1
https://www.wired.com/story/the-grand-tor/
https://metrics.torproject.org/
https://blog.torproject.org/tor-social-contract
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BRIDGES

• https://tb-
manual.torproject.org/brid

ges/

Bridge relays are Tor relays that are not listed in the public Tor directory.
That means that ISPs or governments trying to block access to the Tor 
network can't simply block all bridges. Bridges are useful for Tor users under 
oppressive regimes, and for people who want an extra layer of security 
because they're worried somebody will recognize that they are contacting a 
public Tor relay IP address.
A bridge is just a normal relay with a slightly different configuration. See How 
do I run a bridge for instructions.
Several countries, including China and Iran, have found ways to detect and 
block connections to Tor bridges. Obfsproxy bridges address this by adding 
another layer of obfuscation. Setting up an obfsproxy bridge requires an 
additional software package and additional configurations. See our page 
on pluggable transports for more info.

https://support.torproject.org/censorship/censorship-7/

https://tb-manual.torproject.org/bridges/
https://community.torproject.org/relay/setup/bridge/
https://github.com/Yawning/obfs4/blob/master/doc/obfs4-spec.txt
https://tb-manual.torproject.org/circumvention/
https://support.torproject.org/censorship/censorship-7/


RELAYS

• https://tb-
manual.torproject.org/brid

ges/

https://community.torproject.org/relay/setup/bridge/
https://support.torproject.org/relay-operators/
https://medium.com/coinmonks/tor-nodes-explained-580808c29e2d

https://tb-manual.torproject.org/bridges/
https://community.torproject.org/relay/setup/bridge/
https://support.torproject.org/relay-operators/
https://medium.com/coinmonks/tor-nodes-explained-580808c29e2d


MANAGING 
IDENTITI
ES
• https://tb-

manual.torproject.org/brid

ges/

https://tb-manual.torproject.org/managing-identities/

When you connect to a website, it is not only the operators of 
that website who can record information about your visit. Most 
websites now use numerous third-party services, including 
social networking “Like” buttons, analytics trackers, and 
advertising beacons, all of which can link your activity across 
different sites.
Using the Tor network stops observers from being able to 
discover your exact location and IP address, but even without 
this information they might be able to link different areas of your 
activity together. For this reason, Tor Browser includes some 
additional features that help you control what information can 
be tied to your identity.

https://tb-manual.torproject.org/bridges/
https://tb-manual.torproject.org/managing-identities/


TOR Secure
Connections

• https://tb-manual.torproject.org/secure-connections/
• https://tb-manual.torproject.org/security-settings/
• https://www.vpnmentor.com/blog/tor-browser-work-relate-

using-vpn/
• https://portswigger.net/daily-swig/tor-security-everything-

you-need-to-know-about-the-anonymity-network
• https://community.torproject.org/onion-

services/advanced/https/
• https://www.youtube.com/watch?v=9J0GUQhag-

0&ab_channel=Techlore
• https://thesafety.us/tor-browser-setup
• https://ssd.eff.org/en/module/how-use-tor-windows
• https://www.techradar.com/how-to/how-to-protect-your-

privacy-online-with-tor-browser-improve-your-security-and-
stay-anonymous

• https://www.theverge.com/2020/2/21/21138403/tor-privacy-
tools-private-network-browser-settings-security

https://tb-manual.torproject.org/secure-connections/
https://tb-manual.torproject.org/security-settings/
https://www.vpnmentor.com/blog/tor-browser-work-relate-using-vpn/
https://portswigger.net/daily-swig/tor-security-everything-you-need-to-know-about-the-anonymity-network
https://community.torproject.org/onion-services/advanced/https/
https://www.youtube.com/watch?v=9J0GUQhag-0&ab_channel=Techlore
https://thesafety.us/tor-browser-setup
https://ssd.eff.org/en/module/how-use-tor-windows
https://www.techradar.com/how-to/how-to-protect-your-privacy-online-with-tor-browser-improve-your-security-and-stay-anonymous
https://www.theverge.com/2020/2/21/21138403/tor-privacy-tools-private-network-browser-settings-security


Plugins Tor
• https://tb-manual.torproject.org/pt-BR/plugins/
• https://tb-manual.torproject.org/plugins/
• https://support.torproject.org/tbb/tbb-14/
• https://tb-manual.torproject.org/pt-BR/circumvention/

O acesso direto à rede Tor às vezes pode estar sendo bloqueado 
pelo seu provedor de Internet, ou pelo governo. O Navegador 
Tor tem incluídas algumas ferramentas de evasão para 
contornar esses bloqueios. Essas ferramentas são denominadas 
"transportes plugáveis".

Direct access to the Tor network can sometimes be blocked by 

your ISP, or the government. Tor Browser has included some 

evasion tools to bypass these locks. These tools are called 

"pluggable transports".

https://tb-manual.torproject.org/pt-BR/plugins/
https://tb-manual.torproject.org/plugins/
https://support.torproject.org/tbb/tbb-14/
https://tb-manual.torproject.org/pt-BR/circumvention/
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Direct access to the Tor network can sometimes be blocked by 
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https://tb-manual.torproject.org/pt-BR/plugins/
https://tb-manual.torproject.org/plugins/
https://support.torproject.org/tbb/tbb-14/
https://tb-manual.torproject.org/pt-BR/circumvention/


Hops 
configuration

• https://tor.stackexchange.com/questions/1312/how-to-
decrease-number-of-tor-hops

• https://support.torproject.org/misc/misc-11/

• https://stackoverflow.com/questions/11288148/tor-not-able-to-

create-single-hop-circuit-one-hop-tunnel

• https://www.reddit.com/r/onions/comments/117fvh/questions_a

bout_tor_and_traceroutesserver_hops/

• https://attack.mitre.org/techniques/T1090/003/

• https://github.com/moxie0/tortunnel

https://tor.stackexchange.com/questions/1312/how-to-decrease-number-of-tor-hops
https://support.torproject.org/misc/misc-11/
https://stackoverflow.com/questions/11288148/tor-not-able-to-create-single-hop-circuit-one-hop-tunnel
https://www.reddit.com/r/onions/comments/117fvh/questions_about_tor_and_traceroutesserver_hops/
https://attack.mitre.org/techniques/T1090/003/
https://github.com/moxie0/tortunnel


TOR 
Tunnels

• https://www.whonix.org/wiki/Tunnels/Introduction
• https://www.reddit.com/r/TOR/comments/5zonjq/tunnel_tor_thr

ough_vpn/

• https://www.youtube.com/watch?v=USBaUj2pc2M&ab_channe

l=EasyPrivacy

• https://superuser.com/questions/1133032/tunnel-tor-traffic-

through-a-vpn

• https://www.whonix.org/wiki/Transporting_UDP_Tunnels_over_

Tor

• https://www.reddit.com/r/TOR/comments/lyzd2q/tor_relay_and_

dslite_no_public_ipv4_tunnel/

•

https://www.whonix.org/wiki/Tunnels/Introduction
https://www.reddit.com/r/TOR/comments/5zonjq/tunnel_tor_through_vpn/
https://www.youtube.com/watch?v=USBaUj2pc2M&ab_channel=EasyPrivacy
https://superuser.com/questions/1133032/tunnel-tor-traffic-through-a-vpn
https://www.whonix.org/wiki/Transporting_UDP_Tunnels_over_Tor
https://www.reddit.com/r/TOR/comments/lyzd2q/tor_relay_and_dslite_no_public_ipv4_tunnel/


TOR + 
Python

• https://stackoverflow.com/questions/30286293/make-
requests-using-python-over-tor

• https://sylvaindurand.org/use-tor-with-python/

• https://www.youtube.com/watch?v=KDsmVH7eJCs&ab_channe

l=AcuteGaming

• https://www.youtube.com/watch?v=h7ibO9qUnNQ&ab_channel

=SATSifaction

• https://medium.com/@jasonrigden/using-tor-with-the-python-

request-library-79015b2606cb

• https://pypi.org/project/requests-tor/

https://stackoverflow.com/questions/30286293/make-requests-using-python-over-tor
https://sylvaindurand.org/use-tor-with-python/
https://www.youtube.com/watch?v=KDsmVH7eJCs&ab_channel=AcuteGaming
https://www.youtube.com/watch?v=h7ibO9qUnNQ&ab_channel=SATSifaction
https://medium.com/@jasonrigden/using-tor-with-the-python-request-library-79015b2606cb
https://pypi.org/project/requests-tor/


Onion
Routing

Onion routing is a technique for anonymous communication over 

a computer network. In an onion network, messages are 

encapsulated in layers of encryption, analogous to layers of 

an onion. The encrypted data is transmitted through a series 

of network nodes called onion routers, each of which "peels" 

away from a single layer, uncovering the data's next destination. 

When the final layer is decrypted, the message arrives at its 

destination. The sender remains anonymous because each 

intermediary knows only the location of the immediately preceding 

and following nodes.[1] While onion routing provides a high level of 

security and anonymity, there are methods to break the anonymity 

of this technique, such as timing analysis.[2]

https://en.wikipedia.org/wiki/Onion_routing

https://www.onion-router.net/

https://www.youtube.com/watch?v=QRYzre4bf7I&ab_channel=Computerp

hile

https://www.youtube.com/watch?v=gIkzx7-

s2RU&ab_channel=HusseinNasser

https://en.wikipedia.org/wiki/Anonymity
https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Encryption
https://en.wikipedia.org/wiki/Onion
https://en.wikipedia.org/wiki/Network_nodes
https://en.wikipedia.org/wiki/Onion_routing#cite_note-1
https://en.wikipedia.org/wiki/Onion_routing#cite_note-:0-2
https://en.wikipedia.org/wiki/Onion_routing
https://www.onion-router.net/
https://www.youtube.com/watch?v=QRYzre4bf7I&ab_channel=Computerphile
https://www.youtube.com/watch?v=gIkzx7-s2RU&ab_channel=HusseinNasser


Onion
Routing

• https://www.geeksforgeeks.org/onion-routing/

• https://www.sciencedirect.com/topics/computer-science/onion-router

• https://www.pcmag.com/encyclopedia/term/onion-routing

• https://www.onion-router.net/Publications/DISCEX-2000.pdf

• https://apps.dtic.mil/sti/pdfs/ADA465335.pdf

• https://community.torproject.org/onion-services/setup/

• https://www.coursera.org/lecture/security-and-privacy-in-tor-

network/welcome-to-tor-networking-gUCiC

https://www.geeksforgeeks.org/onion-routing/
https://www.sciencedirect.com/topics/computer-science/onion-router
https://www.pcmag.com/encyclopedia/term/onion-routing
https://www.onion-router.net/Publications/DISCEX-2000.pdf
https://apps.dtic.mil/sti/pdfs/ADA465335.pdf
https://community.torproject.org/onion-services/setup/
https://www.coursera.org/lecture/security-and-privacy-in-tor-network/welcome-to-tor-networking-gUCiC


DNS 
Configuratio
n and
Security

• https://developers.cloudflare.com/1.1.1.1/other-ways-to-

use-1.1.1.1/dns-over-tor

• https://2019.www.torproject.org/projects/tordnsel.html.en

• https://resources.infosecinstitute.com/topic/tor-part-2/

• https://nusenu.medium.com/who-controls-tors-dns-traffic-

a74a7632e8ca

• https://www.youtube.com/watch?v=LT1ICNPQLX8&ab_channel=YouTu

x

• https://digitalcommons.usu.edu/cgi/viewcontent.cgi?article=5517&cont

ext=etd

• https://tor.stackexchange.com/questions/711/onion-domains-dns-

lookup

• https://cdn.hackaday.io/files/12985555550240/Linux%20DNS%20Resolv

er%20for%20Onions.txt

• https://forum.opnsense.org/index.php?topic=15097.0

https://developers.cloudflare.com/1.1.1.1/other-ways-to-use-1.1.1.1/dns-over-tor
https://2019.www.torproject.org/projects/tordnsel.html.en
https://resources.infosecinstitute.com/topic/tor-part-2/
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https://www.youtube.com/watch?v=LT1ICNPQLX8&ab_channel=YouTux
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https://forum.opnsense.org/index.php?topic=15097.0


Web Server 
Onion

• https://www.youtube.com/watch?v=GVMjk9pj2Cw&ab_chan

nel=NullByte

• https://www.youtube.com/watch?v=QI3_DfjhMUQ&ab_channel=gnewl

inux

• https://www.youtube.com/watch?v=4xFBE6pw1Rc&ab_channel=DASG

eek

• https://nordvpn.com/pt-br/blog/how-to-register-onion-domain/

• https://medium.com/axon-technologies/hosting-anonymous-website-

on-tor-network-3a82394d7a01

• https://riseup.net/pt/security/network-security/tor/onionservices-best-

practices

• https://www.whonix.org/wiki/Onion_Services

• https://www.makeuseof.com/tag/create-hidden-service-tor-site-set-

anonymous-website-server/

• https://github.com/davidmoreno/onion

• https://github.com/DanWin/hosting

• https://github.com/OnionIoT/Onion-Sensor-Server

• https://github.com/DanWin/onion-link-list

https://www.youtube.com/watch?v=GVMjk9pj2Cw&ab_channel=NullByte
https://www.youtube.com/watch?v=QI3_DfjhMUQ&ab_channel=gnewlinux
https://www.youtube.com/watch?v=4xFBE6pw1Rc&ab_channel=DASGeek
https://nordvpn.com/pt-br/blog/how-to-register-onion-domain/
https://medium.com/axon-technologies/hosting-anonymous-website-on-tor-network-3a82394d7a01
https://riseup.net/pt/security/network-security/tor/onionservices-best-practices
https://www.whonix.org/wiki/Onion_Services
https://www.makeuseof.com/tag/create-hidden-service-tor-site-set-anonymous-website-server/
https://github.com/davidmoreno/onion
https://github.com/DanWin/hosting
https://github.com/OnionIoT/Onion-Sensor-Server
https://github.com/DanWin/onion-link-list


TOR 
Projects
Community

• https://github.com/Edu4rdSHL/tor-router

• https://github.com/ajvb/awesome-tor

• https://github.com/jeremy-jr-benthum/onion-browser-button

• https://github.com/Jesse-V/OnioNS-client

• https://github.com/torproject/manual

• https://github.com/ralphwetzel/theonionpack

• https://github.com/katmagic/Shallot

•

https://github.com/Edu4rdSHL/tor-router
https://github.com/ajvb/awesome-tor
https://github.com/jeremy-jr-benthum/onion-browser-button
https://github.com/Jesse-V/OnioNS-client
https://github.com/torproject/manual
https://github.com/ralphwetzel/theonionpack
https://github.com/katmagic/Shallot


TOR Proxy

• https://www.techwalla.com/articles/how-to-use-tor-proxy
• https://tor.stackexchange.com/questions/6939/configure-tor-as-

proxy
• https://www.tecmint.com/use-tor-network-in-web-browser/
• https://www.youtube.com/watch?v=5iLCgRHp_2k&ab_channel=Thi

nknoodles
• https://www.youtube.com/watch?v=zf_eN7bqE8A&ab_channel=Pro

xy-SellerPrivateproxies
• https://www.youtube.com/watch?v=JXbIAX7UxNM&ab_channel=M

akeTechEasier
• https://www.avg.com/en/signal/vpn-vs-proxy-vs-tor
• https://www.avast.com/c-vpn-proxy-tor-which-is-best
• https://opensource.com/article/20/4/tor-proxy-raspberry-pi

https://www.techwalla.com/articles/how-to-use-tor-proxy
https://tor.stackexchange.com/questions/6939/configure-tor-as-proxy
https://www.tecmint.com/use-tor-network-in-web-browser/
https://www.youtube.com/watch?v=5iLCgRHp_2k&ab_channel=Thinknoodles
https://www.youtube.com/watch?v=zf_eN7bqE8A&ab_channel=Proxy-SellerPrivateproxies
https://www.youtube.com/watch?v=JXbIAX7UxNM&ab_channel=MakeTechEasier
https://www.avg.com/en/signal/vpn-vs-proxy-vs-tor
https://www.avast.com/c-vpn-proxy-tor-which-is-best
https://opensource.com/article/20/4/tor-proxy-raspberry-pi


Whonix and
Tails
Configuratio
n

• https://www.whonix.org/wiki/Configuration_Files

• https://www.whonix.org/wiki/Whonix-Gateway_System_DNS
• https://www.youtube.com/watch?v=y82TgJNivOI&ab_channel=KnowledgeS

haringTech
• https://www.youtube.com/watch?v=2kHrmJoxsJI&ab_channel=LinuxVideoT

utorials
• https://www.youtube.com/watch?v=wdirr08MkL4&ab_channel=Tunisiatuto
• https://www.youtube.com/watch?v=g8SzRhA8NXI&ab_channel=HackerSplo

it
• https://www.youtube.com/watch?v=T4Q0Mfo9lSc&ab_channel=Switchedto

Linux
• https://www.youtube.com/watch?v=nRztIE_hRzM&ab_channel=Knowledge

SharingTech
• https://www.youtube.com/watch?v=Lopmyi6dZd0&ab_channel=%D8%A7%

D9%84%D8%B3%D9%84%D8%B7%D8%A9%D8%A7%D9%84%D8%B3%D8
%A7%D8%A8%D8%B9%D8%A9

• https://www.youtube.com/watch?v=eblHjIrMFYo&ab_channel=Herbertech
• https://www.youtube.com/watch?v=eVp1qZ7HrE4&ab_channel=TheCrypto

Dad

https://www.whonix.org/wiki/Configuration_Files
https://www.whonix.org/wiki/Whonix-Gateway_System_DNS
https://www.youtube.com/watch?v=y82TgJNivOI&ab_channel=KnowledgeSharingTech
https://www.youtube.com/watch?v=2kHrmJoxsJI&ab_channel=LinuxVideoTutorials
https://www.youtube.com/watch?v=wdirr08MkL4&ab_channel=Tunisiatuto
https://www.youtube.com/watch?v=g8SzRhA8NXI&ab_channel=HackerSploit
https://www.youtube.com/watch?v=T4Q0Mfo9lSc&ab_channel=SwitchedtoLinux
https://www.youtube.com/watch?v=nRztIE_hRzM&ab_channel=KnowledgeSharingTech
https://www.youtube.com/watch?v=Lopmyi6dZd0&ab_channel=%D8%A7%D9%84%D8%B3%D9%84%D8%B7%D8%A9%D8%A7%D9%84%D8%B3%D8%A7%D8%A8%D8%B9%D8%A9
https://www.youtube.com/watch?v=eblHjIrMFYo&ab_channel=Herbertech
https://www.youtube.com/watch?v=eVp1qZ7HrE4&ab_channel=TheCryptoDad


TOR 
Vulnerability, 
bad-relays 
and Attacks

• https://www.cvedetails.com/vulnerability-list/vendor_id-

12287/product_id-23219/Torproject-TOR.html
• https://www.zdnet.com/article/multiple-tor-security-issues-disclosed-

more-to-come/
• https://www.securityweek.com/tor-browser-patches-application-probing-

vulnerability
• https://www.cs.utexas.edu/~ecprice/papers/tor.pdf

• https://security.stackexchange.com/questions/79438/can-a-malicious-

tor-exit-node-perform-a-https-man-in-the-middle-attack-to-see-mo

• https://www.makeuseof.com/tor-exit-nodes-spying/

• https://www.schneier.com/blog/archives/2007/12/maninthemiddle.html

• https://gitlab.torproject.org/legacy/trac/-/wikis/doc/badRelays

• https://blog.1871.com/hacking-irl-what-mr.-robot-teaches-us-about-

the-dark-web

• https://www.alctraining.com.au/staging/blog/the-realistic-tor-hack-of-

mr-robot/

• https://tor.stackexchange.com/questions/8636/is-the-rons-coffee-tor-
related-hack-technically-possible-in-episode-1x01-of-m

• https://www.zdnet.com/article/exploit-vendor-drops-tor-browser-zero-

day-on-twitter/

• https://www.hackerfactor.com/blog/index.php?/archives/902-Tor-0day-

Uniquely-Tracking-Computers.html

https://www.cvedetails.com/vulnerability-list/vendor_id-12287/product_id-23219/Torproject-TOR.html
https://www.zdnet.com/article/multiple-tor-security-issues-disclosed-more-to-come/
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https://www.makeuseof.com/tor-exit-nodes-spying/
https://www.schneier.com/blog/archives/2007/12/maninthemiddle.html
https://gitlab.torproject.org/legacy/trac/-/wikis/doc/badRelays
https://blog.1871.com/hacking-irl-what-mr.-robot-teaches-us-about-the-dark-web
https://www.alctraining.com.au/staging/blog/the-realistic-tor-hack-of-mr-robot/
https://tor.stackexchange.com/questions/8636/is-the-rons-coffee-tor-related-hack-technically-possible-in-episode-1x01-of-m
https://www.zdnet.com/article/exploit-vendor-drops-tor-browser-zero-day-on-twitter/
https://www.hackerfactor.com/blog/index.php?/archives/902-Tor-0day-Uniquely-Tracking-Computers.html


TOR Block
Connections 
and bypass

• https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA1

0g000000ClRtCAK
• https://kb.smoothwall.com/hc/en-us/articles/360002033490-Blocking-Tor-

Using-Smoothwall-Filter-Firewall
• https://www.sonicwall.com/support/knowledge-base/how-to-block-

websites-when-accessed-from-tor-browser/170505675183808/
• https://www.youtube.com/watch?v=Qge3gQaQB1A&ab_channel=SystemZ

one
• https://www.sonicwall.com/support/video-tutorials/how-to-block-tor-

using-app-control-advanced-signatures/5413958973001/
• https://community.sophos.com/utm-firewall/f/network-protection-

firewall-nat-qos-ips/38804/block-tor
• https://systemzone.net/how-to-block-tor-browser-with-mikrotik-router/
• https://www.youtube.com/watch?v=qO8XsQiQSKU&ab_channel=Safe

erKadambodan

• https://www.wikihow.com/Bypass-an-Internet-Filter-With-Tor

• https://tech.michaelaltfield.net/2018/02/22/bypassing-check-point-
firewall-dpi-tor-blocking/

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClRtCAK
https://kb.smoothwall.com/hc/en-us/articles/360002033490-Blocking-Tor-Using-Smoothwall-Filter-Firewall
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Links 
Onion

• hxxp://marketojbwagqnwx[.]onion/ - Marketo

• hxxp://cuba4mp6ximo2zlo[.]onion/ - Cuba

• hxxp://gtmx56k4hutn3ikv[.]onion/ - Babuk Locker

• hxxp://ixltdyumdlthrtgx[.]onion/ - Hades

• hxxp://ransomocmou6mnbquqz44ewosbkjk3o5qjsl3orawojexfook2j7es

ad[.]onion/ - Everest

• hxxp://lockbit-blog[.]com/ - Lockbit

• hxxp://mountnewsokhwilx[.]onion/ - Mount Locker

• hxxp://wj3b2wtj7u2bzup75tzhnso56bin6bnvsxcbwbfcuvzpc4vcixbywlid[

.]onion/ - Xinof - Raas (Login Required)

• hxxp://msaoyrayohnp32tcgwcanhjouetb5k54aekgnwg7dcvtgtecpumrx

pqd[.]onion/ - Prolock

• hxxp://nbzzb6sa6xuura2z[.]onion/ - Suncrypt

• hxxp://sekhmetleaks[.]top/ - Sekhmet

• hxxp://dnpscnbaix6nkwvystl3yxglz7nteicqrou3t75tpcc5532cztc46qyd[.]

onion/ - Revil

• hxxp://rnsm777cdsjrsdlbs4v5qoeppu3px6sb2igmh53jzrx7ipcrbjz5b2ad[

.]onion/ - Ransomexx (Defray777)

• hxxp://rgleaktxuey67yrgspmhvtnrqtgogur35lwdrup4d3igtbm3pupc4lyd[

.]onion/ - Ragnar Locker



Links 
Onion 2

• hxxp://wobpitin77vdsdiswr43duntv6eqw4rvphedutpaxycjdie6gg3binad[

.]onion/ - Ragnarok

• hxxp://p6o7m73ujalhgkiv[.]onion/ - Ragnar

• hxxp://wqmfzni2nvbbpk25[.]onion/partners.html - Pysa

• hxxp://rnfdsgm6wb6j6su5txkekw4u4y47kp2eatvu7d6xhyn5cs4lt4pdrqq

d[.]onion/blog - Netwalker

• hxxp://hxt254aygrsziejn[.]onion/ - Nefilim (Corporate Leaks)

• hxxps://mazenews[.]online/ - Maze-News

• hxxp://xfr3txoorcyy7tikjgj5dk3rvo3vsrpyaxnclyohkbfp3h277ap4tiad[.]on

ion/ - Maze

• hxxp://egregoranrmzapcv[.]onion/ - Egregor

• hxxp://hpoo4dosa3x4ognfxpqcrjwnsigvslm7kv6hvmhh2yqczaxy3j6qnw

ad[.]onion/ - Dopple Paymer

• hxxp://darksidedxcftmqa[.]onion/ - Darkside

• hxxp://avaddongun7rngel[.]onion/ - Avaddon

• hxxp://37rckgo66iydpvgpwve7b2el5q2zhjw4tv4lmyewufnpx4lhkekxkoq

d[.]onion/ - Ako (Ranzy)

• hxxp://htcltkjqoitnez5slo7fvhiou5lbno5bwczu7il2hmfpkowwdpj3q2yd[.]o

nion/ - Conti



Links 
Onion 3

• hxxp://continewsnv5otx5kaoje7krkto2qbu3gtqef22mnr7eaxw3y6ncz3a

d[.]onion/ - Conti-2

• hxxps://continews[.]best/ - Conti (Clear web)

• hxxp://fylszpcqfel7joif[.]onion/ - Conti-News (Ryuk)

• hxxp://ekbgzchl6x2ias37[.]onion/ - Clops
• hxxp://e6wzjohnxejirqa2sgridvymv2jxhrqdfuyxvoxp3xpqh7kr4kbwpwad[.]

onion/ - Tornode
• hxxp://no6m4wzdexe3auiupv2zwif7rm6qwxcyhslkcnzisxgeiw6pvjsgafad[.]

onion/ - Submarine
• hxxp://gdarku42fzpyrfra[.]onion/gdark/search.php - GDark
• hxxp://phobosxilamwcg75xt22id7aywkzol6q6rfl2flipcqoc4e4ahima5id[.]on

ion/ - Phobos
• hxxp://dnmugu4755642434[.]onion/search - Kilos - Darknet Market Search 

Engine
• hxxp://xssforumv3isucukbxhdhwz67hoa5e2voakcfkuieq4ch257vsburuid[.]

onion/ - XSS
• hxxp://ezdhgsy2aw7zg54z6dqsutrduhl22moami5zv2zt6urr6vub7gs6wfad[.

]onion/ - Def Con Forums
• hxxp://gerkipwhfuqeeizl[.]onion/ - Gerki_TOR
• hxxp://bcbm4y7yusdxthg3[.]onion/ - SkyFraud
• hxxp://l5b5ugkok5owt5w7xz7fvrvd75io2hvnao4c4gonidjmkqsyifwkdryd[.]

onion/ - DarkNetStreets



Links 
Onion 4

• hxxp://ucapoywa7wsbzlf5umrrdi2otooa5napma3r5s5ojysts46l5bic4gid[.]o
nion/ - FreedomForum

• hxxp://k5aintllrufq23khjnmmfli6uxioboe3ylcao7k72mk2bgvwqb5ek4ad[.]o
nion/ - TruthBoard

• hxxp://hsquad7ikj4ejivl7e52rdfcvtgpqueqzu27wq273noeoi27y6kglxad[.]on
ion/ - Hack_Squad

• hxxp://pwndb2am4tzkvold[.]onion/ - pwndb
• hxxp://guardday6e5nxblpojbhmx5ws2avautr7eswu3qg7gynh52rh744anyd

[.]onion/ - DarkGuard
• hxxp://torbox36ijlcevujx7mjb4oiusvwgvmue7jfn2cvutwa6kl6to3uyqad[.]o

nion/ - TORBOX
• hxxp://secmail63sex4dfw6h2nsrbmfz2z6alwxe4e3adtkpd4pcvkhht4jdad[.]

onion/src/login.php - secMail - Darknet email
• hxxp://oq7t5ihk4qew5t5s4zghicigokh2ktt575amirsbnilmyawpme6xmyyd[.]

onion/ - Elude
• hxxp://darkzzx4avcsuofgfez5zq75cqc4mprjvfqywo45dfcaxrwqg6qrlfid[.]on

ion/ - Darknetlive
• hxxps://protonirockerxow[.]onion/ - Protonmail (Onion)



OSINT ON THE DARKWEB
LEAs around the world, including all major UK police forces, are currently investigating darknets, primarily Tor and I2P. The existence of 

other darknets is known and they are also considered to be of investigative interest, but, given their popularity, Tor and I2P (and Tor in 

particular) are believed to be used by the majority of Dark Web criminals, and therefore offer LEAs the best opportunities for 

investigating Dark Web crime. This section first describes the (illegal) activities taking place on the Dark Web that are of interest to LEAs  

and then discusses the challenges faced by LEAs in gathering OSINT on the Dark Web.



OSINT ON THE DARKWEB
LEAs em todo o mundo, incluindo todas as principais forças policiais do Reino Unido, estão atualmente investigando darknets, 

principalmente Tor e I2P. A existência de outros darknets é conhecida e eles também são considerados de interesse investigativo, mas, 

dada sua popularidade, Tor e I2P (e Tor em particular) são considerados usados pela maioria dos criminosos Dark Web e, portanto, 

oferecem LEAs as melhores oportunidades para investigar crimes na Dark Web. Esta seção primeiro descreve as atividades (ilegais) 

que ocorrem na Dark Web que são de interesse para as LEAs e, em seguida, discute os desafios enfrentados pelas LEAs na coleta de 

OSINT na Dark Web.



OSINT TOOLS AND 
TECHNIQUES
Joas Antonio



OSINT THE DARKWEB
OSINT Techniques on the Dark Web Discovering, collecting and monitoring information are the most significant processes for OSINT. Several different techniques (i.e., 

advanced search engine querying and crawling, social media mining and monitoring, 8 OSINT and the Dark Web 123 restricted content access via cached results etc.) are 

applied to Surface Web for retrieving content of interest from the intelligence perspective. However, the distinctive nature of Dark Web, which requires special technical 

configuration for accessing it, while it also differentiates the way the network traffic is propagated for the sake of anonymity, dictates that the traditional OSINT techniques 

should be adapted to the rules, which govern the Dark Web. This section first discusses Web crawling techniques  and search engine approaches for the Dark Web, and then 

examines the major strategies for traffic analysis and user de-anonymization 



OSINT THE DARKWEB
Técnicas OSINT na Dark Web Descobrir, coletar e monitorar informações são os processos mais importantes para OSINT. Várias técnicas diferentes (ou seja, pesquisa e 

rastreamento de mecanismo de pesquisa avançado, mineração e monitoramento de mídia social, 8 OSINT e o acesso de conteúdo restrito do Dark Web 123 por meio de 

resultados em cache, etc.) são aplicadas ao Surface Web para recuperar conteúdo de interesse da perspectiva da inteligência. No entanto, a natureza distinta da Dark Web, 

que requer configuração técnica especial para acessá-la, ao mesmo tempo que diferencia a forma como o tráfego da rede é propagado em prol do anonimato, impõe que as 

técnicas tradicionais de OSINT sejam adaptadas às regras que regem a Dark Web. Esta seção discute primeiro as técnicas de rastreamento da Web e as abordagens do 

mecanismo de pesquisa para a Dark Web e, em seguida, examina as principais estratégias para análise de tráfego e anonimização do usuário



OSINT THE DARKWEB
https://www.youtube.com/watch?v=ywUxkvCK96w&ab_channel=SANSCyberDefense

https://www.youtube.com/watch?v=C8um3JcCQuQ&ab_channel=CRESTVideos

https://www.youtube.com/watch?v=eLL6BPKvwlg&ab_channel=SANSInstitute

https://www.osintcombine.com/post/dark-web-searching

https://www.skopenow.com/news/surface-deep-and-dark-web-osint-applications

https://github.com/apurvsinghgautam/dark-web-osint-tools

https://www.itu.int/en/ITU-D/Cybersecurity/Documents/CyberDrill-2020/How%20to%20conduct%20effective%20OSINT%20investigation%20online.pdf

https://medium.com/ax1al/weaponize-the-dark-web-for-osint-f94f019a65b4

https://www.springerprofessional.de/en/osint-and-the-dark-web/11970422

https://www.sans.org/presentations/osint-tools-for-diving-deep-dark-web/

https://mediasonar.com/webinars/intelligencex-osint-cyber-investigation/

https://springerprofessional.de/en/torbot-open-source-intelligence-tool-for-dark-web/17635082

https://sovsys.co/osint-dark-web-monitoring/

https://osinttraining.net/introduction-to-osint/the-clearnet-the-deep-web-and-the-dark-web/

https://www.youtube.com/watch?v=ywUxkvCK96w&ab_channel=SANSCyberDefense
https://www.youtube.com/watch?v=C8um3JcCQuQ&ab_channel=CRESTVideos
https://www.youtube.com/watch?v=eLL6BPKvwlg&ab_channel=SANSInstitute
https://www.osintcombine.com/post/dark-web-searching
https://www.skopenow.com/news/surface-deep-and-dark-web-osint-applications
https://github.com/apurvsinghgautam/dark-web-osint-tools
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/CyberDrill-2020/How to conduct effective OSINT investigation online.pdf
https://medium.com/ax1al/weaponize-the-dark-web-for-osint-f94f019a65b4
https://www.springerprofessional.de/en/osint-and-the-dark-web/11970422
https://www.sans.org/presentations/osint-tools-for-diving-deep-dark-web/
https://mediasonar.com/webinars/intelligencex-osint-cyber-investigation/
https://springerprofessional.de/en/torbot-open-source-intelligence-tool-for-dark-web/17635082
https://sovsys.co/osint-dark-web-monitoring/
https://osinttraining.net/introduction-to-osint/the-clearnet-the-deep-web-and-the-dark-web/
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OSINT TOOLS
https://github.com/jivoi/awesome-osint

https://github.com/osintbrazuca/OSINT-Brazuca

https://github.com/mgp25/OSINT-Tools

https://github.com/Datalux/Osintgram

https://github.com/digitaldisarray/OSINT-Tools

https://github.com/jivoi/awesome-osint
https://github.com/osintbrazuca/OSINT-Brazuca
https://github.com/mgp25/OSINT-Tools
https://github.com/Datalux/Osintgram
https://github.com/digitaldisarray/OSINT-Tools


OSINT FRAMEWORK
Training

Documentation

OpSec

Threat Intelligence

Exploits & Advisories

Malicious File Analysis

Tools

Encoding / Decoding

Classifieds

Digital Currency

Dark Web

Terrorism

Mobile Emulation

Metadata

Language Translation

Archives

Forums / Blogs / IRC

Search Engines

Geolocation Tools / Maps

Transportation

Business Records

Public Records

Telephone Numbers

Dating

People Search Engines

Instant Messaging

Social Networks

Images / Videos / Docs

IP Address

Domain Name

Email Address

Username

https://osintframework.com/

https://osintframework.com/


DOXING Techniques
https://rfmirror.com/Forum-Doxing-Tutorials

https://github.com/HackingEnVivo/Doxing/blob/master/README.md

https://github.com/tj/dox

https://helpransomware.com/doxing-guide/

https://www.csoonline.com/article/3572910/what-is-doxing-weaponizing-personal-information.html

https://www.protectimus.com/blog/doxing/

https://rfmirror.com/Forum-Doxing-Tutorials
https://github.com/HackingEnVivo/Doxing/blob/master/README.md
https://github.com/tj/dox
https://helpransomware.com/doxing-guide/
https://www.csoonline.com/article/3572910/what-is-doxing-weaponizing-personal-information.html
https://www.protectimus.com/blog/doxing/


Offensive OSINT
https://www.offensiveosint.io/offensive-osint-introduction/

https://github.com/woj-ciech/kamerka

https://github.com/woj-ciech/LeakLooker

https://github.com/woj-ciech/Danger-zone

https://github.com/woj-ciech

https://www.offensiveosint.io/offensive-osint-introduction/
https://github.com/woj-ciech/kamerka
https://github.com/woj-ciech/LeakLooker
https://github.com/woj-ciech/Danger-zone
https://github.com/woj-ciech


OSINT TOOLS 
FUNDAMENTALS -
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