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Warning

All content was taken from the internet and has the credits of their respective researchers
and owners, jusiaccess the links. The most | did was gather the information based on my
studies for OSWE together with a friend to help the community. There is no owner of the
material, mainly there was no revision or formatting of the lyrics, as it is something done in a
hurry and taken from a notepad for a document.
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LabSimulation

https://pentesterlab.com/

https://www.hackthebox.eu/

https://portswigger.net/academy/labs

https://vulnhub.com/

FALAFEL AND POPCORN
1 Challenges
o Bypass File Upload Restrictions
1 Source code analysis requirments
o Nope
VAULT
1 Challenges
o Enumeration
o Port forwarding
o File sharing with netcat
o Use of PGP
1 Source code analysis requirments
o Nope
BLOCKY
1 Challenges
o Use JBGUI


https://pentesterlab.com/
https://www.hackthebox.eu/
https://portswigger.net/academy/labs
https://vulnhub.com/

o Adapt CVEs Exploits
o Vulnerability Chaining
o Webshells
o Use of PGP

1 Source code analysis requirments
o Locate credentials within Jar file (1 file)
o Decompile JAR files

1 2 methods to gain root, the preferred for me is:
o Use the creds to access phpmyadmin
o change user and password
o Access Wordpress and upload a crafted plugin
o Escalate from wwvdata to root

ARKHAM

1 Challenges
o Use cryptsetup to dump/decrypt LUKS disks
o ReadWebAp)f A OF A2y Qa 520dzyYSyidl dAz2y
o Know how to use crypto utility to encrypt a payload

o Know how to use ysoserial to generate an RCE payload via insecure
deserialsiation

f Source code analysis requirments

o Documentation reading

VulnHub
PIPE
1 Challenges
o Know how to exploit PHP insecure deserialisation to achieve RCE
1 Source code analysis requirements
o Source Code Analysis of 3 PHP files (Boringly simple)
1 OSWE Style Walkthrough:

o Pipe


https://klezvirus.github.io/Misc/HTB-VH-OSWE/reviews/vulnhub/pipe

RAVEN2
1 Challenges
o Detect missing input validation
o Debug PHP app via code augmentation yldgd, small task]
1 Source code analysis requirements
o Source Code Analysis of PHPMailer (Important files: 2)
1 OSWE Style Walkthrough:

o Raven
HOMELESS
1 Challenges

o Know a bit of hashing functions
f Source code analysis requirements
o Source Code Analysis AP HP files
1 OSWE Style Walkthrough:
o Homeless
TED
1 Challenges
o Know how to explaiPHP Local File Inclusion to achieve RCE
1 Source code analysis requirements
o Source Code Analysis of a few PHP files
1 OSWE Style Walkthrough:
o Ted
FLICK2
1 Challenges
o Understand how APIs work
o Know how to decompile/recompile an APK
o A bit of enumeration
f Source code analysis requirements

o Little APK decompiled code analysis


https://klezvirus.github.io/Misc/HTB-VH-OSWE/reviews/vulnhub/raven2
https://klezvirus.github.io/Misc/HTB-VH-OSWE/reviews/vulnhub/homeless
https://klezvirus.github.io/Misc/HTB-VH-OSWE/reviews/vulnhub/ted

1 OSWE Style Walkthrough:
o Flick2

o Additional Exercise at the end

Curated by: TJnull at Netsec Focus

Hackthebox
Linux Boxes:
Vault
popcom

Celestial

Elocky (Good to practice with JO-GUI)

Falafel

Zipper

Unattended

Help

Mange [Focus on creating your own Boolean Script]
Schooled

Sink
Monitors

Silky-CTF: 0x02: https://www vulnhub.com/entry/silky-ctf-0x02 307/
bwapp: https:/fwww.vulnhub.com/series/bwapp,34/

Homeless 1: hitps:ffiwww vulnhub_com/entry/homeless-1,215/
Seattle 0.3 https://www.vulnhub.com/entry/seattle-v03,145/

Ted 1: httpsifwww.vulnhub.com/entry/ted-1,327/

Raven 2: https:/fwww.vulnhub.com/entry/raven-2,269/

Potato: https://iwww vulnhub.com/entry/potato-1,529/

Secure Code 1: https://www.vulnhub.com/entry/securecode-1,651/

Web Traffic InspectiogBurpSuite

https://portswigger.net/burp/documentationdesktop/penetrationtesting

Intercepting a request

Burp Proxy lets you intercept HTTP requests and responses sent between your browser and
the target server. This enables you to study how the website behaves when you perform
different actions.

Step 1: Launch Burp's embedded browser
Go to theProxy > Interceptab.

Click thelntercept is offbutton, so it toggles tontercept is on.


https://klezvirus.github.io/Misc/HTB-VH-OSWE/reviews/vulnhub/flick2
https://portswigger.net/burp/documentation/desktop/penetration-testing

[ ] @ Burp Suite Professional v2021.8 - Temporary Project - licensed to PortSwigger Ltd [single user licens:
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project
Intercept HTTP history WebSockets history Options

Jrop Intercept is on Actior Open Browser

ClickOpen Browser This launches Burp's embedded Chromium browser, which is
preconfigured to work with Burp right out dfie box.

Position the windows so that you can see both Burp and the browser.
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Step 2: Intercept a request

Using the embedded browser, try to vibitps://portswigger.netand observe that the site
doesn't load. Burp Proxy hastercepted the HTTP request that was issued by the browser
before it could reach the server. You can see this intercepted request dPrtxy >
Intercepttab.

[ ] [ ] Burp Suite Professional v2021.8 - Temporary Project - licensed to PortSwigger Ltd [single user licen
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Proje
Intercept HTTP history WebSockets history Options

/ M Request to hitps:/portswigger.net:443 [52.16.121.179)

| Forward Drop Intercept is on Action Open Browser Cor

pretty [E Hex W (= INSPECTOR

1 GET / HTTP/2

2 Host: portswigger.net

3 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/webp,image/ap

Request Attributes

The request is held here so that you can study it, and even modify it, before forwarding it to
the target server.

Step 3: Forward the request

Click theForwardbutton several times to send the interpted request, and any subsequent
ones, until the page loads in the browser.

Step 4: Switch off interception



Due to the number of requests browsers typically send, you often won't want to intercept
every single one of them. Click thrgercept is onbutton so that it now say#ntercept is oft

[ ] [ ] Burp Suite Professional v2021.8 - Temporary Project - licensed to PortSwigger Ltd [single user licens
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Projec
Intercept HTTP history WebSockets history Options

Intercept is off Actior Open Browser

Go back to the embedded browser and confirm that you can now interact with the site as
normal.

Step 5: View the HTTP history

In Burp, go to thé’roxy > HTTP histotgb. Here, you can see the history of all HTTP traffic
that has passed through Burp Proxy, even while interception was switched off.

Click on any entry in the history to view the raw HTTP request, along with the corresponding
response from the server.

® @ Burp Suite Professional v2021.8 - Temporary Project - licensed to PortSwigger Ltd [single use:
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender

Intercept HTTP history WebSockets history Options

g of out-of-scope Proxy traffic is disabled | Re-enable |

Filter: Hiding out of scope items; hiding CSS, image and general binary content

# Host Method URL Params  Edited Status Length |

] https://portswigger.net GET / 200 45611 H

1 https://portswigger.net GET /bundles/public/staticcms.js 7v=TYy0... W 304 1214 s
https://portswigger.net GET /images/company-logos/amazon.svg 304 1201
22 https://portswigger.net GET fimages/company-logos/fedex.svg 304 1201
23 https://portswigger.net GET fimages/company-logos/google.svg 304 1201
24 https://portswigger.net GET fimages/company-logos/walmart.svg 304 1201

2R httre - firertewninmar nat RET firmanae frarmramilnane fava cun anA 12M1

= = INsPEC

Request Response

Pretty m Hex ‘n = Zi:WN Raw Hex Render W = Reques
1 GET / HTTP/2 1 HTTP/2 200 OK

2 Host: portswigger.net 2 Date: Wed, 11 Rug 2021 14:42:21 GMT Reques

This lets you explore the website as normal and study the interactions between your browser
and the server afterwarg] which is more convenient in many cases.

Sending a request to Burp Repeater

The most common way of using Burp Repeater is to send it a request from another of Burp's
tools. In this example, we'll send a request from the HTTP history in Burp Proxy.

Stepl: Launch the embedded browser

Launch Burp's browser and use it to visit the following URL:



https://portswigger.net/web-security/informationdisclosure/exploiting/labnfoleakin-error-

messages

When the page loads, clidiccess the lablf prompted, log irto your portswigger.net account.
After a few seconds, you will see your own instance of a fake shopping website.

Step 2: Browse the target site

In the browser, explore the site by clicking on a couple of the product pages.

Step 2: Study the HTTP history

In Burp, go to thé’roxy > HTTP histottgb. To make this easier to read, keep clicking the
header of the leftmost columr#] until the requests are sorted in descending order. This way,
you can see the most recent requests at the top.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger
Intercept HTTP history WebSockets history Options
Filter: Hiding CSS, image and general binary content
# Host Method URL
8 https://ac5b1f3b1f4713de805e4819008800c4. web-security-acade... GET facademyLabHeader
7 https://ac5b1f3b1f4713de805e4819008800c4.web-security-acade... GET /
6 https://ac5b1f3b1f4713de805e4819008800c4. web-security-acade... GET /academylLabHeader
5 https://ac5b1f3b1f4713de805e4819008800c4.web-security-acade... GET /product?productld=3
4 https://ac5b1f3b1f4713de805e4819008800c4.web-security-acade... GET /academylLabHeader
3 https://ac5b1f3b1f4713de805e4819008800c4. web-security-acade... GET /
2 https://ac5b1f3b1f4713de805e4819008800c4.web-security-acade... GET facademylLabHeader
1 https://ac5b1f3b1f4713de805e4819008800c4.web-security-acade... GET /product?productld=2
0 https://ac5b1f3b1f4713deB05e4819008800c4. web-security-acade... GET /academylLabHeader
https://ac5b1f3b1f4713de805e4819008800c4.web-security-acade... GET /
https://acSb1f3b1f4713de805e4819008800c4.web-security-acade... GET /academyLabHeader
https://ac5b1f3b1f4713de805e4819008800c4. web-securitv-acade... GET /oroduct?productid=1

Step 3: ldentify an interesting request

Notice that each time you access g@uct page, the browser sendsGET /productequest
with aproductldquery parameter.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Log
Intercept HTTP history WebSockets history Options
‘ilter: Hiding CSS, image and general binary content
# Host Method URL Params  Edited Status Leng
i IS/ 8o TIOM TS 1., aci / FAv. N} PO
B https://acSb1f3b1f4713... GET facademylLabHeader 101 147
g https://ac5b1f3b1f4713... GET /product?productld=3 v 200 4242
4 https://ac5b1f3b1f4713... GET facademylLabHeader 101 147
3 https://ac5b1f3b1f4713... GET / 200 10644
2 https://ac5b1f3b1f4713... GET facademylLabHeader 101 147
1 httre/fanBERAfIR1§AT42 RET Fremd it Deeadn st lA—D v 20 A2
lequest Response
Pretty m Hex ‘W = ZCIWN Raw Hex Render \n =

1 GET /product?productId=3 HTTE/1.1

2 Host:

ac5blf3blf4713de805e4819008800c4d .web-security-academy.net

1 HTTP/1.1 200 OK
Z Content-Type:

3 Connection: close

text/html: ¢



Let's use Burpépeater to look at this behavior more closely.

Step 4: Send the request to Burp Repeater

Rightclick on any of th&ET /product?productld=[.r¢quests and sele@end to Repeater

Dashboard Target Proxy Intruder Repeater

Intercept HTTP history WebSockets history Options

Filter: Hiding CSS, image and general binary content

# Host Method URL

r TILLRAS 7 eI TIOR 11 1D, ac ’

16 https://ac5b1f3b1f4713... GET facademylLabHeader
15 https://acSb1f3b1f4713... GET /product?productld=3
14 https://ac5b13b1f4713... GET /academyLabHeader
13 https://ac5b1f3b1f4713... GET /!

12 https://acbb1f3b1f4713... GET facademylLabHeader

httre-/larnEh1fR1FfAT712 ReT frend it Drrnac et lA—0

Request

Pretty fzEU Hex ' =
1 GET /product?productId=3 HTITP/1.1

2 Host:
ac5blf3b1f4713deB05e4819008800c4 .web-security-acacq

Sequencer Decoder Comparer Logger

Params  Edited  Status Length

zuu DS
101 147
Vi 200 AD4AD

https://ac5b1f3b1f4713de805e...ademy.net/product’
Add to scope

Scan

Do passive scan

Do active scan

Send to Intruder

Send to Repeater

Send to Sequencer

Go to theRepeatertab to see that your request is waiting for you in its own numbered tab.

Step 5: Issue the request and view the response

ClickSendto issue the request and see the response from the server. You sandéhis
request as many times as you like and the response will be updated each time.

Dashboard Target Proxy Intruder Repeater
1 x

Request

PrettymHex \n =
1

2

w

GET /product?productId=3 HTTP/1.1

Host:

ac5blf3bl1£f4713deB805e4819008800c4 .web-security-ac
ademy.net

Sec-Ch-Ua: " Not A;Brand";v="99",

"Chromium" ;v="92"

Sec-Ch-Ua-Mobile: 7?0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd;
x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/92.0.4515.131 Safari/537.36

! Accept:

text/html,application/xhtml+xml, application/xml;

==

Sequencer Decoder Comparer Logger

Target: hitps://ac5b1f3b1f4713de8

Response

ZZ8 Raw Hex Render ‘n =

HTTP/1.1 200 OK

Content-Type: text/html; charset=utf-8
Connection: close

Content-Length: 4142

<!DOCTYPE html>
<html>
<head>
<link href=/resources/labheader/css/
<link href=/resources/css/labsEcomme
<title>
Information disclosure in error me¢

</title>

= -0 - JC . R R N

Testing different input with Burp Repeater



By resending the same request with different input each time, you can identify and confirm a

variety of inputbased vulnerabilities. This is one of the most common tasks you will perform
during manual testing with Burp Suite.

Step 1: Reissue the request thidifferent input

Change the number in theroductldparameter and resend the request. Try this with a few
arbitrary numbers, including a couple of larger ones.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logge!
1 =

B cace (<7 Target: https://ac5b1£3b1f4713des
Request Response

Pretty [0 Hex \n = B0 Raw Hex Render \n =

1 GET /product?productId=100 HTTP/1.1 HTTP/1.1 404 Not Found

2 Host:

1
2 Content-Type: application/json; charset
ac5blf3b1f4713de805e4819008800c4 .web-security-ac 3 Connection: close
4
5
6

ademy.net Content-Length: 11

Sec-Ch-Ua: " Not A;Brand";v="99",

"Chromium";v="92"

Sec-Ch-Ua-Mobile: 20

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4;
x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/92.0.4515.131 Safari/537.36

7 Accept:
text/html,application/xhtml+xml,application/xml;

w

"Not Found"

RS

Step 2: View the request history

Use the arrows to step back and forth through the history of requests that you've sent, along

with their matching responses. The drdpwn menu next to each esw also lets you jump to
a specific request in the history.

















































































































































































































































































































































































































































































































































































































































































