Debugging Symbian applications with IDA Pro

Copyright 2008 Hex-Rays SA

Starting from version 5.3 IDA adds the Symbian platform as a debugger target. User applications
and DLLs can be debugged with IDA Pro Standard Edition under MS Windows.

Before we debug any application, we have to install the
MetroTRK agent for the device. It can be downloaded
from this web site: http://tools.ext.nokia.com/agents

We install the MetroTRK .sisx file on the phone. This
icon should appear in the applications folder:

By default MetroTRK is configured to connect over
Bluetooth. For a USB connection, the settings must be
changed:

If everything done correctly, upon the « connect »
command we will see the following screen:

We are ready to debug Symbian applications!
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Let's start with a simple HelloWorld application. It can be downloaded from this link:
http://www.hex-rays.com/idapro/epoc/helloworldbasic.sis It is not signed, so you might need to
change the installation options before installing it. The following steps disable the signature
verification:

1. open the “Application Manager”

2. click the left soft key to open the options menu

3. from the list choose the point “Settings”

4. switch the option “Software Installation” to “All”
5. switch the option “Online certif. check” to “Oft”

The sample application has the following look:

Upon a menu selection it will display a trivial message:
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Now let's create a database for the application and debug it. IDA can parse .SIS files and extract
binary files, so we just accept the only file from the list:

Y C
.-LEPDE 5159 CONTENTS (executable files only) - |EI|£|
| File name I Size |

I-hzushbinsHelloWw orldB asic. exe

] 4 Cancel | Help | Search |

Line 1 of 1 v

We have to tell IDA where the application is located on the device and how to connect to it. This is
done in the Debugger, Process options dialog box:

Debug application setup

Application Iu::'\.sys'\bin'\helluwnrldbasic.e:-:e

Irput file Iu::'\.sys'\bin'\helluwnrldbasic.e:-:e

Directany I

Lel LefLellel

Earameters||

Part |2394E - I

[~ Save the network settings as default

] 4 Cancel Help

Since we are debugging an application, the application and input file fields are the same (they are
different if we debug DLLs). Usually Symbian applications are installed on c:\sys\bin, but if your
device has memory extension cards, the device letter can be different.

IDA uses a serial port connection to talk to Symbian devices. The port number is specified in the

« port » input field. The default number proposed by IDA (23946) has a special meaning. It directs
IDA to enumerate all serial ports and find the one with the word « Nokia » in its description'. You
are free to specify a fixed serial port numbere in this field as well.

This completes the initial setup. We are ready to press F9 and run the application. However, it is
really difficult to suspend a Symbian application once it runs, so we better set some breakpoints
before launching it’>. We can use only software breakpoints, hardware breakpoints are not available.

The following function is a good candidate because it will be executed at the initialization time.

1 If you want to use the « automatic port » feature of IDA for a phone from another vendor, you will need to define the
EPOC _PORT_DESCRIPTION environment variable with the desired substring.

2 The debugged application stops somewhere in the kernel upon « pause ». MetroTRK does not allow to single step in
the kernel area. Also, the kernel code is invisible. So, we may suspend the application but we will be in the middle of
nowhere.
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Pressing F2 adds the breakpoint:

(ABEASTER sub_9768

1 BEBAY7E4 SUE
T BEEAITES MOY
T BEBAITEC MOy
:BEEAITTE Moy
1 BEBAT 74 MOY
TEEEEITTE EL
tBEEESTTC CHP
: BEEAITEE ENE
tBEEATE4 EL
TBEEEITEE EL
:BEEESTEC EL

SFP, SP. #ExaC
RS, R
Re. R1
R4, R2
Ra, SP

_ZN23TCppRTExceptionsGlaobal sC1Ey : TCppRTExcepkbions
R4, #8

loc_9798

_ZN4lzer11InitProcessEw @ User::InitFrocessivaid)

rull=ub_1
sub_ASE

We are ready to run the application, so we press F9. If everything goes well, IDA connects to the
device, launches the program, and switches to the debugger desktop (this one is custom made):

i Genera

 bexk: FBT4DTEH
Ckexb:FET4DTEE
 bexb:TEF4DTEE
. kexb:7EF4DTEE

 kexk:7E74D7eE sub_7E74D7ER ; CODE ®R
. kexk:7BT4DFE4 SUBE 5P, SP. #ExAC

. kexk:7B74DFES MOY FE. R@

Cbexb FET4DFEC MOY F&. Rl

 bexb:FET4DTTFE MOY F4. R2

 kexkb:7ET4DFTF4 MOY Fa, SP

. kexb:7ET4DIFE EL _ZNZETCppRTExcepkionsGlobal sC1Ey © TCppRT
L bexk : TETADTFC CMP Fd, #

. kexkb:FET4DTEE ENE loc_7E74D798

 kexb:FET4DTE4 BL _ZN4l=er11Ini tProcessEw ; User::1
 bexb:7ET4DTES BL ral 1=ub_1

. kexb:FEF4DTFEC BEL =sub_7E74ESE4

. kexk:TBTF4DTIE

Cbexk :TEFADTIE loc_FEF4D7I0 : CODE =R
. kexkb:7EF4DT9E MOY RY. #

. kexb:TETF4DT4 CMP R4, #

. kexb:FET4DTIE EEQ loc_7E74D7AS

Cbexb: FET4DFAC MOY FH. F&

 kexkb:7BEF4DTAE BLX RE

. kexb:FEF4DTAL B loc_7B74D7ALC

Ckexb:TET4DTAS

 bexk:TBF4DTAS

Cbexk:TEFADTAE loc_7B7407AR : CODE XR
. kexb:TFETF4DTAS EL sub_7ETF4CEAL

 kexk: TBF4DTAC

Cbexk :TEFADTAC loc_7EF4D7TAC : CODE =R
 kexkb:FEF4DTAC MOY FRY. Ra

. kexb:FETF4DTEE B loc_7B74D70C

 kexb:FET4DTES

. bexk:7EF4DTE4 BL __cxa_begin_cakch

. kexk:7BE74DTES MOY Fia, F&

. kexb:FEF4DFEC MNOP

 bexb:FET4DFCA MOP

 kexb:7BT4DFCY LDR F@, =dword_7BTSEAZE

. kexk:7B74DFCE MNOP

. kexb:FEF4DFCC MOY R&, FRa

. kexb:7E74D70E MOY Rl. # s m

 kexb:FET4DT0E BL _ZNdl=ser5Fani cERKFThesC 161 ;i User::P
 bexb:7EF4DTDE BL __cxa_end_cakch

. kexb:FET4DTDC

Please note that the addresses have been changed. This happens because applications rarely load to

RO
R1
R2
R3
R4
RS
RE
RY
Ra
R3

FEV4ES44
BEEAAEEA
BEE8a8EEa
BEGAAEEEA
BE485FCA
BEEEEEEER
BE48cFCA
BEEAAEEEA
BEEaaE1 2
BEEaaE4a

_|ol x|
L, start MODE 19
L, Ga8&EHEE
L, faee800E
L, eecazaeE
L, ©e4acFCe
L, Peensess
L, @e48cFCe
L, feena0s8

L, ©o000612

=Moo m-d
L R - )

R1Q CE189EES
F{ BEEEEEEE
R 2 CERBEEES
Cp BE4BEFAS
LR FEF4CEIE
PC FEF4L7EE
PSR EEEEEE1E

L§BBBBBB4B
L*debugaaz
L'BEBBBEBB
L’debugBBE
L’BB4EEFA8

L’.text:?B?4EBE
Lksub_?B?4D?6B

L§debugaal

(CElE

TZAavE

 GEEE

* Ba48cF34
* BR4BeF IS
* BR48EF A0
* BA4EEF A5
* Ba48cF A
BE4BEF A2
BR4EEFAC
BE4EEFEA
BE4BEFBS
BE4BEFES
BR4BEFEC
BE4BEFCE
BE4BEFCS
BE4BEFCE
BR4BEFCC
AR BEFDE

]

B

LCh
(eI ]
[EIHH]
DCh
LCh
(eI ]
[EIHH]
DCh
LCh
(eI ]
[EIHH]
DCh
LCh
(eI ]
[EIHH]
DCh

e

=10 x|

: =ub

: =ka

: =ka

the zero address. The system relocates them somewhere else. IDA detects this and rebases the
database. Usually rebasing is transparent and straighforward but if you notice that your code
disappeared after F9, then you will need to locate it in the memory and manually rebase the
database (Edit, Segments, Rebase program).

By default IDA is able to display addresses up to 0x8000000. If your device rebases applications to
higher addresses, then you will need to modify the memory layout. It can be done with the
Debugger, Manual memory regions.menu item®.

3 MetroTRK provides no information on the memory layout, so it must be done manually. IDA automatically
determines the memory layout for most platforms.
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The following list enumerates the defined memory regions:

e "
& ,Manual memory regions -10| x|
Edit Search

Start | Enu:ll MHame

00000000 S00a000a

If you do not see anything meaningful on the screen after launching the application, try to increase
the upper limit of the defined memory region to OXFFFFFFFE. You are free to manipulate memory
regions as you wish. IDA will use this information to create the program segmentation.

Once we suspended the process, we can use all regular debugger commands like single step, step
over, etc. All usual IDA commands are available. You may write scripts and automate things with
plugins. However, the following limitations exist:

- The TRK module refuses to single step into system area, we can not do
anything with it. This means that tracing will go up to a system call and then
stop because of a failed single step command

- Hardware data breakpoints are not supported

- TRK can not properly handle an exception which happens on an instruction
with active breakpoint. The exception is generated but it is impossible to resume
the application.

— There is no notion of 'handled/unhandled exception' in TRK, so modifying this setting
in the exception definitions will not change anything.

Attaching to running applications

IDA can also attach to running applications. It can be done with an active database or without it. To
attach to a process without a database, select the following menu item:

ber
¥ | Debugger Options  Windows  Help

Run ¥ |

:m Local Windows debugger ——

Remoke Windows debugger

Remoke Linw: debugger

Remote WinCE debugger

Remoke Mac 035 ¥ debugger

Remate Syrbian debugger k

Remote iPhone debugger

(You can also run a new application using the Debugger, Run menu.)

If you have an open database, select Debugger, Attach to process.
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In both cases the following list will appear:

[ad
;Choose process to attach to =10l x|

D M ame | :I
360 SConPCConnServer.exe[101F33F6]0007
362 IJ=bLCIF.EXE [0 00fFfd]0001
J64 Cfrll sbConfS erver. exe 1020435510001
3I6E ClrmwSecSery. exe[10204353]00071
a7 ClrmSrServer.ene[10204342]0001
289 CrwServer] [10204373]0001
432 App TRE[20015348]0002
a7 web(1
a9 CookieServer. exe(107 353010007
A5 DrovenloadkdarS erver. exe] 1000846010007
A19 AHLESERVER.EXE[101f9Bec]000 ﬂ
s Cancel Help Search |

Lire 105 of 103

v

We have a web browser running on the phone, so let's attach to it and debug it. After clicking ok,

IDA attaches to the process and switches the debugger desktop:

& 1IDA - C:\DOCUME~1ig'LOCALS~1' Temp',ida82980.idb (Web)

File Edit Jump Search View Debugger Options ‘indows Help

[p W E B ek &N x| = E

# General egisters | | Threads | (2] 104 View-PC | (2] 1DA View-SP |

Executing function 'main'...

Compiling file 'z:widasrchcurrentsbinyidchonload.didc'. ..
Executing function 'OnLoad'...

IDA is analysing the input file...

YOU Mmay start to explaore the jnput file right now.

The initial autoanalysis has been finished.

Al idle [Down  |Disk: 39066 |
Ei 1DA View-PC -0 x| = |01] ]
debugBa] : BEEEEEER
debugRal : REGEREEE : + ﬂ RO L, |MODE
debugAal -aEEEaaEE ; | This file has been generated by The Inter R1 LT
debugBal : pEEEEEEE ;| Copuright (<) 2882 by Hex-Raus, <sup
debug@B] - BEEEAREE ;| License info: 42-BS3D- Rz L |F
debugB@l : AEGEGEEE | Development 1icen
debugRR] : AEEREERE ;4 R3 L 0
debugBa] : BEAEEEEE B4 L, |+
debugBa] : BREEEEGE
debugB@]l : AEEEEEES : Frocessar : ARM RE I-I C
debugBAl - BABEAERAR ; Targeb assembler: Gemeric assembler for ARM
debugBE] : AEREREGEE © Eybe s : LikEle endian RE L |2
debugBE] : BEEEEEER R7 L (M
debugBd] : AEGEEEEE
debugHE1 : AEEEEREE =1 L
debugBA] - BEEEEEEE ; [SEEEEEEE EYTES: COLLAPSED SEGMENT debugB@@l . g I-}
R10 L.
R11 L.
A1z L,
SP L.
"I LA L,
L
L

P5SH

|L|NKI"-.IO'I.I'-.I'I"-.I 00000000 debug0ol :00000000
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Please note that we attached to the process but it did not suspend. It is still running, we do not have
any register values, no code is displayed on the disassembly view. This is normal. If we suspend it

by clicking on the pause ] button*, we will be in the middle of nowhere (in the kernel).

B IDA Yiew-PC - O] x| | EEEE - 0] x|
debugBa] : DEREEEER ;
gegugam:aaaaaaaa : | A oo i’ R0 @@e8eses L, MODE1A
ehugBE] : BEEOEEEE This tile has been generate y The Inkter
debugB@] : AEEEEAEE ;| Copyright () 2882 by Hex-Rays. <=sup R1 00008000 L, |T .
gegugam:aaaaaaaa g I License 1.]-.1:.:.: 48—!1353[5— F2 Oepseesa L, F a
ebugBE] : BEEDEEEE Developmenkt 1icen
geEugam:aaaaaaaa i R3 0006866668 L, O 8
shughE] : BEEEEEEE
debugBE] : AEEEEEEE R4 00786A00 L, v a
gegugam:aaaaaaaa ; Processor . . AFRM e £ F5 884312C14 Ly |C a
ehugBE]  BEEEEEEE ; Targek assembler: Generic assembler tor ARM
geEugam:aaaaaaaa : Byte sex : Litkle endian RE 88O82EDBBE L, |2 1
=bugBa] : AAEEEHEE
debugBa] | PEEEEEEE R7 00412BE8 L |N a
geEugam:aaaaaaaa ’ RZ @8e@en12 L,
ebugBE]  BEBEEEEE @ Seqment bupe: Pure daka
SEEUQBBI:BBBBBBBB AREA debug@El, DATA, ALIGH=G F3 eOegesys L
ebugB@]1 : AEEEEEEE w1
geEugam:aaaaaam # 1 R1DC812C2A0 L,
ebugBE] : AEEEREEE % 1
debugBB] : BEEEEEEZ ¥ 1 R11 00008060 L,
gegugam:aaaaaam # 1 F12 peeseses L,
ebugBE]1 : AEEEEAEES % 1
geEugam:aaaaaaae % 1 5P 80412BBS L,
ebugBE]1 : AEEEEREET % 1
debugBRi : BAFEEEES % 1 ~| LR 80117513 L,
*| | _'I FC 881BED38 L,

PSR 480808618 L,
|LINKI"-.IOWN |IZIIZIIZIIIIIZIIZIIZIIII: debugi0d ;00000000

Unfortunately, MetroTRK gives us no information on the memory layout, exported functions, and
other niceties like other debugger modules do. We will have to find out the code ourselves. First ,we
need to locate accessible memory. You may use the module list (Debugger, Debugger windows,
Module list) to get the list of loaded DLLs. You may also run a script like this:

auto ea;
for (ea=0x1000; ea < 0x8000000; ea=ea+0x10000)
{
if ( Byte(ea) != 0OxFF )
Message ("%a: readable memory\n", ea);
// print something from time to time
if ( (ea % 0x1000000) == 0x1000 )
Message ("%$a: running\n", ea);

}

to determine readable memory.

Again, this is not enough, we also need to locate the code and put some breakpoints there. Only
after that we can intercept control and examine registers, single step, etc.

The following script can be used to convert the import table into code and add a breakpoint for each
imported function. You will need to find the import table yourself, though:

auto ea,i;

i=0;

for (ea=here; Dword(ea)==0xE51FF004; ea=ea+8)

{
MakeCode (ea) ;
AddBpt (ea) ;

}

4 In fact, we always need to suspend the attached application at least once because of a bug in IDA v5.3. If we do not
suspend the application, IDA will not suspend on breakpoints.
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Troubleshooting

If anything does not work, use -z10000 command line switch to get more information on the screen.
In particular, communication with the TRK module will be displayed in detail.

If you do not see any code after launching the application, check out the memory region setup
(Debugger, Manual memory regions). MetroTRK provides no information on the memory layout
and it must be congifured manually.

If one big memory region is defined for the entire application, IDA might delete code at each pause.
You can fix this by disabling the stack reconstruction in the Debugger, Debugger options menu.
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