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Chapter 3: Scanning Networks
Technology Brief

After Footprinting phase, you may have enough information about the target.
Now Scanning network phase requires some of this information to proceed
further. Network Scanning is a method of getting network information such
as identification of hosts, port information, and services by scanning
networks and ports. The main Objective of Network Scanning is: -

« To identify live hosts on a network

« To identify open & closed ports

« To identify operating system information

« To identify services running on a network

« To identify running processes on a network

« To identify the presence of Security Devices like firewalls
« To identify System architecture

« To identify running services

« To identify vulnerabilities

R 1 Probe I

)
)
)

3 MNetwork Information

Attacker Target Network

Figure 3-01 Scanning Network
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Overview of Network Scanning

Scanning Network phase includes probing to the target network for getting
information. When a user probes another user, it can reveal much useful
information from the reply is received. In-depth identification of a network,
ports and running services helps to create a network architecture, and the
attacker gets a clearer picture of the target.

TCP Communication

There are two types of Internet Protocol (IP) traffic. They are TCP
(Transmission Control Protocol) and UDP (User Datagram Protocol). TCP is
connection oriented. Bidirectional communication takes place after successful
connection establishment. UDP is a simpler, connectionless Internet protocol.
Multiple messages are sent as packets in chunks using UDP. Unlike the TCP,
UDP adds no reliability, flow-control, or error-recovery functions to IP
packets. Because of UDP’s simplicity, UDP headers contain fewer bytes and
consume less network overhead than TCP. Following diagram shows the

TCP header: -
" Il ]
Source Port Destination Port
L Jd
r 1
Sequence Mumber
- w |
r 1
Acknowledgment Number
L J
[oee] ] [ Il ]
Offset Reserved Flag Window
L J
[ Il ]
Checksum Lirgent Pointer
L J
r 1
TCP Options
L J

Figure 3-02 TCP Header
Flag filed in the TCP header is of 9 bits. Which includes the following 6 TCP
flags: -
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SYN | Initiates a connection between two hosts to facilitate
communication.

ACK | Acknowledge the receipt of a packet.

URG | Indicates that the data contained in the packet is urgent and should
process immediately.

PSH | Instructs the sending system to send all buffered data
immediately.

FIN | Tells the remote system about the end of the communication. In
essence, this gracefully closes a connection.

RST | Reset a connection.

Table 3-01 TCP Flags
There is three-way handshaking while establishing a TCP connection
between hosts. This handshaking ensures successful, reliable and connection-
oriented session between these hosts. The process of establishment of a TCP
connection includes three steps. As shown in the figure below: -

— *
e ) =

SYNC=ALK

Host A [ - Host B

Figure 3-03 TCP Connection Handshaking

Consider Host A wants to communicate with Host B. TCP Connection
establishes when host A sends a Sync packet to host B. Host B upon receipt
of Sync packet from Host A, reply to Host A with Sync+Ack packet. Host A
reply with Ack packet when it receives Sync+Ack packet from host B. After
successful handshaking results in the establishment of TCP connection.

U.S Dept proposes TCP/IP model. Of Defence by combining OSI Layer
Model and DOD. The Transmission Control Protocol (TCP) and the Internet
Protocol (IP) are two of the network standards that define the Internet. IP
defines how computers can get data to each other over a routed,
interconnected set of networks. TCP defines how applications can create
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reliable channels of communication across such a network. IP defines
addressing and routing, while TCP defines how to have a conversation across
the link without garbling or losing data. Layers in TCP/IP model perform
similar functions with similar specifications like in OSI model. The only
difference is they combine top three layers into a single Application Layer.

Creating Custom Packet Using TCP Flags

Colasoft Packet Builder software enables to create the customized network
packets. These Customized Network packets can penetrate the network for
attacks. Customization can also use to create fragmented packets. You can
download the software from www.colasoft.com.

ﬂ Colasoft Packet Bulder w|
File Edt Send Help
@& & [ e x : ] ) © = | @ " ColaselrCapsa
Fnport pon = || Bdd | et Faul e, b iias™ = Adaptet | Aboul h Pucksl Anuif .
ff Decode Edior [ reim i |
L] Duita Teemw | Lo Chwahinafmn Probe ol Sdn | Summil Py
| Bl P e
1
tara ] T e
ity Thewr
===
i ¥
| Hex Edibenr

Figure 3-04 Packet Builder Software

Colasoft packet builder offers Import and Export options for a set of
packets. You can also add a new packet by clicking Add/button. Select the
Packet type from the drop-down option. Available options are: -

. ARP Packet
. IP Packet

« TCP Packet
« UDP Packet
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Figure 3-05 Creating Custom Packet

After Selecting the Packet Type, now you can customize the packet, Select
the Network Adapter and Send it towards the destination.
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Scanning Methodology
The Scanning Methodology includes the following step: -

« Checking for live systems
« Discovering open ports

« Scanning beyond IDS

o Banner grabbing

« Scanning Vulnerabilities
o Network Diagram

« Proxies

Figure 3-06 Scanning Pentesting

Checking for Live Systems

Initially, you must know about the hosts which are living in a targeted
network. Finding live hosts in a network is done by ICMP Packets. The target
replies ICMP Echo packets with ICMP echo reply. This response verifies
that the host is live.
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ICMP Eche Request

= =

192.168.0.1/24 ICMP Echo Reply 192.168.0.2/24

Figure 3-07 ICMP Echo Request & Reply Packets

The host having IP address 192.168.0.2/24 is trying to identify if the Host
192.168.0.1/24 is live by sending the ICMP Echo packets targeted to the
destination IP address 192.168.0.1.

BN Command Prompt - a 4

Figure 3-08 ICMP Echo Reply Packets

If the destination host successfully responds to ICMP Echo packets, the host
is live.

If the host is not live, Observe the following response of ICMP Echo packets.
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Bl Command Prompt — O X

C:\Users\a>ping 192.

Pinging 192

v From

y from

Ping statis
Packets:

C:\Users\a>»

Figure 3-09 ICMP Echo Reply Packets
ICMP Scanning
ICMP Scanning is a method of identifying live hosts by sending ICMP Echo
requests to a host. ICMP Echo reply packet from host verify the host is live.
Ping Scanning is a useful tool for not only identification of live host, but also
for determining ICMP packet are passing through firewalls, and TTL value.

© Zenmap - O b4
5can  Jools Profile Help
Targ-.'f. 192 Te8.0.1 . Frofde = ng scan . Scan

Cormrand: | nmap -sn 192168001

Hosts Services Nrmap Output  Ports / Hosts  Topology Host Detmbs  Seans

0S5 1 Host s  nmap-sn 192.168.0.1 g {Details|
I 192,168
Starting Nmap 6.48 tip EEp . 0T E st 218-91-13 M:17 Pakistan Standard Time
Nmap scan report for 192.168.8.1
Host is up (B.B@s latency).

RAL Agdress: (B:34:35:50:87:30
Meap done: 1 IP address (1 host wp) scanned in 5.24 seconds

Filter Hosts

Figure 3-10 ICMP Scanning

Ping Sweep

Ping Sweep determines live host on a large scale. Ping Sweep is a method of
sending ICMP Echo Request packets to a range of IP addresses instead of
sending one by one requests and observing the response. Live hosts respond
with ICMP Echo Reply packets. Thus, instead of probing individually, we
can probe a range of IPs using Ping Sweep. There are several tools available
for Ping Sweep. Using these ping sweep tools such as SolarWinds Ping
Sweep tool or Angry IP Scanner, you can ping the range of IP addresses.
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Additionally, they can perform reverse DNS lookup, resolve hostnames,
bring MAC addresses, and Scan ports.

T Advanced IP Scanner | = | R
File Actions Settings View Help
= B Y k= s on |
b sean | |} R P C o] ¥ TEm | £ il
10.10.50.1 - 10.10.50.254 .

Results | Favortes

Skatus Marme P I Manufacturer WAL address !
T N, W
o 10.10.50.10 10.10.50.10 Cisco AR
2 10.10.50,11 10.10.50.11 Cisto R T
al 10.10.50.20 10.16.50.20 Wivhaaare, Inc e
M WinT-PC 18.10.50.100 VhAware, Inc. o e
1 10.10,50.200 10.10.50.200 Wibaare, Inc. e T .

6 alive, 0 dead, 248 unknown

Figure 3-11 Ping Sweep
Check for Open Ports

SSDP Scanning

Simple Service Discovery Protocol (SSDP) is a protocol used for discovery
of network services without the assistance of server-based configuration like
Dynamic Host Configuration Protocol (DHCP) and Domain Name System
(DNS) and static network host configuration. SSDP protocol can discover
Plug & Play devices, with UPnP (Universal Plug and Play). SSDP protocol is
compatible with IPv4 and IPv6.

Scanning Tool

1. Nmap
Another way to ping a host is by performing a ping using nmap. Using
Windows or Linux command prompt, enter the following command: -

nmap —sP —v <target IP address>

Upon successful response from the targeted host, If the command
successfully finds a live host, it returns a message indicating that the IP
address of the targeted host is up, along with the media access control (MAC)
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address and the network card vendor.

Apart from ICMP Echo Request packets and using ping sweep, nmap also
offers a quick scan. Enter the following command for quick scan: -

nmap —sP —-PE —-PA<port numbers> <starting IP/ending IP>

For example,
nmap —sP —PE —PA 21,23,80,3389 <192.168.0.1-50>

= Zenmap = a >
Scan Jools Profile  Help
Target: | 192.168.0.0024 ~ | Profile v :Scmi cancel
Command:  nmap -sn -PE -PAI1 2223 B0 16276800024
Hosts | Services Nrmap Output  Ports / Hosts Topology  Host Detailt Scam
0% 4 Host a  ravap -on -PE -PA2Y 22 23 80 1821680024 v Details
18206000

ﬁ,'[.-tqu WEap &.40 [ mUIp AERp . 0T at I Gt andera Time
Neap scan réport for 197.168.8.1

mass_dng! warning: Unabls to dsterming smy DMS sarvers. Reveris DNS L3 dlsebled. Try uslng
system-gns or specldy valld servers with --dna-iervers

Wost is wp (0.08213s lstency)

BAL Adgress:

Nmsp scEn report for 192.168.9.10%

Host 1s up (0.97s latency)

Hmap scmn report for 193 .168.0. 105

Host is wp.

Neap donep: 256 1P podresses (3 hosts up) scenned in 18.37 seconds

W 196800000
N 16216800108

Filter Hosts

Figure 3-12 Nmap |

Nmap in a nutshell, offers Host discovery, Port discovery, Service discovery.
Operating system version information. Hardware (MAC) address
information, Service version detection, Vulnerability & exploit detection
using Nmap scripts (NSE).
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Lab 3-1: Hping Commands:

Case Study: Using Zenmap application, Performing Nmap scanning with its
different options. We are using a Windows 7 PC for scanning the network.

Performing ping scans the network 10.10.50.0/24, listing machines that
respond to ping.
Command: nmap —sP 10.10.50.0/24
Torget: | 1010.50.0/24 [v] profie -] S
Command:  nmap -sP 10.10.50.0/24
[utiosts, ]| senices | | Nmap Output Ports/ Hosts | Topology | HostDetais[Scams|
05 4 Host nmap -sn 1010.50.0/24 E]  [Details],
& 1010501 Starting Mmap 7.7@ ( https://nmap.crg ) at 2618-84-26 €1:45
Pacific Daylight Time
# 10105010 Nmap scan report for 18.18.58.1
W 10105011 Host is up (8.86s latency).
RAL Address: CB:67:AF;C7:09:80 (Cisco Systems)
N esssssdlssslessls | Nmap scan report for 18.18.56.18
Host is up (8.88s latency).
® 101050100 MAC Address: FB8:72:EA:A4:AL:CC (Cisco Systems)
# 10.10.50.200 Nmap scan report for 18.18.58.11
Host is up (@.8@s latency).
W 1010.50.202 MAC Address: F8:72:EA:A4:A1:2C (Cisco Systems)
Nmap scan report for GEEEEEEEEEEENN— (18.18.58. 28)
¥ 101050210 Host is up (@.8@s latency).
W 101050211 MAC Address: ©@:8C:29:72:4A:C1 (VMware)
Nmap scan report for 18.18.59.180
Host is up (9.88s latency).
HAL Address: @8:8C:29:95:84:33 (VMware)
Nmap scan report for 18.18,56. 200
Host is up (9.88s latency).
BAC Address: ©8:@C:29:CF:4F:DD (VMware)
Nmap scan report for 18.18.58.218
Host is up (©.08s latency).
BAC Address: ©8:@C:29:EA:BD:DF (VMware)
Nmap scan report for 18.18.58.211
Host is up (©.08s latency).
BALC Address: ©8:8C:29:BAAC:AA (VMware)
Nmap scan report for 18.18.58.282
Host is up.
Hmap done: 256 IP addresses (9 hosts up) scanned in 3.24 seconds
¢ [ | ’
Filter Hosts ]
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Figure 3-13 Nmap ping Sweep

Now, scanning for Operating System details of target host 10.10.50.210.
We can scan for all host using command nmap —O 10.10.50.*
Command: nmap —O 10.10.50.210

F ]

¢+ Zenrap E@E

S5can Tools Profile Help

Target: |10.10.50.210 3 Profile: E| i:Sun] Cancel

Command: | nmap -0 101050.210

\uHosts | Services | | Nmap Output |Ports / Hosts | Topology | Host Details| Scans |

05 4 Host Amap -0 10.10.50.210 [+] = [Detais]
L' 1010501 Starting Nmap 7.7@ ( https://nmap.org ) st 2018-84-26 @1:54
U 10105010 :‘.’ﬁf?ia:"ﬁéﬁﬁ ;;:Em.m.se.zm
L 10105011 Host is up (2.285 latency).

Hot showun: 998 closed ports
Nessssssslessiessley | PORT  STATE SERVICE

22/tcp open ssh

101050100 88/ tcp open hitp
W 101050200 MAL Address: @@:@C:29:EA:BD:DF (VMuware)
Device type: general purpose
10.10.50.202 Puoning: Linux 3.X%[4.X%
A 101050210 05 CPE: cpe:/fo:linux:linux_kernel:3 cpe:/fo:linux:linux_kernel:4

05 details: Linux 3.2 - 4.9
¥ 101050.211 Network Distance: 1 hop

05 detection performed. Please report any incorrect results at
https:/f/nmap.org/submit/ .
HNmap done: 1 IP address (1 host up) scanned in 2.31 seconds

L] m ¥

| FiterHosts |

Figure 3-14 Nmap OS Scanning

2. Hping2 & Hping3

Hping is a command-line TCP/IP packet assembler and analyzer tool that is
used to send customized TCP/IP packets and display the target reply as ping
command display the ICMP Echo Reply packet from targeted host. Hping
can also handle fragmentation, arbitrary packets body, and size and file
transfer. It supports TCP, UDP, ICMP and RAW-IP protocols. Using Hping,
the following parameters can be performed: -

e Test firewall rules.
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e Advanced port scanning.

e Testing net performance.

e Path MTU discovery.

e Transferring files between even fascist firewall rules.
e Traceroute-like under different protocols.

e Remote OS fingerprinting & others.

root@kali: ~ e ® 0
File Edit View Search Terminal Help
:~# hping3 -1 16.16.58.1
HPING 18.18.568.1 (eth® 16.16.50.1): icmp mode set, 2B headers + 8 data bytes
len=46 ip=10.10.50.1 ttl1=255 id=17875 icmp seq=8 rtt=3.8 ms
len=46 ip=10.10.50.1 ttl=255 1d=4569 icmp seq=1 rtt=3.7 ms
“c

--- 10.10.598.1 hping statistic ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/favg/max = 3.7/3.7/3.8 ms

e I

Figure 3-15 Hping3

Certified Ethical Hacker v10 https:/lwww.ethicalhackx.com fb.com/ethicalhackx



Certified Ethical Hacker v10 https://lwww.ethicalhackx.com fb.com/ethicalhackx

Lab 3-2: Hping Commands:

Case Study: Using Hping commands on Kali Linux, we are pinging a
Window 7 host with different customized packets in this lab.

Commands:

To create an ACK packet:
root@kali:~# hping3 —-A 192.168.0.1

File Edit View Search Terminal Help
# hping3 -A 10.16.58.202
HPING 16.10.50.202 (ethe 16.18.58.202): set, 40 headers + 0 data bytes

len=46 ip=10.10.5€ ttl=128 DF port=8 flags=R seq=0 win=8 rtt=7.

len=46 ip=16.18.5¢ ttl=128 DF i 97 sport=0 f] i s win=08
len=46 ip=106.168.506. ttl=128 DF sport=0 flags=R seqg=2 win=8@
len=46 ip=108.16.50. t 28 DF sport=0 flags=R s 3 win=8
len=46 ip=106.16.50. |=128 DF i sport=8 flags seq=4 win=8e
len=46 ip=10.18.50. t 28 DF id=24681 sport=0 ags=R g=3 win=0
len=46 ip=10.18.50. ttl=128 DF id=24682 sport=@ T win=8

len=46 ip=106.106.50.202 DF id=246083 sport=0 flags=R seq=7 win=0
len=46 ip=16.16.560.202 ttl=128 DF id=24684 sport=0 win=8
len=46 ip=10.108.50.202 ttl=128 DF id=24605 sport=8 flags=R seq=9 win=8
~C
- 16.16.50.202 hping statistic
18 packets transmitted, 10 packets recelved, 0%
round-trip min/avg/max = 3.4/6.1/7.8 ms

g l

Figure 3-16 Sending customized packet using the Hping3 command
To create SYN scan against different ports:

root@kali:~# hping3 -8 1-600 —S 10.10.50.202
root@kali: ~ 00

File Edit View Search Terminal Help
:~# hping3 -8 1-680 -5 10.18.56.282

ynning 10.16.50.202 (10.10.50.202), port 1-66@
608 ports to scan, use -V to see all the replies
——— S T L ——
|port| flags |ttl| id
R - hnm e

135 loc-srv s LSL.eALLs 128

139 netbios-s5n: A 128 3
445 microsoft-d: A... 128

534 rtsj : .S5..A... 128 4
All replies received. Done.
Mot responding ports:
e

Figure 3-17 Sending customized packet using the Hping3 command
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To create a packet with FIN, URG, and PSH flags sets

root@kali:~# hping3 —-F —P -U 10.10.50.202

fb.com/ethicalhackx

root(@kali: ~

File Edit View 5earch Terminal Help

:~# hping3 -F -P -U 10.19.50.202
HPING 18.16.58.2 (ethe 18.18.58.
len=46 ip=18.18. 2 ttl=128 DF i 7 sport=o
len=46 ip=10.18.58.282 ttl=128 DF i
len=46 ip=10.10.50.202 =128 DF 1
len=46 ip=10.160.50.202 ttl=128 DF i
len=46 ip=10.10.50.202 ttl=128 DF i
len=46 18.16.58. ttl=128 DF
]_ en=46 ¥ §.10.58.282 ttl 28 DF i
e

sport=e
sport=e
sport=0

3 sport=0

- 18.10.58.202 statistic

T packets
rgund-trlp min/avg/max =
R

; ¢ packets received, 8%
3.2/4.8/7.1 ms

FPU set, 40 head

sport=a f
sport=8 f

packet loss

rs + 8 data bytes

A seq=0 win=@
A seq=1l win=@
wln=0

win=@e

seq=4 win=0
seq=5 win=0
seq=6 win=0

Figure 3-18 Sending customized packet using the Hping3 command

rtt=3.8

The following are some options used with Hping command: -

Certified Ethical Hacker v10

-h --help Show help

-V --version Show Version

-C --count Packet Count

-1 --interface Interface Name
--flood Send packets as fast as possible. Don't show

replies.

-V --verbose Verbose Mode

-0 --rawip RAW IP Mode

-1 --icmp ICMP Mode

-2 --udp UDP Mode

-8 --scan Scan Mode

-9 --listen Listen Mode
--rand-dest Random Destination Address Mode
--rand-source | Random Source Address Mode

-S --baseport base source port (default random)

-p --destport [+][+]<port> destination port(default 0) ctrl+z

https:/lwww.ethicalhackx.com
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inc/dec
-Q --seqnum Shows only TCP sequence number
-F --fin Set FIN flag
-S --syn Set SYN flag
-P --push Set PUSH flag
-A --ack Set ACK flag
-U --urg Set URG flag
--TCP- Enable the TCP timestamp option to guess the
timestamp HZ/uptime

Table 3-02 Hping3 Command Options

Scanning Techniques
Scanning techniques include UDP & TCP Scanning technique. Observe the
following figure showing the classification of Scanning techniques: -

Scanning Techniques
UDP Scanning TCP Scanning
UDP Scanning | OpenTCP Scanning | Stealth TCP Scanning Thhd—Pﬂ:_‘ch ai Spoofed
| IDLE/IP ID Header
Full Open Scan s
L i ¥ v
Half Open Scan Inverse TCP Flag Scan ACK Flag Probe Scan
Xmas Scan FIN Scan NULL Scan

Figure 3-19 Scanning Techniques
TCP Connect/ Full Open Scan
Full Open Scan is the type of Scanning technique in which Three-way
handshaking session initiates and completed. Full Open Scanning ensures the
response that the targeted host is live and the connection is complete. It is a
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major advantage of Full Open Scanning. However, it can be detected, logged
by security devices such as Firewalls and IDS. TCP Connect / Full Open
Scan does not require Super User Privileges.

Responses for Open Ports

i |
| I
i Sync = :
| e Smoaa |
- Ack . |

|
l Attacker RST :
I

|

A —

RST

Responses for Closed Ports

e e e e e e e e e e e gild

Figure 3-20 TCP Connection Responses

While using Full Open Scanning and a Closed port is encountered, RST
response is sent to the incoming request to terminate the attempt. To perform
Full Open Scan, you must use -sT option for Connect Scan.

Type the command to execute Full Open Scan: -

nmap —sT <ip address or range>

For example, observe the output shown in the figure below, using Zenmap
tool to perform Full Open Scan.
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<t Fanmap = o *
Scan  Tools Profile Help

Target: | 192.168.0.1 <] profie |:J [fan| [Cincal
Command: | nmap -sT -w 192.168.0.1 ]

i Hosts | Senaces Mimap Dutput  Ports / Hosts  Topology Host Detash Scans

i
05 4 Host - nmap <¢T -v T92.168.0.1 B
1927080

| Detaits

Starting Nmap 6.48 [ hitp://nesp.org ) st S tardard Time

Initisting ARP Ping Scen st 23:29

Scanning 192.1608.8.1 [1 port]

Completed ARP Ping Scan &t 20:29, 8.48: «lapsed {1 total hozts)

Initiating Parallel DNS resolution of 1 host. at 70029

Completed Parallel DHS resolution of 1 host. at 231349, @.23s elapsed

Initisting Connect Scan at 23128

Scanning 192.168.9.1 [1888 ports)

Biscovered open port 88/tcp on 191.158.9.1

Connect Scan Timing: About 12.43% done) ETC: 283:33 (@:83:30 remsining)
i Abowut M .68EX done; ETC: X3:30 (@:83:86 resalning)

Conngct Scan Timing: Avout ¥.0EX gona; ETC: 20:04 (@:87:48 remalning)

Connect Scan Timing: Abowt 52.47% gone; ETC: 23:34 (@828 resalnling)

Connect Sean Timing: About 68 45K gone; ETC: 23:38 (@:81:33 remalining)
; About TE. AT dome) ETC: 23133 (8:8d:1%58 remaining)

Completed Comnnect Scan at 253:34, 283.48s elaspaed {1888 total ports)

Mmap scan report for 197 _168.8.1

Host is up (1.1s latency).

Mot shown: 998 closed ports

PORT STATE SERVICE

Bdftop opEn http

1822 /tecp Filtered expd

MAL Address:

Read data Files From: C:wProgras Files (=86)\Neap
Nnap gone: 1 IPF address (1 host up) scanned In 279.9]1 seconds
| Raw packets sent: 1 (288) | Rcwd: 1 (288)

Filter Hosts.

Figure 3-21 Full Open Scan

Stealth Scan (Half-open Scan)

Half-Open Scan is also known as Stealth Scan. To understand the Half-Open
Scan processes, Consider the scenario of two hosts, Host A & Host B. Host A
is the initiator of the TCP connection handshaking. Host A sends the Sync
packet to initiate the handshaking. Receiving host (Host B) replies with
Sync+Ack packet. Host A, Instead of Acknowledging the Host B with Ack
packet, it responds with RST.
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Responses for Open Ports
—
Sync+Ack

Attacker RST

Figure 3-21 Half-Open Scan
To perform this type of scan in nmap use the syntax:

nmap —sS <ip address or range>

Observe the result in the following figure: -

= Fenmap — O »
Scgn Teols Profile Help
Target: | 192.168.0.1 w| Profile w| [sean] [Einecsl

Command: | nmap =55 192, 168.0.1

|‘[ﬂ51_l- 1 Services Nmap Outpul  Ports / Hosts  Topology Host Detaks  Scans
05 4 Host ~ |nmap xS 19216001 vl Details
1R800

Starting Nmap &.40 { nrUp nmap . org ) ot S %t s ard T me
Nmap scan report for 192.168.0.1
Host 13 up (D.0293 latency).
1 9599 clozsed ports
PORT STATE SERVICE
Bly/top opeem RTTE

MAL Address

Bmap done: 1 IF sddress (1 host wp) scanned in 17.56 seconds

Filter Hosts

Figure 3-22 Half-Open Scan
Inverse TCP Flag Scanning

Inverse TCP Flag Scanning is the Scanning process in which Sender either
send TCP probe with TCP flags, i.e. FIN, URG, and PSH or without Flags.
Probes with TCP flags is known as XMAS Scanning. In case, if there is no
flag set, it is known as Null Scanning.
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Xmas Scan

Xmas Scan is the type of scan in which contains multiple flags. Packet sent to
the target along with URG, PSH & FIN; or a packet having all flags creates
an abnormal situation for the receiver. Receiving system has to take a
decision when this condition occurs. Closed port responds with single RST
packet. If the port is open, some systems respond as an open port, but the
modern system ignores or dropped these requests because the combination of
these flags is bogus. FIN Scan works only with Operating Systems with RFC-
793 based TCP/IP Implementation. FIN Scan does not work with any current
version of Windows typically Windows XP or later.

Q FIN+URG+PSH ‘;q‘
_a g
Attacker -
L NoResponse -
FIN+URG+PSH
u - |
-
Attacker RST -
Response for Closed Ports Target

Figure 3-23 Xmas Scan
To perform this type of scan, use the syntax:

nmap —sX -v <ip address or range>
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Lab 3-3: Xmas Scanning

Case Study: Using Xmas Scanning on Kali Linux, we are pining a Window
Server 2016 host with firewall enabled & disabled state to observe the

responses.
Open Windows Server 2016 & verify if the firewall is enabled.
“ Windows Ferewall — (| x
4 i » Control Panel + System and Security * Windows Firewall w N Search Control Panel Bn

Control Panel Home Help protect your PC with Windows Firewall

Windews Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a netwaork.

I!hn;u.lgh Windows Firewall
@ Change notification settings l 0 Private networks Connected ()
& Tum Windows Firewall on or .

off Networks at home or work where you know and trust the people and devices on the network

& Restore defaults

Windows Firewall state: On
Advanced setti
% Qe N Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my nebwork of allowed apps
Active private networks: 2  Network
Hotfication state Do nat notify me when Windows Firewall blocks a
new app
l 0 Guest or public networks Mot connected [~

See alio
Secunty and Maintenance
Metwark and Sharing Center

Figure 3-24 Windows Firewall settings

Open a terminal on your Kali Linux & enter the following command:
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root@kali; ~ @ @ 0

File Edit View Search Terminal Help
G
10.160.56.202 hping statistic ---
7 packets tra ets received, 0% packet loss
round-trip mi ax = 3.2/4.8/7.1 ms
:~# nmap -sX -T4 10.18.58.211

Starting Nmap 7.68 ( https://nmap.org ) at 2018-04-26 05:16 EDT
Nmap scan re t for 16.18.568.211
.BBe568s latency).
All 1888 scanned ports on 10.18.58.211 are open|filtered
MAC Address: 80:8C:29:BA:AC:AA [(VMware)

Nmap done: P address (1 host up) scanned in 21.36 seconds

Figure 3-25 Xmas Scanning

Observe the output as shown above in the figure, all scanned ports are
Open & Filtered. It means the firewall is enabled. A firewall basically not
respond these packet hence assumed as Open & filtered ports.

Now, go back to Windows Server 2016 and disable the Firewall.

& Customize Settings - . *

= i o System and Security » Windows Firewall » Customize Settings v| B | J]

Customize settings for each type of network

You can moddy the firewall wettings for each type of network that you use,

Private network settings

g Turn en Windows Firewall

@ &) Turn off Wendows Firewall (not recommended)

Public network setiing

g Turn en Windows Finewall

g &) Turn off Windows Firewall (not recommended)

Figure 3-26 Disabling Firewall

Now again, run the scan.
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root@kali: ~ @ 0 0

File Edit View 5earch Terminal Help
All 1080 scanned ports on 19.10.50.211 are open|filtered
MAC Address: B89:8C:29:BA:AC:AA (VMware)

Mmap done: 1 IP address (1 host up) scanned in 21.36 seconds
=& nmap -sX -T4 18.18.58.211

Starting Nmap 7.68 ( https://nmap.org ) at 2818-84-26 ©5:21 EDT
Mmap scan report for 18.10.58.211

Host is up (B.008815s5 latency).

All 1000 scanned rts on 10.10.56.211 are closed

MAC Address: 88:8C

MNmap done: 1 IP address (1 host up) scanned in 5.58 seconds

:#I

Figure 3-27 Xmas Scanning

In this case, the firewall is disabled, hence showing all ports as closed.

FIN Scan

FIN Scan is the process of sending the packet having only FIN flag set. These
packets can reliably pass the firewall. FIN Scan packets, when sent to the
target, the port is considered to be open if there is no response. If the port is
closed, RST is returned.

To perform this type of scan, use the syntax:

nmap —SF <ip address or range>
NULL Scan

NULL Scan is the process of sending the packet without any flag set.
Responses are similar to FIN and XMAS Scan. If Null Scan packet sends to
an open port, it brings no response. If Null Scan packet sends to the closed
port, it brings RST packet. Performing this scan is comparatively easier to be
detected as there is logically no reason to send a TCP packet without any
flag.

To perform this type of scan, use the syntax:

nmap —sN <ip address or range>
ACK Flag Probe Scanning

ACK flag Scanning technique sends TCP packet with ACK flag set towards
the target. Sender Examine the header information because even when ACK
packet has made its way to the target, it replies with RST packet either the
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port is open or closed. After Analyzing the header information such as TTL
and WINDOW fields of RST packet, the attacker identifies if the port is open

or closed.
= Zenmap - [ m] x
Sean Jeels Prafile  Help
Target: | 192,168.0:1 w | Profile w| Scam| |Cancel
Command: | nmap -5A - 152.168.0.1
Hasts Services Mmap Output  Pors / Hosts  Topology Host Detsils Scans
05 4 Host a mmap - -v 182168001 W Distaals
W 18216801
Starting Mmap 6.48 { http://mmep.org ) ot S St andard Tine
Initiating ARP Ping Scan st 82:81
Scanning 192.168.8.1 [1 port)
Completed ARP Ping Scan ot @2:81, 8,325 elapsed {1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 82:81
Completed Parallel DNS resoclution of 1 host., ot @2:81, 9.19s5 clapsed
Initiating ACK Scan st 82:@1
Scanning 192.168.0.1 [1688 ports]
Completed ACK Scan at @2:81, 1.885 elapsed (1008 total ports)
Neap scan report for 197.168.9.1
Host is up (@.813s5 latency). R —
All 1888 scanned ports on 1921.168.8.1 are{unfiltered |
Bead data files from: C:'Program Files (x86)\Nmap
Mmap done: 1 IF address {1 host wp) scanmed in 6.48 seconds
Raw packets sent: 1891 (40,.82858) | Rcvd: 1991 (40.82BKB) v
Filter Hosts

Figure 3-28 Ack Flag Probe Scanning

ACK Probe scanning also helps in identifying the filtering system. If RST
packet receives from the target, it means that packets toward this port are not
filtering. If there is no response, it means Stateful firewall is filtering the port.

Firewall is Present

ACK

Attacker Mo Response x Tk
=
= i

: - s

Attacker RST e
Firewall is not Present Target

Figure 3-29 Ack Flag Probe Scanning Response
IDLE/IPID Header Scan

IDLE / IPID Header Scan is a unique and effective technique to identify the
target host port status. Using this scan is capable of remaining low profile.
Idle scanning describes the hiding ability of attacker. Attacker hides its
identity by instead of sending the packet through its system, the scanning
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process done by bouncing packets from Zombie's system. If target
investigates the threat, it traces Zombie instead of tracing the attacker.

Before understanding the Step required for IDLE/IPID Scan, you must know
recall some important point: -

e To determine an Open port, send SYN packet to the port.

e Target machine responds with SYN+ACK packet if the port is open.

e Target Machine responds with RST packet if the port is closed.

e The unsolicited SYN+ACK packet is either ignored, responded with

RST.
e Every IP packet has Fragment Identification Number (IPID).
e OS increments IPID for each packet.

e Send Sync+Ack packet to Zombie to get its IPID Number.

e Zombie is not waiting for Sync+Ack, hence respond with RST packet. Its
Reply discloses the IPID.

e Extract IPID from Packet.

I
: Q sync+Ack (IPID Probe) . E :
: R - |
I I
I I
i I

RST (IPID: 1234)

Figure 3-30 Step#01 Idle Scanning

e Send Sync packet to target spoofing the IP address of Zombie.

e [P port is open; Target reply with Sync+Ack to Zombie & Zombie reply
back to target with RST packet.
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1

1

1

1

I

Attacker o ﬂkk/// ~~ Zombie :
i

Sync / f___d_.-" |

(With Spoofed IP address = :

of Zombia) RST (IPID: 1235) :

I

1

1

1

|

I

‘ .-'.-FF
o -
ﬁe’ & UPIDisincremented by 1)

Figure 3-31 Step#02 Idle Scanning

If the port is closed; Target reply with RST to Zombie & Zombie reply
nothing back to target. IPID of Zombie is not incremented.

0
%l
I

Figure 3-32 Step#02 Idle Scanning

e Send Sync+Ack packet to Zombie again, to get & compare its IPID
Numbers to IPID extracted in step 01 (i.e. 1234).

e Zombie responds with RST packet. Its Reply discloses the IPID.

e Extract IPID from Packet.

e Compare the IPID.

e Port is open if IPID is incremented by 2.

RST (IPID: 1236)
Attacker {IPID is Incremented by 1)

Figure 3-33 Step#03 Idle Scanning

e Port is close if IPID is incremented by 1.

UDP Scanning
Like TCP-based scanning techniques, there are also UDP Scanning methods.
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not have

flags. UDP packets are working with ports; no connection orientation
requires. No response if the targeted port is open however if the port is
closed, the response message of "Port unreachable" returned. Most of the
Malicious Programs, Trojans, Spywares uses UDP ports to access the target.

UDP Port is Open
UDP Port Probe

=

=
Attacker Mo R’.‘FMH x_ Tﬂ.l!ﬂ
UDP Port Probe
~ . g
Attacker ICMP Port Unreachable
UDP Port is Closed Target

Figure 3-34 UDP Scanning Response

To perform this type of scan in nmap use the syntax:

nmap —sU —v <ip address or range>

Observe the result in the following figure: -

== Fenmap
Seagn  Joaolk Pefile Help
192.168.0.1

Target: Drodile

Commend  nmep -3l - 192,988,001

|_-H|;u_:_] Servicey Nmap Outpul  Poety / Hotty Topology Mot Detesdy  Soems

& lnn1l|.'|-l'.||-|'i."|rﬂ""1 l

05 1 Host
T FAT T X

Sterting heap &.48 ( HitE nEaE.oTE § 1 I Gt endard Toimw
Inltlating ARP Plog Scen &8 10057
Scenning 197.168.8.1 [1 port )
Completed A&RF Flng Scen at 11:0%7;
Tniclat ing UDF Siam at 101 &F
Srennilng 1970688, 1 [ 1N parts
Dl scovered apen port S3/uop om 197.168.9.1
Coanpleted UDP Lian At 11:8%7, 5.2% alsgied

@.431 elspaed 1 total moate)

108 total parte

Hegp SCan report for 197.168.8.1
WEEE_0RE ] warning) Ussble to detersine any ONL servers. Reverse DMS 1z alsabled. Tey
syitem-dnd oF SpEcify valld férvers with - -8RE- Sérvers
Host 4% up (08138 Jstency).
88 closed ports
SERVILE

PO T STATE
125/udp open|flltersa mtp
1828/udp open|riltered ms-1sa
1828 /udp cpen|Flltered solid-muaw
18/ udp open| Filtered wupnp

Boad gata flles from: C:\Progres Files (=8&))Nmap
Nmap gone: | [# sdgdress (1 host wpl scenned inm 17.738 secongs
Raw packets sent: 1818 (25.143xB) | Rowvd: 997 (55.788KB)

Filter Hosts

Sean| Cameel

[t mils

using

Figure 3-35 UDP Port Scanning
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Scanning Tool

NetScan Tools Pro is an application which collects information, perform
network troubleshooting, monitors, discover and diagnose with its integrated
tools designed for Windows Operating system offering a focused
examination of IPv4, IPv6, Domain names, Email and URL using Automatic
and Manual Tool.

5 derno - NetScanTools® Pro Dermo Version Buikd 11-7-2013 based on wersion 11.53 = [m ] E4

Welroine Click hgns o Buy Now: Automated Tools - Enter and Retrieve Data @
Automstid Tosl 4
| 3 Enfer the target here Lising what yois havee entered, get the information.
E! x
L and aiitva b Get Information About the Tanget
Target Type... Shag
.‘E (85 [P Adddesss Da. 92 86E.0. §, TFed only)
Wiew Automated Mods Reporti () Hostname o Domain Name (e, sxample.com)
[ Bl Acickeas (e, Loer @exarme. com) Al Hibe
I Ul G bk e, e uarpsbe, com s, bl " -
WAk adnemation di oy sl Galach AN | Claas Al b b Settngs,
B Basic GHE Racerds (0, NG, &, FTR, TET abe) (9 Linab DG Pl 5 lissal
DS Tools - Core
B4 o o airace 0 L T DS
[l iPvdpcamane 1o Ash [kl Garvar

B o Aviity Berinl Check 193, 1648.0, i
P DS Tools - Aifvanced
E7] ot voP SRV Reoonds
B Py b Coumir 1P o Couriiry o Ui WinlP oy mdei face
iz ) v ™ efred in tnol
=] vabdate Emad Ak eas (contacts fargets smal nerver) Email vakilats
_ [0 Liwa s WP ags inbar Tace
I\dﬂ.tm'l'll't!-ddd!lﬂ'lddu sl Tire Macdst Chedk
WrPcap Injerface 19
br| P v Adivesd (LoMIEC1E e Gal's TWged Sevverl Fingar
] wenm Informanon ‘Whos
] Py Target (contacis e get) Ping
] Traceroute in Target {conbscks arget) Traceroute
] Scan Comman TOPAUDP Ports (scans target's ports) Fort Scamner
E] AP Scam (o local sl andy] ARP Sean
] DHCP Sesrver Discovery [your lacsl subnet only) DHEP Server Dmcovery
| Devices Lslirang i Prosiossds Mode (ecal subeet oely)

et Dasfmati DS

Bdaniial Toods (a8
Favarite loals
Active Discovery Tals
Parsive Divcowery Fooly

Figure 3-36 UDP Port Scanning

Scanning Tools for Mobile

There are several basic and advanced network tools available for the Mobile
device on application stores. The following are some effective tools for
network Scanning.

“Network Scanner” tool offering IP Calculator, DNS lookup, Whois tool,
Traceroute & Port Scanner option.
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o3
Metwork Scann
- iy b kel PRl bl i
Wery dwel ssart hang
Lauy to vas
. 152.168.0.100 (This device)
:”"‘I Network Scanner B 1P calculator
- K @ ODNS lookup

192.168.0.1 [Gateway)

Ilrilulll;l:l “

IP discover, Po yrire

1L 1868.0.706

152.168.0.104

1% WHAT'S NEW

@ Fing - Network Tools
. Bomois Lid
3=

LWP®O0O

Figure 3-38 Scanning Tool for Mobile
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Network Discovery Tool

oo 4 GR1m

Metwork interface % SSH User

ces banners L First Port
r Free ey | Part fic
aH 2. 168,
in ) Last Port
Resolve Hostname i :
| b DN ol Custom timeout

" o
Vibrate

[§1H]

Update NIC Database

Figure 3-39 Scanning Tool for Mobile

Port Droid Tool

=@ 8 W d (= 137
= Port Scannar $
SCAN Quick Scanc?1-23.254553.80.110,117,11
- HT 04433713243 B [
BCAK Comman HT TP.80 4473 3124 3128 5800,
Microsolt123,135137,138,139,143,445
SCAM
SOL433,1434, 33064333 5432 643273
BCAN Remote Deskiop:3 283 3380, 5500, 5800, 5
BOAN Privilagad Porte:1-1024
Full Scanc1-65535
SLAM
Croate Mow Part List
SCaN
O D

Figure 3-40 Scanning Tool for Mobile
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Scanning Beyond IDS

The attacker uses Fragmentation and Small packets to evade Security devices
such as Firewalls, IDS, and IPS. The basic technique that is most commonly
& popularly used is splitting the payload into the smaller packet. IDS must
have to reassemble these incoming packet stream to inspect and detect the
attack. The small packet is further modified to be more complicated to
reassemble and detect by packet reassemble. Another way of using
fragmentation is by sending these fragmented packets out of order. These
fragmented out of order packets are sent with pauses to create a delay. These
packets are sent using proxy servers, or through compromised machines to
launch attacks.

OS Fingerprinting & Banner Grabbing

OS Fingerprinting is a technique, used to identify the information of
Operating System running on a target machine. By gathering information
about running operating system, attacker determines the vulnerabilities and
possible bugs that an operating system may possess. The two types of OS
Fingerprinting are as follows: -

1. Active OS Fingerprinting
2. Passive OS Fingerprinting

Banner Grabbing is similar to OS fingerprinting, but actually, Banner
grabbing is determining the services that are running on the target machine.
Typically, Telnet is used to retrieve information of banner.

Active OS Fingerprinting or Banner Grabbing

NMPA can perform Active Banner grabbing with ease. NMAP, as we know,
is a powerful networking tool which supports many features and commands.
Operating System detection capability allows to send TCP and UDP packet
and observe the response from the targeted host. A detailed assessment of this
response bring some clues regarding nature of an operating system disclosing
the type an OS.

To perform OS detection with nmap perform the following: -

nmap -0 <ip address>
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¥ Zenmup I O x
Scan  Jools Profile Help
Tanget:  192.168.0.109 w | Profile b Scan Cancel

Command: | nmap -0 -v 1516800109

Services Nmap Output  Ports / Hests  Topology Host Detsh  Scam
05 4 Host nmap -0 -v 182.168.0.109 - Details
152.168.0.109 TR EAENCAIE e Bl SSade B EED S Akl S-S of -

Hnap s3can report for 'I‘Ii' 168.0, 199
Host is wp (000785 latency).

Not shown) 984 closed partt

PFORT STATE SCRVICE

oSt op open  NILp

135/ tcp open  ERCp

13 /tep e nrtidios - 1an

a4 ep open  NLUDE

A5 iep open  mdiroseit - de
SSA7tep apen  FLLp

g s g e

MicrosoFt Mindows 7|2008

0% CPE: cpe:/oiwmicrosoft windows_7::- cpe:/ormicrosoft windows 7::s5pl cpe:/

o1 microsoft reindows _server_2888::spl cpe:/ormdcrosoft iwindows_B

(05 details: Microsoft Windows 7 SP@ - 5P1, Windows Server 2008 5P1, or Windows 8
EE: 58.135 Gays (since Tue Dec 05 J0:51:59 J817)

Betwork Distance: 1 nop

ICP Seguence Prodiction: Difficulty=25F (Good luck!l)

IP ID Sequenie Generation: Incressntal

Filter Hosts

Figure 3-41 OS Fingerprinting
Passive OS Fingerprinting or Banner Grabbing

Passive OS Fingerprinting requires detail assessment of traffic. You can
perform Passive banner grabbing by analyzing network traffic along with
special inspection of Time to Live (TTL) value and Window Size. TTL value
and Window Size are inspected from a header of TCP packet while observing
network traffic. Some of the common values for operating systems are: -

Linux 64 5840
Google customized Linux 64 5720
FreeBSD 64 65535
Windows XP 128 65535
Windows Vista, 7 and Server 2008 128 8192
Cisco Router (i0S 12.4) 255 4128

Table 3-03 Passive OS Fingerprinting Values
Banner Grabbing Tools

There are some tools available for banner grabbing. Some of them are: -
e D Server
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e Netcraft

e Netcat

e Telnet

e Xprobe

e pof

e Maltego
Mind Map

Disable Banner

Change Banner Information

Display False banner

Edit Hitpd.conf File Banner mw b Use Server Mask tool

oo L Use Page Xchanger for
Use Application Mapping Mﬂﬂﬁglﬂg File

Extentions

Hide File Extensions

Draw Network Diagrams

To gain access to a network, deep understanding of the architecture of that
network and detailed information is required. Having valuable network
information such as security zones, security devices, routing devices, number
of hosts, etc. helps an attacker to understand the network diagram. Once
Network diagram is designed, it defines logical and physical path leading to
the appropriate target within a network. Network diagram visually explains
the network environment and provide an even more clear picture of that
network. Network Mappers are the network mapping tools, which uses
scanning and other network tools and techniques and draw a picture of a
network. The thing that is important to care about is, these tools generate
traffic which can reveal the presence of attacker or pentester on the network.
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Network Discovery Tool

OpManager is an advanced network monitoring tool which offers fault
management, supporting over WAN links, Router, Switch, VoIP & servers. It
can also perform performance management. Network View is an advanced
network discovery tools. It can perform discovery of routes, TCP/IP nodes
using DNS, ports, and other network protocols. List of some popular tools
are: -

Network Topology Mapper
OpManager

Network View

4. LANState Pro

Drawing Network Diagrams

Solar Wind Network Topology Mapper can discover network & create a
comprehensive network topology diagram. It also offers additional features
like editing nodes manually, exporting diagram to Visio, multi-level network
discovery, etc. Mapped topology can display Node name, IP Address,
Hostname, System Name, Machine type, Vendor, System location, & other
information.

W=

Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx



Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx

Lab 3-4: Creating Network Topology Map using Tool

With Solar Wind Network Topology Mapper tool, start scanning the
network by clicking on New Network Scan/button.

[ -
File  Edd Ve

Wekiame Sorsen.

Getting started with Network Topology Mapper .0
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Figure 3-42 Network Topology Mapper Tool

Provide Network Information, Configure Discovery Settings, provide
necessary credentials if required.
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Figure 3-43 Configuring Scan

Once you configure all settings, Start the scan.
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Figure 3-44 Scanning Network

After complete scan process, it will show a list of detected devices to add

Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx



Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx

into topology diagram. Select all or required devices to add to the topology.
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Figure 3-45 Discovered Devices List

Topology view of the scanned network. Now you can add nodes manually,
export it to Vision and use other features of the tool.
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| Figure 3-46 Topology |

Prepare Proxies

Proxy is the system that is stands in between attacker and the target. Proxy
systems play an important role in networks. Proxy systems are basically used
by scanners to hide their identity to be traced back to the target.
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Figure 3-47 Proxy Server

Proxy Servers

Proxy server anonymizes the web traffic to provide anonymity. When a user
sends a request for any resources to the other publically available servers,
proxy server act as an intermediary for these requests. Users request is
forwarded to proxy server first. the proxy server will entertain these requests
like a web page, file download, connection to another server, etc. The most
popular use of the proxy server is in terms of web proxy servers. These Web

proxy servers are used to provide access to world wide web by bypassing the
IP address blocking.

Uses Proxy server, in a nutshell, can be summarized as: -

Hiding Source IP address for bypassing IP address blocking.
Impersonating.

Remote Access to Intranet.

Redirecting all requests to the proxy server to hide identity.
Proxy Chaining to avoid detection.
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Proxy Chaining

Proxy Chaining is basically a technique of using multiple proxy servers. In
addition to proxy servers, one proxy server forwards the traffic to next proxy
server. This process is not recommended for production environments, or a
long-term solution, however, this technique leverages your existing proxy.

Proxy

. = 3
—— —=

User Proxy Web Server
g . — = | o .
f— ] - - o .

User Proay-1 Prowy-2 Proxy -3 Proxy -4 Proxy-5 Web Server

Proxy Chaining

Figure 3-48 Proxy Chaining
Proxy Tool

There is a number of proxy tools available as well as you can online search

for a proxy server and configure manually on your web browser. These tools
include: -

1. Proxy Switcher
2. Proxy Workbench
3. TOR

4. CyberGhost

Proxy Switcher tool scans for Available proxy servers. You can enable any
proxy server to hide your IP address. The following figure is showing the
searching process of Proxy servers using Proxy Switcher tool.
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Figure 3-49 Proxy Switcher
Proxy Tools for Mobile

There are several proxy applications available on google play store and App
store for iOS devices.

Proxy Droid https://play.google.com

Net Shade https://itunes.apple.com
Table 3-04 Proxy Tools for Mobile

Introduction to Anonymizers

Anonymizer is a tool that completely hides or removes identity-related
information to make the activity untraceable. The basic purpose of using
anonymizers are: -

e Minimizing risk

e [dentity theft prevention

e Bypass restrictions and censorship

e Untraceable activity on the Internet
Censorship Circumvention Tool

e Tails
Tails (The Amnesic Incognito Live System) is a popular censorship
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circumvention tool based on Debian GNU/Linux. It is basically a live
operating system that can run on almost every computer from USB or
DVD. It is an operating system that is specially designed to help you to
use the internet anonymously leaving no trace behind. Tails preserve
privacy and anonymity.

Anonymizers for Mobile

e Orbot

e Psiphon

e Open door
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Figure 3-50 Anonymizers for Mobile

Spoofing IP Address

IP Address Spoofing is a technique, that is used to gain unauthorized access
to machines by spoofing IP address. An attacker illicitly impersonates any
user machine by sending manipulated IP packets with spoofed IP address.
Spoofing process involves modification of header with a spoofed source IP
address, a checksum, and the order values. Packet-switched networking
causes the packets arriving at the destination in different order. When these
out of order packets are received at the destination, these packets are
resembled to extract the message.

IP spoofing can be detected by different techniques including Direct TTL
probing technique and through IP Identification Number. In the process of
sending direct TTL probes, packets are sent to the host that is suspected of
sending spoofed packets and responses are observed. By comparing TTL
value from the reply from the suspected host, IP spoofing can be detected. It
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will be a spoofed packet if TTL value is not same as in spoofed packet.
However, TTL values can vary in even normal traffic and this technique
identify the spoofing when the attacker is on a different subnet.

Attacker
Spudld IP:192.168.0.1

Attacker sendmg Packets with

£1 Spoofed P addressof 192.168.001 /1

] Tme0

Reply from 1592.168.0.1

™

Target

Target sending P Packetsto 192 16801 i‘f
to ohserve TTL from Response

| TTL:25

.=

User
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Figure 3-51 Direct TTL Probing

Similarly, additional probes are sent to verify the IPID of the host. If IPID
values are not closer, suspect traffic is spoofed. This technique can be used in
case if the attacker is within a subnet.
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Figure 3-52 Verifying IPID Number
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