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System Hacking

After gaining the information from previous phases, now proceed to system
hacking phase. The process of system hacking is much difficult and complex
than previous ones.

Before starting the system hacking phase, an ethical hacker, or pentester must
remember that you cannot gain access to the target system in a go. You must
have to wait for what you want, deeply observe and struggle; then you will
find some results.

System Hacking Methodology

The process of System hacking is classified into some System hacking
methods. These methods are also termed as CEH hacking methodology by
EC-Council. This methodology includes: -

1. Cracking passwords

2. Escalating privileges

3. Executing applications

4. Hiding files

5. Covering tracks
Goals of System hacking
In the methodological approach of System hacking, bypassing the access
control and policies by password cracking or social engineering attacks will
lead to gain access to the system. Using the operating system information, it
helps to exploit the known vulnerabilities of an operating system to escalate
the privileges. Once you have gained access to the system and acquire the
rights and privileges, by executing an application such as Trojans, backdoors,
and spyware, an attacker can create a backdoor to maintain the remote access
to the target system. Now, to steal actual information, data or any other asset
of an organization, the attacker needs to hide its malicious activities. Rootkits
and steganography are the most common techniques to hide malicious
activities. Once an attacker steals the information and remains undetected, the
last phase of system hacking ensures to be undetected by hiding the evidence
of compromises by modifying or clearing the logs.

Password Cracking
Before proceeding to Password Cracking, you should know about three types
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of authentication factors:
e Something I have, like username and password.
e Something I am, like biometrics
e Something I possess, like registered / allowed devices

Password Cracking is the method of extracting the password to gain
authorized access to the target system in the guise of a legitimate user.
Usually, only the username and password authentication are configured but
now, password authentication is the moving toward two-factor authentication
or multiple-factor authentication which includes something you have such as
username and password with the biometrics. Password cracking may be
performed by social engineering attack or cracking through tempering the
communication and stealing the stored information. Guessable password,
short password, password with weak encryption, a password only containing
numbers or alphabets can be cracked with ease. Having a strong lengthy and
difficult password is always an offensive line of defense against these
cracking attacks. Typically, as good password contains: -

« Case Sensitive letters

« Special characters

o Numbers

 lengthy password (typically more than 8 letters)

Types of Password Attacks
Password Attacks are classified into the following types: -

1. Non-Electronic Attacks
Active Online Attacks
Passive Online Attacks
Default Password
Offline Attack

1. Non-Electronic Attacks

Non-Electronic attacks or Nontechnical Attacks are the attacks which do
not require any type of technical understanding and knowledge. This is the
type of attack that can be done by shoulder surfing, social engineering, and
dumpster diving. For example, gathering username and password
information by standing behind a target when he is logging in, interacting

kW
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with sensitive information or else. By Shoulder surfing, passwords,
account numbers, or other secret information can be gathered depending
upon the carelessness of the target.

Active Online Attacks

Active Online Attack includes different techniques that directly interact
with the target for cracking the password. Active Online attacks include: -

N
°

1. Dictionary Attack
In the Dictionary attack to perform password cracking, a password
cracking application is used along with a dictionary file. This dictionary
file contains entire dictionary or list of known and common words to
attempt password recovery. This is the simplest type of password
cracking, and usually, systems are not vulnerable to dictionary attacks
if they use strong, unique and alphanumeric passwords.

2. Brute Force Attack
Brute Force attack attempt to recover the password by trying every
possible combination of characters. Each combination pattern is
attempted until the password is accepted. Brute forcing is the common,
and basic technique to uncover password.

3. Hash Injection
In the Hash injection attack, hashing and other cryptography techniques
knowledge is required. In this type of attack,

a. The attacker needs to extract users log on hashes, stores in Security
Account Manager (SAM) file.

b. By compromising a workstation, or a server by exploiting the
vulnerabilities, attacker gain access to the machine.

c. Once it compromises the machine, it extracted the log-on hashes of
valuable users and admins.

d. With the help of these extracted hashes, attacker logged on to the
server like domain controller to exploit more accounts.

3. Passive Online Attacks

Passive online attacks are performed without interfering with the target.
Importance of these attacks is because of extraction of the password
without revealing the information as it obtains password without directly
probing the target. The most common types of Passive Online Attacks are:
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e Wire Sniffing

Wire Sniffing, packet Sniffing is a process of sniffing the packet using
packet sniffing tools within a Local Area Network (LAN). By
inspecting the Captured packets, sensitive information and password
such as Telnet, FTP, SMTP, rlogin credentials can be extracted. There
are different sniffing tools available which can collect the packets
flowing across the LAN, independent of the type of information
carrying. Some sniffers offer to filter to catch only certain types of
packets.

e Man-in-the-Middle Attack

A man-in-the-middle attack is the type of attack in which attacker
involves himself into the communication between other nodes. MITM
attack can be explained as a user communicating with another user, or
server and attacker insert himself in between the conversation by
sniffing the packets and generating MITM or Replay traffic. The
following are some utilities available for attempting Man-in-the-middle
(MITM) attacks:

e SSL Strip
e Burp Suite
e Browser Exploitation Framework (BeEF)

Original Connection
= §

User r 1 RO Server

4

Packet Sniffing MITM/Replay Traffic

ﬁ

Attacker

Figure 6-02 MITM Attack
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e Replay Attack

In a Replay attack, Attacker capture packets using a packet sniffer
tools. Once packets are captured, relevant information such as
passwords is extracted. By generating replay traffic with the injection
of extracted information, attacker gain access to the system

4. Default Password

Every new equipment is configured with a default password by the
manufactures. It is recommended to change the default password to a
unique, secret set of characters. An attacker using default passwords by
searching through the official website of device manufacturer or through
online tools for searching default passwords can attempt this type of
attack. The following are the list of online tools available for searching
default password.

e https://cirt.net/
e https://default-password.info/
e http://www.passwordsdatabase.com/
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Lab 6-1: Online tool for default passwords

Open your favorite Internet browser. Go to any of the websites you would
like to use for searching default password of a device. For example, go to
https://cirt.net/

W Defaut Passwonds | OF) X

Scan your
SRl cfault Passwords

and

vulnerabilities

Now, Select the manufacturer of your device.

Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx



Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx

W Delea Passmords | OF X

[l iasseoed [

Scan your
Tt Ria Default Passwords
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vulnerabilities

i. renPort - C30

T

Figure 6-04 Online tool for the default password

Once you selected the manufacturer, it will show all available password on
all devices by the manufacturer.

5. Offline Attacks

e Pre-Computed hashes and Rainbow Table

An example of offline attacks is comparing the password using a
rainbow table. Every possible combination of character is computed for
the hash to create a rainbow table. When a rainbow table contains all
possible precomputed hashes, attacker captures the password hash of
target and compares it with the rainbow table. The advantage of
Rainbow table is all hashes are precomputed. Hence it took few
moments to compare and reveal the password. Limitation of a rainbow
table is it takes a long time to create a rainbow table by computing all
hashes.

To generate rainbow tables. Utilities you can use to perform this task
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are winrtgen, a GUI-based generator, and rtgen, a command line tool.
Supported hashing formats are the following:

e MD2

e MD4

e MD5

e SHAI1

e SHA-256

e SHA-384

e SHA-512 and other hashing formats
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Lab 6-2: Rainbow Table using Winrtgen tool

fb.com/ethicalhackx

Open Winrtgen application, Click Add table button to add new
Rainbow table
fii winrtgen v2.8 (Rainbow Tables Generator) = X
Filename | Status
< >
tdd Table | Femave | Removess | spout | Start Eat |

as required.

Figure 6-05 Winrtgen tool for Rainbow Table

Select the Hash, Minimum length, maximum length, and another attribute
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Figure 6-06 Winrtgen tool for Rainbow Table

Select the Charset value; Available options are Alphabets, Alpha-Numeric,
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and other combination of characters as shown in the figure below.
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Figure 6-07 Winrtgen tool for Rainbow Table

Benchmark

Click Benchmark Button
Table Pre-Computation time and other parameters.

Click Ok to proceed.

to Estimate Hash Speed, Step Speed,

Rainbow Table properties

=
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EBenchmark. Optional parameter

Hazh speed 3541076 hash/sec

Step spead: 226E545 stepfsec

T able precomputation time: 11.7653 hours
Total precomputation bime: 117653 hours
Max crpptanalysiz lime: 1, 27066 seconds

I.':".nJrl- ruzlr akod

I oK I Cancel |

Figure 6-08 Winrtgen tool for Rainbow Table
Click Start to Compute.
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i Winrtgen v2.8 (Rainbow Tables Generator) - >
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Figure 6-09 Winrtgen tool for Rainbow Table

It will take a long time to compute all hashes.

fii Winrtgen v2.8 (Rainbow Tables Generator) == x
Filename | Status
=+ Im_siphat]-7_0_ 240040000000 _asad #0000 SE00 of 40000000 [0.023%]) done I
< >
| ove | Fen | About | Stop |

Figure 6-10 Winrtgen tool for Rainbow Table

Once it is complete, you can find the Window Table in the directory.

e Distributed Network Attack
Distributed Network Attack (DNA) is an advanced approach to
cracking the password. Using the unused processing power of machines
across the network, DNA recovers the password by decrypting the
hashes. Distributed Network Attack requires a DNA Manager and
DNA client. DNA manager is deployed in a central location in a
network across the DNA Clients. DNA manager allocates small task
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over the distributed network to be computed in the background using
unused resources to crack the password.
6. Password Guessing

Password guessing is the trial and error method of guessing the password.
The attacker uses the information extracted by initial phases and guess the
password, attempt manually for cracking the password. This type of attack is
not common, and rate of failure is high because of the requirement of
password policies. Normally, information collected from social engineering
helps to crack the password.

7. USB Drive
In an active online attack using a USB drive, attacker plugs in a USB drive
containing a password hacking tool such as " Passview " in it. As USB drive
plugs in, Window Autorun feature allows running the application
automatically if the feature is enabled. Once the application is allowing to
execute, it will extract the password.

Start
|
¥
Check password policy Spyware p—y Hash Injection
|
h h
Social Engineering Attack Keylogger Wire Sniffing
[
A
Shoulder Surfing Password Guessing MITM Attack
r K
¥ 3
Dumpster Dving Brnute Force Attack Reply Attack
¥ ;
Default Password " Dictionary Attack Rainbow Table Attack
|
v
Distributed Network
Altack

Figure 6-11 Password Cracking Flow Chart
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Microsoft Authentication

In Computer networking, Authentication is a verification process to identify
any user or device. When you authenticate an entity, the motive of
authentication is to validate if the device is legitimate or not. When you
authenticate a user, it means you are verifying the actual user against the
imposter.

Within Microsoft platform, operating system implements a default set of
authentication protocols, including, Kerberos, Security Account Manager
(SAM), NT LAN Manager (NTLM), LM, and other authentication
mechanisms. These protocols ensure the authentication of users, computers,
and services.

Security Account Manager (SAM)

Security Account Manager SAM is a database that stores credentials and
other account parameters such as passwords for the authentication process in
a Windows Operating system. Within Microsoft platform, SAM database
contains passwords in a hashed form and other account information. While
the operating system is running, this database is locked to be accessed by any
other service and process. There are several other security algorithms are
applied to the database to secure and validate the integrity of data.

Microsoft Windows store password in LM/ NTLM hashing format. Windows
XP and Later version of Windows do not store the value of LM hash, or
when the value of LM hash is exceeding 14 characters, it stores blank or
dummy value instead.

Username: user ID: LM Hash: NTLM Hash:::

The hashed passwords are stored as shown in the figure below,
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Usermame LM Hash

Admin |1 1811 : |624AAC419537CDC14EB3TFICD9@FACTE |1 6F375FFEFFE280B55CCE2S2FDBSOOERS 11

Admin [1| 1811 |: |NO PASSHORD***%*ssesksssskwessns ; 6F537FFBFF6288B59CCE252FDBSOOERS |11

UserID
NTLM Hash

Figure 6-12 Stored hashed password in SAM File
The SAM file located in directory c:\windows\system32\config\SAM.
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Figure 6-13 SAM File Directory
NTLM Authentication

NT Lan Manager (NTLM) is a proprietary authentication protocol by
Microsoft. In the NTLM authentication process, User sends login credentials
to a domain controller. Domain Controller responds to a challenge known as
“nonce” to be encrypted by the password's hash. This challenge is a 16-byte
random number generated by the domain controller. By comparing the
received encrypted challenge with the database, Domain controller permit or
deny the login session. Microsoft has upgraded its default authentication
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mechanism from NTLM to Kerberos.

0 |

£
| I

ﬂl
Demain Contreller

Figure 6-14 NTLM Authentication Process

NTLM authentication comes in two versions.

1. NTLMv1 (Older version)

2. NTLMv2 (Improved version)
To provide an additional layer of security, NTLM is combined with another
security layer known as Security Support Provider (SSP)

The following are some Operating system and their files containing
encrypted passwords.

Windows SAM File
Linux SHADOW
Domain Controller (Windows) NTDS:DIT

Table 6-01 : Files storing Encrypted hashes of different platforms
Kerberos
The Microsoft Kerberos Authentication protocol is an advanced
Authentication protocol. In Kerberos, Clients receive tickets from Kerberos

Key Distribution Center (KDC). KDC depends upon the following
components: -
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1. Authentication Server
2. Ticket-Granting Server

Hesy Distribution Center (KDC)
Once per service session
e e e e S |
—t— Service Request e
| | =
+«——+— SaviceResponse |
| | Server

Figure 6-15 Kerberos Authentication Process

In order to authenticate itself, the client has to send a request to the
authentication server to grant Tick-granting-ticket (TGT). The authentication
server authenticates the client by comparing the user identity and password
from its database and reply with Tick-granting-ticket (TGT) and a session
key. The session key is for a session between Client and TGS. Now, Client
has been authenticated and received TGT and Session key from the
Authentication server (AS) for communicating Ticket-Granting Server
(TGS). The client sends the TGT to TGS, ask for the ticket to communication
with another user. TGS reply with ticket and session key. Ticket and Session
key is for communicating with another user within a trusted domain.

Password Salting

Password salting is the process of adding additional character in the password
to one-way function. This addition of characters makes the password more
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difficult to reverse the hash. Major advantage or primary function of
Password salting is to defeat the dictionary attacks and pre-computed attacks.

Consider the following example, one of the hashed value is of the password
without salting, while another hashed value is of the same password with

salting.
Without Salting: 23d42f5{3f66498b2c8ff4c20b8c5ac826e47146
With Salting: 87dd36bc4056720bd4c94e9e2bd165c299446287

By adding a lot of random characters in a password make it more complex
and even hard to reverse.
Password Cracking Tools
There are lots of tools available on the internet for password cracking. Some
of these tools are: -

e pwdump?

e fgdump

e LOphtCrack

e Ophcrack

e RainbowCrack

e (Cain and Abel

e John the Ripper and many more.
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Figure 6-16 Ophcrack Software
Password Cracking tool for Mobile
FlexySpy is one of the most powerful monitoring, spying tools for mobile
and is compatible with Android, iPad, iPhone, Blackberry and Symbian
Phones. For once, you have to install the application on mobile. For more
information, visit the website https://www.flexispy.com.

The World's Most Powerful Monitoring Software for
Computers, Mobile Phones and Tablets
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Figure 6-17 FlexySpy

By logging into your dashboard, you can view each n every section of your
mobile such as messages, Emails, call records, contacts, Audio, Video,
gallery, Location, password, and other options.

Figure 6-18 FlexySpy

In the Password section, you can get the password of accounts. Along with
username and last captured details.

PASSWORDS |

Password Cracking Countermeasures
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Change default password

Do not Storel/Save password in Application &

Do not use guessable passwords browsers.

Set long Passwords containing, alpha-numeric,
combination of uppercase, lowercase and symbols
Password Encryption

Keep credentials secure & secret

[SELERA LAl & Password Cracking Countermeasures 2 _____lsE e Rt lilgh]

Advance Security Audils
Perodically update passwords

Monitor Brute Force Attacks . : :
Different Password for each senvice & application
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Lab 6-3: Password Cracking using Pwdump7 and Ophcrack
tool.

Case Study: In this lab, we are using Windows 7 and Windows 10 with
Pwdump? and Ophcrack tool. Windows 7 machine is having multiple users
configured on it. Using Administrative access, we will access the encrypted
hashes and forward it to Windows 10 machine installed with Ophcrack tool
to crack the password.

Procedure:

I. Go to Windows 7 machine and run Command Prompt with administrative
privileges.
BN C\Windows\systern 324 emd.exe =S EoE =<

Microsoft Windows [Wersion 6.1.76811]
wopyright <c? 2887 Microsoft Corporation. All rights reserved.

IC:slUsers Hin?-1>

Figure 6-20 Windows Command Line

2. Enter the following command
C:\Users\Win7-1>wmic useraccount get name,sid
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o ‘-LWndnrwmymmHZ'icmd (1] || - @

lows [Uersion 6.1.76081] =5
"HW‘? Hicrosoft Corporation. M1l rights reserved.

-11188 5-2514851846-187 .én 1-1803
1118¢ 2614851846 -1872158071 -1 084
1118862415-251 4851 8461872158671 -1080

cesllserssWin?-12>_

Figure 6-21 Extracting Username and SIDs

The output of this command will show all users and their hashed passwords.

3. Now, go to the directory where pwdump? is located and run. In our case,
Pwdump? is located at the desktop.

C:\Users\Win7-1\Desktop\pwdump7>pwdump?7.exe

B Administrator: C:AWindows\ System 3 omd.exe (=]

opspwdump? > pedunp? . exe
F word extractor
; Tar ficuna
Wy . 51

strator 5B NO PASEORDy sws-wsn-wn-m - mawswswss s 31 DECFEADL6AET? 31 BYICHYD7EACHE

=581 -ND F'}'IE-'.‘”.HIHI.IHHHH - HCFEAD1G 31B73C59D7E
- e 2 TP EAL B 22800638 8B5S

ser?:1084:NO ru"*unﬂnunwnuxnunnunxnuununnu ?thHnihﬂH?Di1??5159@1ﬂ1FECﬂ]4F5;:

c:slserssWin?-15Desktopspwdump? > prdunp? ..exe > c:slUserssHin?-1sDesktop Hazhes .tx

ord extractor
LT o Acuna
: htetp:/

:sUzerssHin?-1%Des ump'? > »

Figure 6-22 running pwdump? tool

4. Copy the result into a text file using command pwdump7.exe >
C:\Users\Win7-1\Desktop\Hashes.txt
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B Administrator; CAWindows\System3Zcmd.exe - =] || &3

c :sUzers \Win?-1\Desktopspuwdunp? >pudunp? . exe

Pudump v?7.1 - pa ord extractor
Autho»: An g

url: http:/.

istrator:588:HO PASSWORD s mwmm s nmmnmmmnmwsnn: 11 DECFEADLIGAE?I1B73C59 D7EBCED

FACSTDVERCBABICHA: & =
ADDG IBBSDCFCYE71D: & 2

YO D i e e o W P 0 T b i o D D D
J O R - e e e £ 2 ] B S 6EF7D1497816984A4F2CA34F5:: ¢
lzerssHin?-1xDesktopspwdunp? >puwdunp? .exe » cislserssHin?-1sDesktopsHashes . txt
Pudump v?.1 raw password extractor
Author: A gz Tarasco Acuna
irl: http ww. 514 es

c i sUserssWin/-15\Desktop'sp

Figure 6-23 Extracting results

5. Check the file Hashes.txt at the desktop

Hashes < Motepad 1 ] @
File Edit Format View Help

Bdministrator :500iN0 PASSWORD***uw ks suwstnuuswis: 3] DACFEODLGAESILET 3C50DTEOCOBOCO:
GURST ! SUL:ND PASSWORDY WS Wewwkwwkumwawwswws: 3] NACFEODLGAEY3LBTICSIDTEOCOROCO: 1
Win7=1:1000:N0 PASSWORD® & wuwnmknwuuwwwwiss : GEORAIEL32C3A2 200063 BBSOCFCTETL0: §
HomeGroupuser$ 1002 :NO PASSWORDW S EnMbRukumawary  QREAJOTFE1I1IEC S3COOFABABB2GBCESS & 2 ¢
Us@rl iLO03 : N0 PASSWORD S 0w et b i e i e e b s DS S [ o
Us@Er 2 S LO0M ¢ MO P ASSWO o o e e

1 216C5ALGROTDIAOTALAD0A AMF 2CATAFS 15

Figure 6-24 Extracted hashes in a notepad file

5. Now, sending the file Hashes.txt to a remote machine (Windows 10).
You can install Ophcrack tool on the same machine as well.
/. Run Ophcrack tool on Windows 10
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Figure 6-25 Ophcrack tool

B. Click on Load button, Select PWDUMP File option from the drop-down
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_. ophcrack - | x

D 0 & v @ & 09
Load Dielete Save  Tables Crack Help Exit About
Single hash
| PWDUMP file < |
i T MT Hash LM Pwd 1 LM Pwd 2 NT Pwd
Encrypted 5AM
Local 3AM with samdumpd
Local SAM with pwdumphb
Remote SAM

Table Directory Status Progress

Preload: | waitng | Bruteforce: | waitng | Pwd found: | 0/0 Tmeelapsed: | ohomos |

Figure 6-26 Loading PWDUMP file

D. As shown below, Hashes are loaded in the application.
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' ophcrack - O o
¥ -~y
D LU d v @ 0 & [ 05
Load i Delete Save - Tables Cradk Hedp Exit About
Progress Statistics Preferences
Us.:r . LM Hash . MNT Hash LM Pwd 1 - LI;."I M.E . NT Pwd
| Administrator J1DGCFEOD1GA. .. empty
| Guest J1DECFEODIGA... empty
Win7-1 GBOEATB132CE...
HomeGrouplUs... SBFAZSTFE11EC...
Userl J1dbcfeld1G6ael... empty
Uses2 216C5A16897D1...
Table Directory Status Progress
Preload: | waiting | Brute force: | waitng Pwd found: | 36 | Time elapsed: | onomos |
Figure 6-27 File loaded

D. Click on Tables button to load / Install a table.
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Usar] & Vista special not installed
& Vista free not installed
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& Vista nine not installed
@ Vista eight not installed
& Vista num not installed
& Vista seven not installed
& P flash not installed
3 & Vista eight XL not installed
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& Vista probab... not installed
& Vista probab... not installed
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Figure 6-28 Installing Table

1. Select your desired table, in our case; Vista free table is used.
P. Select and click Install

application is installed.
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3. Locate the folder where the table is located. In our case, we are using
default tables with the application, hence located the folder where the
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HomeGroupUs... L HF‘ german v2 not installed
User] & Vista special niot installed
User2 @ Vista free EASOFTWARE\CEHVS Module ... on disk
[ @ Vista nine not installed
@ Vista eight not installed
@ Vista num niot installed
& Vista seven not installed
& XP flash net installed
—= & Vista eight XL not installed | =
Table & Vista special ... not installed
@ Vista free & Vista probab... net installed
& Vista probab... not installed
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4. Click Ok
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Figure 6-29 Installing Table
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Guest J1DGCFEODIGA... empty
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User 31décfeldGaed... ernpty
User2 216C5A16897D1..,
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Figure 6-30 Cracking Password

5. Click Crack Button to start cracking.
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b ophcrack — O >
L] ) :\F.-. )
D LU d v ® 90 @ o
Load - Delete Save = Tables Cra Help Exit About
Frogress Statshics Preferences
IJs.e.r- LM Hash NT Hash LM Pwed 1 LM Pwed 2 NT Pwd
Administrator 31D6CFEOD16A... empty
Guest 31DGCFEOD16A... empty
Win7-1 9893A1B132C3.. not found
HomeGroupls... S9BFAZOTFE11EC... not found
Userl Ndbcfeldltaed... empty
User2 216C5A16897D1... Albert123
Table  Directory Status Progress
® Vistafree EASOFTWARE.. S6%inRaM [
Preload: | done | orute force: | done | Pwd found: | 48 Time elapsed: | oh 10m 59
Figure 6-31 Results
6. The result is showing user having no password configuration, Users with
a cracked password. The result may include some password which is not
cracked; you can try other tables to crack them.
7. In our case, User2 password Albert123 is cracked. Now access the
Windows 7 machine with User2.
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#. Windows / Professional

Figure 6-32 Accessing User2 with a cracked password

8. Enter the password Albert123 (cracked).
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CINE

Figure 6-33 Successful login

Successfully logged In.

Escalating Privileges

In the section of Privilege Escalation, we will discuss what to do after gaining
access to the target. There is still a lot of tasks to perform in Privilege
Escalation. You may not always hack an admin account; sometimes, you
have compromised the user account which has lower privileges. Using the
compromised account with limited privilege will not help you to achieve your
goals. Prior to anything after gaining access, you have to perform privilege
escalation to have complete you high-level access with no or limited
restrictions.

Each Operating system comes with some default setting and user accounts
such as administrator account, root account and guest account, etc. with
default passwords. It is easy for an attacker to find vulnerabilities of pre-
configured account in an operating system to exploit and gain access. These
default settings and account must be secured and modified to prevent
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unauthorized access.
Privilege Escalation is further classified into two types: -

1. Horizontal Privileges Escalation

2. Vertical Privileges Escalation
Horizontal Privileges Escalation
In Horizontal Privileges Escalation, an attacker attempts to take command
over the privileges of another user having the same set of privileges for his
account. Horizontal privileges escalation occurs when an attacker is
attempting to gain access to the same set of resources allowed for the
particular user.

Consider an example of horizontal privileges escalation by considering an
operating system having multiple users including Administrator having full
privileges, User A, User B and so on having limited privileges to run
application only (not allowed to install or uninstall any application). Each
user is assigned with the same level of privileges. By finding any weakness
or exploiting any vulnerability, User A, gain access to User B. Now user A is
able to control and access the User B account.

Vertical Privileges Escalation

In Vertical Privileges Escalation, an attacker attempts to escalate privileges to
a higher level. Vertical privileges escalation occurs when an attacker is
attempting to gain access usually to the administrator account. Higher
privileges allow the attacker to access sensitive information, install, modify
and delete files and programs such as a virus, Trojans, etc.

Privilege Escalation using DLL Hijacking

Applications need Dynamic Link Libraries (DLL) for executable files to run.
In Windows operating system, most of the application search for DLL in
directories instead of using fully qualified path. Taking advantage of this,
legitimate DLL is replacing malicious DLL. Once these DLLs are renamed
with exactly the same name of legitimate DLLs and replaced in the directory,
the executable file will load malicious DLL from application directory
instead of real DLL.

Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx



Certified Ethical Hacker v10

https://www.ethicalhackx.com

fb.com/ethicalhackx

User runs the apphication

B

_ O, |
User __‘_____,;:;:f" oy

Application Directory

Malicious DLL

Figure 6-34 Vertical Privilege Escalation

Using DLL hijacking tool, such as Metasploit can be used for generating
DLL which returns with a session with privileges. This generated malicious
DLL is renamed and pasted in the directory. When application run, it will
open the session with system privileges. In Windows platform, Known DLLs'
are specified in the registry key.
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Figure 6-35 Horizontal Privilege Escalation

The application normally searches for DLL in the exact directory if it is
configured with the fully qualified path, else, if the application is not using
specified path it may search in the following search paths used by Microsoft:
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e Directory of Application or current directory
e System Directory i.e. C:\\Windows\\System32\
e Windows Directory

Executing Applications

Once an attacker gains unauthorized access to the system and escalates
privileges, now the next step of the attacker is to execute malicious
applications on the target system. This execution of malicious programs is
intended for gaining unauthorized access to system resources, crack
passwords, set up backdoors, and for other motives. These executable
programs can be customized application or available software. This process,
execution of the application is also called as "System Owning." The attacker
is to own the system. Intentions or goals, an attacker, wanted to achieve by
executing such malicious application are: -

e Installation of Malware to collect information.
e To setup Backdoor to maintain access.
e To install Cracker to crack password and scripts.
e To install Keyloggers for gathering information via input devices such
as a keyboard.
RemoteExec

RemoteExec is a software designed for installation of the application,
execution of code and scripts remotely. additionally, RemoteExec can update
files on the target system across a network. Major features offered by the
RemoteExec application are: -

Deploy packages on the target system.

Remotely execution of programs and scripts.

Scheduling Execution based on particular date and time.

Remote Configuration management such as modification of registry,
disabling accounts, modification, and manipulation of files.

e Remote controlling of target system such as power off, sleep, wake up,
reboot and lock, etc.
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Figure 6-36 RemoteExec Application
PDQ Deploy
PDQ Deploy is basically software, system administrator tool used to install
and send updates silently to the remote system. PDQ Deploy allow or assist
the admin in installing application and software to a particular system as well
as multiple systems in a network. It can silently deploy almost every
application (such as .exe or .msi) to the target system. Using PDQ Deploy,
you can install and uninstall, copy, execute and send files.
Keyloggers
Keystroke logging, Keylogging and keyboard capturing is a process of
monitoring or recording the actions performed by any user such as
monitoring a user using keyboard using Keyloggers. Keyloggers can be either
hardware or software. The major purpose of using Keyloggers are monitoring
data copied to the clipboard, screenshots captured by the user, screen logging
by capturing a screenshot at every moment even when the user just clicked.
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Figure 6-37 Types of Keyloggers
Types of Keystroke Loggers
e Software Keyloggers

Software-based Keyloggers performs its function by logging the actions in
order to steal information from the target machine. Software-based
Keyloggers are remotely installed, or an attacker may send it to user and
user can accidentally execute the application. Software Keyloggers
includes: -

Application Keyloggers

Kernel Keyloggers
Hypervisor-based Keyloggers
Form Grabbing based Keyloggers

e Hardware Keyloggers

Hardware-based Keyloggers are physical hardware’s or Keyloggers which
are installed on hardware by physically accessing the device. Firmware-
based Keyloggers requires physical access the to the machine to load the
software into BIOS, keyboard hardware such as key grabber USB is a
physical device needs to be installed inline with the keyboard. Hardware
Keyloggers are further classified into following types includes: -

e PC/BIOS Embedded Keyloggers
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e Keyloggers Keyboard
e External Keyloggers

Hardware Keyloggers

Hardware Keyloggers  [Website |
KeyGrabber USB http://www.keydemon.com/
KeyGrabber PS/2 http://www.keydemon.com/
VideoGhost http://www.keydemon.com/
KeyGrabber Nano Wi-Fi http://www.keydemon.com/
KeyGrabber Wi-Fi Premium http://www.keydemon.com/
KeyGrabber TimeKeeper http://www.keydemon.com/
KeyGrabber Module http://www.keydemon.com/
KeyGhost USB Keylogger http://www.keyghost.com/
KeyCobra Hardware Keylogger (USB | http://www.keycobra.com/
and PS2)

Table 6-02 Keylogging Hardware Devices
Anti-Keyloggers

Anti-Keyloggers are application software which ensures protection against
keylogging. This software eliminates the threat of keylogging by providing
SSL protection, Keylogging protection, Clipboard logging protection and
screen logging protection. Some of the Anti-Keylogger software are listed
below: -

e Zemana Anti-Keylogger (https://www.zemana.com)
e Spyshelter Anti-Keylogger software (https://www.spyshelter.com)
e Anti-Keylogger (http://anti-keyloggers.com)

Mind Map
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= Keystroke Interference Software
.’r
] _.'..
Don't Click on doubtful emails and URLs
¢ Anti-Key-logger software
Using Windows On-Screen Keyboard for Secrel |
d
information
Host-Based IDS Physical Monitoring and Security of Systems
File Scanning prior to installation
Spyware

Spywares are the software designed for gathering user interaction information
with a system such as an email address, login credentials, and other details
without informing the user of the target system. Mostly, Spyware is used for
tracking internet interaction of the user. This gathered information is sent to a
remote destination. Spyware hides its files and processes to avoid detection.
The most common types of Spywares are: -

Adware
System Monitors
Tracking Cookies
Trojans

Features of Spyware
There is a number of Spyware tools available on the internet providing
several advanced features like: -

Tracking Users such as Keylogging

Monitoring user’s activity such as Web sites visited
Records conversations

Blocking Application & Services

Remote delivery of logs

Email Communication tracking

Recording removable media communication like USB
Voice Recording

Video Recording

Tracking Location (GPS)
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e Mobile Tracking
Hiding Files
Rootkits

A rootkit is a collection of software designed to provide privileged access to a
remote user over the target system. Mostly, Rootkits are the collection of
malicious software deployed after an attack, when the attacker has the
administrative access to the target system to maintain its privileged access for
future. It creates a backdoor for an attacker; Rootkits often mask the
existence of its software which helps to avoid detection.

Types of Rootkits
e Application Level Rootkits

Application Level Rootkits perform manipulation of standard
application files, modification of the behavior of the current application
with an injection of codes.

e Kernel-Level Rootkits

The kernel is the core of an OS. Kernel-Level Rootkits add additional
codes (malicious), replace the section of codes of original Operating
system kernel.

e Hardware / Firmware Level Rootkits

Type of Rootkits that hides in hardware such as hard drive, network
interface card, system BIOS, which are not inspected for integrity.
These rootkits are built into a chipset for recovering stolen computers,
delete data, or render them useless. Additionally, Rootkits has privacy
and security concerns of undetectable spying.

e Hypervisor Level Rootkits

Hypervisor Level Rootkits exploits hardware features like AMD-V
(Hardware-assisted virtualization technologies) or Intel VT, which
hosts the target OS as a virtual machine.

e Boot Loader Level Rootkits

Bootloader Level Rootkits (Bootkits) replaces the legitimate boot
loader with the malicious one which enables the Bootkits to be
activated before an OS run. Bootkits are a serious threat to the system
security because they can infect startup codes such as Master Boot
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Record (MBR), Volume Boot Record (VBR) or boot sector. It can be
used to attack full disk encryption systems, hack encryption keys and
passwords.

Rootkit Tools

e Avatar
e Necurs
o Azazel
e ZeroAccess

Detecting & Defending Rootkits

Integrity-Based Detection, using Digital Signatures, Difference-based
detection, behavioral detection, memory dumps, and other approaches can be
used for detecting Rootkits. In Unix Platform, Rootkit detection tools such as
Zeppoo, chrootkit and other tools are available for detection. In Windows,
Microsoft Sysinternals RootkitRevealer, Avast and Sophos anti-Rootkit
software are available.

Mind Map
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Installation of Applications from Trusied Sounce e Deployment of Network-Based Firewall
1 of System files

NTFS Data Stream

NTFS Stands for New Technology File System. NTFS is a Windows
Proprietary file system by Microsoft. NTFS was the default File system of
Windows NT 3.1. It is also the primary file system for Windows 10,
Windows 8, Windows 7, Windows Vista, Windows XP, Windows 2000, and
Windows NT operating systems.

Alternate Data Stream

Alternate Data Streams (ADS) is a file attribute in NTFS file system. This
Feature of NTFS contains metadata for locating a particular file. ADS feature
was introduced for Macintosh Hierarchical File System (HFS). ADS is
capable of hiding file data into an existing file without altering or modifying
any noticeable changes. In a practical environment, ADS is a threat to
security because of its data hiding capability which can hide a malicious
piece of data hidden in a file which can be executed when an attacker decides
to run.
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Lab 6-4: NTFS Stream Manipulation
NTFS Stream Manipulation

At the command line, enter " notepad Testfile.txt " It will open notepad with
a text file named as Test.

B Command Prompt - | o

Figure 6-38 Creating Cover File (Text File)

Put some data in the file.

Testfile - Notepad — O X
File Edit Format WView Help

This is the Normal Text File..!!

Figure 6-39 Cover File(Text File)
Save the file and Close Notepad
Check the File Size.

B Command Prompt — B >

Figure 6-40 Determining File Size
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At the command line, enter " notepad Testfile.txt:hidden.txt "

fb.com/ethicalhackx

B Command Prompt

Figure 6-41 Creating Hidden File

Type some text into Notepad.

TestFile.bed:hidden - Notepad

File Edit Fomnat View

This is the Hidden File

LR U

B Command Prompt

Certified Ethical Hacker v10

Figure 6-42 Hidden File (ADS)

Save the file, and close it.

Check the file size again (it should be the same).

Figure 6-43 Comparing File Size

Open Test.txt. You see only the original data.
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Testfile - Motepad

File Edit Format Wiew Help

ffhis is the Normal Text File..!!

Figure 6-44 Comparing File

message is displayed.

Enter “ type Testfile.txt:hidden.txt “ at the command line. A syntax error

B Command Prompt

Figure 6-45 Accessing Hidden File

If you check the directory, no additional file is created.

¥ | Documents

|

This PC Documents

# Quick access

& OneDrive Testfile
A This PC

£ CD Drive ()

i Metwork

"-a H|:|1l|.-|_'||r:|u:-

Figure 6-46 File directory

Now you can use a utility such as Makestrm.exe to extract hidden
information from ADS stream.
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Now, as this file does not show any modification and alteration, it is unable
to detect that this file is a normal file or containing any hidden file in it.
ADS detection requires a tool such as ADS Spy. Open ADS Spy application
and select the option if you want to: -

»  Quick Scan
»  Full Scan

»  Scan Specific Folder

@ 05 — o

Alemate Data Sheams [A0DS] are pisces of info hidden as metadsta on file: on NTFS diives, They are pot
visible in Explorer and the size they take up iz not reported by Windows. Recent browser hijackers started
uzing ADS to hide therr fles, and very few anti-malware zcanners detect thiz. Use ADS Spy to find and remove
these streams.

MNate: l:his; app can also display legitimate ADS streams. Don't delete streams if vou ame not complately sue they
are mabcious!

" Quick scan MWindows base folder anly)

™ Full scan [all NTFS drives)

% Scan only this folder: | M |
v lgrome safe system info dala streams fencisptable’. *Summanyl rformation’, ste)

[ Caloulate MDS checksums of streams’ contents

Scan the system for altemate data straams Remove selected streams I

[Ready.

Figure 6-47 ADS Spy Application

As we store the file in the Document folder, Selecting Document folder to
scan particular folder only.
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Browse for Folder »

Select a folder to scan:

'+ I This PC ~
' v& Downloads

B Music
) . Videos
= Pictures
‘e Local Disk (C:)
' Local Disk (D:)
o= Local Disk (E2)
A DVD RW Drive (F?) g

o ] oo

Figure 6-48 Browsing Directory

Select an Option, if you want to scan for ADS, click “Scan the system for
ADS”/ or click removes button to remove the file.

&) ADS Spy v1.11 - Written by Merijn = O >

Altenate Data Streams [(A05) are pieces of info hidden as metadata on files on MTFS dives. They are not
wvigible in Explorer and the size they take up is not reported by ‘Windows. Recent browser hjackers started
uging ADS to hide their fles, and very few anti-malware scanners detect this, Uss ADS Spy to find and remove
these streams.

Mate: thiz app can also display legitimate ADS streams. Don't delete streams if you are not completely sure they
ane malkcious!

" Quick scan Windows base folder anly)
" Full scan [all MNTFS diives)

% Scan only this folder: [CAUsers\IPS pecialist\Documents M
[v lgnoie sale system info dala shreams ['encryptable’, "Summandniomation’, etc)

[~ Calculate MDS checksums of stieams’ contents

Soan the system lor alemate data stieams ||| Hemove selecled stieans |

|[Feady.
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Figure 6-49 Scanning for ADS

As shown in the figure below, ADS Spy has detected the
Testfile.txt:hidden.txt file from the directory.

By ADS Spy v1.11 - Written by Merijn - O =

Alermate Data Shreams [ADS] are pieces of info hidden az metadata on files on NTFS drives. They are not
wizible in Explorer and the size they take up iz not reported by Windows. Recent browser hjackers started
uzing ADS to hide thei fles, and very few anti-malware scanners detect thiz. Uze ADS Spy to find and remove
these streams.

Mate: thiz app can also display legitimate ADS streams. Dont delste streams if pou are not completely sure they
are mabcious!

Cluick scan Windows base folder only]
Full scan [al NTFS dnves)

Scan only this folder |C:\ U sers\IPS pecialisthD ocuments L
lgnore zafe system info data streams [‘encreptable’, "Summan nfomation’, etc]
Calculate MD5S checksums of streamsz’ contents

et

P B e

Scan the system for alternate data stieams Remove selected stieams |

LA ze2M PS pecaalisth D aciuments\ T estfile tat : hiddentext bt [33 bytes)

|[Scan complete, found 1 akemate data streans [A05's),

Figure 6-50 ADS Detection

NTFS Streams Countermeasures

Using Third-party tools and technique can provide security and protection
form NTFS streams. The most basic method to file, to prevent NTFS Stream
is by moving the File such as Suspected NTFS stream to FAT partition. FAT
does not support Alternate Data Stream (ADS). Moving ADS from NTFS to
FAT partition will corrupt the file. There are several tools such as ADS Spy,
ADS Tools, LADS, Stream Armor, and other tools can also detect and
remove them completely.

Steganography

Steganography is basically a technique for hiding sensitive information in an
ordinary message to ensure the confidentiality. Hidden information is
extracted at the destination by a legitimate receiver. Steganography uses
encryption to maintain confidentiality and integrity. Additionally, it hides the
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encrypted data to avoid detection. The goal of using steganography is hiding
the information from the third party. An attacker may use this technique to
hide information like source codes, plans, any other sensitive information to
transfer without being detected.

Classification of Steganography

Steganography is classified into two types, Technical and Linguistic
Steganography. Technical Steganography includes concealing information
using methods like using invisible ink, microdots, and another method to hide

information. Linguistic Steganography uses text as covering media to hide
information like using Ciphers and code to hide information.

I Stemanography
I
Techaical Lh:ms:
Steganography Hegnraphy
Semagrams Opem Codes
1 I
l L J v L4
Visual Semagrams | Test Semagrams Jargon Code Covered Cipher I
L] ; L4
Null Cigher ‘ Grille Cipher ‘
Figure 6-51 Classification of Steganography

Types of Steganography
There are several popular types of Steganography, some of them are listed
below: -

e Whitespace Steganography

e Image Steganography

e Image Steganography

e Document Steganography

e Video Steganography

e Audio Steganography

e Folder Steganography
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e Spam/Email Steganography

Mind Map

image Steganography
\ » File | Folder Steganography

Document Steganography )
‘ Audio Steganography

Web Steganography '
] g Email Steganography
Video Steganography <y j'*‘
Steganography

j

¥

Blog Sieganography < g Content-Aware Steganography
4‘ .

Visual Steganography e Frequency Steganography

Steganography using Network Protocols Least Significant Bit Steganography

Pixel Steganography % White Space Steganography

White Space Steganography

White Space Steganography is a technique to hide information in a text file
using extra blank space inserted in between words covering file. The secret
message is added as blank spaces, Using LZW and Huffman compression
method the size of the message is decreased.
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Lab 6-5: Steganography

Exercise
Create a text file with some data in the same directory where Snow Tool is
installed.

Helle - Notepad — J X

File Edit Fomat WView Help
eSS R R R SR

This is an orignal file
SRR RS L EE SRR

Hello World...!!

Figure 6-52 Text File (Cover)

Go to Command Prompt
Change the directory to run Snow tool

B Command Prompt == ] >

Figure 6-53 Changing Directory

Type the command

Snow —C —m “text to be hide” —p “password” <Sourcefile>
<Destinationfile>

The source file is a Hello.txt file as shown above. Destination file will be
the exact copy of source file containing hidden information.

Certified Ethical Hacker v10 https:/lwww.ethicalhackx.com fb.com/ethicalhackx



Certified Ethical Hacker v10

https://lwww.ethicalhackx.com fb.com/ethicalhackx

B Command Prompt

Figure 6-54 White Space Steganography using Snow tool

Go to the directory; you will a new file HelloWorld.txt. Open the File

2| HelloWarld - Matepad

File Edit Format View Help

— O X

HHEHHHHRHH
This is an orignal file
sagErgEsEEsTREsddsatETdE s

Hello World...!!

Figure 6-55 File Containing Hidden Encrypted information

New File has the same text as an original file without any hidden
information. This file can be sent to the target.

Recovering Hidden Information
On destination, Receiver can reveal information by using the command
Snow —C —p “password123” HelloWorld.txt

BN Command Prompt
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As shown in the above figure, File decrypted, showing hidden information
encrypted in the previous section.

Image Steganography

In Image Steganography, hidden information can be kept in different formats
of Image such as PNG, JPG, BMP, etc. The basic technique behind Image
steganography is, the tool used for Image steganography replaces redundant
bits of the image in the message. This replacement is done in a way that it
cannot be detected by human eye. You can perform Image steganography by
different techniques like: -

e [east significant Bit Insertion
e Masking and Filtering
e Algorithm and Transformation

Tools for Image Steganography

e OpenStego
e QuickStego
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Lab 6-6: Image Steganography

Image Steganography using QuickStego
L. Open QuickStego Application

B stegancgraphy - Hide a Secret Text Messags in vage |

o

Figure 6-57 QuickStego Application for Image Steganography

P. Upload an Image. This Image is term as Cover, as it will hide the text.

8 CQuickStego - Stegancgraphy - Hide a Secret Text Message in an Image =

Pix Pt

ture, Frsadge oo Fis
Open IMmage Save Image

Figure 6-58 Uploading Cover Image
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i ﬂl.il.l-':-t:'ﬂu = ':.h'.l.-n_icr'.-:.-grspll-. - Hide a Secret Text r.-1.--.-,.=-.J-_- in an |l|'ngc

s ——

ziure Tl .!. T .-:L-.-I_. Ta-Gpar :i.-: " '--. .' -: -:' --.
Open Image Hide Text Gat Text Dpen Text

Figure 6-59 Entering Secret Information

4. Click Hide Text Button
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§8 QuickStego - Steganography - Hide a Secret Text Message in an Image =

IPicture. kmage Photo Eik ] B A Text File
Open Image Save Image Hide Text Gat Text Open Tex Save Text

Figure 6-60 Image Steganography

b. Save Image

This Saved Image containing Hidden information is termed as Stego Object.

Recovering Data from Image Steganography using QuickStego
1. Open QuickStego

. Click Get Text
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Bl CuickStege - Steganography - Hide a Secret Text Message in an Image s
9 9 q )

e —— - teganography [Text Fiie

Figure 6-61 Uploading Stego-object for Decryption

3. Open and Compare Both Images
Left Image is without Hidden Text; Right Image is with hidden text

Figure 6-62 Comparing Cover and Stego-Object

Steganalysis

Steganalysis is an analysis of suspected information using steganography
techniques to discover the retrieve the hidden information. Steganalysis
inspects if any image is containing encrypted data. Accuracy, Efficiency, and
noisy samples are the great challenge of steganalysis to detect the encrypted
data.
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Stego-Only I Known Cover
Hawve Only Stego Object Have Stego object, and Cover
K Steg - Chosen Message
Have Stego ~|-||_'—‘-~ 2 orithm 5teganalvsls Generate stego from Known
avie SLlEED OLJECL, RIS Lnr | B z Tk b
and Cover Methods RERNRAES 10 Ioantay
g algorithm
Known Message Chosen Stego
Have Stego object & Hidden —— _— Have Stego object &
Message Algorithm

Figure 6-63 Steganalysis Methods
Covering Tracks

After gaining access, escalating privileges, executing the application, the next
step is to wipe the evidence to get back. In the phase of covering track,
attacker removes all the event logs, error messages, and other evidence to
prevent its attack from being discovered easily.

Most Common techniques that are often used by attackers to cover tracks on
the target system are: -

e Disable Auditing

e Clearing Logs

e Manipulating Logs
Disabling Auditing
The best approach to avoid detection, preventing another security mechanism
to indicate an alert any sort of intrusion, and leaving to track on the target
machine. The best practice for leaving no track and prevent detection or
leaving very limited evidence on target is by disabling the auditing as you
logged on the target system.

When you disable auditing on the target machine, it will not only prevent to
log events, but also resist in the detection. Auditing in a system is enabled to
detect and track events; once auditing is disabled, target machine will not be
able to log the critical and important logs that are not only the evidence of an
attack but a great source of information about an attacker.

Type the following command to list the Auditing categories: -
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C:\Windows\System32>auditpol /list /category /v

To Check all Category audit policies, Enter the following command

C:\Windows\system32>auditpol /get /category: *

Figure 6-64 Audit Policy Categories
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Lab 6-7: Clearing Audit Policies on Windows

Enabling and Clearing Audit Policies
To check command’s available option Enter
C:\Windows\system32> auditpol /?

M Adrunistrator: Command Prompt - 0O =

Figure 6-65 Auditpol Utility Options

Enter the following command to enable auditing for System and Account
logon: -

C:\Windows\system32>auditpol /set /category:" System"," Account
logon" /success:enable /failure:enable

B Adrminmstrate crmmand Srompt (] b4

Figure 6-66 Enabling Audit Policy for System and Account login

To check Auditing is enabled, enter the command
C:\Windows\system32>auditpol /get /category:" Account

logon"," System"
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B Ldminstrator Command Fromipt o »

Figure 6-67 Verifying Enabled Audit Policies

To clear Audit Policies, Enter the following command
C:\Windows\system32>auditpol /clear
Are you sure (Press N to cancel or any other key to continue)?Y

Figure 6-68 Clearing Audit policies

To check Auditing, enter the command
C:\Windows\system32>auditpol /get /category:" Account
logon"," System"
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Figure 6-69 Verifying Cleared Audit Policy

Clearing Logs

Another technique of covering track is to clear the logs. By clearing the logs,
all events logged during the compromise will be erased. Logs can be cleared
using Command line tools as well as manually from Control panel on a
Windows platform.
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Lab 6-8: Clearing Logs on Windows

. Go to Control Panel

[EH Control Panel i O x
« - T Ei » Control Panel w O I:e:l-." Contral Pane ye
Adjust your computer’s settings View by Category =

Systerm and Security User Accounts
Review your computer's status E.__ hange pceount type
Save backup copses of your filey wth Fee Heory

Backup and Restore (Windows T)
Find ard fis problems

Appearance and Personalization

Lhange the theme
Adgutt sireen resoliutien

. Metwork and Internet
Connect to the intermet ’ Clock, Language, and Region
Yeew Fetwork vhatus amd tatkd

add 5 language
Chogss homegroup and shainhng optsons Change mput methods

Change dste, ime, or nurmbser foimals

/ Hardware and Sound
View devices and prirters
Add & device
Adjust cammonly uSed mobility seftangt

Ease of Access
Let Windows suggest sethings
Optamuee vual drsplay

- Programs
m Urirestall 8 program

Figure 6-70 Control Panel Options
p. Click System and Security
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‘ Systern and Securty — | x
& b i ‘ ¢ Control Pened » System snd Secunty » w zarch Control Pane B
L]
Control Paned Home . .
'I*. Security and Maintenance
* Sysiem and Secart \ :e‘a-_- VOUr Cormpoter’s stahus jrud nesobve pioes w Change User Account Control settings
MoUDSERNODT COMIMOn oMUl peDOsETg
Metwork and Internet
o Fi 1
Hardware and Saund ‘ '\_l'."l!'l-d!:lk".s Firewall ¥
Check firewall status  Allow #n 3pp theough Windows Fresall
Programs
User Accounts h S\'.SEE”'
= Yiew armount of RAM and processor speed $ Alfcwr rErmeOlE S0 845 Launch remolte assastance
ﬂppﬂﬂr!l.'ll:t.ﬂ'ld S thee e of thes compoies
Persenalization
Clock, Language, and Region \-‘Q Power Options
Ease of Access .__har-:,_:g battery sethings Feguere 2 :?_'.:'.-u-." 3 when the compuber waloes
Change what the power buttons do Change when the computer seeps
File History
40 cuve backup copes of your s with Fle tistory  Bestors your files with File History
Backup and Restore {Windows 7)
= Backug #nd Restone (Wandows 7 Fastoes filies from baciop
:_-_a BitLodeer Drive Encryption
Manage Bl oces
r,g Storage Spaces
L= Manage Storege Spere
Work Folders
. Menage Work Folders
L Administrative Tools
- | Frezupdckpece  Defragent snd optirmze your dives E Create snd formet kerd desk partitions
Piieneertion B Schedule tais
W
&
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Figure 6-71 System and Security Options

3. Click Event Viewer
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i | - Shortout Tools  Sdmunestrstree Tooks - 0 i
m Home Share Vi Fanage [ 7]
T I « Systemand Secunty » Administratiee Tools w B Search Adminsstrative Tools 2

& Githacci Meme Date modified Type . ”
B Deskts # £ Component Services 5 &29 Ph hortcut KB
& Down # A Computer Management i L heorteut KB
B Docus # %B Defragment and Optimize Drives L KB
z Dizk Cleanup &31 PM KB

= Pectur & ﬁlmﬂ‘fﬂﬁ 70015 429 PM Enorteut _.FHI
L

222 CEH B ST intator - - ~ -
Credenti. i Local Security Policy k30 PM rcut kB
QuickSte 5% ODBC Data Sources (32-bith &30 PR it 2 KR
Erow 5% ODBC Data Sources (64-bit) &30 PM i wt 2 KR
&) Performance Monator 29 PRt g it J KB
& OneDrive 7m Prnt Management &30 PM it < KB
[ This PC 8 Resource Monitor L9 P artcut 2 KB
B Deskiop e Senvices L£29 PM et 2KB
B D 8 System Configuration 5429 PM hartcut 2 KB
4 Downloa E‘I Systeen infommtion Ay T i d

i " {5} Task Scheduler % 439 PRt st ol o .

13 items 1 itern selected 1.14 KB IE

Figure 6-72 Administrative Tools

4. Click Windows Log
Here you can find different types of logs, such as Application, security,

setup, system and forwarded events. You can import, export and clear these
logs using Action Section on the right pane.
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Bl Event Viewer
File Action View Help
e nmHE-E

il Event Viewer (Local) Security Actions
y [ Custom Views s - N .
o [ Wﬂmlﬁgil . Date and Time
|| Apphcation Z/BS2018 1:47:36 AM = Open Saved Log...
[+ | Secunty . 22018 14736 AM ¥ Create Custom View...
] Setup . 22018 14736 AM Ot Vs
] system - YW 1ATIEAM por
[] Forwarded Events . 2/8/2018 1:47:36 AM Clear Log...
£ Applications and Senaces Lo e 2/BS2018 1:A7:38 AM ¥ Filter Current Log...
| Subscriptions AT &
| ript . JAA2008 1:47:38 AM [ Properties
e LAS2018 14736 AM 08 Find.
e RI2018 1:4T:36 AM - :
- 2/B2018 14719 AM bed Save Al Events As...
TR IS AR AR MHITHET:I!MLW...
i K
G Refresh
EH Hep v
] EventProperties
& Attach Task To This Event...
< * == Cepy b

Figure 6-73 Event Viewer

Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx



Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx

Lab 6-9: Clearing logs on Linux

1. Go to Kali Linux Machine

(2 Kali-Linux-2017.3-vm-amdbd en localhestocsldomain o X
File View VM
mn)OSDGER DR

Figure 6-74 Kali Linux Desktop
P. Open the /var directory:
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E‘J Kali-Linux-2017.3-vmn-amdbd on localhost.localdomain

File View WM

P S0 G R DR

0

< > ||« NN »

- "
Gr Home 0 bin boot dev
i Des —

- o.:l G..l i
[0 Documents initrdimg  initrd.img. lib lib64

old

{#) Downloads
7 s H B B B
'y Pictures opt proc root run
B e i H B
ij Trash sy

Floppy Disk

mp /j m

+ Other Locations

Q|
et

L

media

shin
o
<A

vmlinuz

)
A
vmllinuz.old

Figure 6-75 /Computer directory
B. Go to Logs folder:
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(& Kabi-Linux-2017.3-vm-amdé4 on localhostlocaldomain
File WView WM
mljy S B

e D e

£ 2 1

i Recent »— -—
& Home backups cache
& Desktop P L
[ Documents mail opt
@ Downloads -—

J2 Music ,

‘0] Pictures

H Videos

{@ Trash

(@ Floppy Disk

+ Other Locations

Q

S

] =

P

& o) O~

00

unicornscan

Figure 6-76 /var directory
4. Select any log file:
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(& Kabi-Linux-2017.3-vm-amdé4 on localhostlocaldomain = X

File Wiew WM

Bl BB

i Recent Q - |
fr Home “ _— —
i Desktop = _ : - -
alternatives. alternatives. alternatives.  apache2 apt m
[} Documents log log.1 log. 2.9z
@ Downloads - “ H “
J3 Music authlogl authlog.2. authlog.3. authlog4.  bootstrap. btmp
Qe gz qz log
sl — Ee—=

E Videos . - . - : : - “

btmp.1 chikrootkit couchdb daemon.log daemon.log.  daemon.log.

{@ Trash 1 2.9z
&) Floppy Disk - - = = - .
dasmon.log. daemon.log. debug debug.1 debug.2.qz  debug.3.gz
+ Other Locations igz 4.z
5 & —
debug.4.9z  dpkg.log dpkg.log.1  dpkg.log.2. dradis exim4
qz “auth log” selected (72.1 kB)

Figure 6-77 /var/log/ directory

5. Open any log file; you can delete all or any certain entry from here.
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File Wiew WM

il

5 -

Open - || @
May 2 87:25:08
by (uid=8)

May 2 07:25:08
May 2 87:308:04
by (uid=8)

May 2 67:30:04
May 2 @7:31:42
May 2 87:34:16

{urd=8)
May 2 67:34:16
May 2 67:34:23

May 2 687:34:23
{uid=8)

May 2 87:34:23
May 2 B87:34:45

May 2 07:34
(uid=8)

May 2 87:34:45
May 2 87:35:89
by (uid=8)
May 2 87:35
May 2 87:39
by (uid=8)
May 2 87:39

145

:89
:84

104

» OO

kali

kali
kali

kali

jf,J Kali-Linu-2017_3-vm-amdéd on localhost.lecaldomain

& e & 9
auth.log
vl
CRON[32135]: pam_unixtcrok:sessian}:
CRON[32135]: pam unix{cron:session}:
CRON[32149]: pam unix(cron:session):
CRON[32149]: pam unix(cron:session):

session

session
sess5ion

session

opened for user

root

closed for user root
opened for user root

closed for user

kali gdm-password]: gkr-pam: unlocked login keyring

kali

kali
kali

my root/Desktop/Test.

kali

kali
kali

mv fDesktop/Test.exe

kali

kali
kali

kali
kali

kali

sudo: root

sudo: pam unix(sudo:session):

sudo: root : TTY¥=pts/@ ;
exe fvar/www/html/share

sudo: pam_unix(sudo:session):

sudo: pam unix(sudo:session):

sudo: root : TTY=pts/e ;
Jvar/www/html/share

sudo: pam unix(sudo:session}:

sudo: pam unix(sudo:session):

session opened

session closed
PWD=/root ;

session opened

session closed
PWD=/root ;

session opened

session closed

CRON[32255]: pam unix(cron:session): session
CRON[32255]: pam unix{cron:session): session
CRON[32396]: pam unix(cron:session): session
CRON[32396]: pam unix(cron:session): session

Plaim Text =

Tab Width: 8 v

USER=root ;

USER=root

for user root by

for user root
COMMAND=

for user root by

for user root
: COMMAND=

for user root by

for user root
opened for user

closed for user
opened for user

closed for user

Ln1,Col 1 v

root

: TTY=pts/8 ; PWD=/root ; USER=root ; COMMAND=/bin/
mv /root/Desktop/Test.exe /var/www/html/share
May 2 07:34:10 kali sudo: pam unix(sudo:session):

fbin/

/bin/

root

root
root

root
IN5

Figure 6-78 Authentication logs
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