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Welcome to Certified Ethical
Hacker Class!

Student Introduction

Unmask the Invisible Hacker.
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Introduction

Name

Company Affiliation
Title / Function

Job Responsibility

System security related
experience

Expectations
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. Course Materials

= | |dentity

HEDHCTURE

2 Card

Student .-,rm"/ Lab Manual/
Courseware o Workbook

Course ; Reference
Evaluation ' Materials
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Introduction to Ethical
Hacking

Footprinting and
Reconnaissance

Scanning Networks

System Hacking

Malware Threats
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. CEHv9 Course Outline

Sniffing

Social Engineering Hacking Wireless Networks

Denial-of-Service Hacking Mobile Platforms

Evading IDS, Firewalls, and

Session Hijacking Honeypots

Hacking Webservers Cloud Computing

Hacking Web Applications 18 Ne S EE L
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EC-Council Certification Program M

There are several levels of certification tracks under the EC-Council Accreditation body:

Certified Secure Computer EC-Council Disaster Recovery
User (CSCU) Professional (EDRP)

Certified e-Business ! = EC-Council Certified Secure
Professional ' _ Programmer (ECSP)

EC-Council Certified " EC-Council Certified Security

Security Specialist (ECSS) y . Analyst (ECSA)

EC-Council Network Security ] Licensed Penetration Tester
Administrator (ENSA) i (LPT)

Certified Ethical _ - Certified Chief Information
Hacker (CEH) =T S5 Security Officer (CCISO)

Computer Hacking Forensic . Master of Security Science
Investigator (CHFI) aug (MSS)
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Certified Ethical Hacker Track

CEH Certification Track

Complete the following steps:

Attend the Ethical Hacking and ﬁ G

Countermeasures Course T
A4

Attend
(-}; Training
o -
W
Pass the CEH Exam Prepare for
312-50 (ECC Exam Portal) / 312-50 Exam
312-50 (VUE) -
v
"T Take . Fail :
\, ' 4 Exam 3¢

Pass [ o

v w
c E H Certification
Achieved

Certified Ethical Hacker
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CEHvY9 Exam Information

Exam Title: Certified Ethical Hacker

Exam Code: 312-50 (ECC Exam Portal) / 312-50 (VUE)

Number of Questions: 125

Duration: 4 hours

Availability: ECC Exam Portal / VUE

Passing Score: 70%

The training center / instructor will advise you about the exam schedule and
voucher details

This is a difficult exam and requires extensive knowledge of CEH Core Modules
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Student Facilities CIEH

Cortified § Erhical Macker

Building
Hours

Smoking e | Recycling
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Lab Sessions

Lab Sessions are designed to
reinforce the classroom sessions

The sessions are intended to
give a hands on experience only
and does not guarantee
proficiency

There are tons of labs in the lab
manual. Please practice these
labs back at home.
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. What Does CEH Teach You?

Network Security

Denial of Service, Trojans, Worms, Virus,
Social Engineering, Password cracking,
Session Hijacking, System failure, Spam,
Phishing, Identity theft, Wardriving,
warchalking, bluejacking Lock picking,
Buffer Overflow, System hacking,
Sniffing, SQL Injection

Defense, Cisco Security, Firewalls,
IDS, Logs, Network, Antivirus,
Hardware, Troubleshooting,
Availability, Server/Client Security,
creating policies, network
Management etc

Ethical Hacking

This is What CEH Teaches You!
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.
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CEH class is NOT a

HaCkRhIn0-TeaM

Network Security training

program

» Please attend EC-
Council’s ENSA class
for that

CEH classis NOT a
Security Testing training
program

» Please attend EC-
Council’s LPT Exam
for that

CEH class is NOT a
Security Analysis training
program

» Please attend EC-
Council’s ECSA class
for that

v

CEH class is 100%
NETWORK OFFENSIVE
Training Program

HaCkRhIn0-TeaM
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Remember This!

The CEH Program Teaches you 100%

Network Offensive Training and not
Defensive
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CEH Class Speed

The CEH class is extremely fast paced

The class “speed” can be compared to the climax scene from the movie
Mission Impossible (Bullet train sequence)

There are tons of hacking tools and hacking technologies covered in the
curriculum

The instructor WILL NOT be able to demonstrate ALL the tools in this class

He will showcase only selected tools

The students are required to practice with the tools not demonstrated in the
class on their own
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. Live Hacking Website

J Please target your exercises for “Live Hacking” to www.certifiedhacker.com

A This website is meant for the students to try the tools on live target

A Please refrain from using the exploits on any other domains on the Internet

certifiedhacker.com

CEH Classroom
Attack Lab
Website

FORTEOLIO BLOG CONTACT
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NDA Document CIEH

Cortiffed § Evhlesl Hachar

Please read the
contents of the
provided EC-
Council’s CEH
NDA document

Sign this
document and
hand it over to
the instructor

We will NOT start
the class unless
you sign this
document
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Advanced Lab Environment

Windows 8.1 Windows 2008 Windows 7 Kali Linux Android Ubuntu
A A A £ A o

!T.Ll

Instructor Machine Student Machines

Instructor and Student Machine Operating System: Windows Server 2012 (Fully Patched)
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Student Computer Checklist ( EH

Check if your machine has the following OSes installed (Fully Patched)

KA K
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Student Computer Checklist

Write down IP addresses of the Check if you can launch
hest and all the Virtual command shell by right clicking
Machines on a folder

Check if you can access Internet

Check if you can ping between Bl hicise the web el

the VM and the host
e and the hosts ] Chrome, Safari and Firefox

Make sure that you can access
D:\CEH-Tools directory in Windows
Seryer 2012 and Z:\CEH-Tools from
all the VIM's; Z: is mapped Network
Drive containing CEH tools

‘-ﬁ

Check for Checkpoints of Virtual
Machines

Check if you can access
http://www.certifiedhacker.com

Make sure you can access
Moviescope and GoodShopping
wehsites at

http:/ fanvrw. moviescope.com and
http:/ fwww.goodshopping.com
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Ping Between Virtual Machines

Administraton Command Prompr
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CEH-Tools Directory in Windows CIEH
Server 2012 (D:\CEH-Tools)

[ L=
L AL
Hame Shiare Visw

£ i .l.__!u ¢ This PC » Local Disk (D¢}

L Favorites

B Desktop
B Downlosds

. Recent places

CEM-Taols

18 Thas PC

m Desktop
Documents

i Downloads
B Music
= Picturss
B Videos
B Local Disk (C3)
w Local Disk (D)
. Local Dusk (E:)

g Metwork

28 tems 1 item selected
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Mapped Network Drive (Z clEn
Windows 8.1 VM

Cortiffed § Evhlesl Hachar

HaCkRhIn0-TeaM

&2 Map Network Drive

What netwark felder would you like to map?
Spgnb, ke drive lefter for i cannection and the folder that wou wank ta conngch foe

[Drive L

Fgtden [ ACEH-Toals

Dvtve Tiprady
Example Vserershane

Manage
~f| Becormect at sign-im

Comnect using ditferent oredentials

Snngci fo pWab pisth ve

) 3 E . Fodders {5
N ppe Be Eleve yeut docisments snd pictunes,

E Omken Decumanty
i‘i Downlgads

L Pustures

4 D

vices and drives (3)

Local Disk ()

- :’-’.! Floppy Dk Breee (8

_\_Eﬁi VD Dowee ()

« Network hocations (1)
CEH-Tools 2

o I
- 112 GB Iree of 3554

1 fem selected
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Mapped Network Drive (Z:)
Windows Server 2008 VM

(<]}
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Fla Edit veaw

1

Documents

Ff.' Fistures
!

W e

e B

Felders
Bl Desking

Pubhc
‘s Computer

Control Pane

i Recyde Bin

Toals  Help

T

n— Admnisirator

‘B System properies

[£4 Uninstall or change & program i Map network drive
Name  |+| Type « || TotalSize | +| Free Space | +|

# Open Contral Pans!

Hard Disk Drives (1)
Local Dk (C5)

Devices with Removable Storage (1)

H Floopy Dl Drive (A2
=i

Network Location (1)
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Mapped Network Drive (Z:) in
Windows 1 VM

HaCkRhIn0-TeaM

= |

@'\._}'!5‘-‘ ¢ Computer » - | bg || Sear

Crrganize = Properties System properties Uninstall or change a program Map network drive

r Favarites 4 Hard Disk Drives (1)

BE Desktop Local Disk {C:)
& Downloads % — e

AC

2| Recent Places i
Devices with Removable Storage (2)

ibrari o
i Ubrones « Network Location (1)

& Documents
} . CEH-Tools ()
@' Music ; g, " i

e Fictures - 51 2 GB free of 195 GB

E Videos

B Computer

€W MNetwork

CEH-Tools (L) Space ussd: Tetal size: 195 GB

o  NetworkDrive Space File systern: NTFS
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Checkpoints of Virtual
Machines

HaCkRhIn0-TeaM

i

File Action Yiew Heip
o zn(m B

55 Hyper-V Manager

Ha WiN-YT2SVEHTUTY

-;Iyper-'ul' Manager

Virtual Machines

Mame
3 Andnoed
g i Lirwne

CPU Lhage Lxzigned Memory Uptirme

Ut
Windows 7
y Windaws 3 1
Connect..,

Settings
Start

Checkpoint

Move.,

Export...

Rename...

Delche.,

Enalble Replcatsn..

Windows Server 2008 Help

Created: 372015 75921 PM
Wersion: 50

Generabion: 1

Hotes Hone

TSy =—ery [ res—— e ——

<

Takes a checkpoint of the sefected wirtual machine

Actions
WIN-VTZoWEHTU1T

Plws

Import Virtual blachine...

Hyper-¥ Settings
Virtual Swdtch Manasger
Virtual 54N Manager..,
Edit Dishe...
Inspect Lk
Stop Service
Remove Server
Refresh
View
E Help
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& Connect..
Settireg ..
Start
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2% Move
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Moviescope and GoodShopping
Websites

GOOD

SHOPPING

PRCEHACT CATALOE ] CONTACT LIS

Moviescope

Password:

LAST SEASON'S GEAR

F _--“.; N : | %
L | : : IIIIII:”:.: . i v
Moviescope: http://www.moviescope.com | | SALE ¥£4H%UFF 115

GoodShopping: http://www.goodshopping.com
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Live Hack Website

http://www.certifiedhacker.com

CEH Labs CEH Labs

I
LOnPoRATE

CEH Labs CEH Labs

I Jusiay Boy
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Let’s Start Hacking!
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