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DDoS Attack Trends

According to Verisign DDoS Trends Report - Q4 2014

Average attack size increased to 7.39 gigabits per second (Gbps),

rising 14% higher than in Q3 2014 and 245% higher than
Q42013

Mitigations By Industry Vertical - Q4 2014

IT Services/Cloud/SAAS

Media and Entertainment/Content
4 Financial

Public Sector

E-Commerce/Online Advertising

i Telecommunication
https_/fwww verisigninc.com
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What is a Denial-of-Service
Attack?

Denial of Service (DoS) is an attack on a computer or network that reduces, restricts or
prevents accessibility of system resources to its legitimate users

In a DoS attack, attackers flood a victim system with non-legitimate service requests or
traffic to overload its resources

DoS attack leads to unavailability of a particular website and slow network performance

» Malicious Traffic

Malicious traffic consumes
all the available bandwidth

Internet Router

L Attack Traffic

) - Regular Traffic
Regular Traffic Server Cluster
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What are Distributed Denial
CEH

of Sexrvice Attacks? bod it

J  Adistributed denial-of-service (DDoS) attack involves a multitude of
compromised systems attacking a single target, thereby causing denial of
service for users of the targeted system

d To launch a DDoS attack, an attacker uses botnets and attacks a single system

Loss of
Goodwill

Disabled
Organization
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How Distributed Denial of
Service Attacks Work

Handler infects
a large number of
computers over

Internet _ .
Zormnbie systems are instructed

===t« to attack atarget server
'1‘

Attackersetsa o
handler system *

@ Handler

Targeted
Server

e

-

Handler 5 s

Compromised PCs (Zombies)

\
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Basic Categories of DoS/DDoS
Attack Vectors

Volumetric Attacks

Consumes the bandwidth
of target network or
service

TCP State-Exhaustion Attacks

Consumes the connection state tables
present in the network infrastructure
components such as load-balancers,
firewalls, and application servers

Fragmentation Attacks

Overwhelms target’s

ability of re-assembling H|‘| m
1 -_»

the fragmented packets

Application Layer Attacks

Consumes the application

resources or service thereby
making it unavailable to ﬁ
other legitimate users
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Bandwidth Attacks

A single machine cannot make enough requests to overwhelm
network equipment; hence DDoS attacks were created where an
attacker uses several computers to flood a victim

When a DDoS attack is launched, flooding a network, it can
cause network equipment such as switches and routers to be
overwhelmed due to the significant statistical change in the
network traffic

Attackers use botnets and carry out DDoS attacks by flooding the
network with ICMP ECHO packets

Basically, all bandwidth is used and no bandwidth remains for
legitimate use
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. Service Request Floods

An attacker or group of zombies attempts to exhaust
server resources by setting up and tearing down TCP
connections

Service request flood attacks flood servers with a
high rate of connections from a valid source

It initiates a request on every connection
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SYN Attack

The attacker sends a large number of SYN request to target
server (victim) with fake source IP addresses

The target machine sends back a SYN ACK in response to the
request and waits for the ACK to complete the session setup

The target machine does not get the response because the
source address is fake

Note: This attack exploits the three-way handshake method
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SYN Flooding

SYN Flooding takes advantage of a flaw
in how most hosts implement the TCP
three-way handshake

When Host B receives the SYN request from

A, it must keep track of the partially-opened
connection in a "listen queue” for at least 75
seconds

A malicious host can exploit the small size
of the listen queue by sending multiple
SYN reqguests to a host, but never replying
to the SYN/ACK

The victim’s listen queue is quickly filled
up

This ability of holding up each incomplete
connection for 75 seconds can be
cumulatively used as a Denial-of-Service
attack

Normal connection
establishment

STan'c“_l.u.--l"'-'
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Peer-to-Peer Attacks CIEH

Coriifbed B Ethical Hachar

J Using peer-to-peer attacks, attackers instruct clients of peer-to-peer file sharing hubs to
disconnect from their peer-to-peer network and to connect to the victim's fake website

1 Attackers exploit flaws found in the network using DC++ (Direct Connect) protocol, that is
used for sharing all types of files between instant messaging clients

- Using this method, attackers launch massive denial-of-service attacks and compromise
websites

gpa@sEEnEEnE R
St e assmEEREFREEE pEEnE
-q-au-::i'.

.'..*..*...ll’.

.i..

Attacker
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Permanent Denial-of-Service
Attack

Permanent DoS, also known as phlashing, refers to attacks that cause
irreversible damage to system hardware

Unlike other DoS attacks, it sabotages the system hardware, requiring
the victim to replace or reinstall the hardware

J This attack is carried out using a method known as “bricking a system”

d Using this method, attackers send fraudulent hardware updates to the
victims

Sends email, IRC chats, tweets, post videos

Attacker gets access to victim's computer ~

Attacker Victim

{Malicious code is executed)

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Permanent Denial-of-Service
Attack

Permanent DoS, also known as phlashing, refers to attacks that cause
irreversible damage to system hardware

Unlike other DoS attacks, it sabotages the system hardware, requiring
the victim to replace or reinstall the hardware

J This attack is carried out using a method known as “bricking a system”

d Using this method, attackers send fraudulent hardware updates to the
victims

Sends email, IRC chats, tweets, post videos

Attacker gets access to victim's computer ~

Attacker Victim

{Malicious code is executed)

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Application-Level Flood Attacks

J  Application-level flood attacks result in the loss of services of a particular network, such
as emails, network resources, the temporary ceasing of applications and services, and
more

d  Using this attack, attackers exploit weaknesses in programming source code to prevent
the application from processing legitimate requests

Using application-level flood
attacks, attackers attempts to:

@ Flood web applications to legitimate user
traffic

Disrupt service to a specific system or

Attacker
person, for example, blocking a user's :

access by repeating invalid login : Attacker exploiting

i application source code '
attempts i S 2
3 -

&  Jam the application-database connection Victim
by crafting malicious SQL queries

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Distributed Reflection Denial of
Service (DRDoS)

A distributed reflected denial of service attack (DRDoS), also known as spoofed attack, involves the use of
multiple intermediary and secondary machines that contribute to the actual DDoS attack against the

target machine or application

Attacker launches this attack by sending requests to the intermediary hosts, these requests are then
redirected to the secondary machines which in turn reflects the attack traffic to the target

Advantage:
€ The primary target seems to be directly attacked by the secondary victim, not the actual attacker

2 As multiple intermediary victim servers are used which results into increase in attack bandwidth

---""'""'"'-r-.._“\.
-

‘
Y

Attacker

Intermediary Victims
Secondary Victims
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Organized Cyber Crime:
Organizational Chart

C|EH

Coriifbed B Ethical Hachar

Hierarchical
Setup

Attackers Crimeware Toolkit Owners
Trojan Distribution in Legitimate website

¥
Campaign Manager
- - I
“ ¥
- -“F‘T-n Affiliation Network
@ 0

¥

"
"

-

v

‘ Stolen Data Reseller

. Stolen Data Reseller
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Botnet

2 Bots are software applications that run automated tasks over the Internet and
perform simple repetitive tasks, such as web spidering and search engine indexing

J A botnet is a huge network of the compromised systems and can be used by an
attacker to launch denial-of-service attacks

Bots connect to C&C

Bots attack

a target server
- -l.

e

Attacker sends commands to
Bot Command and the bots through C&C

Control Center . Target Server
A

o Zombies

: Sats a bot
+ C&C handler

: systems and infects them to

: 9 . create Botnet

Bot looks for other vulnerable

a machine
Attacker Victim (Bot)
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website using

LA R AR R LT RE R LT LA R L

A Typical Botnet Setup

Affiliation Network

engineering, *

Redirect
victims to Compromise
malicious | legitimate
website or
create new
malicious
website

phishingf
social

R T L L R T
EEE RSN EE RN EE RS E AN

<

-*,

Malicious
Website/Compromised
Legitimate Website

‘Malicious Wehsites

J

N

Malicious website
redirects users to the
Crimeware toolkit
database

Crimeware
Toolkit
Database

Malware «

. .
infects user .
systems

L]

Attacker

r

Recruits affiliates

{-u-o-u--u-uun----oun-u-u---un---n-n-u----un-----u-u-u----u-n----qnu(-z‘}-u--x

O Affiliates contribute malware
sannd g e nsnnnnnnnn,

- L
Trojan b 1 :

Command

T{lllll‘ll‘ll"l.lllllll‘ll‘ll@lllll

b )
and Control ] Sets a C&C center and

Center Crimeware Toolkit database

Bots will receive
: instructions from
E CE&C center to attack
» the primary target

®

Bots will

Users visit the
mialicious)

compromised

il legitimate wehsite

-

b 4
ﬂ

b~

o™

Attacks the
primary target

Victims Organization

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




. Botnet Ecosystem

Scan & e
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Scanning Methods for Finding
Vulnerable Machines

Random
Scanning

Topological
Scanning

. Permutation
Scanning

The infected machine probes IP addresses randomly from target network
IP range and checks for the vulnerability

Attacker first collects list of possible potentially vulnerable machines and
then perform scanning to find vulnerable machine

It uses the information obtained on infected machine to find new vulnerable
machines

The infected machine looks for the new vulnerable machines in its own
local network

It uses pseudorandom permutation list of IP addresses to find new
vulnerable machines
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How IVMalicious Code Propagates?

Attackers use three techniques to propagate malicious code to newly discovered vulnerable system

Central Source

on the central source and
copy of the attack toolkit

is transferred to the newly _
discovered vulnerable system 9 Attacker

Central Source
Propagation

Mext Victim

Copy Code

- Attacker places attack toolkit
: Back-chaining on his/her system itself a_nd
Propagation copy of the attack toolkit
B is transferred to the newly
G o -9 ietim Next Victim ~ discovered vulnerable system
aCHer

Attack toolkit is transferred
at the time when the new Autonomous

o :
vulnerable system is Propagation " gV —% P
fﬁmm . =) i Next Victim

Exploit and

Attacker
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Botnet Tro]anBlack shadesNET

Blackshades NET - Connections: 0

Fibe Sipched - 1SLTERTEEN - MSGH T YMOWSE

ATTENTION!

BlackShades NET has the ability to create implant
binaries which employ custom obfuscation
algorithms or Crypters, which can be bought
through the Bot/Crypter marketplace embedded
in the BlackShades controller




Botnet Trojans: Cythosia Botnet
and Andromeda Bot

S

(7 2 :
\*Juthosia Botnet

mEn

Sl

BICEERD

ﬁ-h—hh#-lll—lv:ﬁl e
L Pt T s
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Botnet Trojan: PlugBot

d PlugBot is a hardware botnet project

- ltis a covert penetration testing device (bot) designed for covert use
during physical penetration tests

Hello ADMIN | Last § Logs | Seftings | Looos

ﬁ Dashboard . DropZone & Account a‘ Settings ﬁ Help

G, Live Soaech, Dashhuarﬂ

Jehs
Boknet Statistics Cuick Wiew

St Sobe

b s ot h Paning Jobs = Comphsin Jos Enmats PlugBot Statistics

Appications
= MunagSApos

i AddApp

Bote
Wanags Sess

i And Bot

© Cognrght 307103011, A fecdTaae Sscurty s Friject

http://thoplughot. com
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DDoS Attack

Attacker Releases HOIC DDoS Attack

Volunteer

. DDos Attack “[HJ -ﬁ---_-w_---

Volunteer

. DDos Attack el <
eou‘

Volunteer

Tool on the Web Server

sfrssmuEnEmEs IIEII FEEEEEREAEEEEE

0';

e

e
o

Volunteers connect to IRC
channel and wait for
instruction from attacker

Web Server
Hosting HOIC

Hackers Advertise HOIC DDoS
Attack Tool on Twitter,
Facebook, Google, etc.
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Hackers Advertise Links to
Download Botnet
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DoS and DDoS Attack Tool:
Pandora DDoS Bot Toolkit

The Pandora DDoS Bot Toolkit is
an updated variant of the Dirt
Jumper DDoS toolkit

It offers five distributed denial of
service (DDoS) attack modes

It generates five
attack types:

HTTP min
= HTTP download
' HTTP Combo
Socket Connect

< Max Flood
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DoS and DDoS ‘Attack TOOII.
Derell and I'IGIC

fif iy Sour cefor ge.nel

HOIC

HOIC makes a DDoS attacks
to any IP address, with a
user selected port and a
user selected protocol

Dereil

Dereil is professional (DDoS)
Tools with modern patterns
for attack via TCP, UDP, and
HTTP protocols

HOUE, | w1003 | Truth 1= on the sde of Bhe appresséd.
N GROSYMC RO HRIT

Srartus

HIGH IR 1M CAMRCS
STANDHHEG BY

FIRE TEH LAZER)| ok Dertes

SAT CAMHOMS DETECTID

http://sourceforge.net
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DoS and DDoS Attack Tools:
DoS HTTP and BanglaDos

DosS HTTP

DoSHTTP is HTTP Floed Denial of Service
(DoS) Testing Tool for Windows

It includes URL verification, HTTP
redirection, port designation, performance
monitoring and enhanced reporting

It uses multiple asynchronous sockets to
perform an effective HTTP Flood

. HTTP Flood Denial of Service (DoS5) Testing Tool
. Tasget URL

' DoSHTTP

(192160 16847

e S
|H'|.'IEHE|'IE 0 [compabble; MSIE 7 Oa; Windows NT 5.2:5V1]

Sockets Aequetls
{500 = | |[Cominuous = |  Viesify URAL I Stop Flood Close

Requests 0 Respanses 0

http://socketsoft.net

BanglaDos

soin, Tipw & Tricks wing

Mgl barilty

http://sourceforge.net
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DoS and DDoS Attack Tools

Tor’s Hammer T Moihack Port-Flooder
http://pocketstormsecurity.com B http:/fsourceforge.net

Anonymous-DoS (w <) DDOSIM

http:/fsourceforge.net ' http:/fsourceforge.net

DAVOSET £ 4  HULK

httpe/fpacketstormsecurity.com a i http./fwanw.sectorix. com

PyLoris - R-U-Dead-Yet

http:/fsourceforge.net hitps: /fcode.google.com

GoldenEye HTTP Denial Of

Service Tool
http://pocketstormsecurity.com

LOIC

http:/fsourceforge.net
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DoS and DDoS Attack Tool for
Mobile: AnDOSid

J AnDOSid allows attacker CARlE 7:32mm
to simulate a DOS '
attack (A http post flood
attack to be exact) and
DDoS attack on a web
server from mobhile
phones

AnDOSId is solely for use by
profesional security staff to
test sites they have written
permission from the owner to
test. If you do not have
writtern permission select quit.

http://andosid.android.informer.com
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DoS and DDoS Attack Tool for Mobile: c E H
Low Orbit Ion Cannon (LOIC) |

J Android version of Low Orbit lon Cannon (LOIC) software is used for flooding packets which
allows attacker to perform DDoS attack on target organization

€ 9. @ 11:00

. Select your target Selected Targat

1
URL WleleRER
-1 T it

Selected Target L SEttinQE

Timeout {ms) 9001 Port 18260

72, 16.:1.50 : -.
- I '/hen harpoons, air strikes,
2 seings |
| .

o
1

When harpoons, air strikes, - eSS e L e

e and nukes fail,
STOP

TCP Hits: 12

fril ps.‘_.-’_f;yilhub.:,um
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Detection Techniques

Detection techniques are based on identifying and discriminating
the illegitimate traffic increase and flash events from legitimate
packet traffic

Activity
Profiling

Changepoint
Detection
[ —T Wavelet-based
:: Signal Analysis

All detection techniques define an attack as an abnormal
and noticeable deviation from a threshold of normal
network traffic statistics
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Caetifled § Fihfal Hacker

. Activity Profiling CEH

Activity profile is done based on the average packet r
a network flow, which consists of consecutive packets with
similar packet fields

Activity profile is obtained by monitoring the network packet’s
header information
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Wavelet-based Signal Analysis | C|EH

Coriifbed B Ethical Hachar

Wavelet analysis describes an input signal in terms of
spectral components

Wavelets provide for concurrent time and frequency
description

Analyzing each spectral window’s energy determines the
presence of anomalies

Signal analysis determines the time at which certain
frequency components are present
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Sequential Change-Point
Detection

Change-point detection algorithms isolate changes in
network traffic statistics caused by attacks

The algorithms filter the target traffic data by address, port,
or protocol and store the resultant flow as a time series

Sequential change-point detection technique uses Cusum
algorithm to identify and locate the DoS attacks; the
algorithm calculates deviations in the actual versus expected
local average in the traffic time series

This technique can also be used to identify the typical
scanning activities of the network worms
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DoS/DDoS Countermeasure
Strategies

Absorbing the Attack

Use additional capacity to absorb attack; it
requires preplanning

It requires additional resources

Degrading Services

Identify critical services and stop non
critical services

Shutting Down the Services

. Shut down all the services until the attack
has subsided
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DDoS Attack Countermeasures | C|/EH

Coriifbed B Ethical Hacha

01 Protect Secondary Victims 'j\} \

02 -

Neutralize Handlers

. , I __ .8 . : . Y
£
Prevent Potential Attacks

Deflect Attacks & \

@\
a
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DoS/DDoS Countermeasures:
Protect Secondary Victims

Install anti-virus and anti-Trojan software and keep these
up-to-date

in all Internet users

Increase awareness of security issues and prevention techniques @

G Disable unnecessary services, uninstall unused applications,
and scan all the files received from external sources
—

built-in defensive E}!ﬁﬂ

mechanisms ——
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DoS/DDoS Countermeasures:
Detect and Neutralize Handlers

Network
Traffic
Analysis

Neutralize
Botnet
Handlers

Spoofed
Source
Address

Analyze communication protocols and traffic patterns hetween
handlers and clients or handlers and agents in order to identify
the network nodes that might be infected by the handlers

There are usually few DDoS handlers deployed as compared to
the number of agents. Neutralizing a few handlers can possibly
render multiple agents useless, thus thwarting DDoS attacks

There is a decent probability that the spoofed source address of
DDoS attack packets will not represent a valid source address
of the definite sub-network
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DoS/DDoS Countermeasures: clEH
Detect Potential Attacks e e

Scanning the packet
headers of IP packets
leaving a network

Egress
Filtering

Egress filtering ensures
that unauthorized or
malicious traffic never
leaves the internal
network

* Protects from flooding
attacks which originate
from the valid prefixes
(IP addresses)

' It enables the originator ‘B ; l'
TCP

to be traced to its true “ Configuring TCP . ..
source Intercept prevents | Intercept
DoS attacks by €

intercepting and

validating the TCP

connection requests

2. VN
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DoS/DDoS Countermeasures:
Deflect Attacks

Fle Yo Scerens Sgnetew Samings  Help

83 A YNl (mavo MRS Systemns that are set up with limited

j Bearmor-oraledt - M 4 | i S Dusitinn Bt i : .
= w0 w75 s o e B security, also known as Honeypots,
DuEy e i e e e act as an enticement for an attacker

[T

T YLl LLI L

T EE

Honeypots serve as a means for
gaining information about attackers,
attack techniques and tools by storing
a record of the system activities

YLl
£

Use defense-in-depth approach with
IPSes at different network points to
divert suspicious Do$ traffic to several
honeypots
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DoS/DDoS Countermeasures:
Mitigate Attacks

Increase

bandwidth on Replicate
critical servers to

Balance
load on each
serverina
multiple-server

connections to provide

absorb additional
Load additional traffic failsafe architecture to

generated by an mitigates DDo5S

rotection

Balancing 2 \\P e

Can be Thrnttling

routers to access ;hlmﬂ_nﬂﬁ citandadic
a server with a elpsin

A throttle DDoS
logic to throttle preventing at'::ck :ra ﬁi:
incoming traffic damage to

levels that are servers by
safe for the controlling the

server . DoS traffic

and allow
legitimate user
traffic for

. better results
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. Post-Attack Forensics

DDoS attack traffic patterns can help the network administrators to
develop new filtering techniques for preventing the attack traffic
from entering or leaving the networks

Analyze router, firewall, and IDS logs to identify the source of the DoS
traffic. Try to trace back attacker IP's with the help of intermediary
ISPs and law enforcement agencies

Traffic pattern analysis: Data can be analyzed - post-attack - to look
for specific characteristics within the attacking traffic

Using these characteristics, the result of traffic pattern analysis can be
used for updating load-balancing and throttling countermeasures

_—-.__
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Techniques to Defend against
Botnets

RFC 3704
Filtering

e

Any traffic coming
from unused or
reserved P
addresses is bogus
and should be
filtered at the ISP
before it enters the
Internet link

Cisco IPS Source

IP Reputation
‘Filtering

Reputation
services help in
determining if an
IP or service is a
source of threat or
not, Cisco IPS
regularly updates
its database with
known threats
such as botnets,
botnet harvesters,
malwares, etc. and
helps in filtering
DaoS traffic

Black hole refers to
network nodes
where incoming
traffic is discarded
or dropped without
informing the
source that the
data did not reach
its intended
recipient

Black hole filtering
refers to discarding
packets at the
routing level

C|EH

Coriifbed B Ethical Hachar

DoS Prevention

Enable IP Source
Guard (in CISCO) or
similar features in
other routers to
filter traffic based
on the DHCP
snooping binding
database or IP
source bindings
which prevents a
bot to send
spoofed packets
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DoS/DDoS Countermeasures

Use strong encryption mechanisms such as WPA2, AES 256, etc. for broadband
networks to withstand against eavesdropping

Ensure that the software and protocols are up-to-date and scan the machines
thoroughly to detect any anomalous behavior

. Disable unused and insecure services

Block all inbound packets originating from the service ports to block the traffic
from reflection servers

. Update kernel to the latest release

. Prevent the transmission of the fraudulently addressed packets at ISP level

Implement cognitive radios in the physical layer to handle the jamming and
scrambling attacks
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DoS/DDoS Countermeasures
(Cont'd)

Configure the firewall to Secure the remote
deny external ICMP traffic administration and
access connectivity testing

Data processed by the
attacker should be stopped
from being executed

Perform the thorough input
validation

Prevent use of unnecessary
functions such as gets,
strcpy etc.

Prevent the return addresses
from being overwritten
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DoS/DDoS Protection at ISP Level

Most ISPs simply blocks all the
requests during a DDoS attack,
denying even the legitimate
traffic from accessing the service

ISPs offer in-the-cloud DDoS
protection for Internet links so
that they do not become
saturated by the attack

Attack traffic is redirected to
the ISP during the attack to be
filtered and sent back

Administrators can request ISPs to
block the original affected IP and
move their site to another P after
performing DNS propagation

{1,000 — 100,000} BOTS BOTS

Internet Backbone

10 GE‘-l 10 GB' 10 GBI

Provider Network
(Class B)

-
E
HT'TT - =cn,
arget
ot ¥ Hetum@

v o (Class CN
Target Web Server ! & ﬂ

(6 Machines + Load Balancing)
hitp:/fwww.cert ong
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Enabling TCP Intercept on Cisco
I10S Software

To enable TCP intercept, use these commands in global configuration mode:

P ] access-1ist access-list-number {deny | Define an IP extended

permit} tep any destination destination-wildcard access list

ip tep Intercept list access-list-number Enable TCP Intercept

TCP intercept can operate in either active intercept mode or passive watch mode. The
default is intercept mode

ip top intercept mode {intercept | watch} Set the TCP intercept mode

http://www.cisco.com
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Advanced DDoS Protection
Appliances

FortiDDo5-300A DDoS Protector

bttt www fortinet.com http:/fwww.checkpoint.com

Cisco Guard XT 5650 Arbor Pravail: Availability Protection System

http/fwww.cisco.com htto:/Awww.arbornetworks.com
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IModule Flow

DoS/DDoS Attack
Tools

DoS/DDoS Concepts ‘

DoS/DDoS Attack

Techniques Countermeasures

DoS/DDoS

Botnets Protection Tools

DoS/DDoS

DDoS Case Study Penetration Testing
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DoS/DDoS Protection Tool:
FortGuard Anti-DDoS Firewall 2014

FortGuard Anti-DDoS5 Firewall e
provides a fundamentally superior 43— FortGuard Firewall 2014 V4.0 Build 2014.101, Free Version
approach to mitigating DDoS
attacks, with a design that focuses FortGuard Firewall 2014
on passing legitimate traffic rather 3

than discarding attack traffic

———————————» (C)2003-2014 FortGuard Software Ltd.
Professional Anti-DDoS System  ip:/iwww fortguard.com

Host: a-488650141fc04
@ raniters = General Info
Register Status Advanced (Registered)
TCP Connections | 1560
@ rrites SYN Packets/s 253890
"1 [ack packets/s 169

| TCP Flow Control
Features: = || |UOP Packetsfs 2

. : Intrusions IPS
& Protection against SYN, TCP D tautzve ! [QUP Packsets/s 0
Firewall Runtime 15:26:33

o o e e o= - VIARhive [l fFaot Ethomet Adapter
DDaoS attacks |

IP Address 192.168.0.1

Firewall Confrol TCP Connections Manager
’- St Fir st Stop Firewall (Pnrt: 80 Ente —‘

freeps s www fureguard.com
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DoS/DDoS Protection Tools

NetFlow Analyzer k FortiDDoS

http:/fwww. manageengine.com http:/fwww fortinet.com

SDL Regex Fuzzer -4 DefensePro
http v microsaft.com " hittp: /S v rodware.com

WANGuard Sensor DOSarrest

httpe S wnane andrisoft.com http: fwwnw.dosarrest.com

NetScaler Application Firewall - Anti DDoS Guardian
httpe/wanwe, citrix.com .Z.: i http: S www beethink.com

Incapsula “|  DDoSDefend

http./fwanw, incapsula. com : http://ddosdefend.com
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IModule Flow

DoS/DDoS Attack

DoS/DDoS Concepts Tools

DoS/DDoS Attack

Techniques Countermeasures

DoS/DDoS

Botnets Protection Tools

DDoS Case Study Penetration Testing
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Denial-of-Service (DoS) Attack
Penetration Testing

r'm ‘DoS attack should be incorporated into Pen testing plans to find
out if the network server is susceptible to DoS attacks

dmim minimum thresholds for DoS

The pen tester floods the target network with traffic,
similar to hundreds of people repeatedly requesting the
service in order to check the system stability

Pen testing results will help the administrators to
determine and adopt suitable network perimeter security
controls such as load balancer, IDS, IPS, Firewalls, etc.
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Denial-of-Service (DoS) Attack
Penetration Testing (contq)

Test the web server using automated tools such
as Wehserver Stress Tool and JMeter for load
capacity, server-side performance, locks, and
other scalability issues

Scan the network using automated tools such as
Mmap, GFl LanGuard, and Nessus to discover
any systems that are vulnerable to DoS attacks

Flood the target with connection request
packets using tools such as Dirt Jumper DDoS
Toolkit, Dereil, HOIC, and DoS HTTP

Use a port flooding attack to flood the port and
increase the CPU usage by maintaining all the
connection requests on the poris under
blockade. Use tools LOIC and Moihack Port
Flooder to automate a port flooding attack

Use tools Mail Bomber to send a large number
of emails to a target mail server

Fill the forms with arbitrary and lengthy entries

EH. YN

l'llllllllrrllllrlllrllllllllli-llr!llrilrllllillli-lllrlllr‘
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- Module Summary

- e ST S—
g — : R
e \
o -'ﬂial of Service (DoS) is an attack on a computer or network that reduces, restricts
or prevents accessibility of system resources to its legitimate users

A distributed denial-of-service (DDoS) attack involves a multitude of compromised systems attacking
a single target, thereby causing denial of service for users of the targeted system

Attacker uses various techniques to carry out DoS/DDoS attacks on the target but these attacks are
basically categorized into; volumetric attacks, fragmentation attacks, TCP state-exhaustion attacks,
and application layer attacks

There are organized groups of cyber criminals who work in a hierarchical setup with a predefined
revenue sharing model, like a major corporation that offers criminal services

A botnet is a huge network of the compromised systems and can be used by an attacker to launch
denial-of-service attacks

Detection technigues are based on identifying and discriminating the illegitimate traffic increase and
flash events from legitimate packet traffic

The pen tester floods the target network with traffic, similar to hundreds of people repeatedly
requesting the service in order to check the system stability

-
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