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What is Session Hijacking?

Session hijacking refers to an attack where an
attacker takes over a valid TCP communication Credential Transmission
session between two computers

. Credential Confirmation

Session Setup

. . ) Session Setup
Since most authentication nnly occurs at E i
C
I'
|

= 2 Data Request
the start of a TCP session, this allows the LI
attacker to gain access to a machine T |B00

Data Transmission Web Server

Data Transmission

Attackers can sniff all the traffic from the
established TCP sessions and perform
identity theft, information theft, fraud, etc.

Sniffed
Traffic

Data Req uest

Arararnrsnsaanaas

The attacker steals a valid session ID and
use it to authenticate himself with the
server

Attacker
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Why Session Hijacking is
Successful?

No account lockout for invalid
session IDs

Weak session ID generation
algorithm or small session IDs

Insecure handling of session
IDs

C|EH

Coriifbed B Ethical Hachar

Indefinite session expiration
time

Most computers using TCP/IP
are vulnerable

Most countermeasures do not
work unless you use encryption
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Session Hijacking Process CEH
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Stealing Session IDs

Some of the techniques used to steal session IDs:

Stealing

The attacker uzes different
techniques to steal
session IDs

1. Using the HTTP referrer header

2. Sniffing the network traffic

3. Using the cross-site-scripting attacks
4. Sending Trojans on client machines

Using a “referrer attack,” an
attacker tries to lure a user to
click on a link to malicious site
(say www.hacksite.com)

hittp://www.hacksite.com/view/VW48266762824302 For example, GET /index.html

http://www.hacksite.com/view/VWA8266762826502 RE' ”i_w' P/1.0 Host: www.hacksite.com
rer:

hittp://www.hacksite.com/view/VW482667625828302 e Sl s S
msgid=68964585ID=2556X54VA75

The browser directs the referrer
URL that contains the user’s
session ID to the attacker’s site
{www.hacksite.com), and now
the attacker possesses the user’s
session ID

Using brute force attacks, an attacker tries to
guess a session 1D until he finds the correct
session 1D

7

Note: Session ID brute forcing attack is known as session prediction attack if the predicted range of values for a
session ID is very small
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Session Hijacking Process clEH
(Cont’d) ) -

Start injecting paflckets to the target servér

Place yourself b%atween the %uri::tim and ﬁ:i'le target {wi:u must be able to sniff the netwnrlé}

1 " '|III'TI'|I'|IIIIIIFIII lgllll TerEIEm e alm E
: !
| |
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Packet Analysis of a Local
Session Hijack

SYN <Clt ISN 1200><WIN 512>

SYN <Svr ISN 1500><WIN 1024> JACK 1201

{Illllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

ACK 1501

DATA=128 <CIt SEQ 1201>

c--v--n--u---n-u--n---n--u---n-u--n---n--u---n---n-----n------n-n------n------n-n----}p

ACK (Clt SEC, + DATA) 1329

DATA=91 <Clt SEQ 1329>

AR RN NIRRT SRR RSB SE R RS E BN e }.

{Tl ll|ll|Il-lllllll-lIIlur1I|Il|l|l1-l-lrl!llln--I|Il|l|l1-llllrl--1l|l|--!-rl|ﬁ?!ﬂl!F!E-E:Egltnl?ﬁ-[‘lqr}rj;nq‘rzi?lll NDtE: BEfUrEthE user

could send the next
data packet, attacker
DATA=20<SEC) 1420> predicts the next
S S R S A R RRRE. PR T
sends the data to the
{ACKlMﬂ server, This leads to
establishment of

DATA=50<5EQ 1440> connection between
R P R, S Rk Sk This S

Attacker
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Types of Session Hijacking

Active Attack

In an active attack, an attacker finds an active session and takes over

Passive Attack

With a passive attack, an attacker hijacks a session but sits back and watches and
records all the traffic that is being sent forth

Attacker Victim
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Session Hijacking in OSI Model

Network level hijacking can be defined as the interception of the
packets during the transmission between the client and the server
in @ TCP and UDP session

Application level hijacking is about gaining control over the HTTP’s
user session by obtaining the session IDs
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Spoofing vs. Hijacking

Spoofing Attack

- Attacker pretends to be another user
or machine (victim) to gain access

Attacker does not take over an existing
active session. Instead he initiates a
new session using the victim’s stolen
credentials

John
(Victim)

Attacker

Hijacking

Session hijacking is the process of
taking over an existing active
session

Attacker relies on the legitimate
user to make a connection and
authenticate

John logs on to the
server with his credentials

1ohn Predicts the E
(Victim) sequence and kills 2

John's connection = S
- '.' \# 'ﬁJ
et xe

& Vo

g

Attacker
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Application Level Session clE
Hijacking CEH

In a session hijacking attack, a session token is stolen or a valid session token is
predicted to gain unauthorized access to the web server

A session token can be compromised in various ways

n Session sniffing Predictable session token

“ Man-in-the-middle attack 4 Man-in-the-browser attack

H Cross-site script attack Cross-site request forgery attack

Session replay attack Session fixation
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Compromising Session IDs by
Predicting Session Token

Attackers can predict session IDs generated by weak algorithms and
impersonate a web site user

2 Attackers perform analysis of variable section of session IDs to
determine the existence of a pattern

The analysis is performed manually or by using various cryptanalytic
tools

04 Attackers collect a high number of simultaneous session IDs in order to
gather samples in the same time window and keep the variable constant
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How to Predict a Session Token

A Most of the web servers use custom algorithms or a predefined pattern to generate

sessions IDs

o Attacker guess the unique session value or deduce the session ID to hijack the sessions

Captures

Attacker captures several
session IDs and analyzes the
pattern

Predicts

At 16:25:55 on Feb-25, 2014,
the attacker can successfully
predict the session ID to be

HaCkRhInO-TeaM

http:,uww.juggybny.cnm{view!JBE}{.?l02201415282 0
http://www.juggyboy . com/view/JBEX21022014153020
http://www.juggyboy.com/view/JBEX21022014160020
hetp://www. juggyboy . com/view/JBEX21 022014164020

Constant Date Time

http://www. juggyboy.com/view/JBEX25022014162555

Constamt Diate Time
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Compromising Session IDs Using
Man-in-the-Middle Attack

The man-in-the-middle attack is used to intrude into an existing
connection between systems and to intercept messages being exchanged

Web Server Attackers use different techniques and split the
TCP connection into two connections

2 (Client-to-attacker connection

2 Attacker-to-server connection

After the successful interception of TCP
connection, an attacker can read, modify,
and insert fraudulent data into the
intercepted communication

EEEEEEE

:
12/J25-0)-1| NV ‘T

MITM

: Connection

1. Client-to-attacker

In the case of an http transaction, the TCP
connection between the client and the

server becomes the target
Attacker
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Compromising Session IDs Using
Man-in-the-Browser Attack

Man-in-the-browser attack uses a Trojan Horse to
intercept the calls between the browser and its
security mechanisms or libraries

It works with an already installed Trojan horse
and acts between the browser and its security
mechanisms

Its main objective is to cause financial deceptions
by manipulating transactions of Internet Banking
systems
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Steps to Perform Man-in-the-
Browser Attack

The Trojan first infects the computer's software
(OS or application)

After the user restarts the browser, the malicious
code in the form of extension files is loaded

When the page is loaded, the extension uses
the URL and matches it with a list of known
sites targeted for attack

It registers a button event handler when a specific
page load is detected for a specific pattern and
compares it with its targeted list

The Trojan installs malicious code (extension
files) and saves it into the browser configuration

The extension files register a handler for
every visit to the webpage

The user logs in securely to the website

When the user clicks on the button, the extension
uses DOM interface and extracts all the data from
all form fields and modifies the values
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Steps to Perform Man-m-the- C E H
Browser Attack conta) N P e

The browser sends the form and modified values to the server

e

The server receives the modified values but cannot distinguish between the
original and the modified values

/“ After the server performs the transaction, a receipt is generated

e

N

Now, the browser receives the receipt for the modified transaction

The browser displays the receipt with the original details

The user thinks that the original transaction was received by the server
without any interceptions
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Compromising Session IDs Using
Client-side Attacks

Malicious
Server

Cross-Site
Scripting (XS5)

XSS enables
attackers to inject
malicious client
side scripts into
the web pages
viewed by other
users
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Malicious

JavaScript Codes

A malicious script
can be embedded
in a web page that
does not generate
any warning but it
captures session
tokens in the
background and
send it to the
attacker

Trojans

A Trojan horse can
change the proxy
settings in user’s
browser to send all
the sessions
through the
attackers machine




Compromising Session IDs Using Client-
side Attacks: Cross-site Script Attack

d If an attacker sends a crafted link to the victim with the malicious JavaScript, when the victim clicks
on the link, the JavaScript will run and complete the instructions made by the attacker

Establishes session
with same session

JSCSSI0ONID=8FCO0ASBFICICABLIA2ZCOTADALZTIAA identifier

User is maintaining session with server

ﬁl.'ll'l.'l'lIIIIIIIIIIIIII-I'IIIIIIIIIIIIIII‘IIIIIIII-IIIIIIIIIIIIIIII
ke [/ fdnmmime RGO
User
http://janains - 8080 <SCRIPT>
alert (document  cookis) </ SCRIFT:>

EEEAERR iR

User clicks on that
link; the malicious ;

JavaScript runs Attacker sends malicious
link with malicious =

BFEBOASEF 1EIEB9E BSA2EOTADALZT144

bt P ¢ s e e WA lavaScript crafted in it «

B TR fen Mgerr  Boswis  fosh el

JSESSIONID

Attacker

JSESSIONID=BFEBOASSF1E3EROBE342E07ADALIITIAA A

User follows the instructions made by the attacker and confirms
the session identifier, thus attacker steals the session identifier
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Compromising Session IDs Using Client-side c E H
Attacks: Cross-site Request Forgery Attack
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Cross-Site Request Forgery (CSRF) attack exploits victim’s active session with a
trusted site in order to perform malicious activities

|

Attacker places malicious ' User visits attacker website and

o link or image on target website ' clicks on the malicious link on the website

Attacker Website

User Logs into
the legitimate website

irrrssnansnrnnssnnansansnnnasnnns

Establishes
session with session Id
Attacker gets user session [T Cior ISESSIOMNID=AFHRYAGHYIZDFGT12
and gain access to the legitimate T T
wehsite with user session id and Legitimate Website Stores the session
performs malicious operations identifier in a cookie

Attacker
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Compromising Session IDs Using
Session Replay Attack

In a session replay attack, the attacker listens to the conversation between the user and
the server and captures the authentication token of the user

Once the authentication token is captured, the attacker replays the request to the server
with the captured authentication token and gains unauthorized access to the server

User establishes connection with server

Attacker eavesdrops on this
conversation and captures
authentication tokens of the user

Attacker replays this captured
authentication token to server
to gain unauthorized access

Attacker
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Compromising Session IDs Using
Session Fixation

HaCkRhInO-TeaM

Session fixation is an attack that allows an attacker to hijack a valid
user session

The attack tries to lure a user to authenticate himself with a known
session ID and then hijacks the user-validated session by the knowledge
of the used session ID

The attacker has to provide a legitimate web application session ID
and try to lure victim browser to use it

_ » Session token in the URL argument
Several techniques to execute

i ; ; # Session token in a hidden form field
session fixation attack are:

» Session ID in a cookie
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Session Fixation Attack

. Attacker exploits the vulnerability of a server which allows a user to use fixed SID

d  Attacker provides a valid SID to a victim and lures him to authenticate himself
using that SID

Hi lohn,

Check this out, here are cool new festival offers
from our bank,
Y

a Thanks, -
& = Custemer Care, Citibank :'
- 9 Attacker login

POST account.php -

* Victim clicks
: E on the link
4 CDDHE:DDMIFEANS&CZ] i .
FEEPRI L EERE : n
R O REE R

. and logs inon
* the vulnerable
Attacker A

= server
-

Login with the same 51D
(sessionid=006441FEASIIGCE)

Cookie: 0D6441FEA4496C2 ]

Webh Server
HaCkRhInO-TeaM
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Network-level Session Hijacking

. The network-level hijacking relies on hijacking transport and
Internet protocols used by web applications in the application layer

-1 By attacking the network-level sessions, the attacker gathers
some critical information which is used to attack the
application level sessions

Network-level hijacking includes:

Blind [ . Teepp [ ' Man-in-the-
Hijacking = | Hijacking i dn:;idle:ﬁe
Pa Sniffer
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The 3-Way Handshake

If the attacker can anticipate the next sequence and ACK number that Bob
will send, he/she will spoof Bob’s address and start a communication with the
server

SYN SEC# 4000

SYM + ACK, ACK# 4001, SEG# 7000

ACK, ACK# 7001, SEQ# 4001
o)

Bob initiates a connection with the server and sends a packet to the server with the SYN flag set

The server receives this packet and sends back a packet with the SYN + ACK flag and an ISN (Initial
Sequence Number) for the server

Bob sets the ACK flag acknowledging the receipt of the packet and increments the sequence number by 1

Now, the two machines successfully established a session
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TCP/IP Hijacking

TCP/IP hijacking is a hacking technique that uses spoofed packets to take over a connection
between a victim and a target machine

The victim's connection hangs and the attacker is then able to communicate with the host's
machine as if the attacker is the victim

To launch a TCP/IP hijacking attack, the attacker must be on the same network as the victim

The target and the victim machines can be anywhere

: SRC: 192.168.0.100, DST: 192.168.0.200, :
© SEQ#: 1429775000, ACK#: 1250510000, LEN: 24
Sends a data packet Q# o 7

LR SR R R AL L L N N R R R R TR RN N R TR PN RN PN RN R RN NN L R L

SRC: 192.168.0.200, DST: 192.168.0.100, ; Responds with its own SEQ% and ACKs 9
SEQ#: 1250510000, ACK#: 1429725028, (SEQ# of victim + packet length) BTl 4

Victim Machine SRR ahY 5 s mha'-'a“d' Server Machine

e e A S g e i L T e L - Eﬂ Bqueﬁdw add1355 S
1.'lr.‘|:'.i .

gunt” [ed

h“ﬂk:ecﬁ
con

SRC: 192.168.0.100, DST: 192.168.0.200 :

SEQ#E: 1429725024, ACKR: 1250510167, LEN: 71

Attacker System
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TCP/IP Hijacking Process CIEH

HaCkRhInO-TeaM
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The attacker sniffs the victim's connection and uses the victim’s IP to send a spoofed packet with
the predicted sequence number

The receiver processes the spoofed packet, increments the sequence number, and sends
acknowledgement to the victim's IP

The victim machine is unaware of the spoofed packet, so it ignores the receiver machine's ACK
packet and turns sequence number count off

Therefore, the receiver receives packets with the incorrect sequence number

The attacker forces the victim's connection with the receiver machine to a desynchronized state

The attacker tracks sequence numbers and continuously spoofs packets that comes from the
victim's IP

The attacker continues to communicate with the receiver machine while the victim's connection
hangs

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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IP Spoofing: Source Routed

Packet source routing technique is used for gaining unauthorized access to a
computer with the help of a trusted host’s IP address

The attackers spoofs the host’s IP address so that the server managing a session
with the host, accepts the packets from the attacker

When the session is established, the attacker injects forged packets before the
host responds to the server

The original packet from the host is lost as the server gets the packet with a
sequence number already used by the attacker

The packets from attacker are source-routed through the host with the destination
IP specified by the attacker
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RST Hijacking

RST hijacking involves injecting an authentic-looking reset (RST) packet using spoofed
source address and predicting the acknowledgment number

The hacker can reset the victim’s connection if it uses an accurate acknowledgment
number

The victim believes that the source actually sent the reset packet and resets the
connection

RST Hijacking can be carried out using a packet crafting tool such as Colasoft’s Packet
Builder and TCP/IP analysis tool such as tcpdump

. SRC: 192.168.0.100, DST: 192.168.0.200,
Sends a data packet | spqg: 1429775000, ACK#: 1250510000, LEN: 24

SRC: 192.168.0.200, D5T: 192.168.0.100, ; iL... nim I

= ) ey Attacker spoofs IP 9 - SEQ#: 1250510000, ACK#: 1429725024, !
Victim Machine g4, s, address of server COLEMi1e7 - : Server Machine

ﬂ’l‘@ g .
192.168.0.100 Send’ﬂs;preﬂq;;"'-.., ma e V 192.168.0.200
fa e R LT
€t the c‘qcﬁ’#""ﬂﬂ 9

Attacker
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Blind Hijacking

The attacker can inject the malicious data or commands into the intercepted
communications in the TCP session even if the source-routing is disabled

Al :......:= -i': | .

The attacker can send the data or comments but has no access to see the response

Sends a request

to the server : Attacker

: intercepts Server

: the request

AEEAE -« RS
muunl P -

Atta n:ker
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MIiTM Attack Using Forged ICMP
and ARP Spoofing

In this attack, the packet sniffer is used as an interface between the client and the server

ARP spoofing involves fooling the host by broadcasting the ARP request and changing its
ARP tables by sending the forged ARP replies

The packets between the client and the server are routed through the hijacker’s host by
using two techniques

Using Address Resolution

Using Forged Internet
9 g Protocol (ARP) Spoofing

Control Message Protocol (ICMP)

It is an extension of IP ARP is used to map the
to send error messages network layer
where the attacker can addresses (IP address)
send messages to fool = to link layer addresses
the client and the (MAC address)

server
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UDP Hijacking

J A network-level session hijacking where the attacker sends forged server reply to
a victim’s UDP request before the intended server replies to it

- The attacker uses man-in-the-middle attack to intercept server’s response to the
client and sends its own forged reply

Client sends a UDP request

x< ..... ELLLLLL

"eua, UPD response
Client S T Server

Attacker
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Session Hijacking Tool: Zaproxy

y\  The OWASP Zed Attack Proxy (ZAP) is an integrated penetration testing L
;) tool for finding vulnerabilities in web applications {)

i e -
Eile Edil View &nalyse Resod Tooks Onling Help

M| Btancssdmode ) | kol B g =

J i@ Siles Senpls | += Reaponsg Soript Congols

v B ™ it v juGgrboy com | ERECHE SRR
™ Downigads

Intercepting proxy > W Caol_Sut

= me GET ingey imi GET hittp/ fwew. juggyboy . comf WTTPS1.1

N |veader Tedt  [®| |Body. Ted (@

W Hapoinazs ser-Agent: Mozilla/4.@ (compatible; MSIE 6.9; Windows MT 5.8;)

Active scanner  GET ingex Wi fitram: so-cacne

ache-coatral ! no-cache
F W Preyeriabons Content-Type: spplication,x-wew-form-urlencoded
4 W GETindex himi Content-lengths @

Passive scanner ~y g s S

i W GET ndax Rl
Brute force scanner i B _

R Wi R
# GET: ingsx himi

Spider and fuzzer i o Games "
i ._.;-_Fu::n_!.' | J_‘_aram!_,_ = !f:ns_e§sucns: ; z_g-s.me:zuas 5 | ._.'_' }Hehﬂp_-:ma e l_lﬂ\.'f ﬂtl:ﬂ:!l L. D-.n_:ml |
Port scanner | S History | % Search | 3 BreakPoints J Toaerts | N acwesScan | 8 Spider # ' Forcad Browse
Site. | Wi jupyboy com:B - I L . 3% Cwirent Scans: 1 | URle Found: 895
% g I
Dynamic SSL certificates Processsd | Memhod | LRI Fiage

OET e gyt G2 SEED
OET i v . o’
API GET R e v i gy D, Cominoe e
it i jegyboy. comiabout_medndex: nimi
Iz ifwr e gEytoy. coms s feidindes: il

Beanshell integration T Curentorans 2 0 W1 20 B0 G0 %o

https://www.owasp.org
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Session Hijacking Tools:

C|EH

Burp Suite and JHijack ol s v

Burp Suite

Burp suite allows the attacker to inspect and
modify traffic between the browser and the
target application

It analyzes all kinds of content, with automatic
colorizing of request and response syntax

bt o iz

JHijack

B A Java hijacking tool for web application
session security assessment

B A simple Java Fuzzer mainly used for numeric
session hijacking and parameter
enumeration

B s LALL PRI PRSP RE L o L]
4. L Foaren |Shed & Leagh | M ype
LR ERER L LT ] 0 W
0 S ep-L b e i
FeER T e s b b
et SeFaidr i

VT

-

Sample Jejach w7 hain - bigovpelip net
M Lgve Resilin Sawr Coafign Betad Coang Nie ThgenE Coehg | e Clear Conguis A
Ceanole Dulpst
lost  hitpciyeko nedtmpdestresom ce.php
Tne: Moo Oce 13 445 bid POT A4

Palamale Paytoad Haluw  Leaglh e prracaw

WEARD B ERL PG T 4l e
WEARD k G012 403 408
WEAKDD 12} GEFMOMIE 403 408
WEARD A1 408

Lt 0 OF W 20E B AASCNRE O ECHRSFES TTR0A T Wt ww Afri  ane

Farams

Ty

LRLTE TS

HackDale & Humenic
Ramngu:

Rasult:

hitp://portswigger.net http://fhijack.sourceforge.net
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Session Hijacking Tools

Surf Jack . Cookie Cadger

https:/ffcode. google.com \ > https:fwwnwcookiecadger.com

Ettercap Firesheep
http:/fettercap. github.io http:/feodebutler. github.io

TamperlE | CookieCatcher
http/Swanw, bayden.com ] https:/fgithub.com

Perlack | T-sight

http:/fpacketstormsecurity.org http:/fuwww. engarde. com

WhatsUp Gold Engineer's
Toolkit

http:/fwanw whotsupgold. com

sslstrip
https:/fpypi.python.org

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Session Hijacking Tools for Mobile: clEH
DroidSheep and DroidSniff i o

DroidSheep DroidSniff

J DroidSheep is a simple Android tool for web J  DroidSniff is an Android app for security
session hijacking (sidejacking) analysis in wireless networks and capturing
Facebook, Twitter, Linkedin, and other

d It listens for HTTP packets sent via a wireless
accounts

(802.11) network connection and extracts the
session IDs from these packets
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Module Flow CIEH

Coriifbed B Ethical Hachar

Session Hijacking Application Level
Concepts Session Hijacking

Network Level Session Hijacking
Session Hijacking Tools

Countermeasures 6 Penetration Testing
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Session Hijacking Detection cleH
Methods il i

Detection Method

101010

4 010101
I lmv
— i
-

Using Packet Intrusion Detection
Sniffing Software ~ Systems (IDS)

Intrusion Prevention
Systems (IPS)
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HaCkRhInO-TeaM

YOuR SeCuiTy iS NOt EnOUgh
wE FrEE t0 FIY

Protecting against Session
Hijacking

Ensure data in transit is
encrypted and implement
defense-in-depth
mechanism

Implement timeout() to
destroy the session when
expired

Use strong authentication
(like Kerberos) or peer-to-
peer VPN's

Pass the authentication
cookies over HTTPS
connection

Use string or long random
number as a session key

Do not transport
session ID in query string

Configure the
appropriate internal
and external spoof
rules on gateways

Implement the log-out

functionality for user -{

to end the session

Use different user
name and passwords
for different accounts

Use =switches rather
than hubs and limit
incoming connections

Use IDS products or
ARPwatch for monitoring
ARP cache poisoning

HaCkRhIn0O-TeaM

Generate the session ID
after successful login and
accept session IDs
generated by server only

Educate the employees
and minimize remote
access

Ensure client-side and
server-side protection
software are in active
state and up to date

Use encrypted protocols
that are available at
OpenS5H suite
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Methods to Prevent Session Hijacking:
To be Followed by Web Developers

Create session keys with lengthy strings or random number so that it is difficult
for an attacker to guess a valid session key

Regenerate the session ID after a successful login to prevent session fixation
attack

Encrypt the data and session key that is transferred between the user and the
web servers

Expire the session as soon as the user logs out

Prevent Eavesdropping within the network

& Reduce the life span of a session or a cookie
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Methods to Prevent Session Hijacking:
To be Followed by Web Users

o Do not click on the links that are received through mails or IMs

o Use firewalls to prevent the malicious content from entering the network

o Use firewall and browser settings to restrict cookies

o Make sure that the wehsite is certified by the certifying authorities

o Make sure you clear history, offline content, and cookies from your browser

after every confidential and sensitive transaction

Prefer https, a secure transmission, rather than http when transmitting
sensitive and confidential data

browser

o Logout from the browser by clicking on logout button instead of closing the
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prroaches Vulnerahle to Sessmn c E T
Hl]ackmg and th"i-:-ir Preventatwe Solutions

fmlrh.l Eshical Macker

OpenSSH or ssh It sends encrypted data and makes it difficult for attacker to send the

i o (Secure Shell) correctly encrypted data if session is hijacked

FTP sFTP It reduces the chances of successful hijacking

SSL (Secure Socket

It reduces the chances of successful hijacking
Layer)

IP IPSec It prevents hijacking by securing IP communications

Any Remote VPN Implementing encrypted VPN such as PPTP, L2PT, IPSec, etc. for remote
Connection connection prevents session hijacking

SMB (Server
Message Block)

It improves the security of the SMB protocol and reduces the chances of

SMB signi
signing session hijacking

Hub Network Switch Network It mitigates the risk of ARP spoofing and other session hijacking attacks
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IPSec is a protocol suite developed by the IETF for securing IP
communications by authenticating and encrypting each IP packet
of a communication session

It is deployed widely to implement virtual private networks
(VPNs) and for remote user access through dial-up connection to
private networks

Benefits

rk-level peer authentication
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|| Psec Rxchitecture [ CJEN

fmlrl-l Eshical Macker

v v
IPsec Domain of
Interpretation (DOI)
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Components of IPsec

IPsec driver

A software, that performs protocol-level functions that are required to encrypt and
decrypt the packets

Internet Key Exchange (IKE)

IPsec protocol that produces security keys for IPsec and other protocols

Internet Security Association Key Management Protocol

Software that allows two computers to communicate by encrypting the data that is
exchanged between them

S

Oakley

A protocol, which uses the Diffie-Hellman algorithm to create master key, and a key
that is specific to each session in IPsec data transfer

IPsec Policy Agent

A service of the Windows 2000, collects IPsec policy settings from the active

directory and sets the configuration to the system at start up
|
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Module Flow CIEH

Coriifbed B Ethical Hachar

Session Hijacking Application Level
Concepts Session Hijacking

Network Level Session Hijacking
Session Hijacking Tools

Countermeasures Penetration Testing
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Session Hijacking Pen Testing

Sniff session traffic between two
machines using tools such as
Wireshark, Capsa Metwork
Anzlyzer, Windump, etc.

Use proxy server trojans which
changes the proxy settings in the
victim's browser

Use automated tools such as
OWASP Zed Attack Proxy, Burp
suite, JHijack, etc. to hijack
sessions

Crack the session ID if it is URL
encoded, HTML encoded, Unicode

encoded, Baseb4 encoded, or Hex
Encoded
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Session Hijacking Pen Testing
(Cont’d)

Brute force session IDs with possible range of values for the session ID
limited, until the correct session 1D is found
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. Module Summary

In session hijacking, an attacker relies on the legitimate user to

connect and authenticate, and will then take over the session

In a spoofing attack, the attacker pretends to be another user or machine to gain
access

Successful session hijacking is difficult and is only possible when a number of factors
are under the attacker's control

Session hijacking can be active or passive in nature depending on the degree of
involvement of the attacker

By attacking the network-level sessions, the attacker gathers some critical information
that is used to attack the application-level sessions

A variety of tools exist to aid the attacker in perpetrating a session hijack

Session hijacking could be dangerous, and therefore, there is a need for implementing
strict countermeasures
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