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Market Survey 2014: The Year
of Encryption

60% of those survey said that Edward

Snowden revelations have made them more
aware of data security

Among the 60%, approximately 70%
have been directly influenced to look at
new data security systems

94% of people looking to invest in

new systems are specifically examining
secure (encryption) electronic data
security systems

Only 17 % of those surveyed said their

existing secure information sharing
system was easy to use

C|EH
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1 00% of those not interested in security
systems admitted to regularly sharing
sensitive/ confidential data with external
third parties

over 2/3 of people felt that government
certification combined with ease of use
would be deciding factors when selecting a
data security solution

One in two people now perceive

the Cloud to be less secure as result of
Snowden

One third ofthose surveyed were

not that upcoming EU DPA reforms would
impact the way they or their organization
handles and protects data

hittp:/fwww. egress.com
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Case Study: Heartbleed

Heartbleed is a security flaw in the OpenssL
cryptographic software library, which allows data
traversal over SSL/TLS in plain-text

Heartbleed exploits a built-in feature of Open55L
called heartbeat

Attackers exploit this vulnerability to get information
such as OpensSL private keys, OpenSSL secondary
keys, up to 64kb of memory from the affected server,
usernames and passwords, stc.

—

Versions of OpenSsL affected by Heartbleed include
1.0.1to 1.0.1f

Updating OpensSsl to version 1.0.1g or higher resolves
the vulnerability

rootroot =
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Case Study: Poodlebleed

. Poodlebleed (Padding Oracle On Downgraded Legacy Encryption)
Is a security vulnerability in the design of SSL 3.0

J Attacker exploits this vulnerability to decrypt ciphertext in transit
between a server and a browser, by means of padding oracle
side-channel attack

J Countermeasures:

2 Completely disable SSL 3.0 on the client side
and the server side

2 Implement anti-POODLE record splitting

https-//poodleblecd. com
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Module Objectives

Understanding Cryptography Understanding Email Encryption

Concepts

Understanding Disk Encryption
Overview of Encryption Algorithms
Cryptography Tools Understanding Cryptography
Attacks
Understanding Public Key
Infrastructure (PKI) Cryptanalysis Tools
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IModule Flow

Public Key
Infrastructure

(PKI)

Cryptography Encryption Cryptography
Concepts Algorithms Tools

Email Disk Cryptography Cryptanalysis
Encryption Encryption Attacks Tools
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Cryptography

Cryptography is the conversion of data into a scrambled

code that is decrypted and sent across a private or public
network

Cryptography is used to protect confidential data such as
email messages, chat sessions, web transactions, personal
data, corporate data, e-commerce applications, etc.

Objectives
) Confidentiality - Authentication

J Integrity - Non-repudiation

Encryption

Plaintext Ciphertext Ciphertext Plaintext
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Types of Cryptography m

Symmetric Encryption

: : Encryption Drecryption
Symmetric encryption (secret-key,

- o z o Dear John, | _'} Guuihifhofnk ! ) Dear lohn,
shared-key, and private-key) uses i o g i 5] | i cistnadlen s o s
the same key for encryption as it mlmieb - Mikedaien . AJE ntombes

: 7974392830 gatg*] | 7974392830
does for decryption

Plain text Cipher text Plain text

M6 ®

v Asymmetric Encryption -

Asymmetric encryption (public- RIS
key) uses different encryption ﬁ_ar_lohn-m ) Skt £ ik

i is is my i / is is my
keys for encryption and number ' Nkicimim A/C number

: 7974392830 g (*) | 7574392830
decryption. These keys are known
as public and private keys Plain text Cipher text Plain text
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Government Access to Keys (GAK)

Government Access to Keys means that software companies will give copies of all keys, (or
at least enough of the key that the remainder could he cracked) to the government

The government promises that they will hold on to the keys in a secure way, and will only use
them when a court issues a warrant to do so

To the government, this issue is similar to the ability to wiretap phones

Cryptographic Key
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IModule Flow

Public Key
Infrastructure

(PKI)

Cryptography Encryption Cryptography
Concepts Algorithms Tools

Email Disk Cryptography Cryptanalysis
Encryption Encryption Attacks Tools
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Ciphers

v Substitution
cipher

A block of plaintext is
replaced with ciphertext

v Transposition
cipher

The letters of the plaintext
are shifted about to form

the cryptogram

HaCkRhInO-TeaM
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Ciphers are algorithms used to
encrypt or decrypt the data

Based on the
type of key used V

PR AL UL TL LT Based on thE
Private Key ¥ type ofinput data
Same key is used for -
encryption and decryption 4 Block Cipher
. s, Encrypts block of data of
Public Key ' fhed
Two different keys are
used for encryption and

decryption Encrypts continuous
streams of data

Stream Cipher

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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The algorithm is designed to encipher and decipher blocks of data consisting
of 64 bits under control of a 56-bit key

DES is the archetypal block cipher — an algorithm that takes a fixed-length
string of plaintext bits and transforms it into a ciphertext bitstring of the
same length

Due to the inherent weakness of DES with today's technologies, some
organizations repeat the process three times (3DES) for added strength,
until they can afford to update their equipment to AES capabilities

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Advanced Encryption Standard
(AES)

AES is a symmetric-key algorithm for
securing sensitive but unclassified
material by U.S. government agencies

AES is an iterated block cipher, which
works by repeating the same operation
multiple times

It has a 128-bit block size, with key sizes
of 128, 192, and 256 bits, respectively for
AES-128, AES-192, and AES-256

C|EH
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AES Pseudocode

Cipher (byte in[4*Nb], byte ocut[4*Nb],
word w[Nb* (Nr+1)])
begin

byte state[d4,Hb]
state = in
AddRoundFey (state, w)
for round = 1 step 1 to Nr-1
SubBytes (state)
ShiftRows (state)
MixColumns (state)
AddRoundEey (state, w+round*Hb)
end for
SubBytes (state)
ShiftRows (state)
AddRoundFey (state, w+Hr*HNb)
out = state

end

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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RC4, RC5, RC6 Algorithms

RCS5 Algorithm
A variable key size stream cipher with byte- l
oriented operations, and is based on the use a5
of a random permutation 1 2

E

— ¢ —
+
dk
mE

It is a parameterized algorithm with a variable
block size, a variable key size, and a variable
number of rounds. The key size is 128-bits

RC6 is a symmetric key block cipher derived from
RCS with two additional features:

& Uses Integer multiplication

8 Uses four 4-bit working registers (RC5 uses two 2-bit registers)

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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The DSA and Related Signature
Schemes

Digital Signature Algorithm Digital Signature

FIPS 186-2 specifies the Digital Signature The digital signature is computed using
Algorithm (DSA) that may be used in the a set of rules (i.e., the DSA) and a set
generation and verification of digital of parameters such that the identity of
signatures for sensitive, unclassified the signatory and integrity of the data
applications can be verified

Each entity creates a public key and corresponding private key

1. Select a prime number g such that 21°° < g < 2180
2. Choosetsothat0<t<8

. Select a prime number p such that 2311#8 < p < 2312463 \ith the additional
property that g divides (p-1) Illl iy

. Select a generator a of the unique cyclic group of order g in Z*p @ q?
. To compute @, select an element g in Z*, and compute g*%/4 mod p AT\
. If @ =1, perform step five again with a different g

. Selectarandomasuchthatl<a<g-1

. Compute y = a” mod p The public key is [p, g, @, y). The private key is a.

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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RSA (Rivest Shamir Adleman) @

RSA is an Internet encryption and authentiaa_:ﬁ"
system that uses an algorithm developed by Rol
Rivest, Adi Shamir, and Leonard Adleman

RSA encryption is widely used and is one of the de-
facto encryption standard

It uses modular arithmetic and elementary number
theories to perform computations using two large prime
numbers

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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The RSA Signature Scheme

Algorithm Key generation for the RSA signature scheme

SUMMARY: each entity creates an RSA public key and a comesponding private key.
Each entity A should do the following:
1. Generate two large distinet random primes p and ¢, each roughly the same size.
cCompute e = pgand ¢ = (p— 1){qg - 1).

Select a random integer e, 1 < £ < ¢, such that gedie, ) = 1.

Use the extended Enclidean algorithm (Algorithm 2.107) te compute the unique in-

tegerd, | < d < & such thated = | (mod )

A’s public kev is (n, e): A's private key is d.

Algorithm HSA sigrdiure gemsraion and vernicaion

SUMMARY: enfity A signs a message m € M. Any entity F can verify A's signature and
recover the message m from the signature,
1. Signature genevation. Entity A should do the following:
(a) Cowpute rin = Rim), an mteger in the range (0, n — |
(b) Compure g = 7
() A’z zsignanwe for m is £

el 72

2. Verification. To verify A’s signamire 2 and recover the message m. B should:
(a) Obtain A's authentic public key (n, )
(T {"t:qll!mh: i = &% mod n
(c) Venfy that it = M poaf not, reject he signalure
(d) Recoverm = R—'{m).
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Example of RSA Algorithm m

first prime number (destroy this after computing E and D)
= second prime number (destroy this after computing E and D)
FQ modulus (give this to others)
E puklic exponent {(give this to others)
D 2753 private exponent (keep this secret!)

Your public key is (E,PQ).
Your private key is D.

The encryption function is: encrypt(T) = (T"E) mod PQ
= (T*17) mod 3233

The decryption function is: decrypt(C) = (C*D) mod PQ
= (¢*2753) mod 3233

To encrypt the plaintext walue 123, do this:

encrypt{(123) = (123°17) mod 3233
337658791744665371559659295881 7679803 mod 3233
= BE&L

To decrypt the cipher text wvalue 855, do this:

decrypt {(855) = (B55*2753) mod 3233
= 123

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Message Digest (One
Functions

* ‘g' » a14092af9468b938569584e5b8d8d30Ta
Q

Document Message Digest Function Hash Value

Hash functions calculate a unique fixed-size bit string representation H # H
called a message digest of any arbitrary block of information P 7
[ ——

If any given bit of the function's input is changed, every output bit has
a 50 percent chance of changing

It is computationally infeasible to have two files with the same
message digest value

Mote: Message digests are also called one-way bash functions because they cannot be reversed

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Message Digest Function: MD5 (|EH
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% -+ : %
F’F“ . E ‘ ‘l‘.'l'-liil"l""n.-

MDS5 algorithm takes
a message of arbitrary
length as input and
outputs a 128-bit
fingerprint or message
digest of the input

O),

MD5 Algorithm

v

It is still deployed for
digital signature
applications, file integrity
Quick Checksum Verifier jdre checking and storing
Cakculate Checksum passwords
Alparhm:  HD5 [Meseage-Digest Abgonlim)
Patf: | Cofllsers/Raj/Dediibop robobs bl

_FodsBIcaIuETe 0BCI Bk chic 3 atks

ChieCsun

Quick Checksum Verifier

hitp://www.bitdreamers.com v
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Secure Hashing Algorithm (SHA) m

It is an algorithm for generating cryptographically secure one-way hash, published by the
National Institute of Standards and Technology as a U.S. Federal Information Processing
Standard

It produces a 160-bit digest from a message with a maximum length
of (264 - 1) bits, and resembles the MD5 algorithm

It is a family of two similar hash functions, with different block sizes,
namely SHA-256 that uses 32-bit words and SHA-512 that uses 64-hit
words

SHA-3 uses the sponge construction in which message blocks are
XORed into the initial bits of the state, which is then invertibly
permuted

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




What is SSH (Secure Shell)?

SSH is a secure replacement for telnet and the Berkeley remote-utilities (rlogin, rsh, rcp, and rdist)

It provides an encrypted channel for remote logging, command execution and file transfers

Provides strong host-to-host and user authentication, and secure communication over an insecure
Internet

=]
_ r....q' |
[ ey

X
| TCP | “ c TCP ‘

Microsoft or UNIX client SSH Tunnel MS or UNIX server

Mote: SSH2 is a more secure, efficient, and portable version of 55H that includes SFTP, an 55H2 tunneled FTP

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




IModule Flow

Public Key
Infrastructure

(PKI)

Cryptography Encryption Cryptography
Concepts Algorithms Tools

Email Disk Cryptography Cryptanalysis
Encryption Encryption Attacks Tools
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IMIDS Hash Calculators: HashCalc, ClEH
MDS5 Calculator and HashMyvFiles g s

File Tools Help
DataFomat:  Data
| File ;‘ lC.'\nga‘am Filess [x86)\H azhiCalctPeadMe bt Fie Mame
Key Format: Ky £ \Jsers O Desktop’ Sensnfo b
HMAC [Text snng ~]

MO Digest

MD4 [ | Uppercase

SHAT [27bc2eb5e31 50117782167 23961191 fdch

SHAZSE  [22b395ch7c5Ba3cAd062%1 B5efbTbb237b07da6Ecd2 1

SHAZ3Y |

SHAS1Z | http.//www.bullzip.com

RIPEMD160 F'.EII ZEcefdafcbbEB5eti487 cBbac 764 243d5d 3de

T PANAMA f e Edn Vicw Opsons  Help
r BORD| B @R uR
TIGER l Fadnamne ki §HaI s AT GBS
T S EEAOE A Y terzrzkd ML TEHASETN. . Hab Rl TS £t BITONFT.  BaES bideiloski ned1 T1408aBRT IR
MD2 Er&aec1aﬁhaeearicﬁﬁmzmzmm3 i Gl e | e - Sy e Lt e
ADLER3Z | Mpwdloidecs  bebecTdal 15 ool SRHMBGTTIRL. ARV
Tt Hashipe Rt s TR EORCH.. R BT . Wesc5H ST iibdalbaTil.  Wbbideadcilc..

CRC32 Eﬁaib&d'ﬂS = (PRI e TR (T P EE TN N BTN R ST T TR

e Dul-viadaws. AT RATT VR LW 3¢ T b e #RNGEC JAHTEAT YR e SN TS0 ArSIT I a3Sd e

d:lo-"llw.-u'f

SlavasSaft

M 2o Froviware. ik Perwer b 30 el

hitp:/www.slovasofi.com hittp:/fwww.nirsoft.net
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Hash Calculators for Mobile: VIDS Hash
Calculator, Hash Droid, and Hash Calculator

MD5 Hash Calculator

¢ =l B © 01:35

MD5 Hash Calculator

Input string:

EHEIID Android

MD5 hash;
afd395fa40718d4df0d3afb4bad 3a0b

Copy

A Help translate into your language
& Online MDS5 Hash Calculator

~) Developer: ChromeFans.org

& Follaw me: BerEBEl%S

Hash Droid

’5.:' Hash Droid

HASH A o COMPARE
TEXT HASH A FILE HASHES

Select a hash

MD5

/sdcard/download/update-
cm-7.0.0-NS-signed.zip

Result In upper case

Calculate

2191 252a49c T 5el B6baltda35954

Copy checksum to t:_iiﬁhaq{d

Hash Calculator

. Hash Calculator
Hash MD5

Jstorage/sdcardd/hash_calculator/
file1.hin

Checksum

JEGBY0Z 1 DETFOGEEEIIGDE] TODE46416

¥ Uppercase |_[:] Calculate

Compare

chacksum Compare file

EH.WN

https://play.google.com

http://mdScalculator.chromefans.org https://play.google.com
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Encryption Package 2014
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B Advanced Encryption Package 2014 file encryption software supports symmetric and asymmetric encryption

ddvanced Encrppfon FPackags 201 8 v5 580 Tral Yesson || I:I'!H" ¥ s snced Encrppbion Fackags 501 & +5 510 - Trial'Ye pion
| D EHal Dptions Joch el E¥al Qolies Jooh Usb

[ e | Gocrypl | ke

[P (20 oF 18]

Frres

PO OO OO
Rl ;

Ngeithen:

nE 1eHitkey W
Pack fie, thin erypt

Sourpe Ples

[ Dt @ ey ypaon

Lo
[ mERosse 19 Criptography Lad 03 - Basic Dats Encryping Using Advarced .. [ DeicEssy
Sample Sacy. aep [113 H] = Sample dec [0 E] Sarvpl oy [ B] = Sermphe geoe. sip (113 8]
A Do Precessed 1 fles. Succeeded: 1. Faled: 0 B B Sore. Processed 1 Ses. Succeeded: 1. Palec: 0
& Processed 213 B. Averape spesd: 2138/ B Prooessed 08, Average speed: O Bjs

hup://www.deppro.com
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Cryptography Tool: BCTextEncoder

K B - oES -1 BCTextEncoder

 File Edit Key Options Help encrypts

B E HETd a g ' confidential text in
| your message
Decoded plan text: 2438

It uses strong and
approved symmetric
and public key
algorithms for data
encryption

It uses public key
Encoded text: 796 8 encryption methods

~—--BEGIN ENCODED MESSAGE —-- as well as password-
Versoon: BCTextEncoder Utlity v. 1.01.1 A
based encryption

WySECQMC 285k taXsz6hgRAIN LE0DXRY fizzr TERENchT fingyv ZIWKOUS +/+111

OpBMxCINYPORINAG +RKW oP algBm JBT vil Vg SXgkrh UM SReCrn8W s JIFSEmmiZ g

tpVick 1ba JShBDOXCOVMGOYVIBKYpo feCmDHS9 SPL 3ekS 2SUhgvkoSogScOYiB08 ®

FNaph IV 1Sy A8 7 35hStr ZHr +a8G TY TVOhpEZ9bLcObDhgVFBg fr fi Q430 Shv |
Q3CSnugyT WgoELf4fvigme I:,--H-..I "
—=~END ENCODED MESSAGE -~ /

B

http://www.jetico.com -‘
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Cryptography Tools

AutoKrypt i NCrypt XL

http:/fwnw. hiteksoftware.com F; = http:/fuwwwelittlelite. net

Cryptainer LE Free cerypt

Encryption Software _ U N——
http/ S wanwe. cypherix. com

Steganos LockNote ) WinAES

https: v steganos. com 4 http:/fatlyz.com

AxCrypt . EncryptOnClick

http: S wanw. axantum.com http:/fwnwnw, 2brightsparks. com

CryptoForge " GNU Privacy Guard

httpe/fwanw, cryptoforge. com http:/fuwww.gnupg.org
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Cryptography Tools for Mobile: Secret Space
Encryptor, CryptoSymm, and Cipher Sender

Secret Space Encryptor CryptoSymm Cipher Sender

File/DirEncryptor Otfer Utfe Input File
Dutput Folder

Output File Mame

http://www.paranoiaworks.mobi hreps://play.google.com https://play.google.com
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IModule Flow

Public Key
Infrastructure

(PKI)

Cryptography Encryption Cryptography
Concepts Algorithms Tools

Email Disk Cryptography Cryptanalysis
Encryption Encryption Attacks Tools
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Public Key Infrastructure (PKI) m

Public Key Infrastructure (PKI) is a set of hardware, software, people, policies, and procedures required
to create, manage, distribute, use, store, and revoke digital certificates

Components of PKI

Certificate Management System Certificate Authority (CA)

Generates, distributes, stores, and Issues and verifies digital
verifies certificates certificates

Digital Certificates End User

Establishes credentials of a person Requests, manages, and uses
when doing online transactions certificates

Validation Authority (VA) Registration Authority (RA)

Stores certificates (with their public Acts as the verifier for the certificate
keys) authority

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Public Key Infrastructure (PKI)

(Cont’d)

Certification 111 A Validation

Autherity {CA ol i W4 Authority (VA)
" jU._L.J__ VL e

Request for Lssang -q'

certificate ': e

=

Public Key

) : : - : : : Determined
Registration Public Key P : Determine

“

' N
Authority {RA) \‘\y’ : Certificate I". : Result
" : b E

User applies for
issuing certificate

Message with digital signature
and copy of public key certificate

: - # Validation of electronic signature
Publickey <==__lJ i
® Enguires about public key certificate

Private Key C—"= | validity to validation authority
L
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Certification Authorities

Contact U = 1-BEE434-2081
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Signed Certificate (CA) Vs.

C|EH

Self Signed Certificate el i

Signed Certificate

User approaches a trustworthy Certification Authority
(CA) and purchases digital certificate

User gets the public key from the CA, he signs the
document using it

The signed document is delivered to the receiver

The receiver can verify the certificate by enguiring in
Validation Authority (VA)

VA verifies the certificate to the receiver but it does not
share private key

Self-signed Certificate

User creates public and private keys using a tool
such as Adobe Reader, Java's keytool, Apple's
Keychain, etc.

User uses public key to sign the document

The self-signed decument is delivered to the
receiver

The receiver request the user for his private key

User shares the private key with the receiver

Publizhes the private key ‘i

G ..9--".-"”.--."..---.-."-}.
certification l.-'r.li;-]-;tiun
nu:hurit',."[l:.t.] Authority (va)
*e ol
Purchases & = :
digital =
certifiate =

= Public certificate = the

- Eniquires the E Werifies
- Key

Document is signed

using the public key Receiver

Uses certificate creation tools to
create public and private keys

Private Key

Sends request for *
the private key * = Receives private

o ,@,te]rfnrveriﬁﬁtinrl
H.......a..a.u...n.u.uu}

DO wrsat ia aigoeed
using the public key Receiver
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Digital Signature

Digital signature used asymmetric cryptography to simulate the security properties of a
signature in digital, rather than written form

A digital signature may be further protected, by encrypting the signed email for confidentiality

Append the signed hash

code to message

Confidentinl Sender signs hash code
Information using his PRIVATE key

Deorypt message using
one-time symmetric key

T

Encrypt messsge using Enicrypt the symmetric key using : Regipient decrypt ane-ime symmetric
one-time symmetric key recipient's PUBLIC key . key using his PRIVATE key

DELIVER v ' [ Rehash the

message and

: G compare it with
Wi rssnsasinraanasssrsannset : the hash value
2 1 i attached with

Mail zlectronic envelopes to Unlock the hash value using 1 the mail
the recipisnt sender's PUBLIC key

S
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SSL (Secure Sockets Layer) m

A SSLis an application layer protocol developed by Netscape for managing the security of a message
transmission on the Internet

It uses RSA asymmetric (public key) encryption to encrypt data transferred over SSL connections

Client Hello message (includes 551 version, randomly generated data, encryption algorithms,
session 1D, key exchange algorithms, compression algorithms, and MAC algorithms)

Determines the 551 version and encryption algorithms to he used for the communication;
sends Server Hello message (Session 1D} and Certificate message (local certificate)

T R R
"
=

M
=
=
]
-
-
]

<

v
Sends a Server Hello Done message

{Il IR R R R R R R R R R R R R R R R R R R R R L

Verifies the Digital certificate; generates a random premaster secret (Encrypted with
o server's public key) and sends Client Key Exchange message with the premaster secret

A
9 Sends a Change Cipher Spec message and also sends Finished message (hash of handshake message) .

Hash value is calculated for the exchanged handshake messages and then compared to the hash value
received from the client; If the two match, the key and dpher suite negotiation succeeds. Sends a :
Change Cipher Spec message and also sends Finished message (hash of handshake message) -

-

EN NI EEI NN RSN LTIl EEmEEEEEEE EEEEEEEEEE EESEEEEEEEEEEEEEE EsEEEEE FEEEEEEEEEEE S EEEEEEE EE NSRS NN N RS EEEE O

0'
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Transport Layer Security (TLS) | C|EH

Coriifbed B Ethical Hachar

J TLS is a protocol to establish a secure connection between a client and a server
and ensure privacy and integrity of information during transmission

J It uses the RSA algorithm with 1024 and 2048 bit strengths

TLS Handshake Protocol . [
A

Ey]
It allows the client and server to authenticate each other, -\ o
select encryption algorithm, and exchange symmetric key Client Hello | «..... Hello Server

. e, Server Certificate
prior to data exchange e i Lo

Client Certificate «=* | Certificate Request
Client key exchange | #.-- ; Server Hello Done

Certification verify

[Change Cipher Spec] |™°

TLS Record Protocol Client Finished Message [Change Cipher Spec]

Server Finished Message

It provides secured connections with an encryption
method such as Data Encryption Standard (DES) Handshake Protocal

Record Protocol

App,li‘:ati,u,n Data -{- ---------------------- } App!imﬁu“ Data
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Cryptography Toolkit: OpenSSL

OpenSSL is an open source cryptography toolkit implementing the Secure Sockets Layer (SSL v2/v3) and
Transport Layer Security (TLS v1) network protocols and related cryptography standards required by them

The openss| program is a command line tool for using the various cryptography functions of OpenSSl's

crypto library from the shell

OpenSSL can be used for:

# Creation and management of private keys,
public keys and parameters

Public key cryptographic operations

Creation of X.509 certificates, CSRs and CRLs
Calculation of Message Digests

Encryption and Decryption with Ciphers
SSL/TLS Client and Server Tests

Handling of S/MIME signed or encrypted mail

Time Stamp requests, generation and
verification

—
—
——
—
—
——
-
——
—
e
.
—
-

=i

-_'":,r.- Setup - DpenSSL

Celect Start Menu Folder
Whese should Setup place lhe program's shoteouls?

Selact the Start Merwu folder @ which you would ke Setup to create the progam's
shorboute, then chck Next

[Dpecssi

ACcassones
Adrmiricratve Tools
L3 ames
Graphics
Irfesret

ISC

Macroeolt Othce
Multimedia
Muclear Yision
Palm Daskiop
Prawwasmenini

< Back Mext »

mrps.f,;‘ WWW. 0pensst.org
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Cryptography Toolkit: Keyczar

Keyczar is an open source
cryptographic toolkit designed to
make it easier and safer for
developers to use cryptography in
their applications

It supports authentication and
encryption with both symmetric
and asymmetric keys

http:/fwww keyczar.org

Features

Key rotation and versioning

Safe default algorithms, modes, and

key lengths

Automated generation of initialization
vectors and ciphertext signatures

Java, Python, and C++ implementations

International support in Java
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Pretty Good Privacy (PGP) m

Pretty Good Privacy PGP Encryption PGP Decryption
3

d PGP (Pretty Good Privacy) is 4
a protocol used to encrypt
and decrypt data that
provides authentication and

Generate
- Random Key

2 Encrypted Message ¥
' GSkAOQK4IFPD2Zh

Random Key ";'i Td7YuEkLg930d0

Data
cryptographic privacy ‘ ’ .

PGP is often used for data Encrypted Key
Encrypted

EDITIFIF‘ESSFDI"I, digital signing, Encrypt data USINg receiver Decrypt using
: . 3 d |
encryption and decryption ke

key y . ‘ i -
: . ¢ \ 4 private key
of messages, emails, files, \\ Dk, 2 e
directories, and to enhance vy s . y
privacy of email

communications A

public key ] : receiver’s

G5kAQKASTPD2h
—— = Random Key

PGP combines the best -~ ) YTTEREION : ;

features of both i HRes B fe» R;E;:EE?

conventional and public key \ ™

cryptography and is

therefore known as hybrid

cryptosystem

ﬁ
Encrypted Message
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Disk Encryption

Privacy

Confidentiality

Disk encryption protects confidentiality of the data
stored on disk by converting it into an unreadable
code using disk encryption software or hardware

Passphrase

Hidden Volumes

Encryption

Disk encryption works in a similar way as text
message encryption and protects data even when
the OS not active

Veolume Encryption

. Blue Ray
Protection

With the use of an encryption program for your disk,
you can safeguard any information to burn onto the
disk, and keep it from falling into the wrong hands
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Disk: Encryptzon Tools Symantec Drwe c E H
Encryptmn and GﬂlSnft Full Dlsk Encrvptmn it

Euhieal  Mackior

Symantec Drive Encryption GiliSoft Full Disk Encryption

4 Symantec Drive Encryption provides full disk - 2 GiliSoft Full Disk Encryption's offers encryption of all
encryption for all data (user files, swap files, system : disk partitions, including the system partition

files, hidden ﬁle_s, etc.) on desktops, laptops, and d It provides automatic security for all information on
s o endpoint hard drives, including user data, operating

d It protects data from unauthorized access system files and temporary and erased files

ug Rl T T3 = o g_“ -
u. 3 e i e ST T il L e S e ) Gilisoft Full Disk Emr.rp-lml:- 3.1.0 [Tn..*l:l i e v |

? Erarypt Dick or Partition E _i } GikSolt

Hﬂ_mm oos @ Full Disk Encryption

g ok L’M.I-E'Fud[x:l
—"'l..--’ rin i

o 00GE Local Disks] | Remavable Disks

[ Officet
'l.'.-'-' Encrypting the computer’s local dek can ensure that the data wil not beak after the disk o
? compuber is lost. Please select the lkocal dsk you want to encrypt from the following St

Fcisysen)

IF you want to change the password, please complats the enorypbon.

Exit

htip ffwww SYmantec.com hop;, o Www. gti.lsqu'r. com
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Disk Encryption Tools

DriveCrypt _ east-tec SafeBit

httpe v, securstar, com ? http:/fwww. east-tec.com

ShareCrypt DiskCryptor

httpeS S waanwe, securstar. com http:/fdiskcryptor.net

PocketCrypt s alertsec

http:/ wanw. securstar. com ! http:/fwwwalertsec. com

Rohos Disk Encryption Cryptainer LE

http: /S wwaw, rohos. com http:/fwww. cypheriv.com

R-Crypto == DriveCrypt Plus Pack

http /i waaw, r-tt.com [ http:/fwww.securstar.com

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




IModule Flow

Public Key
Infrastructure

(PKI)

Cryptography Encryption Cryptography
Concepts Algorithms Tools

Email Disk Cryptography Cryptanalysis
Encryption Encryption Attacks Tools

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Cryptography Attacks

J Cryptography attacks are based on the assumption that the cryptanalyst has access to the encrypted
information

Ciphertext-only attack

Known-plaintext attack

Chosen - ciphertext attack Rubber hose attack
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Cryptography Attacks

(Cont’d)

Ciphertext-only Attack
Attacker has access to the cipher text; goal of this attack to recover encryption key from the
ciphertext

Adaptive Chosen-plaintext Attack
Attacker makes a series of interactive queries, choosing subsequent plaintexts based on the
information from the previous encryptions

Chosen-plaintext Attack
Attacker defines his own plaintext, feeds it into the cipher, and analyzes the resulting
ciphertext

Known-plaintext Attack
Attacker has knowledge of some part of the plain text; using this information the key used to

generate ciphertext is deduced so as to decipher other messages
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Cryptography Attacks

(Cont’d)

/

Chosen- /

Piohertext Attacker obtains the plaintexts corresponding to an

P Attack arbitrary set of ciphertexts of his own choosing

Extraction of cryptographic secrets (e.g. the password to R::::r

an encrypted file) from a person by coercion or torture  Attack

A generalization of the chosen-text attack

It is based on repeatedly measuring the exact execution
times of modular exponentiation operations
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Code Breaking Methodologies

It involves the use of social engineering techniques to extract
Trickery cryptography keys
and Deceit

Cryptography keys are discovered by trying every possible
combination

A one-time pad contains many non-repeating groups of letters
or number keys, which are chosen randomly

It is the study of the frequency of letters or groups of letters in a

ciphertext (
r JUUH

Frequency It works on the fact that, in any given stretch of written language, certain
Analysis letters and combinations of letters occur with varying frequencies
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Brute-Force Attack

Attack
Scheme

Brute-Force
Attack

Success
Factors

Defeating a cryptographic scheme by trying a large number of
possible keys until the correct encryption key is discovered

' Brute-force attack is a high resource and time intensive process,
however, more certain to achieve results

Success of brute force attack depends on length of the key, time
constraint, and system security mechanisms

S 2K (1 PC. Can be achieved by an
individual)

S 100K (this can be achieved by a
company)

S 1M [Achieved by a huge
organization or a state)

1.4 min 73 days 50 years 10420 years

2 sec 35 hours 1 year 10019 years

3.5 hours 37 days 10418 years

Estimate Time for Successful Brute-force Attack
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Meet-in-the-Middle Attack on clER
Digital Signature Schemes el

) The attack works by encrypting from one end and
decrypting from the other end, thus meeting in the
middle

2 It can be used for forging signatures even on digital
signatures that use multiple-encryption scheme

Encrypted with Y y Intermediate
1% keyl & Ciphertext 1

N .
Encrypted with 9 Intermediate "’ \\ Decrypted with
\“

2 keyl 7 Ciphertext 2

278 key2

- Encryptedwith | % Intermediate "\ Decrypted with . .
lohn 25698 ey -5 CiphEl‘tEHt 256 - ."{'-A.‘ 2580 ey ‘AvBr

Plaintext Ciphertext
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Side Channel Attack CIEH

Side channel attack is a physical attack
performed on a cryptographic device/
cryptosystem to gain sensitive information

Cryptography is generally implemented in
hardware or software which runs on

physical devices such as semi-conductors

These semi-conductor devices include
resistor, transistor and so on

These physical devices are affected by

various environmental factors that include:
power consumption, electro-magnetic field,
light emission, timing and delay, and sound

Coriifbed B Ethical Hachar

In Side Channel attack, an attacker
monitors these channels (environmental
factors) and try to acquire the information
useful for cryptanalysis

The information collected in this process
is termed as side channel information

Side Channel Attacks (SCA) are no way
related to traditional/ theoretical form of
attacks like brute force attack

The concept of SCA is based on the
way, the cryptographic algorithms are
implemented, rather than at the
algorithm itself
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Side Channel Attack - Scenario

Assume that an encrypted data is to be decrypted and displayed a plain text, (//
inside a trusted zone

At the time of decryption in a cryptosystem, physical environmental factors such
as timing, power dissipation etc., acting on the components of a computer are
recorded by an attacker

The attacker analyzes this information in an attempt to gain useful information
for cryptanalysis

B I I NN IE NI NI NI NN IEE IO NEEEEEEEE

SECurlt'f Boundary

Input data Cryptographic €= Output data = -
---------------------- > Operation \ Main” Channel

Ex: Ciphertext EX: Decryption 1/ 4 Ex: Plaintext

()
*sassasamsaEsAEEnan®

pRLALLA L NN E A

| L
R RS NSRS RN EE R R O
[

Unintended "SldE Channel(s)
v
Timing Information "R
Power Dissipation l!i'!—i “\VN

Electromagnetic
Fields Light
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Cryptanalysis Tool: CxypTool

e . s S—— — d CrypTool is a free
File Edit View W Digital Signatures/PKl  Indiv. Procedures  Analysis Options  Windew Help . .
Symemetric (classic) v e-learning program in

Symmetic (modem) ¥ | I— the area of cryptography
Ay " and cryptoanalysis

¥y .

ey Hybnd ¥
CrypTonl 1 cevepeemeprews DES (ECB
cryptography and cryptanalysis offering exter T8

visualizations DES (CBC)...
Triple DES (ECB)... € CrypTool 1 (CT1)
& CrypTool 2 (CT2)
AES (CBC)... Shift « Strg + R & ICrypTool (JCT)
|[!H aWN Tl € CrypTool-Online (CTO)
AES (3l oxirocting): S

Subprojects of CrypToaol:

Triple DES (CBC)...

e A L

s =

o RC2 encryption of <Unnamed1=, key <00> =N R
I Q0000000 14 ja.—

oooooDoc BS
ooocooo1s
7 S 100000024
Encryption / decryption with RC2 L1 G54 PS4 J 000oonz0
ooooon3c
== | 00000048
http://www.cryptool.ora | | 00000054
Qoono0e0
noo0oDec
ooooooD7e

(t CRYPTOOL 20000033

Cryptography for everybody AaNDR Y.
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Cryptanalysis Tools

CryptoBench @ AlphaPeeler

http:/fwww.aoddario.org . http:/falphapeeler.sourceforge.net

Jipher Draft Crypto Analyzer

http:/fcipher.org.uk = http:fwwwe literatecode.com

Ganziia Linear Hull Cryptanalysis of

http:/fganzua.sourceforge.net = ik PRESENT
http:fS v ecrypt.eworg

Crank mediggo

http:/forank. sourceforge.net ’ hitp:/fcode. google. com

EverCrack ' 1 SubCypher

http:/fevercrack.sourceforge. net http:ffwanw.esclepiusiic.com
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Online MDS5 Decryption Tools

MD5 Decrypt A y  OnlineHashCrack.com

http:/fwww. mdSdecrypt.org . http:/fuwwwonlinehasherack.com

b

MD5Cracker ) HashKiller.co.uk

http:/fmdScrock.com | http:/fvwwwhashkiller.co.uk

(®

MD5 Decrypter Md5.My-Addr.com

httpe S wanw. mdSonline.org -— http:/fmds. my-addr.com

&

Hash Cracker E cmd5.org

http: S wanw, hash-cracker.com ] http:/fwww.cmds.org

MD5Decrypter CrackStation

http/wanw,. mdSdecrypter.com https:/ferackstation.net

P I
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Module Summary

e =

Cryptography is the conversion of data into a scrambled code that is
decrypted and sent across a private or public network

Symmetric encryption uses the same key for encryption as it does for decryption and
asymmetric encryption uses different encryption keys for encryption and decryption

Ciphers are algorithms used to encrypt or decrypt the data

Hash functions calculate a unique fixed-size bit string representation called a message digest
of any arbitrary block of information

Public Key Infrastructure (PKI) is a set of hardware, software, people, policies, and procedures
required to create, manage, distribute, use, store, and revoke digital certificates

Digital signature used asymmetric cryptography to simulate the security properties of a
signature in digital, rather than written form

Disk encryption protects confidentiality of the data stored on disk by converting it into an
unreadable code using disk encryption software or hardware

Cryptography attacks are based on the assumption that the cryptanalyst has access to the
encrypted information ;
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