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To tun off Windews Defender, Go to Centrel Panel and select Windews
Defender. In Windows Defender wind: ik on Settings @b, select Real-time
protection from the left pane unacheck Tum eon reaktime protection
{reecemmended) opuon and dick Save changes.

Select Administrater from the left pane, nacheck Tum en this app option, and
k Save changes.
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Lab

A Trojan ir a program that contaims malidous or barmfial code bidden insids
afparet) bermiless frogtammng of datg, enabling it to take over ryrtens control and
Fre i *J?m@z Jich @5 g ihe file aliscation table on @ hard a‘u.- g

T TR T L
IEOH KEY Lab Scenano

et HITP/HTTPS Trojans can bypass any firewall and wodk as kind of a staight

===l HTTP teanel but one that works in reverse. They nze web-based imterfaces and
# Tect your poct B0 to pain access. The exernton of these Trojans mkes place oo the
_ dmowledzr internal host and spawns a “child” at a predeteronined time. The child program
e [ appears to be a nser to the firewall so it allows the program access to the
— Ioremner However, this chuld ezecutes a local shell, connects to the web server
that the attacker owns on the Internet theomgh a legtimate looking HITP
reqmest, z2nd sends it 3 ready menal The lepitimate-locking answer from the
aracker's web server is in reality 3 senes of commands that the child can
execnte on the machine’s local shell

L) Warkhani s

Anditing a network against HITP RAT: is genedlly more diffionlc as well as
essentizl. as most firewalls and othes PE'..J.'D.'I.E'[E: secunty devices cannot detect
tmaffic peoerated by 2 HTTP RAT Trojan As an ethical hacker and pen-tester,
FOTE st nnderstand the working of HTTP Trojans to protect youc netwodss
against snch malware.

= Teols Lab Objectives
demenstrated in

this lab are In this lab, yon will learn how to:

:::“:;IE = * Fuo HITP Toojan on Windows Secver 2008 and create a Server
Teals'CEHvVY *  Execnte the Server from Windows 8.1 Machine

Madule 06

Mahware Threats Control Windows 8.1 machine Remotely from Windows Server 20408
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Too cany ont thes, you will need:

* HTTP RAT located at D:CEH-Tesls'\CEHvS Medule 08 Malware
Threats Trejans Types HTTP HTTPS Trejans'HTTP RAT TROJAMN

Windowrs Serves 2008 monsng in Virmal Machiee (attacker machine)
Windows 8.1 maning m Virtmal Machine (rictim mechne)
You need a web boowser to access Internet

Adimynistrative prmileses to ma tools

Teme: 5 hinutes
Overview of The Lab

Remote Access Trojans (RATs) are nolicions progmams that mn invisthly on the
host's PC :mdpeu:nt an intrder semote access and contml A RAT -:‘a.c.p.n.'omde
back door for admmsstratire control over the tarpet comprer. Upon compronesing
tarpet system the attacker can use it to distobote BATS to other wnlnemble
computers and estzhblish a botnet

ab Tasks

el W - S B

L Lop on o Windews Server 2008 wrmal machme.
Mavigate o ZNCEHYY Module 06 Malware ThreatsTrejans TypesHTTR
Create a Trajan HTTPS Trojans'HTTP RAT TROJAM, and donbleclick httpratexe.
If Open File - Secwrity Warming pop-up appears, click Run.
HTTF RAT mzin window appears as showm in the folloming seeenshot

g. TAEN 1

latest yrsion here [Hike/iesrst s sokis
selbirgs
W perd neificalion with ip sddeer 10 mai

M TP 3ever o ending nal
us-in Al Fveral ey defmibed mith -

% dos=Fiehyalz

[ G ] EHl

FIGURE LI HTTF EAT man wesdow
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5. Uncheck send netification with ip address te mail option, enter semer
pout mmnnber 35 84, and chick Create to create a hitpserver.exe file.

latest versionhate. [fito:fArenel. o/~ zomtie]
s=lings
I:"- s=rel nohcaion wilth p addiexs o mal |

SMTF sziver 4 zencing mal
L can specilp myeral servers delmied wit |

pouramal addess:

™ cloze Firetwalz VRS WI'E
L Lieals I Exic ]
FIGURE 1.2 Crexte bacilioe

6. Omnce the hitpzanrer exe fils is created, 2 pop-np will display. Click 0K

ldonct T

done
s2nd hitpserwer.exe I vicim

FIGLURE 1% Buckdoor server ot succeschully

0 e— 7. The httpserver.exe file should be created in the folder ZHCEHVD Medule
bnipeasuer il o placed e D& Malware ThreatsTrojans TypesHTTP HTTPS TrojansHTTP RAT
Al drecsary A“
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8. Dwonble chick the fie to mn the Tropan
9. If Open File - Security Wasming pop-up appears, chick Run.

| & =
RO1AF

Oipe=n Fille - Security Waming ﬁ
W can'l verily wiha crested this ke Are pom sune you mant to nan this (e?

fame _TTP HTTFS Tiyensi HTTP RAT TROUAK: A p e

FIGURE | 4 Rusming the Backdoos

10. MNow, linnch Task Manager to check whether the process 15 moning on the
ooachine

11. To lanoch Task Mamager, sight-chck the Windews icon, and chick Task

E: arni drd Mt

1.5 Lanerwiiurgy Toak Mebaroger
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12, Youn il be ahle to see the Hitpserver process in the sk manaper window.

Task Manager
File ~ Optiore  View
Senioes

Procemes | Pefarrance | Spp higory | Sotup | Lees | [etails

T

[ Adche Scrcbet Upcein Sarvce |-
11 Boryour Senace

COM Suimrgene (31 b
# 1 Dwvica Assccistion Framework

Hogt Braces for Whndows Tesks

Hitpserser [12 bit]

Mizrowsft Softmare Protection P,

L hdcmsoft Windogs San

3 Fewer details

FIGURE L6 Backdii meseny m bk mansges

13. Log in to Windows Server 2008 wromal machme, and lanch a Web
browser.

14 Enter the IP addeess of Window= 31 (10.0.0.10) in the addwess bar w
access the Windows 8.1 virmal machine

Note: Very often, the browser fals to comnect to the Windows 51 wrtmal
machsne and displays an emor on the webpape. If you teceme the error, samply
reload the webpape.

IP address may vary i your clissroom b enmsonment

FIGURE 1.7 Acomia the: Imckdoor in Fost wely bosser
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15. Chick on the mumning precesses lnk to list down the processes mnnme on
Windows 8.1 machine

16. You can kil any rnumning precess from here.

Click bwowse, znd nader Brewse, click Drive C©.

FICILRE LA Acces i dove o Hios web |

FIGLRE L% Acvemag the Crorsesds o 25
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19, Click computer infe knk to miew the infosmation of the computer, users,
and hardware.

Hardware o rrmation:

O completion of the lab, end the Hitpserver po

&

Analyze and docnment the sesnlts related to ths b exen o 0L OpHLOn

on yons target’s secusty postuse and exposte theongh public oronation.

O Yes 1 Mo

Platform Supported
Classroom [ T ahs
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Lab

aTr Sarves
g a ‘}'t aln >erver

=1l -

MoSucker

Mo Sucker ir @ vizsal bare T rgw.'_ MoSricker's edi server programe. It har a dhewt
wirh rhe same kmond az sudbSeren's client.

Lab Scenario

MoSncker 15 a powerful backdoor—hacker's semote access tool The backdoor
remames METSTATEYE o METSTAT.OLD when it &5 first actrvated and
ropames the file back when it i3 nninstalled. The backdoor also can msrall irself
in a system wath modificaton of starmp kevs in the Registry ar INT files.

Yon zre 3 Seenoty Adninistrator of yonr company, and your job *E.»pcmnb'_.mc-'
wnclnde protecting the petwork from malware, Toojan amacks, theft of valnable
netwnck data, and identiry theft

Lab Objectives

L= -

The ohjective of this lab = to help smdents leasn to detect Trojan and backdoor

attacks.

The ohjectives of the lab inclnde:
£ Teels "  Creating a serves and resting the netwrock for attack
demansirated in = e
this lab are
available in
D:CEH-
i To comgplete dus lab, you wil oeed:
Meadule 06 % :
Mahware Threats ® The LloSucker tool located at DRCEH-Tesls'CEHvE Medule 06
Mabware  ThreatsTrejans  Types'Remete  Access Trejans
(RAT)MaSucker
A computer mnmne Windows Server 2012 as Host Machne
A computer mudtng Window 8.1 Virmal Machine (Armacker
Windows Server 2008 monng in Viromal Machine (Victin)

A web browser wadh Internet access

®  Access the motim machine remotaly

Lab Environment

Admvstratire pomileges 1o ma tools
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I =k
B il

M i
A0 LUIFation

Tame: 5 hiinmres
Overview of Malware
When actrrated on 20 infected systemn, maboeace allows moee than one hackes
CONNECT to A system and to pedfommn the following actions:
I, Control the server—confipnre, s, remore, close;
2 Open/dose CD-ROM oy,
j.  List and ksl processes;
Shordoom /resmnt 3 systems;
Log actmines and control monse and kevhoard:
Upload. download. ma, rename of more files;
List, create, semove ditectonies;
Control Windows interfhcer popnp st menn, munimize all windows,
show/Inde system tray, hude /show Stam bomon, change wallpapes, change
resolntion, change system colors, flhp sereen. pet opened wandowrs kst
Copy/ead text foom chipboard:
Open felose chat session;
Admmvstrator of 2 backdoor server can control other nsars” server nghrs;
. Play sonnd files;
. Create lop fils of backdoor actrines;
Send text to 2 printer,
Obmmn the 05 system type and verson;

Update server from Internst,

19
13
14
14,

1 &

Change date and time:

Shomr pictrre;

. Steal nzes’ ICQ) information;

Obtin minrmation abone nsess’ local and nerood: drres;
Shemr messzee bhomes:

Motify 2 hacker when mfected nzes iz on line; and

Obmin penerl mformation ahant mfected systeans.

BHRERSE S

]
o

Tasks

T S—— |
B Ttazk 1 1. Lamnch Windows 5.1 Vimal Machine, and namigate to ZWCEHS Module
Create & 06 Malware Threats Trajans Types'Remete Acecess Trejans
with MeSucker |{RATMaSucker.

Dionble chck CreateServer.exe file o coeate 3 seover

If an Open File - Seewrity Waming pop-np appeans, click Run.
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Ii the VBE Runtimes pop-up appears, click QK.

VBE Runtimes E

£ Teols
demsnstrated in u
this lak are ﬂ Runtirmes installed successiully
availakle in i

D:CEH-

TealsiCEHVE
Madule 36
Mabware Threats:

FIGLRE 2 | VB Rastienst peyieg

The MoSucker Server CreatorBditer window appears; leave the defimlt
settengs, and chick OKC

MoSucker 3.0

Soepver Crealor ] EQIEor .

b

] RECOmmee

Iwant bo create & stealth tropan server for & wicim
[ Indude Mebwm G041 WioSudker server (adds 750 KB
Indude mawiraock. oo T seryer {adds 50 BE

Fack for minmal fi= =

v
v
MoSuickesr Transport Cpher R
BEMLIN ZE434LIVNETMG 127D

KB bt he serwer

1 wmant ko create a visible server for local testmg.
I want to edit an exasting server

Start monfiguramon after creabng the seruer

FIGLRE 22 Trodll cxmmelfarwersies

CEH Lak Masmal Fage &16
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6. Choose a location (ECEHvI Module 06 Malware ThreatsTrejans
TypesRemote Access Trojans (RAT)MsSucker) to save the fle, specify a
file nzme (server exe), and chick Save.
A

MioSickss Server Craatar

Filw nurs | fanes s

S b5 TeRe  Eesouisibe Fles [ me]

= Hudn Foiden

FICATRE 2% Sorve: Server.cos

MoSucker will generste a server with all the complete

specified directoy.

MeoSucker 3.0

Generating server...

B} Dol 142572003 2:0k 42
Bigale] Info; oSy cher

Lowed fuorassad: Wl
Warilying nececa ry fepaths
Fraparing first shan
Preparing second stub

-

=

FICALTRE 24 Chemeriting Serves
. Onece the server is created, an Edit Server pop-up appears; click OK.
Eatserver 20 IED]

i Servef created sucosssiully
Server sipes 158 KB,

Lo not repack ssnm

FIGATRE 25 Sevver coerer] maisriduly

Ethical Hacking and Cosntermeasares Copymigs © by Di-Sommell
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9. In MoSncker wazard, chenpe Vietim's Mame, or leave all the semings o
defanlt hiake a note of the Connection-port mmmber (4288

MoSucker 3.0 S n

S8 FSIESEZIC: 220 5500 QIHONYED
Cppher Kpys STRFY 2863 TEHHE 16105
higiification 2 Server Hamefs):  kernel32 macdnfigwinexsca2, retconfig
Oiptizes =
e, Extergionday:  cxepif bat,dl, jpe, com, bag,xir b

Everiis
Bnd Files

“l'-'rt:m W Crmyent seme ceryer mab-nfechons (recommendsd)

Correcton-port ZBE

Fiug -irss ¥l
Faiia Error [ ¥ou may 2 IS (o 10 A
with vour Cuslon fle exche
Fi= Properies

loons

FICHTRE & Mrfaskerwrsind

10. Mow, select Heylegger button m the left pans, check Enable offdine
keylegger, znd leave the other settmgps at their defamlts. Click Save.

MoSucker 3.0

| w Enahle off-line keylooger

Lo Flename:
rotrficabon 2
Foable Smart Logging
Caption key words to migger keplogoer (separate =ach with 2 omma)

FIGLRE 27, Fenlsbig fa Ko
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11. Once the Trojan server 15 saved successfully, 2 MeSucker EditServer pop-
wp appesrs; chok OK

MaoSucker EditServer 3.0 ﬂ

- Senver saved successtully.
Final s=reer sizes 158 KB

FEGLTRE 2& Servr mved ausccrmachly
12 Exit the MoSncker Confisnmtion wizasd by clicking Exit.

13. Swtch to Windews Server 2008 mirmal machine, and nampare to ZHCEHVI
Medule 06 Malware ThreatsTrejans TypesRemete Access Trejans
{RATjMoSucker. Donble-click server.exe to execnte the trojan.

14. If the Open File - Security Waming pop-up appears, chick Run.
15. Tf an adomnestrator enoor pop-np appears, chick OK to close it

|

[ Afmmnsrator does ok have permission 0 aoosss
Cisers VADMIND~1AppDatailocaliTempl L sinmap.dl

FEFLRE 29 Aubrmermdriinr rem

16. Switch back to Windews 8.1 womal machine and nampgate to ZHCEHYS
Medule 06 Malware Threats'Trejans Types'Remete Access Trejans
{RAT | MeSucker.

17. Donble-chek MeSusker.exe to nnch MoSncker
15. The Open File - Security Waming pop-up appears; click Run.
19. Tf the VBE Runtimes pop-up appears, click OK to dose 1.

VBB Runtimes ﬂ"
ﬂ Fuinbines inctalled ruccassfully

—d

FICILTRE 2.0 VI Reorstavass pirasp
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20. The WARNING dialop-box, meardng the license agpreement appears; click

Yes to close it

VWARNING

¢ this program

FIGLRE 218 WARNING pupeig

21, The MoSucker main vindow appears, as shown in the following sereenchot:

CEH Lab Manus! Page 620 e : nicrmrasures
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FICILRE 21 (e ctiog b vicsn suichie

Now the Conneet bution amtomatically chanpes to Disconneet after
esmhlishing 3 connecton to the wictm nacline, as = i the scmenshot

FIGLREE 114: Centnocsin daliinhes]

CEH Lak Masmal Page 621 Eihical Hackmg
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7 Tosls
demeanstrated in
this lak are
available in
D:=CEH-
Teals\CEHvE
Madule 36
Mabware Threats

FRCLTAE 205 settigg serves cqficess

26, Click Server options to mew different ophons related to the server.

FICURE 2 16 Setting Seres Opptices:
CEH Lab Masmsl Fag Eihical Hackmg
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I7. In the same way, you can exploe other options that help you pedfoom
severl other actions on the wmotm mackine

‘on can also access the victim machme remotely by clicking Live capture
m the left pane.

29, InLive captee, click on Start.

" [

FHALRE 217 Seart Cxphurng

FRGLRE 217 DL srisicgy pegp-is
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31. Chck Smart agam in the MoSncker window if the capmie doesn’t bemg
32. You will be ahls to access the wictim machine remotely

S -
ahing

-

R mode options

Aestr Mndir o 43 |
JFG Drssky |

Dedsy s | 1000

Send nousschicks

W B prozend ke
S o] WL BB i
BAutclipdste pra
Fi o pmsr

| Wioe

FIGURE 2% Anxsang wean pmchne

33. In the RA mede sptions, set JPG Quality to 0%, and select Fullsereen.

RA mode options

Flesiz= wandaw o 4:3

Bend mausscicks
¥ Serd prezoed keys

Send maussma s
v Aulolpdale pice

iFulzceen

FIGLRE 100 BA rmxle ogi
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. The remote administanon mode appezrs m fll sereen, 25 shown in the
screenzhot

FIGLTRE 121 Revicse bt sl

35. Yon can access files, modify them, and so on, m this mode

FIGLEE 222 Acoriang vicam nachaie
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36. Sannilarly, vom can nse other Moctionahnes m AMoSncker, snch as kerlogpers,
the sty editor, and window manager.

37. In meal-tme attackers send a crfted server/backdoor file o the wichm,
which mpon execunon on vetim machines, allow arackess to wew,/access

all infornmation melated to those mackhines

38. On complenon of the lab, end the server.exe procesz on the Windows
Server 2008 machine

= | g ]

Analvrze and docmment the results related to this [ah exercise. Promde yorr opemon
O TONL REET's Secnaly postie and expome theongh prbhe and free mformation

O Yes
Platform Supported

1 Classroom
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Lab

"‘_- :ill:r ‘Z-; "" ;:5:..:-”.
wBLAT i a Eemore Acwar Troian (EAT) fatensive i ity data-sealing cabaliliter
IJ' addition 1o lgeing A«,mm this maahvare & capable of acersng larpet
COERTETE GRS -'}'aﬂ;ﬂwg crecdenmialy stored fn Browser ﬁﬁ,’w#rg donmloading
fider, waawstlasing brocesser awd files, and vieudng their .mﬂrm.}‘gf).r.

T T L =
IE0ON KEY Lab Scenano

S i The niF AT, developed in NET, allows attackers to take complete control of an
— T infected device. The malwase is capable of logging keystokes, downloading and
# Testyomr execnting  files, providing remote deskrop  access, stealing zpplicaton
_ twowlder credentials, and accessing the infected computer's webcam and miczophone
Il Wb ezercie Phizhlle reporrs that ajR AT has been distsibnted over the past period with the
ud of spam emails advemnsing a car changer hack for the “MNeed for Speed:
Wodd” wideo pame. Zscaler also noted that wdeo game cracks and applicanon
EeT genedators e often nsed as Inres.

L) Wodkhonk e

Beng a securty administrator or an ethecal hackes, your job _.E.spﬁ'.!\.l..;lb_].lT.LE'
mnclnde finding ‘machines Trlnerable to Trojn attacks, P"D:E{"'l{lg the network
foom malware, Trojan atmacks, stealing valnable damm from the nerwosrk and
sdentity theft.

Lab Objectives

The oective of this lab 15 1o help stndents leam how to:

" Create a Secver nis yBAT

7 Tosls R
demenstrated in ®  Access the mietim machine remotely
this lab are
available in Lab Environment
D:CEH- ol L1 B
ToolsCEHY To conzplete this lab, yon il need:
Madule 06 ¥ mBAT tool located at DRCEH-Tools'CEHvES Module 068 Malware
Malware Threats Threats | Trejans Types\Remete Access Trejans (RAT)njRAT

A compter mnmng Windows Server 2012 as Host MMachme
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A computer mnmme Window 5.1 Virmal Machine (Amcker)
A comprter mnnine Window 7 Virmal Aachine (Victio)

A web beovwser wath Internet access

Admwmvistratre prmileges tooma tools

1 | T o —

Lab Duration

Time: 15 WEnmes

Overview of Malware

The nBAT Troan remans one of the most snccessfnl RATs m the wild becanse of
the vadespread online snpport and oxonals avalible to cyber-cnnunals. Thes ae a
vanety of MNET obfnscanon tools thar moke detecton diffienlt for antimems
solmtons and hinders analysis by seenoty researchers, nAT nnlizes dmzoic DING
for command and contral (CZ) servers and commmnscates nsng a oostom TCP
protoco] over 3 confnmhble po
¥ The CL callback from the mfected system inchndes followang mformanca:
* Bot identifier (hased off confipnmble swing m badder and vohime serial
onumber)
Comyprter name (haze-04 encoded
Opemting systemn mfonmation
Exiztence of atmched webeam (“Yes”/“To™
Bot version
*  Country code
® Tmle of the active process windoow
Hete: The versons of the created Chent or Host and appearance of the weberte may
differ from what it 1= i the Izb. Bur the acmal process of creating the server and the
client iz the same one shown m thes b,

Lab Tasks

Before munning the lab, Tnm on Windows Faewall in the wienm machme (1e
Windows 7). Firewall iz confipnsed in this machine to showr thar this Iab can be
performed even if 3 mictio machine has the Firewall confronred m .
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FCATRE L) Tummng on: W Finosal
=

FIENTE 1. Log i to the Windews 8.1 vimmal mechine and navigate to ZHCEHYD
P me_:.rm;lwahe ThreatsTrejans TypesRemeote Access Trejans
Executakle Server . oy ;

with njRAT 2 Douhble chick on njRAT v0.7d.exe to lannch the RAT.

If Open File - Security Waming pop-up appears, chek Run.

mBAT GUI zppears along with 3 fiRAT pop-np, where you need to specify
the pe i 3

Iremiall Daie
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The mBAT GUI appears; click the Builder link located at the loweclefi
comer of the GUL

bhox ppears; ntec the TP address of Windows 8.1
ck the options Copy Te StartUp and

B con
10.0.04 {52 |l M rrotect Process [8500]
ViCTIm Mame Bl Copy To Startil
[fimck=d | Regiety Starllp

KeyLoge size KB |20 H

ExaMame Lopy

!F\.I"'I'-\.'I' { ¥t [ I

Mroctony

|_'-:-'F'.'IF"q

CiURE 14: Busitler Sualip-tao

The Save As di R 3 pecify a location to stome the server,
remame it and ch
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9. Inthes lab, the destnation location chosen 1= Deshte, and the file 15 named

Test.exe.

HAVE AS

i [t Desktop »

folde

B

*‘3 Homegmup
2

BLEE plBES Ak

% Homegroup

B Thiz

Fila e | Test e

Lave a5 pyper | EEE (& o)

= Hide Foldar

FIGLRE 15 Swvee As cillog-las

10, Oince the server 1= created, the DOME! pop-np appears; click OK

BOMNE!
O Userst SdminDesktoph Test.exe

FICATRE 3.5 Sevver cosrier] masvaccify

11. Mow, nze amy echnirme to send this server to the intendad target thoongh

mail or any other sousce (0 geal time attackers send

this server to the

12, Log i to Windews T virmal machine as a leginmate nser. Download the fle
from the sonsce throngh which the amacker (in this case, you) bas sent the

serves execrrtable and save it i a location.

13. In ths lah, the serves has been saved to Deskiop oo the
machine

14. Here, you are acting as an attacker who logged mio

Windows T wrmal

the Windows 8.1

macbiéi—tnc:elt{-amaﬁc:imwma;mdﬂsnnsnﬁeﬁmwhnla@edhm

Winglews T irtmal machne and doomloaded the server.
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15. Donhble-click the server to ma this malicions execotable.

FIGIURE 1.7: Basasg the seres

back to Windews 8.1. As soon as the wichm (he: n} double-
the server, the execntble stams maoning 3 : liene (mBAT

establishes a persistent connection with the

Lioga ] [ Buikler] [ Ssffran] Dikmui] ©
FIGARE 4| e Eaal

17. Unless the atacker wodsing on the Windows &

CEH Lab Masusl Page 632 e : nd Cnaniermeasn
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19. Rught-click on the detected motimn name and click Manager.
“IETITE =
Manipulate Files
an Vietim
Machine

Llomrn] [Beieder | |

L0 Mmoo victm e dw

where File Manager is selected by defanl

FIGLREE 310 Mirzymer wwhion
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files/directones are displived n the nght pane Youm
selected directory and manspnlate it nsing the contextual optons.

T
3 Toe Mg

LE]
-
| R
B e
. JERTE ke
. Erwtlip
s Files (bl O8
Famivie
(LT e
sysbamil
- aimeg
Temp
Paasa
Dorwrdond
lipinad
Bew Empty i
e F
Dpers Dawnlosds
Fai

= o
L]
l.
B
]
]
| ]
]
L]
1
¥
=
*

lipicsa From Link

FIGLRE 5.10: Acrsiyr cimeione,

monse on Precess Manager. You wll be mdirected to the
: can opht-chek on 2 selected po
s Kill, Delete, and Restart

IJ Procsax Henags ':l: OO T at r " Aerats Shell

CarEcooy e DO e

L2 Proces: Missigyer Sacton
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23. Click Cennections, select 2 specific connection, aght-chek on 1, and click
Kill Connection This kil= the connectson
commmumcating throngh 2 paicnlar por

betoeen o machnes

» y
- P Er L ¥ procs Imnag o s & Ragiutry Bormais Shall
i FEo Marsgar LY Procaas Manage nections g Ry wrmats Shall

D Sarscan

LOCBPO | R ooy

HEEY _CLASRES ROOT
AREY _CLEHERT_USER
AL RAACHME

FIGETRE 354 Mgy Rigeir

mnicrmrasn

Ethical Hackimg and i
msvenel. R (LR ST
' INO-TeaM !
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26. Click Remete Shell. Thi= lmnches 2 remote command promgpt of the
_H vask 7 victim mackine (Windews T}

Launch a Remete Z7. Type the command ipeenfig /all and press Enter.
Shell

£ Fin Maragar L] Process Baage
n Smracan

N D 0T Wil oS [6Eshdi 1781
Copryrigit (o] 008 Microsa® Comparsiion. ALrigh

FIGLEE 3 15 Lasch i Raohe Shell

£ Fin Marage

a Sareican

& DROIT M (VTS
Copyraghi (o] 70 Micros

peifen DS Batfin
Meioso® Wil M Bus Refeias ADssse]
L2 00 0-04

FIGLEE A 1 Eamct a Reamote Sl

m can 1550e all the othes comoands that can be exeonted i the
compt of the victim machine.
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J. In the same way, click Serviees. Yom will be able to mew all the sermees
mnmng in the michm machme. In ectio, FOUl can nse ophons to start,
pause, of step 3 sermice.

FIGLRE 317: Lass e Tl

33, An attacker makes nse of these options to ezecute scripts or files mmotely
froum his / her ma

[ PP 3. Right-click on the wenim name, and select Remeote Deskisp.

L e R e

Lawumech a Remete
Desktap

Lhoem ] | Glaur

35. This linnches a remote desktop connection withont the victim being avare
of g
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36. Remete Desktop window appeass, hover the cursa:s to the top-
center part of the wendow. A dowm amow appears, 1

IR Admin™Win 7 Professional 5P x64]

FIGLRE 320 Resriste Doy Crorsml Panel

will be ahble to emotely mteract wath the mctin machme naing the

MNote: If yon want to create any files or write 2y senpts in the wiotm machine,
you need to check the Keyboard option.
39. On comypleting the msk, close the Remete Deshtop window.
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= EE— 41 ch to 'al'ﬁ_rdqws_? f':.tn.-al .m:L::hiu-'-_-. A
————— = wser and perform a few activites mch a
Perform Key fext in s0Mme text docTments.
Latisging
Mo Tt Documankbed - MHobepaed
W Hap
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43, The Kevlopper window appears; wart for the window to load.

Iz 3l the keyserokes performed by the wmenm on the
g, 35 shorom m the screenshor

FIGUTRE .24 Kipitrisks kgl |
45. Close the Kevlogger window.

O aaawie 46. Right-click on the wietim name, and dick Open Chat.

Chat With the
Vietim

A
’ ¥
.
-
* L
-

Ertar Tour Mickhame
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48. A chat box appears; type 2 message, and chick Send.

&' [Hacked B8T0 =

=

POp-op appears on

attacker nses it
rised by the behamor, the metm (7 b
mesmrting the machine. e d 3
onnection with Windows 7, 25 C pats dhnt doom in the pame
fEStanting:
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FICETRE 33: Loggons w i vactm msichons
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FIGLRE 32 Cenmectan setilitihal ascohealy

53. The attacker, s wsmal, makes nse of the connection to access the wictim
omachine remateby and perform malicions actrry.

54. On completion of the lsh, end the Test.exe proces on the Windows

Analvze and dommment the results ralated to this lah exercise. Prowde yoor opemon
O Fou tEepet’s SecTry postde and exposne theongh public and free mformation

O Yes

. Pladform Supported
B Classroom
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ICON KEY
Valzhle
infoermation

# Testyour
e Wb ezereze

L workbos meviem

7 Teals
demonstrated in
this lab are
availakle in
D:CEH-
Teols'\CEHvD
Madule 06
Malware Threats

YOuR SeCuiTy iS NOt EnOUgh
Miifie B4 liwilee fHinGat

Lab

- N

g3

S ) ‘ﬂ-"l'ﬂ\-ﬁr..i £E’JT1‘5'€"'|£?’ i "571 “f e ’ﬂ-ﬁ.f-m:‘&""':'.l'-"

Lrvgram.

‘roer”) therr s e m

Lab Scenario

At present, there have besn nmmerons ant-mims software programe confipnred
to detect malware snch as Trojan: wimses and worms Thongh zecnrity
specialists keep npdating the vims definitions, hackers tey to evade ‘bypass them
by some or the other means. One method which attackers nse o brpass AVs is
to “coppt” (an abbremation of “encrypt”) the malicions Bles wsing folly
nodetectable coppters (FIUD:). Coypring these files allow them to achieve their
objectives and thereby takung complete control over the wictim machine.

As an expert secnary anditor or ethucal hacker, you need to ensure that yonr
orgamration’s netwozk is secnee from sch encrypted malware files, and ann-
Tims tools are properly confisnred to detect and delete such filss.

-, =

cluves

Lab 1"] je

The obyectre of this Iab is to make smdents learn and modersand how o coppt a
Trogan and make it parmslly/ completely mndetectble.

| s Frnwis
Lad Cmviron

Too carcy ont the kb, yon need:

" SwarzCoptor located ar DRCEH-Tools'CEHvE Medule 06 Malware
Threats'Crypters SwayzCrypter

meant
L 41%

A computer munme Windows Server 2012 as host machine
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A computer g Window 5.1 Viomal Machine (Amacker)
A computer mnine Window 7 Virmal AMachine (Victio)
Aweb boowser with Internet access

Adimvistrative prmileges to ma tools

b Duration
Teme: 10 Afinnzes

g - " . ™y el o
Overview of Crypters
¥

A crypter is softvare vsed to hude wimses, keflogpers, or any RAT tool from
antrrimses so that they ase not detected and deleted by antrrimses. Ir sumply assigns
bidden valoes to each mdmmdnal eode within sonrce code. Thns, the sonree code
become: hidden making i diffienlt for the anu-mms tools to scan .
Lab Tasks

. Logimn Windews 8.1 virmal machine.

2  Iamnch a Web boowser, and enter the URL http/ /'wrorw mimistotal com i

the addeess bar.

j. The VirusTetal mam znslyus site appears; click Cheese File to npload a
varns file

A total

analyres suspiious Hes and URLs

FIGLRE 4.1 VinuTrotl wdgogs
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4 An Open dislog box appears; navigate to the location where you have saved
the Trojan file Testexe n the previons bib (Desktep), select it, and click
Open.

Open n

T l! Ceeskiop ¥

B Deshop Ackobe Reader ¥
& Downlcads :
r 2

| Recent places
f‘ liceogie Chrome
| homn

# Homagrowp F_ 1

o Wazika Frefox
B This P | &
-

W Hetwoik

[
= : |

FGLERE 4.2 Oven dibgedaons

5. On salecting the file, click Sean it!

B Vil - P Ol

S total

a0l Iy 26 S Ao

FIGLTRE 4% Sarwmy & hle
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. Vim=Towl uploads the fle and begins to scan it with vadons ant-ims
progmms in its database, and displays the scan result dhowm i the
soreenshot

FICATRE ALk P chotusion] oy wackcuss o icsss
7. ¥on can see that 42 anti-vims progmons ont of 55 have detected Testexe as
2 mahesons file.
Note: The detection rato nught wary in your lab emmronment.

8. Drowse to ZCEHVE Medule 06 Malware Threats\Crypters SwayzCryptor,
and domble-chick SwayzGryptor.exe

.DT!.'I-H 2

Crypt a Trejan .
"‘ﬂlusir':ﬂ 9. The SwayzCrypter GUL appears; click below File to select the

SwayzCryptor Toojan fle:

=

"=

L.

Siatuseldie

FIGLRE 45 Dhaukog fe mabams e
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10. The Seleect a File dialog-box appears; namgate 1o the location of Test.exe
(Desktep). select it, and click Open

Lo

FIGUTRE 4. St thee File

11. Once the file i3 selected, check the opuions Start up, Mutex, and Disable
UAEC, and click Encrypt.

FICIURE 47: Confygmy opptions

12 The Save File dialog-box appears; select a location where you want to stome
the crypted file (heme, the Desktop), leave the file name set to w5 defanlt
(CryptedFile), and dick Save.

FIGURE 45 five Fie datkegpben
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15. Once the encryption is finished cick Clese

|t | B

o+ Siwt ay

o Mg

o Dhmntia Uk

= o, | LT | —

btnbus Bnishel Yourfile hes heen oo ol e ool nekedt e s
FIGALRE 4% Chosig; the GLT
T —

[ 14. Lamnch web browrser and enter the TRL hitps:/ ‘orerw vioistoa] com in the

_ address bar.

15. The VinusTetal mam ansbyus site appears; click Cheesae File to npload a
s file

16. An Open dialog-box appears; nampate to the locanon where you have saved
the encrypted file CryptedFile.exe (Desktop), select the file, and dick
Open.

Scan with
VinsTatal

open H

P [EE Deskicp

FICILIRE 4. Mk sty s b
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17. On selecting the file, click Scan it

total

analy zrs suspiciows files and URLs

FICURE 4.11: Scwmirg the e
18. VimsTotal uploads the file and begine to scan it with vasons antiwims
programs in = databaza Tt displays the scan resule showm in the sereenzhot:

; N

r-,'\._. -t

+ o

total

%

o

FIGLEE 412 Fie chteal by very e anbonn pograns
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FIGLIRE 4.13: Fii chetritwd by very frow grbmn pregmns

19. ¥on can see that wery foor anti-mim: popome have detected
CryptedFile.exe a5 2 malicons file, while others faded to detect.

Mote: The scan resalt might vasy in youe kb eaviconment

E R 0. To test the fonctioning of the Coppred file, followr these steps:
Test the 21. Browse to ZWCEHVS Module 06 Malware Threats Trojans Types Remote
Crypted File Access Trojans (RAT)JRAT, and lmoch nRAT by choosing the defal

podt mumbear SE52.

e
2. Use any technique o send CryptedFile.exe to the intended mrget, throngh
mail or any other sono

Eikical Hackimg and Coosniermeasn,

i NO-TeaM !
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23. Log m to Windews 7 vl machine as a legitimate nser. Download the file
froam the ca thromph which the amacker (here, you) has sent the sarver
execatable and save it in a location

2. In this lab, the server ba: been saved to Desktop in Windews T wirmal
ooachine
sed @ to Windews 8.1 machne
o e 3 malboons server, and as a vietim who logged mto Windews T
wirinal machine znd downloaded the server

. Donble-clck CryptedFile.axe to mn ths mabicion: exectizhble.

FIGLRE 415 Bemacrg the Cryypiel Se

Lhiemga ] | Bmkier] L@l [ABout] Comections]d] Uplcad [30 BySes] Doamiosd

FIGLTRE 4. 1& Comninchon extahbdve] by rgR AT
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MNote: If nfRAT fails o establish 2 connecton, delete tenypomeyr files m both

Windews 8.1 and Windows 7 mrmal machines, end Testexe process in

Windows 7 viral onachine’s sk manager (if you haven’t done o in the

premions b, and apan donhlechick CryptedFile.exe.

28. Unless the attacker wodong on Windews 8.1 machine disconnects the
serves on his own, the victim machine emains nader his her control

20, Thms, yon have created an nndeternble Tropn which can be nzed to
fOAMtAN 3 persstent connecton with the wicton, as well as bypass the anm-
vz and firewall programs

3. On comypleting the lab, end the CryptedFile.exe proces: m Windows 7.

I == A H.-;f-.r.'-_'-_;_,-
LAl AN Y S

Analyze and docnment the resnlts relared 1o this [ab exercise. Promde your opumon
O TON TREPET’s Secnaly postue znd exposne theongh public and free mformation.

[ Yes

Placform Supported

! Classroom
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Lab

ProB.at is & Remote Advwemistration Tool written i C progranmsing languiage and
4
cizbeable of sworkmy with all Windews oberating systems.

e — ] 1 =
ICON KEY Lap

Walmale Attackers nse malware to steal persomal information, financml da, and
==zl bmamess miormanon from et systems. ProRar 45 2 “remote administanion
# Test youe tool” made by PRO Group. ProRat was women in C programmine lanemage
— bwowledz  and capable of working with all Windows opemting systems. ProBRat was

B W s destgned to allow msers to comerol their own computers semotely from other

——  computers. However, attackers have co-opted #t for their own nefanons

I Workbook moiew prrposes. Some hackers ke conteol of remote compnter systems to conduet 2
denial of service (Do) amack, which eaders the tarpet system nnavalsble for
normal personal or business nse. These targeted systems have inclnded high-
profile web sermers snch as banks and eredit cand pateways.

Yom, as an ethical hacker or pen-tester, can nze ProRat to andit your own
netwock apanst semote access Trojans.
e e
Lan xtf]..'\'.":.-{ IVES
The objective of this Iab is to help stadents learn to detect Trojan and backdoor

< Toaks attacks.

demenstrated in

this lab are The ohjectives of thiz lab incinde:

availabkle in

D:'CEH-

Teols\CEHVD *  Detecting Malware

Madule 06

Malware Threats ®  Artacking 3 network nsing sample Troans and dommenting all
vnlnerabilities and faws detected

¥  Creating a server and testing the network for attack
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I s Frnvarasmnesmar
LanD Cvironment

To comyplete this lab, von wll nead:

" Prorat tool located ar DRCEH-Tesls'\CEHYY Module 06 Malware
Threats Trejans Types Remete Acseess Trejans (RAT) PraRat

A computer mnnme Windows Server 2012 as Host WMachme
A compnter muing Windows 5.1 (Viemal hachine)
Windows Server 2008 manng 0 Virnal Machine
A web brovser wath Internet access
¥ Admovstratre prvileges to mo tools
Lab Duration
Teme: 10 Mlimmes

Overview of the Malware

ProRat i5 3 remote adommistration tool (RAT) wonen in C proprammme langnags
and iz capahle of worsap with all Windows opemtiog systems. The ooan prupose of
this BAT 15 to access one’s ovn computers emotely. As with other Trojan hosses,
ProRat nzes a client and server It opens a port on the computer, whech allows the

client to perform mmesons operations on the serer (the metim machine).

Some of the ProRar's malicions actions on the Tiction's machine:

*  Logging hersmuokes

®  Stealing passoonds

" Fnll conteol over filas

*  Dowe formatting

*  Open/dosa CD eay

» Hide mskbar, deskrop, and sam bumon

*  View system informanion
Nete: The versons of the created chent or host and appearance of the website may
differ from what it 15 in the Iab. Bt the acomal process of ceating the semer and
client is as showm m dus kb
Lab Tasks

Lanzck Windews 8.1 wizmal machine.

Mamigate to ZNCEHVE Medule 06 Malware ThreatsiTrejans
TypesRemete Access Trojans (RAT)ProRat and donble-click on
Prerat 1.9 SE.exe in Windews 8.1 virmal machine,

If an Open File - Security Warming pop-np appears, click Run.
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ProRat mamn window appears.

*mifat mam e

Click Create ProRat Server (342 Kbayt) to create 2 Profat secver

Drlire Erilr;

CEH Lak Masmual Fag
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Create Server window appears.

&

Prolonn echwe Hobification [Heimof and Rioer |
Supiits Revoien Comneston

E Ll z= Fral onrective Hoblicaton Tt
FONS) dddee: D ]

Wl Moklzation
Drossn’ suppoil Fevarss G hon

B4 Ue= Mal Hotiicstion Ted
EL) Pasrwinid bustion d :

Retrices s T 1010 Pageer Motiication
Draeen’ suppom Hivarns Do mm e o

B U= 100 Pager Hodfieadion
oo uik: IR [

LGl Hetfication
Doesn’ supporl Aeverse Conmec Hon

B Us= CEI Nolcation
L5l UAL:

[ |

FHGLRE 5.3 Coose Server winclow

Click on General Settings botton to confiense feamres such as Server
Pert, Server Passwerd, Vietim Mame, and the port number. In this
lah, defanlt settings are chosen MNote down the Server password.

Uncheck the hiphlighted eptiens, 23 thown m the screenshot:

Pt  Create Server m

[ Moatlicame: SeverPo: ER
Server Pesvors: [
el Hare [

(G afaka a0 mesaga
Eindwih Fils Hek sarsel o Fskal
FALAN - Fab! o ekl
Dieesble Wirdos s WP Fiissasl|
Cleect Wil om eF il ons Poiniz
Cion't servd LA motificatons hom {152 1680 o (1007
Ficd i e [ temorien Ll Saisa
Trvwinia oo
[ Hide Piocesres Fom.all Tk Manageis |20260F)
E Hids el uess From &l kind of Aegidre Edine [ 235F)
E Hide Maness Fron Hacorfig [3e/2kP|
E UnT sminste Process: [Z5F|

Sarvet Esbesicre:

Servm lcon

L) Hedp

FIGLRE 5.4 Confypen il atrem
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9. Click on Bind with file button to bind sever with a file. In this lab, we
are nsing .jpg file to bind the server.

10. Check Bind server with a file option, click Seleet File button, and
mavigate  to  ZACEHWE Medule 06 Malware ThreatsTrojans
Types Remete Aeeess Trejans (RAT) PreRatimages.

A
Mlfcalions RdlE o i |

| Select Fila |

Giengial Salling:
This Filz wil be Bindzc:
L Bind wath Fle

boemrce m e

Server Edermian:

Server |oon

T

FHGLRE 5.5 ProRie Bealing weith a fle

11. Select Carjpyg in browse wandow, and cick Open to bind the file.

& Open [ =]
Legk in mzgan H L o W

Db modifizd TvE

Mame
[l Carpg 1312m4 220 AW Jed

L;:I Pl moeiger: Ta
sy et demsury fir
acdkd, delate, and madify.

L1

Fis niama: Cerjpg

Fies of type=

Ethical Hacking and Cosntermeasares Copyright © by Ei-Gomell
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2. A pop-up displays the prompt: PreRat server will bind with Carjpg.
Click 0K

“rofat VI8 (5.Editon) .

B Gt D T 0 Sarvar will kired with Carjpg
fonma the entier dywtes
Filish

FIGLTRE 5.7 PaaRat Py

13. Click Server Extensions.
14. Unde: Select Server Extension, check EXE (Has icon support).

LSl Crepte Server [ _ )

——r z I 2
| ot S Saavi ) Exdinsion
507 Ho oot

Ganesl Satlinge [ FIF Hasrocon suppo] i COM [Ha r o appo|
[ AT FHas o wcon noport]
[ Brdumrec

Seyvet B rwine

LI:II -'r1:-|||r

mchm L
wwrmer with the posseeed] FIGURE 58: Proiflat Server Extrossan Setting

“aecmt™

15. Click Server leon.

16. Undes Server Icon, select any icon, and dick Create Server.

e -
=] g SRR YD

[comtieie | |1 (o3} (@) @ 81607 & B

[Lonaare | [8 50 0880 7 f ] Jﬂ

[mermn] & Z’l@.

_ _JLJ _‘Iﬂ“

) Holp

Serwm lron % Chocs e mew koo |

Sever Some 290 Khat Creghe &b
R TO T — -
FIGLURE 5.9 PraRai creatmg a screes

CEH Lab Masmal Pagr 657 Ethical Hacking sad Commiermessures Copyright © by B-Suumell

HaCkRhInO-TeaM ! YOUR SeCuiTy iS NOt EnOUgh =" HatKRAMD-TeaM !
WE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mebtilie (1. MStwiloh THinfats HaCkRhInO-TeaM !

17. A pop-up states that the server bas been created Chick 0K

@ e o 3 e i e

ProRat V1.9 (S.Edition)

Sepver lcon

The Binded s=rver hias been created
with your settings in the current directory.

Soivel Sz 438 Khad

FICGIURE 500 FroRat Server has comsted in the s curres dimsry
18. The created server will be saved m ZWCEHvS Module 06 Malware
Threats\Trejans Types\Remete Aecsess Trejans (RAT)ProRat This
server 15 named binded_server by defanlt
- e T — x|

@

i i
i msahle

FIGLRE 511 Server aavad o the kxataon
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15. In real time, hackers may caft soch servers and send them by mail or
any commmacanon media to the vietim's machine.

MNote: You need to zip the file before making it, a3 you cannot atach .exe

files on some mail servers

L7]

FIGLRE 5.12: Sesubing the Gle

20. Lanoch Windews Server 2008, navigate to ZNCEHvS Medule 06
Malware  ThreatsTrejans  TypesRemete  Access Trejans
{RAT)PreRat, znd donbleclick binder_server.exs

FIGLRE 5.03: Feambng the 8 st frors Windoen 8.1 smchees
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21. If the Open File - Security Warning pop-up appears, click Run.
itch back to the Windows 8.1 virmal ooachine, and eoter the IP
address of Windows Server 2008; keep the defanlt port number in the
ProRat main window, and click Cannest.
23, In thes lab, the TP address of Windows Serv 1s (10.0.0.11).
Hote: The IP addeess of Window=s Server ! may differ in yoor lab
environment

FICIURE 5 H: Proa tangy Tecirm tend B

24 Enter the passwerd you noted down at the time of creanng Secver and

FIGARE 515 Brieriag the pims]
you are eonnected to the mictm machine,

5 o m-'-cdt-:-: the nser actrernes. It records all passw
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27. To test the connection, click PG Infe, and choose System Infermation

28. ProRat displays the informanon of the wictim machine, as shown in the

FESFERAS P Information f7/7rify

Computer Hame : WIH-KGBHQIGHEPR
User Hame Adninistrator
Mindows Uer k p-H

Windows Languwage : English (United 5t
Windows Path ¢ CisMindous

iystem Path o '-.Hi|'||‘-|11tr_-;".,'.'§:l.1 em3
Tenp Path SLisllSe s AVADNTHI™ Y
Productld X

WorKq Foup : HO

ape m pata T 173172,

FELEEEES PR Information f707500 07

Computer Hame WIH-K BBHIEHEPR
lzser Hane Adninistrator
Hndows Uer p=H
Windows Language English {United St
Windows Path G AWindows
Systen Path M ndowsy systend
Tenp Path G islse R s ADHTHI™TY
Productld
WBorkq Foup HO

17317211 4
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30. KeyLogger mindow appears, click Read Leg to mew the
pedformed by the target nser on the wictim machine.

Swatch to Windows Server 2008 machine and open a hoowser, or
epad, and type any text.

While the R

& TiC . 1 MesSage of enteing 3 userhame and
password, you can captee the lop entity.

&
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iy parzonal bareing accour: numbariz 0011223344953 and the pnonumbar i 5782

Clear Brrzen

FIGLRE 5.3k ProRat Feylogger wadons

n can make wse of the other options that allow you
ol the victim machine.

Note: ProRat Keylogper will not ead special characters

35. On completing the lah, end the binder server.exe process o
Windews Server 2008 machine.

Analyze and doonment the resnlts related to this b exerc

on yons target's secusity postuse and expostee theongh po

O Yes

le:t'.c.-m'l 5.1.|ppc-|:t|=_-d
[ Classroom [ L.ahs
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ICON KEY
' Valmahle
infoomation
# Test yor
b Wb emcrie

L) Wodkhonk e

7 Teals
demenstrated in
this lak are
available in
D=CEH-
Tools\CEHVY
Madule 06
Malware Threats
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Lab

N Searuae | ;I -
AN >EFVer L

Thee ir g Wandpzs-Baved abtlication for both a chewt and a server. The Thee®
server i3 @ wiris that you fustall o i ferger congpwiter, and the Theel diens i nbar

v then swe Yo comtrod mhe pimis.

Lab Scenario

A backdoor Trojan provides remote, nsnally snereptitions, access to affected
systems. A backdoor Trojan may be nsed to condeet distobuted denil of
sarmice (DDoS) attacks, or it may be nszed to install additional Tropns or other
forms of malicions sofiwrare. For example, 2 backdoor Trojan may be nszed 1o
mstall 2 downloader or dropper Trojan, which may in tum install a proxy
Trojan nsed to relay spam or a keylopger Tiojan that monitors and sends
kerstrokes to remote amackers. A backdoor Trojan may also open ports on the
affected system, and can thns porentizlly lead to furher compromise by other
artackers.

I .| &
1b Object

The objective of this Iab is to help stedents learn to detect Trojan and backdoos
artacks. The obpectives of this lab incinde:

" Creating 3 server and testing the netorock for amack

*  Detectng Malware

* Antacking 3 nerwork nsing sample Trojans and dommenting all

vnlnerabilities and faws detected

| s Frvivorrmard
LAk Chvironment

Too comgplete this lab, you wll need:

" Theef ool located at DeWCEH-Teeols \CEHvE Module 06 Malware
Threats Trejans Types Remete Aceess Trejans (RAT) Theef

A computer munme Windows Server 2012 as Hose Machme
A computer muning Window 8.1 Virmal Machine (Amacker

CEH Lakb Manmal Pagr &5
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A computer mnnine Window Server 2006 Virmal Machine (Vienm)
A web boovrser voith Internet access
Admavstratore povileges to ma tools

Duration

Teme: 5 Minntes

P e = -
Overview of Th ojans

Theef 13 2 Bemote Access Trojan wotten i Delphs which gives semote attackers
system access WA podt 9871 It = 2 Windows-hased appheation for both a client and
a server. The Theef server 15 a vims insmlled on a treet system and nuing Theef
client. an attacker can control the wms.

MNote: The versions of the created client or host, and the appearance of itz webte,
oy differ from that of the lab. But the actnal process of creating the server and the
clisnt iz the same.

ol T Lro
LAD [ aAsSKS

H Ttask 1 . Genemlly, an atacker might send 2 server executzhle to the mosm machme
= and ennce the weom o mn i In this kb, for demonstranon o5E, e
Exeeute Server in ; : : o ; Erapons,
the Vietim are directly exermting the file i the wictm machine, Windews Server 2008
Machine Lannch the Windows Server 2008 wrmal machme (as vietim), and nampare
o Z1CEHVY Medule 06 Malware ThreatsTrejans Types Remete Aseess
Trojans (RAT)Theef
3. Dounhle chick Server210.exe to ma the Trojan on the wctim's machine.

FIGURE 6.1 Wekrs Sirwer 2008 Thesd Frakler

4. Ifthe Open File - Security Waming pop-up appears, click Run.
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B tazk 2
Establish
Connection with
the Target
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Mow log into Windews 8.1 miomal machine (a5 attacker), and navigate
ZCEHVS Medule 06 Malware ThreatsTrejans TypesiRemete Access
Trojans (RAT)Theef

Dionble chck Client210.exe to acoess the motm mackhine semately.

Theef = B “

7]

g param in
T Chareoi
4] Chame 11 e

FIGLURE 6.2 Wienkes R Ry Ul e
7. Ifthe Open File - Security Waming pop-np zppears, chick Run.
B.  The man wndow of Theef appears as shown in the s hot:
ELRL

+| Park E702 FTP ;208

Deconnact

Xl - AT M/

_—d

FICTRIE &% T folan Sz reer:
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9. Enter the target (Windows Server 2008 IP Address in the 1P field
(10.0.0.12), and leave the Pert and FTP fisld: set to defmlt Click Conneet

Note: The target IP addsess may vary m your lab envisonment
Thee VI 10

P I‘T-IJ-I-'-: | Porl (€702 | FTR 2

PIGURE 6 & Thisf Corsetiig w0 Vichn bischine

10, Now, in Windews 8.1 you hove successfully esmblished a remote
connection with Windsws Server 2008,

11. Towew the Compurer Information, click on Computer Infermation m the
lower part of the windeoer.

ErTHESTIT T i

~ Paort £703 FTP. ' 20c0

connact DEconnect

[21:18:28] Attermpting connection wih 10.0.0.13
[21 1828} Connection esiabiished with 10.0.0.12
[H-18:-28] Connectinn accepded

[21-18:26] Connecied to transter port

c al =

FIGLURE &5: Theef (el acare: & Victrn Machine
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“FENTE 12, In Compnter Information, you can wiew PC Details, 05 Info, Heme, and

Hetwark by clickme ther espective bnttons.
Extract System i B
Infesmation 13. Here, for mesnce, PC Details has been selected to view computer-related

mformaticn
THERT v 10 =i |

Computer formation

User name: &dmnsir=ior

Computer nams: WIN-KMIHLIEWIFR
Regizlerad arganaation: Micresoft
Begieglerad owner Bicrosolt
‘Workprown: Mrimown]

Ayvalabe mamon: 485 WMo of 1022 Mo
Frocaseor: Genunalmtal Imeis4 Family & Model 42 Stepong T (3090 Whz)
Daplay res 1152 % 758

Prnder: [Unknown]

Hard drives:

O (4,330 Wb of 20,477 Ub fre=)

oo L = ] o B ’
B e i @
s vf r_‘:’ = 1IJ,J -

FICATRE .6 Theef Conpueter Tnfionmastun
14. Click Spy to captuse screens, Keylopgers, ete. of the mctm machine
. T

Compubesr Informalion

User name: Admnir=ior

Computer nams: WIN-KMCHEZIGUSPR
Regislerad organ galion: Micresoi
Regiaberad ownar, Higroaclt
Workprouo: [Uninew]

Ay alakiy mamory: 4871 WD of 1022 WMo
Procesaor: Genuineinte iNtei4 Family § Model 42 Steppng T (3061 WMha)
Dmplay res: 1152 % 168

Prinder: [Unknawri]

Hard dries:

CA {4,330 ¥b of 2047T Wb free)

1 PC Detsis #| 0% Infn 8 Home 2 Network

P EEY

FIGLRE A.T: Theef Sy
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= TAIK s 15. Select Task Manager to mew the mzks maning on the et machine

Manipulate Tasks
in the Task
Manager

CEFyLis! KIRaane|

Limnr rarw &zm miraion
COFPalid MmO HD HIME PR

Ragiered o pasaaten raaah

Ragmiared maper: Microesfl

Forkgroug [Ueiroes]

Pl Al 420 b e 102 M

Frimmet sl Oewnineimid KipEa Fadwky 8 Magel 07 Jippparg 7OHET g
[

FRGLIRE £k Sedoctmwy e Tosk Maseager

16. In the Task Manzper window, select 1 process (msk), and dick Clese
windew to end the sk in the target machine

Task Wanager L=
¥ Show hidden windows
sRlesommnemy
Caphon | Handla |
QM+ Window BSE4R
SOk Window GEDE2
a0l Window BE1EE
UMDEVAP] Devvice Window 85758
mE_sqloa_ s notify_wndproc 43TTEOR
US_WebcheckiMandnr [t
MSCTFME L 131102
HMSCTFRE L 1EEEEE
HSETFRE LI 187088
MSCTFME LI 525262
MECTFME Wi 56364
HSCTFRE LI BET44
MSCTFMWE LI ESDea
MECTFRE U G208
marss32 131352
K=twork Flyoul 85an3
Program W anagar Groh

Snagit 88000
Star Hanu B5G44
Stari 131104

FIGLRE &% Theet Tad: Mg Wankey
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MNote: The mals moning in the task manages may vary in your lab enmronment
7. Ssmilarly, yom can access the detads of the wictim machine by clicking on
LESPECTITE J00MS,
158. On completing the lab, end the ServerZ10.exe poocess on the Windows
Server 2008 machine.

Lab Analysis

Analrze and doenment the sesnlts relared to this Iab exercize. Promide yonr opmion
O TON TRCEET’s Secnary postie axnd expome throngh public and free mformation

O Yes
Plarform Supported

[ Classroom
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Lab

A Trofiaw i @ program thar contarns a wakicons or barmfil code inside apparent)
harmlees frogranmeng or data f mich @ ey that it aan s control and aause
ceamicge, sach ar ining the e allocatron table on a bard drive.
TS T TTE P - P
IEON KEY Lab Scenano
(¥ Valmabile Arelier Web Remote Commander enables yon to connect to other comprrers
==z without instaling zny soffwase on the femote mache Ir allows yom to
# Test your remotely pather and mamipnlate mformation. Yom, as an ethical hacker or
— owkdz @ sacuriry admenistrator, can nse AWEC to remotely andit and mventory softwase

= Wb =i YN L find

L Wodboszmew | ah Objecti
7 Tools The objective of this lab = to help smdents learn 1o derect Trojan and backdoor
demenstrated in - artacks.

this lab are
available in

D:CEH- ®  (Gain access to 3 remole compries
ToslsICEHVY L _
Module 06 ¥ Acquire sensitive information of the remote compnter

Malware Threats

The olbjectves of dus lab inclnde:

Lab Environment

To complete this lsh, yon mil pead:

" Atelier Web Remote Commander, at DCEH-Tools'CEHvE Module 06
Mabeare ThreatsTrejans TypesRemete Aseess Trejans (RAT)Atelier
Wek Remete Commandear

A computer mnnme Window Server 2012 (aracker)

Windows Server 2008 monng in virmal anachine (meom)

If yon demde to download the Istest version. then sereenshors shown i the
lzh mught differ

A web boowser with acces:s Internet
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Install Atelier Web
Remeste
Cammander
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" Admevstrarre privilesss to ma tools
Lab L}'t iration
Tmme: 5 hdinates
Overview of the Lab

AWERCE lers you manage servers and wodstations from your local compuser
AWELP does not require that you msall 2oy software on the semote mackhine This
s the softfome paticulady nseful for accessing remote machmes withont any
pemous preparanon. AWHRCP promdes lots of powednl tool: for smote
mmagemmt and andit With such tools pon will be able to parform operatinns on
the remnte system that pomileged semote interactve nsers himself conld only deeam
about. With AWRCPE you have the lnowledpe and capaldlities to do v:.n:ma]'r
anyine on the remote comprter
Lab Tasks
Before beginmng the lab, lanach Windews Server 2008 wvirmal
machine.

Swanch back to the host machine, and navigate to DNCEH-Teols\CEHvE
Module 06 Malware ThreatsTrejans TypesiRemote Access Trojans
(RAT)Atelier Webk Remete Commander.

Doubleclick setup.exe, and follow the wizard-doren installation steps
to insell the application
Jetup - Atelier Wet Remote Commander =& ]

Welcome to the Atelier Web
I'h?mnm Commander Setup
Wizard

This wal mstall Ateler Vazh Remols Commnander 10.0.0400) on
LT Compler,

[t & recommendan et yvou dose =l ather spplications befors
ronhreang

Chick Mext bo continge, or Canosd o et Sehip

FIGLRE 7.1 Arsher Wedh Bemote Clanumander Tialiahon Wi
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4 On completing the insmllation, lamnch AW Remete Commander
application from the Apps screen.

Main windowr of AWRGC appears, 2s shown in the sezeenshot

Sk’ Vgl Ry I-'.l. & Confetane 10 ICLASEIC]

E 7.2 Abcher ¥ [ i

m 6. Imput the IP address, Username, ind Passwerd of the mrget
Conneettaa COMpIHer.
Vietim Mehine Fr: Ay i, e B cosc) Wil Seviey (IS SRILELEY)

*  Tlsername: Administrater
"  Passwood gwerty@123
Mote: The IP addresses and credentrals mipht vary in yonr lab environment.

. Click Connect to access the machine remorely.
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available in
D:'CEH-
Toasls\CEHY
Module 06
Malware Threats

M oraswk 3 1 he Commander i3 now connected to the remote system; chck the

Extract Sysinfs tab to view the General virmal machine information

Infermatien of the
Vietim Machine
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£ Tesls
demenstrated in
this lab are
available in
D:CEH-
Teals\CEHvD
Module 06
Malware Threats
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11. Click the Precesses mb, under Syunfo section to view the processes
mnmng on the remote machine.

I  Aieier WeD Remote Commanoes 10 (CLAESEC = 'E'-m

Ireage Hare 3 User
IOLE =] S¥STEM
SWSTEM
SYSTEM

R
T AUTHOR

NT AUTHCR
MNT AUTHOR

#¢ Deaoarecd

FIGETRE 7.6 Prstieds e cm bhe i imaies

12, In the same way, choose the other tabs to metneve more information
zhont the tarpet machine.

. Click the Hetworkinfe tab to wmew the netwosk information, sech as the
shased resonsces, sonting information aod so on

MLLATE " Ajalier Wt Rermaorie Commasndes 11 TLAS S

W Lsars  Covemi Lizag  Paih Faziwtid
imlrnied 2 i iam o

ool apphce [ d il ! c1

vol ppplica..  undipded 1

Aol appkin il iredel 1§ Cillsem

FIGLURE 7.7: Vrwsig the Metwocd =ik
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14. Click the Reuting tab, nnder MNetwodklnfo, to miew the Astive Routes,
Hetmask, Gateway, 25 well as the DHS Servers.

T R e T e p— e |

inlerics Incdar ez Tiprmary) Mrbic 2 jalems.  binc st
BIGOOOOE 5% T ]

EsO0O0n0ne o

ExlOODIGE L

0

DA Sarvers Parmminai FRoutea:
A—a 1 Festmrwh Arikbeas  Theimash

Ay Dea it

15. Click the other tabs to retrieve mose information about the network

16. Click the File System b, choose C:\ from the drop-down list, and chek

LT - Atedier Wo Remae Cormmance: 10 [CLASSIC] r=Teme

| e voam Bk, ) O

e 0 L g O P R S

FIIITRE 7.% Clibimmg e File m dhe srmches
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17. AWRC lists all the files located in the directory, 25 shown in the
screenshot:

10001 | AteSier Wt Remete Commanser 10{CLASEM) =r=m

FIGIRE 7,18 Visriiyg the Fles i they srcachobens
15. Thus way, you can choose the other deives and view the files m them.

19. Select Users and Groups. ATRC display: Administrater mformation
by defandt.

TOROT L Atefer Wiel Remedie Commanser. 10 {CLASEAC) |"m

sy Rarma:

Pedrentinion riwac v s |
o

LEF TR0 e
Ll
bagaaay

Shisla

=F
FIGURE 7. 11: Lisen Tehomrosion cof the ramish: cosrgeater
20. You can click the other nsemames to view their respective nsar-acconnt
information.
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21. Click the Groups b to wew all local and global gronps

TOORTT | Abelier Weh Resnats Comirandasr 10 (OLASSIC

s L'I"l ;m a1 Gl ATl I:l:ﬁ
ueeie ey the garms acc e 35 el

Coremant
35 1R 125 T Drclirery users

FIGURE 7. E2 Groups Trfocmation of the by conpaner

22 Analyze the results of the mmote computer In real time, attackers
attempt to obtain the nser credentials, and then directly establish a
connection with the sremote machine, without the need to send any
cafted Trojan/backdoos to the wetim, which needs to be executed

LabD ANaNYSIS

Analyze and doonment the sesults related to this lab exercise. Provide yoor opamon
Ofl FOTI GEIEEt's secnaly postire and exposnae theongh public and free nfommation

O Yes
Platform Supported
B Classroom
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Lab

Usbra Loader i an gben-vosirce HITP botuet project that allons you to control
yre mackiner (bois) -'e’.'?.i‘ﬂr“'ﬁ rhrowgh bid charmel

et B W -
ICON KEY Lab Scenario

E_:'_'“Jmf"—;m Today, most of the larpe information secnnty attacks smolve bomets 10 some ways
Atmackers, also known 15 bot herder, nze botnet Tmjans to infect 2 large number of

# Test your u:“'\u.upl.:e; across a large gfog-’ap'!*_'-u:'ﬂ area to create A nerwodk of bots, also known
— bwowkdrE  3: “hot hend” thar can be in control theomgh 3 Cammand and Coseesl (C22C

B w0 ermie ceneer. They trick noomal comprrer nsers to download Tromn infected files to their
. systems dhronph phishing SEO hacking, TTRL sedirection, and o0 on. Onee the nser
downloads and execntes this bomet Trojan m the system, it connects back to the
attackes mung IRC o Iz and wais for mstmeton Thas lab will help yom
noderstand how atmckers set np 2 botnet infrastmenwe. This will enahle Fom to
QEOTECT FONL OLpanization’s system from being 2 part of a bomet.

L) Wadkhoni e

Lab Ob \_ Ctives
The objecome of this Iab is to help smdents learn howr oo
¥ Creste a bomet nsing Umbra Loader
*  Execnte Appheations from the Command and Comtrol Cenmer

Lab Environment

To perform the lab, von need:
" Windows Serves 2012 host nmackine
*  Windows Server 2008 moning as a vrmal machne
® Windows 8.1 maning a5 2 mirmal sachine

Windows 7 manng as a virtmal machme
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Umobra Loader Botnet located at DRCEH-ToslsiICEHvE Medule 06 Malware
Threats'Betnets

Web Browsers

Admmstratire Povilege: to mn the mal

and create a botnet, themhy
command and control centar p

to Administrater mser acconnt.

MNote: Before installing WampServer, yoo need to stop I35 admin service
and World Wide Web Poblishing Secvice. To stop 5 o to Start 3
Administrative Tosls 3 Services, right-c S Admin Service, and click
Stop, cight-chck Werld Wide Web Publishing Service, and click Step.

Whle ping 15 admin service, if a Stop Other Services dialog-box
appears stating that other services will also stop, click Yes.

2 Click Start ai the lowerlefi corner of the screen and click start
WampServer 1o lannch TWa

niCrmrasures

% Resssmvrl. Repeuad
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J. Mavigate to ZCEHvI Medule 06 Malware Threats'Betnets, and copy
the Umbra Leader foldac

.n‘rl.'l-ﬂ 2

Hest the Umbia
Loader Website

FIGLEE BX Copr

4. Paste the copied Umbra Loader folder onto the Desktop.

sl com  fees | igesen [~ 0y ee sess i

FIGUTRE &% Pastng Uinslier Ligaler Folder
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. Mampate to Desktep, go to Umbra Leader & Panel, and copy all the
files in the location.

| - -
ot | = B : suas b romel P i...;-:'.:;l

FIGURE A4 Pritng Limslier Loadder Frolides

6. Mawipate oo Crwamphenarw, and ceeate 3 folder named umbea.

a1

FIGLERE A% Croseyrwenbra Podder
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7. Open the ceeated wmbra folder, and paste all files thar weee copied in
step 5.

Lrs
.. 4330013

FHGLRE 4.6 Pastmg the Fllm

. Now, we shall ceeate 2 database for hosting nmbm botoet To create,

lannich a web browses, trpe the URL hitp:ilocalhostiphpmyadmin and
peress Enter.

phphyAdmin webpage appears. Chck Databases b,

Lirsina] | 2 mm [ locaihont / leabest

FIGLRE R7. Oy Deabalrise
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10. Databases webpage appears, type umbra in the Create database text
field, leave the drop-down list set to defanlt as Collation and click
Create to create the new database

FIGURE Rf: Coratig Diatalrse

11. The nevdy added database appears in the left pane; cick on

R oyt ey Vb g = ' v e L ol et g 8 v ey o' e

FIGLRE A% Assgprey Uik Provleges
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12. The nmhra databasze’s webpage appears; click Privileges.

S Gl e G et TR e T O T SR T

FIGLTRE & 18 Asigressy Uier Prvileges

13. Here, you wall be adding a nser to the databaze. To add, cick the Add

user link

a1 |

S s e 1R B S S

FIGURE &11: Ansgresg Usex Privileges
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14. The Add user page appears nader Legin Infermation secton

1. Type umbra in the User name text fald.
b. Select Lecal from the Hest drop-down list.

c. Type the password test@123 in the Passweord and Re-type
password fields.

In the Global privileges section:
d  Click the Cheek Al link
13, Click Add User.

E12 Anegresgy Lier Pronleges
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16. Minimyze the browser, navigate to Griwamphananw umbraPaneliine, and
open the config.php file in Notepad+t.

= 0 =]

FIGURE & 13 Dy cxniyrphn Fie
17. The eonfig.php file opens n MNotepad++. MNows

1 Infine no. 2, asugn the nser name as admin in donble quotes. This
would be the nsername to log in to nmbea loader web appheation

. In line ne. 3, assign the password as passwerd mn douhle quotes.
This would be the password to lop in to umbra loader web
application.

In line ne. 5. asspn the mysgl server host as leealhost in donble
quotes.

In line ne. 6, 3ssign the mysqgl nsemame as umbra in double quotes.

In fine ne. 7, asugn the mysql password as test@i23 m double
quotes.

In line ne. 8, assugn the mysql database as umbra in doohle qeotes.

S

. B

Lo e 5.

FIGIURE £.14: Falitieyy comfig b Filee

15. Once completed, save the file.
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19. Magimize the web boowser, open a new wh, type the URL
hitp:lscalhostiumbrapaneliinstall.php m the address bar, and press

Wart for Umbra Loader mstallation to complete.

comgletion of installation, the following screensh

23, Open 1 new wmh, type hitpeilocalhestumbraipanel in the address bar,
and press Enter.
I
Erasxk 3 23. The Legin page appears; type the nsemame admin, the pass
BRSNS, R Ml password, and click Login.
Create a Server

HERTRE A.06: Taggoegr in i the Wy Poemel
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i8: Uil Laracles e Panel
wiew all the affected machines (bots) along
The command and contrel center allows: vou to

execute applications on the bors
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7. Mow, we shall create 2 server nsing the nmbm loader’s botnet bulder
When a nser mans this server, the botnet attains connection to the Tictim
maching and it 15 npdated i the Bots list (in the web panal).

. Mawigate to Deskitop, go to Umbra Loader & Bot, and double-click
Builder.exa.

31 = Foidar
TIARDIZ 30 AM . Applcalion

FIGURE 1% Loabng the Balder

29. The Umbra I oader Bulder wandow appears, displaying the Connection
tab by defanlt. In the tab, rght-click in the window, and click Add Host.

— T e

®
| e | rrersl= ="Te | Buld ADost
L9 gl e sialatian | I‘-'-"“S'l ]
|

| Host | stcess

FIGITRE £ 0k Aukbng a Fos
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30. The Mew Hest pop-np appears; enrer httpei[IP Address of windews
Server 2008} umbraipanelbotphp in the text field and click K.

MNote: In this lab, the IF Address of Windews Server 2008 iz 10.0.0.9,
which might vary in yonr lab environment

[mewnost

Poth to bot.php [I'.'.u.1 ff10.0.0.9/umbrajparelfbot.pbp ]

.'.I'Jnv-n'--|||

|-

FIGLTRE &2 Aukbng 3 Host
J1. To test whether the URL can connect successfully to the botnet
databaze (when a vicum mns the server being created), opht-click on
the added host, and click Test Hest.

|

Connechon | tretlation | Foging | Sud | Abact |

| Suoess
hittpe i 10.0.0.9Umbrajpane...  not ected
Add Host

Deiete Hast

Clear

FIGLRE B2 Testng i

32. The stams shonld change from net tested to werks! as showm in the
screenshot:

|umbra Loader Busider =

Cannechon | Tnetallation | Pugne | Bukd | About |

Hpc 10 0.0, S fumbrafpansl, .. works!

hd

FIGUTRE £2% Tt Succeashul
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33. MNow, dick the Plopins @b, ophe-click i the window, and dlick Add

Plugin.
- — ——— —— -
Umbra Loader Baslder =
Cornection | Tnstalanen sild | abaut |

ramme | Ao | yersin

2% Add Plugn

"{:_, Doebebe Fugic

FIGLURE R24& Adudmg Paugn

3. The Open Window appears; navigate to Deskiep & Umbra Leader -
Bot & Plugins, select ushspreader.umbply, and click Open.

= ; |
-| & -

={ Ti0e

W strsveader unbply  GI6/201T 215AM  UMBPLE Fle

B Fies & oype I i Phuge

FIGLURE R25 Addimg Pugn
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353. In the Umbra Leader Builder window, click the Buwild wb, and then
click Build.

]

cornsction | Tstalisten | Pugins ot |

FIGLURE &2 Bealbwy Server

36. This budlds the server snccessfnlly.

imm \onder Budder

carnection | Inetallation | Pugns Bukd | about |

FIGALRE: BI7: Server Busht

37. Close the Umbisa Loader Bnidder window.
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-]
vami & 38. The created server.exe file is stored mn Deskiep & Umbra Leader 3

Bot
Share

the Seiver L e

FICIIRE B35 Varsiig thet Crntua] St
39. Now, let us share this file throngh a shared netwodk deve.

40. 3o, copy server.exe file stosed in the locaton Desktep & Umbra

Loader < Bot and paste it in ZCEHvE Module 06 Malware
Threats Botnets Umbra Loader

-._:'||

| <[ oate macifias | =] g
47242015 & 5 5

FIGLEE 3.2 Shasng the Serwer
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4]. Mow, log in to Windews T wirmal machine (35 2 victim), navigate to the
location ZACEHVES Module 08 Malware Threats\Botnets Umbra
Laader, znd donble-click server.exe.

= e

_.,.l i Ciokrest b Umriors Loader ¢ ¥

1 Open Hew okl - @

Het
§ Domwrineds Parsi
Rmcant Place e

T wanrae-fd-§10 e

Libearies
& Documesnts
R
w Music
bl Picturm

H videns
E Compute

m | SRCVRTELE Dalm mody TS 150 P
" 2 E ioae D0 EE

FIGURE B30 Eaecueryg B Seovet Pl

42 If the Open File - Security Warning pop-up appears, chek Run.

43. In the same way, lop in to Windews 8.1 wirmal machioe (25 2 wictm),
mawigate  to the location ZACEHVS  Medule 068 Malware
Threats Botnets Umbra Loader, and double-click server.exe.

44, Tf the User Aecount Contrel pop-up appears, click Run.
mbra Loacer - O “

7]

LIRET LU

E wiregr-id -1 e

FIGLURE E131: Baecuenyg e Seover Pl
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43, Now, these too machines have become victim= of the botet
46. Suatch to the Windows Server 2008 virmal machine

Hrask s 47. Mamimize the web hrowser and click Bots icon A Bets windowr appear

displaying the added bots as shown in the following sereenshot
Execute i

Applications
en the Bats

FIGLTRE 832 Vipwing Bors

Mote: If yoo do not find the bors, cdose the window, and re-lannch &

438. Now, you have control over these bots and yom can nse command and
control center of Umbra Loader to execute any applicanion remotely.

45. Let ns exacote an application for instance So, to execute an application,
we first need to place it i C:\wowr' nmbra’ Panel' uploads location.

50. T thus lab, we shall be executing WinBAR application. Go to Desktep

% Umbra Loader, copy winrarxGd-510.exe, and place & mn
Crwrerw'umbra Panelupleads.

(B

= ||

Jafs
B owrrw e tinem 7o mmm  Appcason 1ETIME

FIGURE £3% Uplsaling s Appcsen
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51. To mew the nploaded file, mawimize the web browser, type the URL
hitpzilscalhostumbraPaneluploads i the address bar, and press
Enter.

52. Yon can mew the uploaded file as showm in the followmne screenshot:

Inciy of JumbragFans|uninads

Index of /umbra/Panel/uploads

* Parent Doectory

FICILRE. 8.34; Aqaseicn: Ujikesded

3. Noww, let nz execnte this zpplication on the wictim machines (Le., bors).
To execute, sonrch to the Umbra Loader panel @b and click Commands

icon
. Commands window appears:
1. Select Devmlead&Execute from the Command drop-domm List.

b. Type http:i[IP Address of Windows Server

2008 umbra/paneluplsadswinrar-x64-510.exe in the Parameters
field.

Check all the options in the Countries drop-down list.

Tv_rpe 1 in the Max. Executions feld and click Add.

FIGURE & ¥: Cemfyurinyg Cesreroed sl Contral Comer
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By setting these valnes, you are zhout to execote the winrarxGd-
Blb.exe fle, located in hitpe/i[IP Address of Windows Server
2008 umbra/paneluploads! only once.

Yon may execute the applications M number of times where & 5 a
mmber you specify in the Max. Executions fisld

Umbra Loader begmns to execote the application on the machines and

displays the pr . You may click the Refresh butten to wew the
the command execntion

i
After a while, swritch to Windews 7 machine. You will observe a2 User
Account Contrel unp, which infers thar the Umbm Loader bomet
has snecessfully anempted to execute the application.

[ o weart: byl thee faliorwing program o make
" thanges to this compuier?
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59. In the same way, switch to the Windews T machine You will ohserve a
User Account Contrel pop-up, which infers that the Umbm Loader
bomet has successfully attempted to execute the application

ey e | = |

) Do youwant m erlow the {olowsing program o make
W changes o this rompeter?

FIGLRE R3R Apphcabon Bomhnd Succms Sy

60. If you execute an applicabon that can bypass the UAC zettnp, then the
User Account Contrel pop-up does not appear and the application
antomatically execntes.

61. Thus, in real-ttme, an attacker can execute applications on the affected
machines (bots) and mupht also amempt to pecform atacks such as
denial of service.

62. On completing the lab, end the server.exe process in both Windews T
and Windews 8.1 machmes.

T el e
LAan ,Qg*!_fp,_h.;\,_h_\

Analyze and docnment the results related to this ih ezersse. Prowmide yonr opimon
on yons target's secuaty postue and expostee theongh public and free mfommation

O Yes
Platform Supported

[ Classroom
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Lab

JES Virng Maker & a ool fo create virwrss. It alio bas a_faature for comerting a

LIS IHED 3 O
TR T -
_tcou ey Lab Scenario

' Valmahle

ey Vimzes are the scourges of modem compuoing Compnter vimses have the

potentisl to wresk havoc on both bnuness and personal computers The
# Textyou lifetime of a vims depends on s ability to reprodnce iself. Therefore, attackers
— twowled® desipn every vims code in such 2 manner thar the wims replicates irself o
o Wb e mumber of times, whese # 13 3 mmber specified by the amtacker.

L Workhook e Ll recent vears, there has been considerable gromrth in Internet eraffic penerated

— by malware. This rmaffic nmally only impinges on the nser when either their
machine gers mfected or, dnnng the epidemic stage of 2 new worm, when the
internet becomes nomsable dne to oredoaded sonters. What 15 less well known
15 that there iz a backpround level of malwace taffic ar umes of non-epidemic
growth, and that anyone connecting an nn-frewalled machine into the Internet
today will see a steady stream of port scams, back-scarer from amenvpted
distnbited dendal-of-service attacks, and host scans. Thons, i is necessary o
contime to budd better firewalls, to protect the Internet ronter mfastmemee
and promide eardy-varmnge mechanizms for newr attacks
As an ethical hacker and pen-tester, dnring an andit of a target orgamization, yon
have to deterrmne whether wimses ind worms can damape or steal the
ozpanization’s mformaton. Yon might need to constmet mmses and wozms, oy
to tmyect them mto yonr target network, and check therr behawior, whether an
anti-mims will detect them and whether they bypass the firewall
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1 abh
B o B

C | 1 E—
Ub i ectives

Teels The objpectve of dus kb is to make smdenrs leam and naderstnd how o moke
demenstrated in
this lab are
available in ablh Frwvironmant

LAabh cvironimeant
D:CEH- sl - :
TooksICEHV To comxplete this lab, you mil aeed:

Madule 06
Mahware Thicats " TP mwol locaed o RCEM-ToslsiCEMvE Medule 06 Malware
ThreatsWirus Maker'JPS Virus Maker

Timses a0 wooms.

A computer muing Windows Server 2012 as host machine
Windows Server 2008 maning on virmal machme a5 puest machine
Rnn duis tool on Windogs Secrer 2005

¥ Admuwstrarre prvileges to mo toals

Lab Duration
Teme: 5 Minrtes
Overview of Virus and Worms
A wims 5 a self-repheats that produces it own code by attaching copies
EPACATIIS PIOETIT pe i L e

of i onto other execumble codes. Some wmse: affect computers as soon as theis
codes are execrted; others e dormant natil a predetermined logeal crenmstance 15
et
Lab Tasks

Lamnch Windews Server 2008 viomal mackine

2 INarigats o ZOCEHV Medule 06 Malware ThreatsVirus Maker'WJPS Virus
Maker and donble-chck jps.exe.

If an Open File - Security Waming pop-np appears, click Run.

If a Conneet to *** pop-np appeass, enter the ceedennal: of the host
omachine (Windews Server 2012) and chck 0K
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# Note: Take a
Snapshet of the
virtual machine
hefere launching
the JPS Virus
Maker tool.

6.

CEH Lak Masmual Fag
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The JPS [Virus Maker 3.0) vims maker main window appears, as thowm in

the sereenthot

IPS | Virus Maker 3.0 )

irus Options :
] Disabl= Aegstip
[ Drieatale Mg Covilia
O Diizabk: TeakFenager
[] Disanle ' shon
[ Drizaiake Mircia Palvar
[ Crizatake Inbemet Explones
] Dizanlke Time
[ Dk Gioup Folize
[] Disable"dindows Exploies
[ Doieeaabe Mabaridnli ine
O Dizanks: Modtes Art Vi
] Disatl= Mole Ped
7] Db lond Fad
[ Crizatale: Wind owea
] Dizaals DHCP Chert
[ Dizatle Tazkbar
[ Dizahl= Skarf Bution
] Drizatka MSM Messargan
O Dizabls CMD
[ Dzl Secunip Cart=i
[ Drizaabe Systaam Restone
[ Dizanlks Control Paned
] Dizatals Deskban lears
O Dizatla Scraen Savar

[1Hide Services

1 Hide Outiook Exprace

O H id= indona Clock,

"] Hd= Deskbap l=ons

1 Hida &l Fraccas: in Tasum
I Hid= 2l Tazkzin Taskmor
[ Hidz Fun

[ Charga Explaner Caption
[ Cl=er WWirdoves KF

1 Swizp Mouse Butlore:

O R emeee Falder Opcions
] Lock Mous= & Keyhnard
[ MutaSound

[ Al CE RO

|:| T D Moo

[ Crazy Maowse

[0 exhoy Taskba

1 0 esliog Qifings frib eseangai)
O [ etrcy Fratecied Sinoregz
[ O echioy dudia Servics

[ O =il Clip ceand

O T ermiriate Windaw:

] Hd= Curzon

O Auea Statiun

0y Restall 3 Log Ol

3 Tum O

O Hbebate < Moma

Name After Instal: Server Mame: |Sender.exe

, L
oo |

FIGURE 1.1 JFS
The window displays vanoos fexmees /options that can be chosen while

cregting 3 vims file.
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JES lists the Virus Options; check the eptions that you want to embed in a

newr v file.

Disable Intesner Expl

[ Db R gictry

[ Dzl Mz Config

[ Dzsble TadManager
[ Lz Yahoo

O izl Media Pakes

7] Dzeble | nlerret Eeplorer
[ Drechi Time

[ Db Girowp Polcy

7] Deeble \Wirdoves E splorst
=] Drimabde Moton Ak Wi
2] Dambde M ctifee dabi Vs
[ Creabes Ml Pad

O Diaekieod Pad

[ Dzsble \wirdovs

[ Critiie DHCF Cliari.

[ Diahle Taskbar

] Dzeble Stet Buttan

[ Db bASH Masszaepe
[ Diseble: CHD

[[] Drebie S=cuky Cenbe
] Disgbla Syslem Reshore
2] Deabde Cardrol Pared
[ Db Dackfop loone
[ riazhia Sonean Saier

Il Tasks in T: skmer,

1 Hide 5 g cee

O Hide Dutionk Express

] Hide wird oves Clock

1 Hide Dreck. lop loons:

O Hide &1 Proceess i Teskmor
] Hide 8 Temzkz n Taskmop
1 Hide Riin

L] Chonge Explorz Caglian
] Dear windomes =<F

1 5wan M odze Buthons

] Aemaue F oldsr Optiares

[ Lok Moeze & Eeybozd
[ M Sourd

[ abbwesy= CO-FROM

1 Tuin Off Moria

[ Crazp Mousze

] Destray Teckha

1 Dreetray DF s [ Meszenget)
[ Dzt Probeched Shorage
[ Daskay ALde Sermce

[ Dty Clipboard

] Tampabe Windows

[] Hide Cuizoi

] Auto Slamap

]

o Restat O3 LogOf

3 Tum Qi

C1 Hibrinsba 3 None

Rame After Irstol [Rundlz? I Server Mame: | Sender . exe

Abaoal | |

EEE -

TIPS Wirus hdaler

P Vi Miskerr i weenkoow weh Oy s

wE FrEE t0 FIY

ET

gar), DE;tccrj_: Andio
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9. Click a radio button (here Restart specify when the mms shonld start
attacking the system after its creation.

{2 Reslal ) Log OF 2 Tum ON i Hibnrals 3 Hare

Mame After Install: |R;u'||.ﬂ-:|:i H Server Name: |_"'_1-=-"de' EXE I

i Meuker 100

= Mg nam werh v wh Rrstart s 2]
10. From the Mame after Install drop-down bst, choose the mame of the
service (here, Rundll32) yoo want the mims to minme.

0 Recait < Log O 2 Tum O o Hbrmale < Mare

Name After tnotall: aundlzz | Ea'\wr'lane:

Rundliz

e =~ — :

¢ Sydhost

o Makr sy wrwk s e the Marne A Toord | e
11. Choose a server name |here, Svchost.exe| for the mms from the Server

Hame deop-doom bst

o Reslat O LogOfF O Tun 0N » Hibrirale < Mare

Name After Iratal: |Rundl32 l Server Name: Svchostewe [

Svchoab.eie

bl | | e | .K:-!lud:‘i'.l.em.-.
g _ SPOCLEY.EXE
Ps Y

Lo ALG.EXE
i SVCHOST.EXE

# Mnker 3.0

uhisr vina TP Wir Mfakerr e wwkonsr wedh Sex

5
hefore ciclane on Create Virs!, chick icon to confinee the
VA0S OpTons.
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13. A Vims options window appears, a3 showm in the sereenshot:
EH tasx 2 TR -
_— IPS | Virus Maker 3.0 K
Make a Werm
Virus Dptions =
] Change *F Pazswod :
O Changs Compidear Hame:
] Change IE Ham= Fag=

O Clesse Cusbarn Window -

7] Drigaihe Corlom Sarmce
[ Cisatale: Gl om Proce:ss ©
[ Oipearrs Chcharn ' ebeics
] Fum Cuesberm Cammard

e

Loty

|

I_.::..'_- amtop e
[eirtts

|

1 Enable Caresit b Worn | sutn copy o path's )

) — T

42 Trarmpam=l ) Doc Jeoin 1 EXE Ton
o Love Tcon J POF Lon 7 BAT Loen
++ Flash Toon 1 1 PG haom 1 Setupl Toon
7 Flash Teon 2 71 BMP Teon 1 Sehup? Toon
> Font Ioon = 3 Help Teon O AP Icen

) Redgat O LogOd < Tun O o Hbinate o More

T P
fbout | | Creshe Vinudd | “ El

FIGLRE 57 peringy the Vinus ppsions

14. Check the Change XP Fasswerd option, and enter 3 passwesd (here
gwerty) m the text field Check Change Computer Hame option, and 1
Test in the temx field Check Change IE Home Page ophon, and type 2
website wl m the texs fisld

15. You can even confionme the vims to conrert to 2 worm To do this, check
the Enable Convert to Wesm checkbox, and provide 2 Werm Hame (here,
fedevi).

16. For the woom to self-seplicate after 2 pamenlar tme pedod, specify the ume
(in seconds; here, 1 second) in the Copy after field

CEH Lak Masmal Fage 707 Ethical HJ..-L-in.;_ _nd Cosniermeasarrs Ef
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17. Select JPG leon madio bomon in the Change leen section, and click Restart
radio button, i the lower part of the window.
:IITS--Fu_m: FHaker 3.0 |
Virus Opiaons @
[ Charge P Pazsncad - |
O Changa Computer Mame: | o5l
[7] Charge IE Horme Page || FRAF SO
] Chis Cstorn WWindiw [0 daenge
[ Cifeebie Custom Seevice: [ i
[ Diszbie Custom Froness - | BT
[ Oy Cutehorn bwiabeeits |“ G

] Aun Cuszlom Command |

[ Enable Convvert boWom [ adba copy bopaki's |

Worm Fama 1 fedes Copy Aftiers 1 [T sacs

£ Transparmes| ). Doc leon .1 BXE Joon
< Lowe Joan .1 POF Lcex 1 BAT Eoon
% Hash lcon 1 (7 PG lmn [ Setup] Ioon
{7 Pesh Teon 2 [ BMP Tcon ) Sehup? Toon
(- Font Teon 3 £ Help Tcon 2 @P Icen

Cr Restal O LogOif < Tum OR r Hbmale < Mone

Kame After Install: [Rundlaz ‘ Server Mame: -
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19. A pop-up window smtes: Server Created Suecessfully.. Click OK.

FEHLRE 200k JPS Vino Maker Server Cand serzdally s

2. The newly created vims (server) = placed aotomatically i the felder whers
jps=exe 15 located, oz with the name Svehost.exe,

21. Mow, pack thes mims with 2 binder or virus packager, and send it to the
wctim machine throngh emals, chats, mapped network deves, and so oo

Lab Analvsis

Diocnment all the files, created vimszes, and worms in 2 sepamate locaton

O Yes
Platform Supported
[ Classroom

CEH Lab Maamal Pagr 7010 Ethical Hacking and Cosntermeasares Copyright © by Ei-Gomell
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Lab

Ghast Eye Worm s a “worm™ hacking program that shreads random mersaper on
Farsbook, Seaaw, or char sites

B . ~ -
IEGN KEY Lab Scanano

>
Valnahle
infoomartion.

Worms are self-replicating hackwmy proprams that spread malicions links (that
have Trojans/backdoors embedded in them) which when clicked dowrnload
& Textyou the Trojans and install them on the wctims' machines. These Tooans and

e <worms may be crafred in snch 1 way, that even anti-vims and firewalls fil to
= Wk ezmrce detect and block them

L Wadkbook mrier s an expert Ethical Hacker or Penetmtion Tester, you need to ensnre that
— proper secuaty measnres are taken to avord worms and Toojans from entenng a

Tools
demonstrated in - The ohjective of this lah iz to make smdents laarn howr to confisne 3 woem, embed
this lak are 2 Trojan m it and spread it thoongh social Merrodong webates
available in = =
e Lab Environment
TealsICEHVD
Madule 06 To carcy ont ths lab, yoo will need:
s = " (Ghost Eye Womm locared at DeCEH-Tools'CEHvS Medule 06 Malware

Threats'Worm MakeriGhest Eye Werm

A comprter muiing Windows Server 2012 as host machine

A computer mnmng Windows 8.1 virmal machine as atracker machine
A computer munme Windows 7 momal machsne a3 mictom machne

CEH Lab Masmal Fag 710 Eikical Elh.'klﬂ:- i"J Cosnicrme J-: urrs gymaghst D1 EC-I_.:I
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A computer maoning Windows Server wirtnal machine as woto
machine

Admmvstratre pomileses to.ma tools

Compnter woon ae maboious propmms that repheate, execute, and spread acooss
the network connechons mdependently withont humen mteachon.

L]
Hrasx 1 1 e momng this 1sb, you need to log in to Windows 8.1 and Windows 7
wirtnal machmes.
Create and ) ) h .
Configure a Werm 2 Enmre that yon have an active Drephex acconnt. If you don’t have, create

Mavigate w  ZCEHVY Module 06 Malware ThreatsTrejans
Types Remete Access Trejans (RATnjRAT

&~ Mote: Take a . Donble click on njRAT v0.7d.exe to hnnch the KAT.
Snapshet of the
virtual maehine
kefore launching 6. The ofRAT GUI appears ;
the Ghest Eye mention the port yoo want
Werm teol.

If the Open File - Security Waming pop-up appears, click Run.

FIGLEE WL AT G

CEH Lak Masmal Fage 711 - thic E sniermras
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Registry StartUp, and chck Build
MNote: In this lab, the IP address of the Windows 8.1 wrmal mackine is

HoBT
10.0.0.4 i H B Protect Process [B500]

VICTIm Mame Ed Copy To Startlip

[!m:H-.-.d | Registy Slarlp
Eeyloge Size KB |20

ExoHame Copy

[wr-:rr.r-.:a.-" I

Mrectony

[ &

FICLTRE 0% Baubg 2 sexvrer

CEH Lak Masmal Fage 712 Ethical Hackss,
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10. The Save As dislog-hox appears; specify a location to store the server,
resrame it and chck Save.

11. Im this lah, the destnaton location chosen 1z Desktop and the file 15 nzmed
Test.exa.

Save AL m‘

t [BE Deshtop s

Faverice 'r‘
Homegmug
B Desiton * J 4
8 Downloads

Recent places

T
#d Homegroup .-L- The PE

B Thir &

Filw narr: | Test e

Sewm a5 by | EAE (¥ o)

= Hide Folders

FIGLTRE 14 Baaibng 2 srwer

12. Once the server = ereated, the DOME pop-op appears; chck 0K

DOME! ﬂ

A Userst Admimh Desktoph Test . exe

FICATRE L5 Server bunlt suctos fully
MNote: Leave njRAT mnnmy thronghont this Iab.
13. To make the trojan nndetectable, von need to eoypt

CEH Lab Masnsl Fagr 713 Fthical Hacking and Cosniermessares (pmigs © by Ei-Semncl
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Hrask 2 14. Mavieate to ZNCEHYY Medule 06 Malware
Threats'iCrypters SwayzCryptor, and donhle—chick SwayzCryptor.exe.
Crypt Trejan

Usiinig 15. SwayzCryptor UL appears, chok below File, to salect the Toman
SwayzGrypter fila:

£

L.

FIGLIRE 106 Sdnswgra Fle

16. The Select a File dialog-boz appears; navigate to the location of Test.exe
(Desktep), sclect it and chick Open.

Fila nama: s Eva *.ooa]

[ DO

FRGURE 107 Sdasmga Fle

17. Omce the file is selected, check the options Start up, Mutex, and Disable
UAC; then chick Encrypt.

~ Bind oy
o s

B e TR

Pz bi=n

FICATRE 10 Fraoypotgy the Fis

CEH Lab Masusl Fagr 71+ Fthical Hacking and Cosniermessares (pmigs © by Ei-Semncl
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18. The Save File dialog-hox appears; select a location where oo want to stoe
the crypted file (here, Deskiop), leave the file mame set to defmb
(CryptedFile), 20d dick Save.

Save File = |

'5 Hemagroup

2
l. Thiz P

Filaname | el de vy

Eem a5 by | pe (" e

= Hide Foiden | Saue

FICATRE 1069 Eracoyptigy the Fils

INote: If an Open File - Seeurity Warming pop-up appears, chick Run.
19. Oince the encryption 1= finished click Close

rtarome o Eimt gz
7 by
o Dimusis AT
AR
o 1ok uss bumshe vour hile nas Been saved. ol Lise maydmm e L esd 00’ L VOEEDE ke SE.
FIGLEE ML Fting o aypdustion
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Hrasx s 2. Log into your Doopbox acconnt, dmp CryptedFile.exe (locared on the
Desktop) onto the Drophonr webpage.

Uplead the
File ts Drophbax

FICIUTRE §112 Cryrnd Fie choppe] s Dol
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M. Click on the nploaded CryptedFile.exe knk

% Homa- Dophar I-

L

FIGRTRE L 13 Cogend il dewpyse] i Db
22 The CryptedFile.exe pop-up appears on the webpage; click Share.
ey x|

+

Executabie

T

FICILTAE 101 14 Crypeieed File: gyl e il
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23. The Share fink to ‘CryptedFile.exe’ pop-up appears; copy the link and
omake 3 mote of it

& Home- Diophas

FICATRE H115 Displce T smimcaznies | vy the oy e

= 24 Mavigate to ZNCEHVY Medule 06 Malware ThreatsWerm MakerGhost
Eye Worm on the Windows 8.1 virnml machme, and donble-click Ghost

Launch and Eve Werm.exe.
Configure Ghest i ;
Eve Werm 25 The Ghost Eye - Worm pop-up appears; chick OK.

Ghast Eye - Worm ﬂ’

Wellcome To Ghaost Eye Worm, This is your first, Please Aead = T.0.5
Carefully
- Mo Scaming On Virustetal Only Use elementScanner or Razgscannes
- Ghost Eye \Worm Coder ls not Responsable for how you may use thic
praduct, It's your Life, &nd i enly madeit for educational purposes
Tyou Meed any Help Please check the about Or email me Here
S Live.fr

FIGLRE MUl Cihast Bve - Whom pryrpe
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ye - Worm dialog - box appears; enter Ghesteyeismael in the
Passwesd fisld, and then ¢ Browse.

Ghost Eye - Worm

Tios Eye Officisl Webste it/ forvew-chios mye-wranw blogspot com/

Paaswarnd ¢
*w Feamember my password

Ehub

FIGLRE LT Beorwseng the sl

Z7. The Open dalog - box appears; mavizate to Z:CEHvI Madule 06 Malware
ThireatsWeorm MakeriGhest Eye Werm, select Stub.exe, and click Open.

vy Homegroup

CEH Lak Masmal Fage 719
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29 The Ghost Eye - Worm GLUT appears, as shown mn the screenshot:

Smim - Civpncind ot Eyn Dl Focsheok

Wi ell come Gt | "\ Ghon Byn Ol Wabedn For Lipdalts —  Hipo/fw

r Wann Dusnkacdlen

Direct Download Link

W Thoge o

Stabm - Lampocied iGhoat Eype Dligal Facsbook

Windcome Gt | ‘-\ Ghost Evm Officad Wishedn For Undsie

r W Dowmnisader

et Dovwnload Link

CEH Lak Masmasl Fage 720 Eihical Hackimg and
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iGhost Eps Dfizel Facebook

Vinkorn st | gl Ghord Ejm Offcal Watisin For Lndsten tm-._mtﬁmw e on

Fahe Encr Meszags | Beserbi Chargs  About

™ Sarvercan Faih -»

Drop in Path ;

O s

streer hane

FIGGURE Wu2: Seing the path of the B s tramp fokder
lick the Spreaders b
i, eck Steam/FaceboalSkype/Chatwebsites, and wnte a descophion,
followred by the diect download Lnk of the Irojan file CryptedFile.exe,
shown in step 30 (httpsidl.drepbex.comi...).
The reason for the direct dowmload lnk here 15 that, when a wetim executes
the wonm, &t stams spreading the nk (mentoned i this field) on the
Imternet "When a penerml user ¢ the kok the tropn file
(CryptedFile.exe) ows on that machne and oRAT esghlche: a
connecton with that wser.
5. Check Netify Me By email Fer Each Successhully Installed Server.
35. Enter yons email ID in the emad feld, followed by its sespective passwond
m the Passwerd field Eoter the Subject a3 Vietim Trapped.
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Whenever a wictim mns the worm oo secerre 2 notification to your mail

D wath the sabsect Vietim Trapped.

Ghost Eye - Worm - Codded By Hi

Hawm ..anpwmgﬂ {Ghost B DFizal Facsboak

el coume Gunst | ‘\\' Ghosi Bvn OHical Webain For Lpdeies

Bl SeanFarsbock Shype Cratwehsies -5

Time To Soead The Messge, Soresd Evesy

Il Hiotiy Ve By smol For Esch Succsssiully retaled Server

B Seve Enad ard passsomd

pticn, enter Alert?! (or anything in the Fake Title fisld and
type the message Yeou are my Vietim!! (o zmdar) m the Message Here ..
field.

39. Click Exclamation.

CEH Lak Masmal Fage 722 Elical Hacksy
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40. This displays an emclamation on the wctm machine’s screen when the

TP TTRS.
Ghost
Sistm ©  Limpacted Gt By Dl Focebenk

Viniorn st | gl Ghord Ejm Offcad Watisin For Lndsten

— Faloa Eror Messs Qe -

Erabin Foke Eror Meszaoe

@ rfomooon 0 Ewclamation » Nomra

FIGGLRE If 1gya Fkr Fimror WMrsocigy:

ck the Assembly Changer @b, check Change Assembly opuoa, and

I |
Wielcomn Gt | -“\' Ghosl BEyn OHcel Websdn For Lipdetés - Hip:
Dovmipad=rSib | Path  Tools | Spresces | Buld | Feoe Encr Meszage
Aasamily (hanges -

B Chargn besermbly

Prosict
Copvright

Trademasc

iy i S by Clecgeer
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Sebm tr'rﬂdsd Tt By DHiaed Facmbonk

Yielcorme Gnst | h‘\ Fron Bm Offcn Wsheds For Lindsits

Soub Locstor 0 Lpse™ Ay D gktog From Exe Wom \Soub exe

43. The Save As dulos 5, select the destnanon locaton (hese
Desktop) 10 wh want to save the penerted worm, mame 1t werm (o

sinilzc), and click Save.

f-"‘ Homegrouo

This P

Flegame | =o *

Savw an ypee | Exmeutabls e "
FIGLRE |02k fuvey
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. Omce the worm is ereated, the Ghest Eye - Werm pop-up appears, staiing
that the woom has been bailt snecessfully. Click O

Erasw s 45. Navigate to Z'CEHvS Module 06 Mahware
—_— Threats'Crypters SwayzCrypter, and doubleclick SwayzCryptar.exe.

6. SwayzrCryptor GLUT appears, v:li::]i. nnder File, to selact the Troian
filla:

Crypt the
wattm Using
SwayzrCrypter

a

Fis

I |

Shwriug
o

Cmatim iz

Baqwm deker

bzt ldie.

FIGLRE WL.IT: Seveyr the Whien

47. The Select a File dialop-box appears; namipate to wesm.exe (Desktep),
select it and click Open.

Select a Fils

T |E Daskiop

Db o
Fawerie
B Deshion
B [owmboards

Recent ploces

s Horsgroos

B This BC

P Metwork

FIGLRE 1036 Saviey the Wiem
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48 Once the file is selected, check the options Start up, Mutesx, and Disable
UAC; then click Encrypt.

s | Gz

e
B o e

N Dimakis kT

Sy e

beiztuz fou [idn't Choose s bame and Paiil
FIGLRE 1020 Cepptiigg e Wensti
49 The Save File dalog-box appears; select a locahon where you want to stoe
the crppeed file (here, Desktep), name the file as Crypted Worm and click

Sawe File ﬂ"

=. Hide Folders

FICILURE 103 Soveggthee Caqrnd Ween

Note: If an Open File - Security Waming pop-up appears, chick Run.
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50 Omnee the encryption is finished click Clese.

+ Ticoed

whd e Ean s e a2

o Sarinr
o M

o Dmatie LAz

T Ragus i
keitetu: Fions e, faur s e Geen saved. o Lol anmin. besiopvi epted #oim,
FIGLIRE 10130: Fiting the SuarpeCnypece Appiicson

1. Send this Crypted Worm to the mtended wetm throngh mail, a shased

. In this Iab, you will be nang shared network dove to download the erppred
wonm

. To share the fle throogh shared netwods deve, you need to copy the
Crypted Worm.exe fle on the Desktep to ZCEHvE Module 06 Malware
Threats'Werm MakeriGhest Eye Werm.

FIGLRE 1032 Crypatee] Winms god 60 Dk

54, Assume that yon ae the wictm znd yon are Jopeed into the Windows T
wartnal machme.
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55. Click Chechpeoint m the Hyper-V toolbar to coeate a checkpoant,
when the machine gets affected by the , you can festome this
checkpaoint and retmn to the premons wodsng stte, hefore the womm was
exmernted.

driugl Machons Coprechion

FIGLT Crseergg chackpaomnt

56. The Chechpoint Hame dialog-hox appears; specify 2 name (here, Cheek 1),
and click Yes.

Checkpoint Mame

CEH Lak Masmsl Fag
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57. Log into a social networking webarte such as Facebeok, and minmize the
o

MNote: In this lab, you need towo Facebool s,
drmenry accon; te 2 domey acconnt and add it as 2 “fra

ACCOME (FOTUSE).

Maote: Do not use the account of a legitimate accoumnt holder.

Delete the dunmnmy account after perfornmng dhs lab.

[ e
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0. As soon as you donhleclick the Crypted worm.exe file, the worm actirares
and an Alert!! pop-up appears, stabng Yeu are my Vietim®?. Chek O

FIGLRE L7, Alerf e
61. Swatch to the Windews 8.1 vummal machme, and log into pour mail acconnt,
whose emal 1D and password were provided in Ghost Eve Worm dunng
the worm's creanon
62. Youwill ohzerve an emal m the mbox, with the solwect Vietim Trapped:
= - |

[
-

a

FIGITEE 10538: sl necervenl m maheen
3. When you open the mal von will observe the detals of vietm machine,
mch a5 computer name, opemtng system, IP addeess and so on, a3 showm

m the screenzhot

1

—

nmaiLoom

FIGLEE P59 T cosenay; the ety inkmmosom

Ethical Hacking and Cosntermeasares Copyright © by Ei-Gomell
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e that the MRAT chenr (nRAT GUT)

5 3 persistent connection with the wetim

FIGLRE Kk aewtion evsdsbahed

53 the attacker vodeing on the Windews 5.1 machine disconnects the

the mackine’s basic detads soch as the TP addvess, Tser
i system, and =0 on
on can e MEAT to monitor keystrokes, establish semote deskrop
connection, and so oo
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G9. As soon a5 you peess Enter, the spreader mes amtomancally entesed
mito the chat b _md 1 Se-:unh.r Check ¢ 2

FICi

. The spreader messape 15 suc
sCreenshot

FIGLRE 1043 Sposaler mesage posted i dlos
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Mote: The spreader messape pets activated whenever/wherere: you press
Enter, irespective of the window on which y : 5
to the Windews Server 2008 mirmal mechme 35 2 g
w steps 55 and 56 to coeate a check

FIGLRE B4 (o 3 srogeod

72. Lamnch the Firefox web hoowser, 2nd =ign into Facebeok with the racently
created duemony acconnt.
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FIGHLIRE 1 Clyseurgr the mcscger

74 In eal time, 3 gensnl nser holding an acconnt in Facebook:
sent by the victim Here, you are only acting as the peners]
the mictim

75. Chat box appears; chck the Diropbox download Enlk

FIGLEE B4 Cherg the bk
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76. Opening CryptedFile.exs pop-up appears; chick Save File.

FIGLRE 48 Savirg e fie

ick the dewnload icon (down-arow) on the top-nght comer of the
beooser wmdow, and then click on CryptedFile.axe.

8. If the Open File - Security Waming pop-up appears, click Run.

79. In real ime, attackers create Tron files in jpe or other foomat as the mctim
ommat Becanse this 15 st a

soon as the file i5 EXBC the nfRAT chient establishes a

connection wath the machine, and the nser working

1 wrinal machine. Yoo wall be zble to see a
on ojRAT, a5 shoown i the screenshot

FIGLRE WUk Clrreshion
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G2 This way, when a person recemes 2 spreader messape from the first motim
who is affected by the wom, and he /she downloads and msalls the file, the
mBEAT client moning on the attacker's machine esmblishes a connection,
and the armcker wall be able to emotely access the chent machine,

B3. Now, seirch to the Windews T virtl machsne.

B4. Click Revert on the toalbac

e WERnowe T o0 WK essssses L Yirual Suchene Convsaction

Rl Actien Weds Cipboard Yew  Halp

w 3@

FIGLEE 1051 Revrsng lack b the poreous chadgeans
5. The Revert Virtual Machine dialop-box appears; chick Revert.
Rewvert Mirtual Machine m‘

! Are YO SUTE JrauU A nt to revert this v

machine to its previous checkpoint?

[7] Plzase don't ask me= again

FIGIURFE 1052 R bouk b the proes checgrain
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6. Yon will be reverted to the previons checkpoint, as shown m the sereenshot:

FRGLRE M5 Clhedgenrs oretnd buck

7. Im the same way, follow steps 84 and B5 to revert Windews Server 2008
wrmal machine to its premons checkpoint

FIGLIRE 1154 Chedgrne mewrrind bk

iz way, a0 attacker use: worms and Trojns i real-time to esmblish
connection with the tarper machnes and demelop 2 bomet
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P TR RN —
I = s e g
AR M=y i

Dioenment all the files, created mmzes, and worms in 2 separate locanon.

O Yes

Platform Euppm:ted

1 Classroom
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Lab

Intermet Worme Maker Thing & a tool to seed create worme It can alio comvert a
TS HED O WO

TR N N T
| = s P
_tcon key | ab Scenark

' Valmahle

W, ATk " i ' Er Rt syatel 35 s
ey Loternet Worm haker Thing i= an amtommated scopting tool nsed to penerate

malions code. It enables yom to specify criters down to the most basic
# Textyou element, mehnding the actions yon want it to perform, its display langnage, and
— twowled® te lmnch date This lab demonstrates how easily an attacker can create 2 Soom
o Wb e As an ethical hacker and pen-tester, vou can nse Internet Woom haker Thing as
a proof of concept to andit penmeter secninry controls in Fonr organiTaton.

L) Wodkhonk e

& 3 Lab Objectives
5

demonstratedin | The ohiective of this kb i= to make smdents leam and noderstand how to make
this lak are Timses and wromms,

available in
D:'CEH-
Teols'CEHvS
Madule 06 To canry oot this Iah, yon will need:

Malware Threats _ . i
¥ Toternet Worm Maker Thing. located at D5CEH-ToclsICEHvD Moduie 06
Malware Threats Werm Makerintermet Werm Maker Thing

=l = T ¥ = e o
Lab Emvironiment

" A computer munng Windows Server 2012 as hozt machine
* Pamn this tool on Windows Sarver 2012
" Admuwstrarre privilemes 1o ma tools

tion

b i
._,..q.-:.:j :..--.:!'\-:cah..-..

Teme: 10 Ainmzes
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PR v e 2™ e T - (7 1 - .
Overview of Virus and Worms

Compnrer wooms ae standalone malicions proprams thar replicate, execute, and
spread across the petwork connections independently without hnoan mtesction.
Introdess create most of the wosms to replicate and to spread across a networ,
consemeng avalible compoting resonsces, thershy cansing network servers, weh
sarvers and mdmdnal compster systemes to stop responding. Howerer, some worms
carry a pavload to damage the host system.

I ah Tacke
LAaD [asHKs

I. Navigate o DHCEH-Tools'CEHV Module 068 Malware ThreatsWerm
Maker'intermet Weorm Maker Thing, and double-click Generator.exe file.

2 The Intermet Werm Maker Thing man wmdow appears, as shown mn the
screefshaot:

ﬁ: Fevennt Mavrs Waaee Thing - Vereiss A18 - P bhE [amn T= f"ﬂ

# Mote: Take a
Snapshet of the
virtual machine
before launching
the Intemet
Werm Maker
Thing teel.

FEGLME 111 Treteract Whonm srodorr shayg sroen warskow

.L-L'J Th eptaen, J-'--"' ] 3. Enter a Werm name, author, version, message and sutput path for the
Startupt in shacnn cheenl

loy chefanlt arml wrare the created woom.
wnis whenewes the onhen

rapeats ot . Chck the Compile To EXE Suppert check box
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In the Startup sectnon click the English Startup check box.

Internet Worm Maoer Thing - Version 4.00:- Pubisc B

INTERMET WOHRM MAKER T

Swylaary

€ Achvate Farpoasds Dn Dabe

™ Charge Homepage
AL

Dol Wirdaws Security
ot : s
Dipshie Tiorton Se
Ranconly Bcfisaie Fapioads .
estad PN
Chance of actisating Dayiosds, Comzbia Macm S
i oancE
Hige #ll Dnives
Disabde Task Mansper
Thmabie Keybord
W Corpda Ta EXE Support Dimabie Hulse
[~ Muzssge Bax
Sprasdng Cobors
Sheriun b e miears
- Giohl Fegeity Starun e
* [ebete i
Lowel Rieghadry Starkn e
on Shel Higot
Siart As Service
# [Enighef St
Geman Siarup
Opmn Cd Drevms
Lok Wonsadan

Cowaninad Fia - bore)

il

Thusra s CIGRye £ b

FIGURE 11.2 Select the aptices fxr crrsting Wiem
Select the Activate Payleads on Date adio button, noder Payleads; and
enter the Chance of activating payloads valne of 5.

ELd A it cof s e 7. Select the Hide ANl Drives, Disable Task Manager, Disable keyboard,
Disable Mouse, and Massage Box check bazes.

Enter a Title and 2 Message, and zelect Infermation from the leen doop-
dowmn hst
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9. Select the Disable Regedit, Disable Explorer.exe and change Reg owner
check bozes.

Internet Warm Maker Thirg - Yersion 4.00 - Public

Camais Windiwed
T Dispble Marton
Jrrwhadl klorion &
[E ==
Dishie Fu
DCisabie: Shutdomn
d ke Lo g T
¥ Cisable Task Manages Dibie Windowss Uidale
o o . ¥ Dmsbie Keyhord P Baprch Coosvand
¥ Corrgsla ToEWE S_ppart + Dmabls Mews I Swen Mo Butions
[ Prmsgags Ao tpen Virinege
Spraadng Opbona

Chartug:

" iziobal Regiai y Shartup

Charegs Win Heca Pl yer Tat
Taut
¥ Disable Aegert

e Dinable Explorer. e Ot 2 Dripes

W Orange Reg Ovwrer nok s bon
D

Cirsrdand Pl pcen?
| Ry

FIGLRE 115 Sens S ophoss o g woem

& Dot Rt 1 I Select the change Homepage check box
el th metings e bite: | /oo meerhor.com in the URL field

EWETY W i i

Chfstranae, by e

et e i 11. Select the Disable Windows Security, Disable Nerten Security, Uninstall

enrher vins Herton Seript Blecking, Disable Micro Secwrity, Disable Run command,
Disable shutdown, Disable Logoff, Disable windows Updates, Mo
Search Command, Swap Mouse Button, and Open Web Page check
bomes
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12, Select the Change IE Title Bar, Change Win Media Player Txt, Open Cd
Dvives, and Laek Warkstatisn check bomes

Imterriet Woom Maker Thing :- Version 4.00 - Public Editian

"~ Loop Saund

Heln Dumtico

[ P Dbl sy
K e B Driass [esbie Mabare
L Henave

 Cimsbim Task Marmge: : n T Dbl WO S

Fée Probecsan
B Deshie Kediod
I~ Comut Anfivinis
¥ Cestde Mouse b eyt
W Message Bre L = : ama

Tike

[ g

Message

R T — ]
Tk =|
S [ abbe Asgarkt
¥ Cmsbls Expiorer.axs

i Change Reg Cvnes

Eswcuts Dawmiaaced

FIGIURE 114 Sdn= #x ipires ke creeeng; womm

13. Salact the Print Message, Disable System Restore, and Change HOD32
Text check boxes.

14. Enter 2 Title and 2 Massage in their respactive fislds.
15. Enter the URL as hittp//wowrmeevhorcom and sender Hame as
juggyhey.

16. Select the Mute Speakers, Delete a Folder, Change Wallpaper, and CPU
Manster check bomes.
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17. Select the Change Time check box, and enter a time i the Hour and Min
fields.

net Worm Maker Thing - Version 400 - Pulilic Bditlon

HET 'WORM MAKER THING

P Change MODI2 Taxt
Téhe:

|Hacknc £
Lo S Eaifid

" Hidw Dwskirp

Tatis Madnare

W Change I THis B

(5H

fecc] T Coovierat Mmrn
% Chang s i'n Fecke Player Tut ¥
Crange Clack: Teat

Paax Bchars):

F P Monster
W Chanpe Tme
iy

FGURE 115 Sedas e opbors: for contsng womm

18. Salect the Change Date check box 2nd enter 2 date s the DD, MM, and YY
fields,

19, Salact the Loop Sound, Hide Desktsp, Disable Malware Remeove, Disable
Windews File Protection, Cormupt Antivires, and Change Computer
Hame check boxes.
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demenstrated in
this lak are
available in
D:CEH-
ToolsiCEHvE
Module 06
Mabware Threats

| et
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X). Select the Change Drive icon, Add To Context Menu, Change Clock Text,
Keyisard Disea, and Add Ta Faverites check bozes.

et Worm B aker Thing @~ Vertban 400 - Pubies Bl

{ET 'WORM MAKER THIR

¥ Dbl Spsee

R Changm HDO X Text

| ¥ Dmable Mamm Eaority

| = ‘mznacE:

| ¥ Castls Fum Comrnd =

F 57 Dieabie Shejicks [¥ear aywhem & hackad
| ¥ Dmabin lagefT ™ ChrtiokPun 1
|+ Donabée Windows Updase

| ¥ mo Seanch Command

| ¥ Swasp Mo Butos
| & O Webnsge

| AL

W Crange ETitk & ¥

¥ Culnin & Fis
i

Dmth:

W Change Win Feda Paver Til .
" ~ DCwiwrin & Foicer

W Openicd Drvess
W Lock Wiarkatwion
Crwriced e yipra?

LR

FIGIURE 1LA Sdn= #w ipires ke creeeng; worm

21. Sdect the Explait Windows Admin Lockeout Buy znd Blue Sersen of
Death check bomxes.
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22 Select the Infect Bat Files check box, nnder Infection Options; selact the
Hide Virus Files check box mnder Ewtras; and click Generate Werm,
nnder Control Panel.

&1 'Wiorm Maser Thirg = Verson 400 - Public Edition

W CrangeCurie

Sercies MHama:

| g veap

¥ Mute Gpayears

W Celete = Al

[F ¥ Likpacd Thes Progren Pl sos:

Aait M

Ecaniln Dervrinased

FIGLURE 117 Sebncs de ophiors: o crasog womm

23, Once the woom is successfully created. an Information! dalog box appears.
Click OK to close the pop-up.
i |

Information!

'0 ¥our new worm.vbs has been made!

FHELAE LA Sawrmabi crestion of wian oy sk
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24 The created wesmuvbs 13 saved o the ongput path you provide, while
confignong the Internet Worm Maker Thing In this lab, the womm 5 saved
1o the locanon CxWerms.

F n

=)

HOTTTLVES |
[ = o

FIGURE 11.9: Cassbia) weiesry -3 okler
25 In thes way, attackers neght eraft worms nung any of the above options and
send them to the intended weotions. When the victtm mns the woom the
options confipnred in the worm start acting wpon the victim's moachine,
which mipht zlso affect its pedformance.

B i el e
Lak ANaAYSIS

Drocument all the fles, created vemses, and worms in 2 separate locaton

O Yes
Plarform Supported
[ Classroom
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Lab

L

irus Ana

Compater wornes are malidons programe that replioets, exewds and spread
rhemreles aoross memvork conmections independemthy, nathost Buan Ritmation.

D S — '] o~ -
ICOH KEY Lab ascenano

s Malwrare analysis provides in-depth nnderstanding of each mndividual sample
——— ind idenrnifie: emerping technical trends from the large collections of malware
# Testyom samples withont acmally ezecnning them The samples of malware are mostly
- S -:'Dn:upanble with the Windowr: hinary execumable. There are a variety of goals m
pe*mu:u_ng Afabware analysis As an ethical hacker and pen tester yon have to
perform malware analyus to naderstand the wodting of the malvare and assess
L Wodiock wriew e damage that a malware may canse to the information syrtem.

infoomation

b Wb e

Lab Objectives

The abyecere of this Iab is to make smdenes learn and nndeestand how to make
Timszes and wroms to test the orpaniTanon’s fieroall and antems progams.

Teels ab Environment
demonstrated in ;
this lab are To comgplete s lab, you wi peed:

availakle in .
" TDA Pro located ar D:CEN-ToolsiCEHvE Medule 06 Malware

D:CEH- : . :
Toalz CEHYD Threats'Malware Analysis Teels'IDA Pra

Module 06 A computer mnmne Windows Server 2012 as host machine
Mabware Threats
Windows Serves 2008 maning on virmal machme a5 puest machine
Brn this tool on Windows Server 2006

Yon can also dowmload the latest verson of IDA Pro from the Lok
btrp: /oo bew-ravs com /products Sfida findex sheml

Adovstrarore 1leces 1o man toals
prvilegs
I = T R 1

b THEY R \-" IF-\.u ol

Teme: 10 Anmmes
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Yvrmavnaaar oF Haos [ =k
Aelrview orf ine Lab

As a disassembler, IDA Poo explores hinary programs, for wiuch sonsce code might
not be avadable, to crexte maps of their execttion The primary puspose of 2
disassembler is to display the instmctions muuﬂ-ezemmedhvﬂ:uapmoe;sn:m a
symbobic representation called “zssembly lnenage ™ Bor in meal Life, thinps agen't
ul';:'z:1 smple. Hostile code wsmally does not cooperzte with the anslyst Vimses,
wormes, and Troans ae often armored and obfuscated Moge powerfnl tools are
sequired. The debnpper in IDA Pro complements the satic analyus eapabiities of
the disassembler b—aﬂmmgmwlwtm&n.gkstepﬂnmlg}:dﬂ_r-mﬂebﬂcg
mvestigated, the debugper often bypasses the obfnscation and helps obhtain dam that
the more powednl static disassembler wall be able to process in depth.

Lab Tasks
B oTtask a 1. Loginm the Windews Server 2008 mirmal machine.

Narigate  ZCEHVS Module 06 Malware ThreatsMalware Analysis

e ToelsDA Pro and donble-chick idademett_windows.exe

If the Open File - Security Waming pop-up appears, chek Run.

4 The IDA metallation wizard appears; click on Mext to contime with the
sstzllation

T

L::I Frmad the Lici=ue
Agrmrmt carstully Lefer [I By Welcome to the IDA Demo v6.5
gt Setup Wizard

Er Rirkead s myu file Demn
Thas conmumand mdols the
: Wersion 6.5
ilakilrase. DA tnes o
ertien & much mboe

Hex-Rops 2818

FHILRFE LZ1: A Pro Seh
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5. Select the | accept the agreement mdio buon for IDA Pro hecense
agreement, and then follow the wizard doven installanon steps to mstall
DA

Licenss Agreenaent

Plasse rasd the follovang mportsnt informabon bed

B Trux weeshiow 10, Lirarss Asres
i

JPECTAL DEMC W

o uter aragrame, fereafer desorined & "the saftuers
said, to you by HeHlaws 54 pursuant to the

1 oo=ot the sgresmeEt

l-aonotacmept the SOFERMErT

FIGURE 122 DA Pro borries sgpoasiwril
On completing the metallation, ensnee that Launch IDA Demes 5 checked,
and then click Finish

i |

Completing the IDA Demo v6.5
Setup Wizard

L0 el berregpoam

Frish

FIGLRE 2% DA Pre metallassn cramypleie]
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If the IDA Licehse wmdow appears, click on | Agree.

B Akl emacunon trace

vrsrrere adkdrsin

FIGLURE 1Z& TDA Pecs Liswrrie accepis

B. The IDA: Guick start pop-up appeass; click on New.

o hunciion '|.IJI = | D Quikch stark k,
|

{ eucrently expisimy -

vt raar: P betoseee ol
i el
1 hummstices in aeadefin

eyt - il file 1= 0, " Dicazsemble a new file
trmm #hiis s the maane of Ble

o el

I itherair it
hackel phe bzt s cornpe

4 meture 3 J Wiork on yaur own

sy Croprile B tming

ety Joeng o)y Treveus | Load the ol deasserbdy

#f Camrvenienss foac

I+ Displey at startup

FIGLTRE 125 DA P Wekaamns wandos
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9. The IDA main window appears, slong with the “Select file to diassemble™
window. Marigate to ZCEHVY Medule 06 Malware ThreatsWinusesKlez
Virws Live!, select face.exe, 2od cick epen.

Rumhian sl

£y 5
o o

FIGITRE 124 TDA Prr Sle baoerss wesk e

10. The Load a new file window appears; keep the ouorent setones, and click
OK.

| Loa B eniniie 0 vrisst and e

LT ——— T =Y

=R H e ——

Agtum  rome: ok Ferar

Theesse comermancds alliw yeu Lzaciog pegmart. |

F prated

Loadng affset [ F Ingoyir erabiedt

Cpnees

F

— name of enum
— its =merial

P Losd pussercen
number

' Amrasrw DL erjie
' Ml ioadt
-

I=pres entation
o

% Cruats pparh mgrart
=mum
me=mbers

Cruads FLAT graup

DL dirmctrey [

e R

FIGLEE I27: Lol & voow il ek
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11. If 2 Waming pop-up appears, click OK.

12. The Please eenfirm dialop-hox appears; read the instmetons carefnlly, and
click Yes.
T |
DA -wierw e nom 3 N ode: prendTily Wiew,

This e slovs pou o brovss the nteEr elebors bebwssn functon s end dats iems.
‘wihen inside & furchon, press ™" 1o toggle the prosamity veserand "+ to mnom bedeinto a funcion.

Do you wank 1o smnch b orosmity wes nove!

™ Don'i deplay the message agan

FIGALRE 128 Crmrhrrmsxn wieasl]

13, The final window appears after the analbyws 15 complete, as showm in the
L A el write toacr soreanshot

chelzuggrrr weilll awhi 3 foace

event i the Trce wandens

¥

i |
Rimmaiabe 42001 |

FIGLRE 12% IDA Pro ek afhiz armsbria
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14. Go 1o View = Graphs and dick Flow Chart from mesm bar.
.I1I\.r1—-|—|..—r o e TE—

B Crene algrment
threchwe

Actom romes Malkes
Algrorom

FIGLEE 1230 TDA P fiowr cheic) s

15. A Graph windew zppears with the flow. Yon may zoom in to wew ceady.

I e - G o WSS Hi=
Fl am looe  Meam rein
|

k|| &8 H % 4+

‘ . il

B Engty ingne file

hesder whah jus decties
it them = sxeutabile

seieed i the e

L:.w_'l.‘a K-Sl 3 o, B Wi, g, () O BasngH

FIGLRE 1211 T Pl ol
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[ miE |
;'II am  Joom  Woww Haeip

ok | & B H +

|

LEJ Zesom = #n have 3

ester vamw o thee detads

L;:I Tewen m b havera

lztier warw caf thes dits

| 2

im.us. N, 4305 A s, B s sagmenis, O O g

FIGLRE EZ 12 TDA Pro e Soae clar

KL oot feacing

o

h.r..l_l!. A, A0 Mo AL g e 22, L L LT

FIGLRE LE 1% TOA Ty e Srvw chark
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16. Go to View = Graphs and dick Function Calls from menn bar

FIFURE 12 14: T ot Fistices call reerm
17. Windowr showing eall flew appears; Zo0on i for a better vew.
Fm 7w loom  Woss Feip
R RSN B8 I

FIGLTRE 1205 TO0A P sl Birae ioF B

i"I fmm  Zoom  Wosm Feip

| =
N

dhnamiemnhie

Sowne Ble fonrots alliw dhe
mbuen when the fils
Tt alosan't

.o e Ak T (8 oo B0 s morery S cmoegs

FIGURE 1116 T04 Tro ol Serwe ooff B wath, e
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18. Chick Windews on the men bar, and select Hex View-A_
T ——

- b oo | pgk| e

5 b T e oy
3 Gaw i .
o Tre e

Nt i

St e marraoTE

3 Ak

i Lot Flio cRgt R
Toaded, Wpplaleg Dppes

GFL VLSRG 2=V B0 o el L

T o Lo

¥ ui -.-...u-\.--l ini N
LiBE dllablih sl lddbelaads dos HEEN Pabdslig,

FEFLRE 1217 T Pres i Views- A st

19. TDA dhisplays the hex vahnes, as showm in the sereenshot

FIGILRE [Z 18 T P Hex View-A ot
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20, Click Windews from the menn bar, and select Stuctures.
[, T i1 ek Huosibe £7 Verirve s amd Wirm Joh 5 Sos Asstyots ey (18, P Dol fecas

Y
v Semch  few Csbugos  OpSors | wesner | fel
R

o, 0w B Low ki

L II £ S dmskn
& ol Dalab dasirieg ..

S 1 dawit o

4 carary fecsar: sam W Aecir funcica

s T amiaties g

- |

bk i

FRADTE  ————

P v irm

Mhinst mireor

L] o Ehe Irgart FibE, .. z
Fap may start o sxplare the anput File right asw.

BT T T T O T | T T
FIGURE 12.1% A Pro Hes Stnuchom s

21. TDA displays all the Structures (to expend stmctnres, click on Ctd and +),
13 thowm in the sereenchor

"

' Tools
demanstrated in
this lak are
available in
D:=\CEH-
ToolsICEHVS
Module 06
Mabware Threats

FIGLRE 1220 DA M) Hex Semachian: moadd
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22 Click Windews from the menn bar, and select Enum.

In saslgsing Hwe Ongat

& File rigAt
S L1 C P B L
FIGLEE 23 IDA P Erastes meru

23 TDA displays the Windows Emmmn remmlts, as shown in the sereenshot:

FIGLTRE 1222 TOA P Frann aselt
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P TR RN —
I = s e g
AR M=y i

Analrze and docnment the sesnlr: relared to this lab exercize. Promde yonr opuon
of yonr tarpet’s secunty postie and exposne.

1 Yes
Platform Supported
[ Classroom
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Lab

F = [ - _3
\irus Analy SIS

VirneTatal & a free service that analyzer swspicions files and UBLs, and faciftare
the quick: devecrion of viveses, worw, 'Ifrgm.'.r. and or &*f Rinds of w;’mr“'

D S — '] o~ -
ICOH KEY Lab ascenano

Vakahle

e In today's online environment, t's srportant to know what msks lie dhead ar
loaaaton. ]

each click Every day milions of people po online to find information, to do
# Testyom bmaness, to have 3 pood ome. These have been many warmings aboot the
Enowiedze potential for data theft, such as adennry theft, Ph_cli_u.a- sCRE, :|_-*:|::l pharmsng

H web exmroe We have at least heard of demial-of-sermice armcks and "zombie” computess,
and now ver ancthes type of ouline amack ha: emerped: holding dam for

) Wb ries fansom

VimzIotal belps vou, an T Etucal Hacker and Penetmtion Tester, to
amalyze files and URLs enal aling the identification of vimses, worms, Trojans,
and other kinds of malicions content detected by anti-rims eugme and webszite
seanners. In this lab, you wall see how you can analyze malware nung online
Tims analysis seqmices.

The objective of thiz lab is to learn and nnderstand how to make vimses and woome
to test an orgamzaton’s firewall and ant-vims programes.

*  Analvee mms files over the Internet

7 Tools [ ah Es
demanstrated in = :
this lah are To complete this Iab, yon will nead:

available in

D:CEH- * A computer runnene Windows Server 2012 as host machine
ToolsiCEHVS .
Madule 06

Mabhware Threats akb Doroaidine

LAan Luuration

Ironmant

Aweb browrses wth Internet acmess

Teme: 3 hinmtes
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Overview of VirusTotal

Vi Total's staed mission &5 to help improve the anti-virms and secnaty dwstry
and make the Internet a safer plice thromgh the development of free tools and
services. VimsTotal ssmply acts as an information aggrecator. The aggresated dam
are the ontput of different antmims enpines, webeate scanners, file and TRL anakys
tools, and mser contibations. The malware stpnamres of antivims solutions present
n Vims Total are penodically npdated as they are developed and distobuated by ann-
vimns companies. The npdate polling freqency is 15 mimies—tms ensurng that
these prodocts ae wang the latest signamee setz. Websate scanming is done via AFI
quenes to the different companies providme the parnenlar sobetion; hence, the most
npdated version of their damset 15 ahways nsed.

Lab Tasks
1. Loginm the Windews Server 2012 host machme.

2 Lannch a web browser (here, Firefox), type hitpdiwww.virustetal.eom in
the addsess bar, and press Enter.
3. The VirasTetal webpage appears m the browser; dick Choese File.
|| iaeam =

T —— ”

# [ Cupain e 1B O + #

Bvirustotal

)

FIGLTRE 38 Vs Tl Hisre Page
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4. The File Upload window appears; navigate to DNCEH-Tesls\CEHvE Medule
06 Malware ThieatsViruses, select tiniewe, and click Open.

Fike Upldoad

Orgerize = Flewfolder

Faverte
g Dowvaloads wniZ Lot BB ch
Eecent plnces Winl2 Misp2pSlh

y ind2 wiarret B, Massy e Rk
LD vo, con upliond sy

B ThicFe DTG
mibacied fie foanakys L o il e

wanelha

oo

zavach
|-'_ finLese

rus Toksl.op

File name: |finisce
| Open |

A2 Sedet . Ale b Winis arslbss

demsnstrated in
this lak are
availakle in
D:ICEH-
ToolsiCEHVE
Module 06
Mabware Threats

FICATRE 3% Cheke Sl bt b jerad the Bes S deibns
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. The selected file will be sent to the VimsTotal server to anzlyze

I. If a pop-up appears smting that the file has already been anatyzed, chick on
Reanalyse.

o i R taliiall

File alresdy anaky=ed

il | Tt | s il i | W g gt ] A Tk b ey gy

FIGURE L34 freabirg Fik
. 3electsd file analyus quenes are scanned, a5 showm in the sereenshor
T=Tey

g- 4 &

FEGTRE 135 Seavenld Fie
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9. VimsTotal remms a deiled repon displaying the resmlt of each ant-mims
for the selected tini.exe mabicions fle as showm in the screenshor

FICILRE 136 Aoy s e

&

i i ! k
- Aralucis
L :."—' 1 .-J-]'.'." ]

Analrze and docnoent the esnlts of this lab exercize. Promde your opanion on yous
arget’s secnnty postnae and sxpose

1 Yes
Plattorm Supported
| @ Qassroom
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Lab

ADEs & @ debupger thar enpphariser binary code analysis, which is wegfud when

sowirce code i5 wat available. Ir trocer reginters, recopuizes procedires, AFT calls
suatches, fables, constants, and sings, and boates rontmer frome objer filer and

libraries
Lab Scenano

There are literally thonsands of malicions loge programs and new ones come
out by the numbers, 3o that's why it's important o keep np to date with new
ones that come ont each day. Many websites keep track of this. There is no
known method for promiding 1009 protection for any compmter or compnter
petwork from compnrer Timses, wooms, and Trojan horses, bor people can mke
severil precanticns to agmficantly rednce their chances of heing infected by amy
of these malicions programs.

In this lab, OllyDbg is nsed to analyze vims registers, procednres, APT calls,
tahles, Lbranes, constants, and stongs

The obective of this Iab 15 10 make smdenrs leam and noderstnd ansbysis of the

TATISES.

Tools Lab Environi
demansirated in
this lak are To complete this lah, you need:

;‘:’;Ef’““ * OlDbe mol locaed ar DICEH-ToolsiCEHVS Module 06 Malware

ToolsiCEHYS Threats Malware Analysis Teols Olly Disg

Medule 26 A comprter muiing Windows Server 2012 as host machine

Mabwvare Threats ’ " " =
Yon can also download the bitest version of OlyDbe from the hnk
bty wwrw.olimdbe de.
B duis sool on Windows Secver 2012

Admusteatire promilegss to man toaols
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AR -]

Time: 10 Anmes

Mvsmrrnmanr b B

yarview of UilyLog

This debmpping eneme is now more sabls, especally if one steps inio the exception
handlers. There & a oew debnppiog option. "Set permanent breakpoints on system
calls" When actwve, # smequests OllfDbg to  set  breskpoints on
KERNEL32 UnhandledFaceptionFilter (), NTDII FalUserFxceptionDispatcher),
NIDLL ZoContnne]) and NIDLLINtOuerylnformationProcess()

Navigate to D:CEH-Tools\CEHVY Module 06 Malware ThreatsMalware
Analysis TeolsOllyDig, and doohls chick OLLYDBG.EXE

If the Open File - Security Waming pop-up appears, click Run.
If the UDD Directory Absent dialog box appears, chck QK.
. The OllyDbsy mam vindowr appears, 25 shown in the sereenshor
% OliDiog

Hie  iew Debwag  Dpgon - Window  Hale

B|x] w0 il BTG W[ E[M]T] ¥ B) o] ¢ K] 8| R 5] S[H]?]

kLg 110 Fisady

FIGLERE 140 DlyDigy rram wmiskers

Mote: When yon laench OiyDbe for the first ime, 3 member of sub-wmdows
ophe appear mn the man window of OlyDbe; dose all of them
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Choose File in merm bar, and choose Open...

The Open 32-hit exccutable window appears; pavipate to D:ICEH-
Tools'CEHvS Module 06 Malware Threats'Winuses, select fini.exe, and
click Open.

OliyCig Y

Oren 32-80T axpcuiahie = B R e = i ed
=| 4 & c¥ Ed-

D2 e v pcirfiead

L;:I Mg femmati. T

FICUTRE $42 Sebet tideoon Vieen
The outpnt appears m a window mamed CPU - main thread, medule nitdil,
a3 chowm in the sereenchor

ﬁ OliyDiog - tincese [;er

Hie fiew [eisy Dpfions  Window Hale

R IS YR E I N o B e e = ]

] CPLI - min theedd, modise s ==
T - (T T —

iy thasr frreh

FIGLRE % CPL kb of nes
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8. Choose View m oo bar, and choose Log.

"DifyDag - trles
. Hip
e A T S S A A PR A =i ks
T

LR ! - main fhread, moduie nbdl

b5 ol b vy T RAECE L. e PSR S0 pa womepine b paogram

FIGLMAE 14 4 S b mbrmisan

A window mamed Log data appears in OlivDhbe (Log data), displaypng the
log details showm in the seenzhot:

OyDog - B ees =1 Ll “

F
LI L I A T e A S e = e 3

9.

7 Breakpaints:
QillyDhy supparts : Log det
all esmmen kinds 3

of breakpeints:
INT3, memery and
hardware. You
may specify
number of passes
and set
conditions for
pause

e s v s TRAEE . e W FTFEF S o vmaplen i caogrem

FIGLTRE F&5% Curpuit of Lo ohet srboesrobom of s
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10, Choose View mn the menn bar, and then choose Executable module.

DiDEG - e
L R R R A A = F s
Sirk
AE- Log ats

gl s gyt ad il TRAEUEAD, warw EndbFTFALF s pary ppcecbany b mograry

FIGLIRE 146 Vaaigr roocisbil b rcabules

11. A window appears in OifDhbe (Executable modules), displaping all the

executable modnles as showm in the following: sereenshot

* DHrDog - brilexs
Fie Vi Cobig Ooform Sedos  Help

of i w1 W03 BN o] = ]| s ] ) 5] IR

5
na
xa

g L 1A Y i
4 gl s awerd kAL TREOF AT am Sl s Tepéng I pagre

FIGLTRE 147 Chubjaad of exseadslsle rndule of ey
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12, Choose Wiew m mem bar, and then choose Memesy.

DiyDog - tnieee

=l
e I Tl TS R RN P = e
L

Fik e wandos. i pogas

FIGILRE |47 Viewitgg reniny sty

13. A window appears in OlyDhe (Memory map), displaving all memory

mappings, as shown m the sceenshot:

DiyCiog - tr.exe T“m

Al L R R AR T PR - ke

Mimory map

A o Eebaii | el e

M

REFRRRALARARARTS

L]

i
3 i i i
S gl chop awrd o kT RAECE L s apne b paogram

FICTRE 145 Ohstpu - of Moy map of tensos
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14, Choose View n mem bar, and then choose Threads.

OiyDog - briee
Mo Haip
o ] ] ] o 5] 2

Memory map =l=lH [ =l
u] e o bl Bt =1

FIGURE 1410 Vi the thincls
15. A wmdow zppears in (llvDbe (Threads), displapng all threads, 25 showm in
the screenshot:

& CliyDbg - Snizxe =1 l_

w s Cebug Opge

el [ | [ S N ] A o ] ] ] ] e S R R

L =
T Treeads LN
Fek1dtk l}?'!' Ead Rt [Einn |O6s gk | Last siied Jicaten . |Fodoe i | ey i | Eids
i % AR | RO P PO | SRR AT (T T e ) LA “wi

|
FE

i g o e el TS0 A0 FLTFAF i1 woendion ko cogur

FIGLTRE I& 1L Chapmi iof o

16. This way, you can scan a file and analyze the ontput nang OliyDhbe.
I =i

A -
LAD ANAIYSIS

Diocument all the files, created wimses, and worms in 2 separate location

O Yes
Plarform Supported
B Classroom

CEH Lab Masusl Fagr 772 Fthical Hacking and Cosniermessares (pmigs © by Ei-Semncl
gk Rasemvrcl. Repmachction

HaCkRhInO-TeaM ! YOUR SeCuiTy iS NOt En0Ugh HaCKRAMD-TeaM !
WE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mebdslie: (1. ttwilol [THindats HaCkRhInO-TeaM !

Lab

= e e :I 2EF l:1
Detecting Trojans

A Trojan & a prograwe that comtains maloons or barmfial code hidden fnside
abparemtly harmless progranmeing or daza, f sich @ wery that 17 can fake over nusten
comntrol amd case dawage sich ar rutwing the fik allscation table on a bard drmve

.| 1 I " # .
IEOHN KEY Lab Scenano

Walmale Matnze of omlware makes them diffienlt to detect. Unlke wimses, Tromns do

==zl not delete or cormpt files or applications that a metm mighe notice; they do
# Test youe their best to sty ont of the victim’s sight, thns escapme detection. Maloare
— bwowkdzE detection helps in addressing this problem on infected systems, and thms serves
B Wt s to protect them and them sesomrees from further loss.

LL) wodbodk e LOT Afe 3 Secnory Administraror of yonr company, and yomr job sesponsibdities
mnclude protecting the netoock from Mabloare, Trojan attacks, theft of valuable
nerwock data, and idenmniry theft

I L. il ix ¥
Lab Objectives

The obective of this lab = to help smdents learn to detect Trojan and backdoor
antacks.
The ohjectives of thiz lab incinde system monitonne, naine tools meh as:
L7 Teels 1
demenstratad in *  Port Monitor
this lakb are M
available in g 2
D:CEH- *  Regstry Monitor
Teals\CEHvE
Madule 06
Malware Threats

Proces: Monitos

®  Sarmp Propam Monitor
ab Ernvis
Lab Emironment
To canry oot ts, yon need:

¥ Tepview, located at D:iCEH-Tools'CEHvE Medule 06 Malware
Threats Pert Monitering Teals TCPView

Autsruns, located at DRCER-Teaals \CEHE Madule 06 Malware
Threats Precess Menitering Tesls\Auteruns
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Jv16 power teel, located ar DICEH-Teols'CEHVE Medule 06 Malware
Threats Registry Entry Menitoring Teolsijvié PowerToals

A computer mnming Window Server 2012 (hose ooachsne]
Windowrs Serves 2003 manme in vimal machsne

If you decide to dovmload the latest version, then screenshots shown m
the lab mught differ

Ton need a web boowses to access Intecnet

Admyvistratere prmileses to ma tools
Lab Duration
Tene: 20 Menmtes

Overview of the Lab

Tooqans are mabicions programs that masquerade s 2 nsefnl or legtimate fils, bast
their actmal ppose 5 o Gie comgplete conmol over the computer, theseby
accesing fles and confidental infoemation To promet files and personal
mnformation from such nnanthorized access, an anti-mims prodnet has to be nsed,
which ammomancally scans and detects the presence of Trojns on the system. or one
can also manmally detect the Trogans installed on the system.

Lab Tasks

Log in to Windews Server 2012 host machine

Dionble-click Tepview.exe located ar DiCEH-Tosls'CEHvY Madule 06
Malware ThreatsPert Manitoring Tesls TCPView m oxler to bmoch the
apphcanon

If 2 TCPView License Agreement window appears, chek Agree buton o
agree 1o the termns and condinons.
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Bl snna . TCPView main window appears, displaping the dezils, such as Precess,
Processld, Protocol, Local address, Local Port, Remote Address, and

P Remate Port.

Precesses
ranning on each TCPUiew - Sysintemals wanssysinternalecom |_-_l£m

pert using Optirs Procss Vies  Help

TCPView =

Famots Addieas

00164
1CEE st T30 o] Bl BEQ4

FIGURE 15.0: Teprrs Main winckr
5. TCPView performs Pert monitering. Chek Local Port b to misw the poss
m serml ooder

TCRUIEW - SysinemalE W sysinternale com =T =

Opbrres  Process View  Hedp

walull eled et e Mot
ek wash, b eer

o Wl drstlyarg paorts
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TCPView helps you analyze TCP and other pors. Click the Protecel ab o
mew the Protocol 10 seral arder

TCPUiEw - Sysintemals wsnttysinternaleoom I -[g m

¥ien  Hdg

| Local Addre
TN

LELELLLLLL

=
=
B
£

bl Spdigistons.n 4180 ]
FIGLRE 153 T wodys

You can also end a process by domble-dicking the respective process, and
then click End Process

TCPUigw - Sysintemals waw sysiniarnale oo

Entras:

LILsF R T T 5 B

Properties for Progrswitcher.exe: 3908

Proap Swalchas
Froey Swdlched

P
T : 4P gram Fbes (50 P Gnat ber B anchvefiProna s wichet s
Ccheck 2 deable ]

o -r=od O o Proces:

i

abliged: | Ligtanyimg 54 Time Wait 1 Olnge Wai: 1)

FIGLTRE 15.& Tigreiew kg s s
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ﬂ TASK 2
Examins
the Results
in AutaRurns

L Wi izan view

o g
diaking For i eeny's ey
fie by dereng Propenss
i the Engny mem. Yiss
e by bver: Ak

Engry mram
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. Ifa TCPView dmlog box appears, click Yes to termminate the process.

3

TCPYiew

Yes

FIGLRE 155 Kibg Poxrsas

This way, you can view all the processes mpmme on the macdhine and stop
wranted /mablicions processes that may affect your system I you ane
nnzhle to stop 3 procesz, then yon can view the port on which it is Maning
and add a firewall mile to block the port.

10. Log ineo the Windews Server 20112 host machine.

11. Navigate to DSCEH-Tocls\CEHWD Module 06 Malware ThreatsProcess
Manitaring Tosls\Autenms, and doubleclick auterns.exe.

12, The AutoRuns License Agreement window appears; chick Agree.

[SYSINTERNALS SOFTWARE LICENSE TERMS

|These license terms are an ogreement between Sysinternals (o whoally

- nad '_.'_.“":'-i||i.=|':.r of Microcoft Cor ;:-:r:-wri-;*j anil Yo, Bleacs read tham.
|They apply to the softwars you are downloading from Systinternals.com,
|which includes the media on which you recsived i, if any. The terms also
|apphy ta any S'r':in"ﬁ"lml*i

AmoRuns License Agreement

You can also wse the Aacceoteuls commandHine swilch o sccept the ELLA

updates,
supplements,
Internet-bosed senvices, and

fgren

FILILRE 156 Aurs Baen Lurmme Agrarnnt sk
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13, Antomas displays all the processes, dil's, services, and 5o on, as dhown in
the sereenthot

= Autonors [WIN-TEFIM016ATS Adminisirator] - Sysinlemals w#:yslmma;cnm!_ﬂ.!’m

Cpkmny  Usar  Hulp

. e g e T
o U L34 Prowden F:IL Mstweork Proed e B Cidehar Cadgety
ey Sy e e gy o — e
Auoan Entey Dimrripsan Fuidicher Img= Fah
A HELNAEOFTWAFEY \“‘Mﬂl.‘ﬂlhklﬂn.n .H..'MM-.I'.l.ilﬁﬁﬂa WP
= Sarrply s A | dobe Al 3 L A e InoupEated  oo\rogran |
FU CT W i Lar T Scfadulel  Cvacke Corporar §
RS - AC .wan.uwwwrw:m il Hin‘u’-P‘l’.clh'-t'nSrhI-.t- 1210213
W | Ik Enapl Teeki=rath Cogaation cxhywogran [ies [s38fieche . 47145000 3
j" H.}{\SCIH'-&'#.FE'-W’:‘\QMI'WW\I AT | M‘Mﬁ'-ﬁm 124,304 1
Wi i DOMSehiks Flia ek foin i 0w indhove:
:_.5.' HELMAEDFT'AMFE | Micraroff ks 5 slup'in shalled Conparends BN 3
W 1 Mol wird Fita nat fned C-'\Pragrani
" Thamm 5 shup Fia nat fundt Adsedrcisl
Ll Wirgeaar Dzt Fila ot found Ul
A HELWAEDFTAMPE Wonsfd TH ool M iea ool ictrm Sabup!d ekl d Corep oz B3

FIGLRE 157 Aotosons Wan Widow
Mote: The application bsts displayed nader all the abs may vary i your bb
evironment
14. Click the Lagen b to mew the applications that mn amtomanically dosng
logon

Schaduad Task

Irsagn Prad

Edobe Reads) . dajobe eeilL. i ok

Craobe Covporasan

b S H e Faog e
T emchvSrsth oo i
o F‘kJ.N'-'S-l:I“'-i-“’f Lo n.ll"‘\-l-"l'\dws Coareine o Fiodoes: \Expkaee ' F L
W i DM Gavice Fis o Pt ©Vweindhinadh.
A HELN ST FTWMFE, Mararoifibokes 5 g b siadsd Conporents
o sl il Fle rat Pt
W T Therss G Fia oot Pt Adss e sl
W W Wi Desh Fia reothnd U
A HELNASDFTARE w4 B2M oo o sl intie Bstuph netalnd Con ot

FIGLRE 15.8 Assreians Loggon &
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15. Click the Ewplorer b to wew the emplorer applications thar mao
amwomatically at system sarep

Atanars [WIN-TATIDONGAT S ARTASISI0N - SYSmTama s wids sysiniemaloom I;lm

Lser - Hep

LU} Theere aree sevreal wenvn

TachErath Carposstor
o Al ywi Fuoshid
A HELN Sl e o S T ket Ll el Conest e Harddes
T SnaglM arkh Exdary TuchErmth - paagren e [ Finche

WA WA e ks v o pgrn e e
% . 4 0
2 HFLM Etbmme' e Dirnctap ShaldCorbsdblars Handlars

" Erag M snEh GasgnSh il Te [k (s [ ECH
i HELM il hametw oG S0 g [y ' [ sl Sl

b EnmglHanEh . SnagtSh L rmth Loy n c="vpagran Fiex [ flucte.

Firior Enirma Heider:

FIGLTRE 15.% furrnam Fxpleeer kst
16. Clickmne the Serviees tab displays all the sermicas thar mn atomatically at
SYHIEM StArtEp.
BT TWIN TETINCTGAT S ACAT ReTSoeT - Bparnemas. e srtetamaecam L= 0 D]

Dptiire  lser Help

] Boal Emscuis 5 irunge Hisoks
g Feri Monion

huarun E riny
o WL Sy

8 Dirivers This dsphys all

LB IS R N N R S LY

Nreciows Erirma Hicr

FIGLIRE 15 b Aasrrixis S ke
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17. Click the Dvivers th to wew all the applications’ dovers that ma
ameomariczlby at system smmep.

18. For example, here airpeap is selected Chicking this dover displays the size,
wersion and tme at which it was mn mtomatically at system sarmp (for the
first time)

Maote: The kst desplayed nader this tah may vary in yonr b ecvimnment

Auranins [WIN-TATIO0TEATS) Adminiciratar] - Sysntarmale waese naintamalk cam |_= m

i lhe Hep

P e

jF g

Sl

] o R e

GLTRE 1511 Ausceias Divver: Eid

19. Click Knewn DLLs tab to view all the known DIL: that smrt antomstcally
at system stacnp.

Fle Erory Dk

Pt [WIN- TT 300 IGAT R AGTFGTSIGr] - SySeiemals, wene spsriemascom | L= & D]

— P T — 3 | W Sormoss | Dwesny
4 Ferd Marden W L4 Frovicen: & K - Crlabar Gadgan
] Boak Ewscus 7 g Hamok 4 w CALs ‘ Warkyor
Audorun E riny D azcriphan Fublchar Tzt
B HELM CyctmrCimwni ool s Conkol S zrion M anager  E rear ks L AT A B3R AM
o B ot il nat Fount £ indoad
W B “whoaablom) Filepak Frund: T /Owlindons:
o B0 wovihen Filanat fourat: C500findaar

FEGLRE 1502 Assionarm Koo TIEL'S het

2. By examining all thess tbe, you can find any nowanted poocess ‘apphicanon
manine on the machme and stop/delete themn manmally.

CEH Lak Masmual Fage 7

HaCkRhInO-TeaM !

Eikical Hacking sad Cowmiermeasures Copyrigit O by -Smumch
Righ# Resemvrl. Repmahection o

YOUR SeCuiTy iS NOt En0Ugh HaEKRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mebtilie (1. MStwiloh THinfats HaCkRhInO-TeaM !

21. Log inm the Windews Server 2012 host machme.

22 Mavigate to D:CEH-Teels'CEHvI Madule 06 Malware Threats'Registry
Perform Entry Menitering Teelsijv16 PewerTeools, and doshleclick

intensive sean joltpt_setup.exe.
for unwanted

reseurees using 23. Followr the wizmed-deven installation steps to install pr ower Tools.
v16 Power Tools

“FEITLE

¥16 PowerTools 2074 Setup
Welcome
Thark yo

Click MNast to =it ke nelslshor

FILRE 15 13 el Prwwer Teasl matiadiesom weean]

24 Click jw16 PewerTeels cn the Apps screen to lannch the application.

i'! it Betwodl
= ey

LR LaOuad 204 e LOGE Hatwek
Wratrp reds

GR LanGuard Help

FIGLURE 1514: Larwhey the apphoabon
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25, The jw16 PowerTosls Quick Tuterial window appears; click Neat
W16 PowerTocds 2014 TW3-x84] - Ouick Tutarial

4
jv16 PowerTools

)

FIGLRE 15.15 el Poras Ty

26, Choose a langnage [

Welcome to jvl6 PowerTools!

Now are oy wemn 10 e

FIGLREE 1508 Chessang a brgnogs
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I7. The Tips section of the teosal appears; click Mext.
16 PoswerToos 2014 [Wa-khd] - Dusck Tutona

Welcome to jw16 PowerTools! =)

ol oS ranwi werEon 320 154

W, NN VTR COPRrRan s and vau
ma. There mna resd o masier e ol Un

Back Pt

FIGALRE 15.17: T st

28. Click Next m the subseription secnon
{16 FowerToos: 20 [Wa-xhd] - Cusck Tuloeia®

Welcome to jw16 PowerTools!

ous s rweneg wermon 20 11

1 vou o aur
EENAL, Bk i
Subgeribss ma to tha Product Newslattar and send othar information
g
Ve chi Tl e I wivd il A 1 bl i e ki i e e e ke d
1 oiher product relsted imfomeeion, mch s decount couper:
ity corricentss and wvery smghe el sy conters an

Hact

CLTRE 1518 fdveogsnmn achon
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2. Select the Show me a simplified user interface mdic button in the user
interface secnon, and chick Hext.

W16 PosserToss 2014 [Wia-xb] - Duick Tulosla

Welcome to jvl6 PowerTools!

i e g v 120 1164

Back Pt
FIGLRE 15.1% Lier hiterba: i

30. The apphcation begins to set np, as shoowm in the screenshot

v16 PowerTools 2014 [WE-x64] - Initial Setup. L= | 2|

ractart, Plmace vt

FIGILRE 153k Apysbeation st
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31. On completion of the semp, 3 popup appears states that the toal will
restart. Chek OK

16 PowerTocls 2014 n‘

Alldone | v 16 PowerTools will now restart. & fer this, everything will be ready
and you can start to use e program, thark vou far your patisnce!

FIGLRE 15.3: Toxll mostart pryag

32 The jw16 PewerTesls mam window appeas on the screen

33. Chck Clean and fix my computer.

= WG PowesTooss 2014

MACECRAFT 2 L

Triasl Limsbwlicrt i EFfmet - 5% day it L SUpD T e il
SOFTWARE e cadakin

FIGTRE 1522 jwlé srom wrko
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M. The Clean and fix my computer dialogne box appears. Click the Settings
tab, 20d click Start

1¥ 16 PowerTools- 2014 PWE-xB4] - Clean and Tix my compiter H
b

Lo S @ @ @

Setirgs B donmd Adcbonal imach Ton o woi s
sy R vl

1 bigth susn speed ard dhe runber of fourd eroes,
8 154 Providers s

Emphesine Te number of found @imors nd spesd cver safey Bnd Socracy

Sereried s Mg il & yebam soan poscy | &l Windoes clalsd deis & skipped Tor additional
=a fwrty, Orey ofd bemp Sem are kebed

T
FILLRE 15.2% Begreery te ool

35, This sorts anatyzng the machine It mlkes a few minmtes.

b3 w6 PowerTools 2014 [Wa-x64] - Clean and fix my computer |;|_“_l

Fik Saket Tools: Halks

Aralyang vour computer, Thes can takea few mmutes. Plasse wat.,

L Prister B ootai e
Dieiseers Danpbrys DL thos
linadd anvhis the pres gpesiing
sevaie. Mahoire had i p p
+ SLETT RS and DERD
| =¥ Fbe extenson scan
Fie reference scan (HEEY_CLASS

FIGLIRE 1524 vl Armbpeng # aypshian
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3. Onoce the scanming is complete, w16 PowerTooks displays the Registy
Errers, Temp Files, etc.

i i POWErTOOIS 2014 (WE-x64] - Clean and fix my computer | = | @

Fle Sdect Took Help

L ¥ir can e she
evmin of 2 gean with Fils-
»Eave sl knd 2 aaved

il Megistry Exmr

3 Reghing junk and leiove
bl A Tamp Fils

3 Gheel meens and decking dems

A Lig libss

Sulucknd: O highbghbad: 0, tatak E07

FIGLRE 1525 prlé depbrymy; the srabus mak

57. To wmew the Regpstry Eovors, expand the Registry Ervers node, and expand
the Invalid file or directory reference node.

=0 t6 PowerTools 2014 [W8-xbd] - Clean and fix my computer [ =2
Fle Select Tools Hdp

EhchasesiBe is e Eh s

oion Fie or drerhory G Lens\Adrinstraion Dessop e g erbesst 207 Dea 517 coes rot rasd
T
m ErT

| rreshd Hln o deschay ilmmics

LR -y
R aeas
HCRBeasF ]

e TR
HECR Bas S

e v b e gens

Awanin with HICE Beac g

eIV ngi
’ o e S

1

Cefected: (), highbghied: 1, ot &
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B Commpooe e current

At II;'\.-|}|:|H. wikd
prrvces read Bod e
aavrdl. Sellact

File | Compare and barrs
e the gaved fike. Ausunun

E = in the sreed
fle. Pobe that i doss nol
b (el tea] e

E=r Unless the Ischade
Engrty Low-abicori
selm=icm m b s
e is checesd Auhsnen
't b bexsehicessh unth

A BT
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38. In the same way, expand the other tems in the Bst 1o wiew all the tempomry
files, log files, ete.

39. Check all the ftems in the application window, and click Delete.

L w16 SowerToals 2004 [Wi-w54] - Clean and fix my computsr m

File  Sekct Took Hop

Tham T Fmmart i T T
Severky A0
Deaxiplon Fleof drectory

Tags

Tharr Savarity Caaripfior

4 Regiviry Emors
& Megisty junk omd leleyer: a5 /s
F1 3 Tomp Filss Anl o
1l Stawt meny and dezklop #ems 0 f 30

[« £ Log filez 141

| Oeete

Sedected: BT, highlighted; 1, koknt 307

FIGLRE 5527 Dby all S S

4. The jv16 PowerTools pop-np appears; click Yes.

jv16 PowerTools 2014 _m

fou are about to delete a ok of erronecus reqistry data. Using the Fix
on 15 always bhe better option. 4re you sure you know what you are

g and want to proceed?

FICHURE 15.28: el ProwesToni pupegp
1. This deletes all the mromnted /harmful repistnes, logs, tempomry files, ete,
ensuring the safety of pons comgprster.
42 Tf the jv16 Power Toels pop-up appears, asking yon to restant the
compnter, chick OK
43. If the Clean and Fiox My Cemputer chalogne-bax sull appezrs, close &

CEH Lak Masmal Fage 73R
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44, Click Home, 2nd select Contrel which programs start automatically.

0 Pt =T=mE)

el

- 4 .q.
OM"&":EE%EW Tl Lirwiahon W ETTELT - 59 s ket |.-.1I:n.i.pp:-|: Harchiaak nat

LY Thee Verly Sapnstuses

b reenearaon hig
wed sihe o
y o i
sigratres dow valkd.

FRGLUTRE. 1520 Selecswag Constrool whuch progrrsna stadt sshonmdwaly
45, Check the softeae of your choce in Startup manager, and select the
appropriate action on the soffoare you check

o] W15 PowarTonls 3014 [WEGH] - Startup Manager | = 1 o M|

Ble Seect  Jooks  Hale

Enabimd

L T Hiidle Miceosui

C:\Program Fla
£ :rogren Fle
C:'Propram Flae

CzProgram Fla

Selectect & highlighted: 1. toiel: 4

FIGILRE 153 vi6 Serrhg Mirmgor Dedegpe

46. Thms, you could find any Trogans or malicons files mnning at system
smrmp z0d choose appoopnate actions against them

47. Select Registry Teols to mew Regstry-related scons.
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48. This section helps yon to find, menage. monitor, compress, clean, or seplace
registry files.

pela PoweiTools 2004

: e |
O mﬁgﬁhﬁ ol Uiy i i 2T - 53 s et l“.gq:’l: r-g'“;t*b-rd

& Hom rare
ARy

perzed ¢ ]

g pubbsher with
Fihee vensed] " o 1 ot
wenhr 2 dyptd sggiatune for
e File: that's trssad by the
e

FIGURE 15.30: jrlf Riggaery soncks

49, Click File Teels to wew Ale-relared joons.

50. This section helps you to find, recover, clean, crgamze. or merpe files or
direstories

(5] WG PowerT ook 2014

Fde  Leguage ook

LU The Hidle Windows

SignEadurres =
selmsnl. 1§ Verihy
Signalahe i St alicinl,
Hide Wismd ows Fasrics

T

Fuekd s Pae Evoggy rrsaden
lemsth the:

ViSpdemBonfts dinechory

FHGLTRE 1532 il Fie e
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51. Select the System Teols menn to wew systent-mlated applicatons with
whach yon can nainstall soffeare, manage sermices, ste.

= |¥15 PowssTocks 2014
Bl Language T

MACECRAFT
bl SOFTWARE

| Sysierm Tosks | iie":'j

o Tools VEe
Jpbrirar

FIGLEE 1535 p6 Spdem il

52. Select Privaey tesls to view Histery eleaner and Disk Wiper options.

= e PosarTodls 2013

bl Langusgs

MACECRAFT
SOFTWARE

-

FIGILIRE 15.34: w06 Privay ol
53. The first option helps in cleaning the histosy, while the other wipes the
diisk—arhich 15 sor Ecommended
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54. Belect Backups to miew the system-related backmps

16 PowesTools 2074

T I n Heae rend]
fin. Mote that it o ool
shows deletec] e

FIGLRE 1535 vl Baglg mxds

. The Jw16 Powerteols Backup Toel window appears, displaying backnps
such as registry, file, and other backnps.

w16 PowerTools A2

pilhi PoserToals 2012 [Wi-uid] - Backup Toal

i Ioch  Hep

FIFLRE 15.5: vl Paclag el

56. Yon can choose whethes to delete or restore backnps m this wendomwr,
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Analrze and docnment the sesnlr: relared to this lab exercize. Promde yonr opuon
of yonr tarpet’s secunty postue and exposnee thoongh prblic and fres mformation

E] ‘.‘fes

Plarform Supported

[ Classroom

CEH Lab Masmal Fag 7073 Eikical Elh.'klﬂ:- i"J Cosnicrme J-: urrs gymaghst D1 EC-I_.:I
HaCkRhInO-TeaM ! YOUR SeCuiTy iS NOt EnOUgh " HaCkRRAIRD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mebdslie: (1. ttwilol [THindats HaCkRhInO-TeaM !

Lab

!h‘“ \.-a.iij"_..

FOTRELOM

Using

-
i
¥
CurrPorts & network seonitoring roftuere that displiaye a Jut of all cervently opened

TCP/IP amd UDP ports on a docal compter, along with the processes ruming on
111 orts.

L Il P =
ICON KEY Lab s>Cenano

¢ Valahile Yon aleeady know that the Internes nses a software protoec] mamed TCP/TP to
——————— foomat and tansfer dam An attacker can monitor ongoing TCP connections and
# Testyour have all the informanon in the [P and TCP headers and packet pavloads with whech

infremation

_ fmowidz o hiack the commection The attacker, having all the infremanon on the networs
= [ can ceate false packets m the TCP connection.

L wakbost mrier 415 2 Network Adovimistoator, pour daily task is to check the TCP/TP eonmections of
— each server yon manape Yon bave to mctor all TCP and UDP posts, and lise all
the established TP addresses of the server nung the CnerPosts tool, and kil any
MEMCIoNs poccesses you mipht find

&

7 Teels Lab Objectives

demenstrated in o Traly . - .
this lab e The objective of thiz lab is to help smdents analyze the processes momng on
available in the machine, and analyze the ports on which they are maning

D:'CEH- al Frvirormmant

e Lab cvironimeni

Medule 06 To comgplete thiz Iab, oo will need:

Malware Threats i
" RjRAT, located at DHOCEH-Tesks'CEHvE Madule 06 Malware
and Threats ' Trejans Types Remete Access Trejans (RAT)'njRAT

e CnzzPorrs, located at  DeCEM-Tosls'CEHvD Madule 06 Malware

Tools\CEHVI Threats Port Menitering Teals'CurrPerts
Madule 03
Seanning Yom can also download the latest verson of CnoPores from the link

Hetwearks hatp: / /oo nirsoft net ‘ol / epores. el

If yom decide to download the latest verson, then screenshots shown m
the lab oughe differ
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A computer mnning Windows Server 2012

Windowrs 8.1 maning 25 3 virmal machine

Admimistrator pomileges to ma the CnerPorts application
Lab Duration

Tame: 10 Minnzes

. TR . = -l
Overview of the Lab

The lzb demonswates how to analyze maliciows processes mamng on a noachme
nsing CuaPors. Here, you will first coeate 3 server nung mBAT, and then emscmte
thes server foom ancther machine. Tater, yoo will mn ConPorts application on that
machine and find that the process assocmted wth the server s maning on

Lab Tasks

l. Log into Windews 8.1 wirmal machiee and nampate to ZHCEHWD

Madule 06 Malware ThreatsTrejans TypesRemete Access Trejans
{RAT)njRAT

Lannch niRAT, create a server, and save it to ZHCEHVS Medule 06

Malware ThreatsTrajans Types Remsate Aseess Trejans
{RAT)njRAT.

J. While building the server, asupn the server pame as Trejan.exe for
demonstration puzposes.

Builder

VECTIm Name

lacked

ExaMame

Trojan.cue

FIGLRE 1£.1: Buelibng & Server
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4. In this lab, we are naming the server Trejan.exe.

v m—— niRAT

B Trapn e

Wirk L NeL

FIGLRE 152 Server Bl

. Now, place thiz Trejan.exe file in ZNCEMvY Medule 06 Malware
Threats\Trejans Types Remete Acecess Trejans (RAT)njRAT.

Swarch to the Windews Server 2012 machine, nawpate to DeiCEH-
Teels\iCEHvY Medule 06 Malware ThreatsTrejans TypesRemeote
Access Trojans (RAT)njRAT, and donble-click Trejan.exe.

" niRAT =T=T=)

L]

FIGLURE 6.5 Shaeng the Server
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Obsecve that a connection has been esmblished by the njiRAT client
mnmng on the Windews 8.1 machine.

AT YATd Fot]3552] Oméne] 1] Selecied{i] RECHD i “

FIGETRE 164 Conssection Batil:inded

Mow, let us analyze this process on Windews Server 2012 nung
CrnrrPorts.

Suanch back to Windews Server 2012, navipate to D:CEH-Teals|\CEHvE
Medule 06 Malware ThreatsPort Meonitering Teools'CurPorts, and
donble-click eports.exe.

10. The CnerPorts wandow appears, displaping a kst of cnmently opened

TCP/IP and UDP ports on the machine. Hers, yoo can observe the
Trojan.exe process momng on the machine, as shown in the
sereenshot

Curforts -Iﬂm

Wimw COptom  Halp
AR TTRSHAOA

P Fratoce

Fioren ity = 2

-_ﬁg;.édj_-_a 29

acklinaml D14

“":'!I:'I:. I " 'I'

e, | Saestad ArBalt Frogmars, B

FIGLERE 145 Vs the Pnxes
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11. It is emdent from the above sereenshot that the process 15 connected to
the machine oo port 5552
12. You can wew the properes of the process by oghe-clicking on the
process, and clicking Properties m the Context memm.
& Curforts
Fiw Edd  Wiew OUphome  Help
YRAETTLENOA

Prouess e Friscess i TR s

21 Poat

Li:l Tt e Sewver it
ecwmes ol the CeerPods
wrmrdiw, Hhe s of St
[orts T
(et s dispsye]

HTWL Arpond - &8 Borm

HIKL Asgort - Salacied Bem

A Sail F e wsars . Ay wew.

FIGIURE 1 Varwigg the Properties

13. The Propertes window appears displayping information melated to the

process, such as the name of the process, process ID), Remote Address,
Process Path, Remote Host name, and so0 on

Ethical Hacking and Cosntermeasares Copyright © by Ei-Gomell
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14. Opce you are done examining the propemes assocated wuth the

process, click DK

Properties

T R—

Pros nebanzck mumuhinmyy

cxfurcx

sizfariee For Wkt

T e——
mestiaon o TORYTT

| UDIF cronnmishins on

kmad af o
e, listennigg, or

Lty kel gecific
procriies anth just oo

ek

Toisgbeyn prrsumes properees
ahile ek (it tabsle

Process Mame:
Proce s 10:
Protocnl;

Local Port:

Logal Pork Mame:
Local Address:
Remole Porl:

Fie mote Port Name:
Femole Address:

Remote Host Mame:

Elate:

Process Path:
Product Name:
File Description:
File Wersion:

Company:

Process Croated On:

User Name:
Process Services:
Proce s Attributes:
fdded On;

Module Filename:
Bemole IF Country:
Wl nd o Title:

Trojan. exe
60N

TCP

12231

10.0.0.2

5552

1004

Wictim-§
E=tablizhed
CiUs ersbdministratorappDatallocaliTempyTrojan.e

AR252005 1:27:36 PM

IV PEVGHTUT 1hdmini stralog

i

AREHEDTS 12757 PM

FIGLRE LA 7: Examanegr the Properties
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15. Becanze Trejan.exe 15 2 malicions process, you may end the process by

oght-clicking on i, and selecting Kill Processes Of Selected Ports mn
Kill the Malicious the conrext menmn.

Process

':' TASBK 3

16. Alternatively, you may even select Clese Selected TCP Connections,
so that the port closes, and the antacker can pever attain connection
thronph the port, noless you open it.

=T ]

L;r.l I B, CurPents

allores you

irrrarervae:] T
et kil B
prizas it o the
Jraeets, i dare: fue

UDF ports

dfriutil text S

FIGLRE 16.3: Killbayg the Prodss

17. The CurrPerts dialog-box appears; click Yes to close the connection.

CurrPorts N

@ Do you want to kill the processes that created the selected ports 7

FIGLRE 16.5: Killng the Procrs

18. This way, you can analyze the ports open on 3 machine and analyze the
processes maning omn it.

18. If the process i3 fonad to be suspicions, you may ether kill the process
or close the port
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Dioenment all the TP addresses, open poms and thewr mnnme applications, and
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