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A pecket siffer iz a type of plag-and-bizy niretzh device attacbed 2 a congenter that
aqvesdrabs on neRLork mg;_"}. I monitors an) Bt g ffermaanon 'wz-ﬂwg or Baving
a HEnvoerE.

e e )
ICOM KEY Lab Scanario

T Valnahle

“Smiffne™ is the process of montonng and capmirng dara packers passing theonph a
— —— giwen nerwodk nsing soffvace or hardvare devices. There are two fpes of sniffing:
# Testrouw passe and actve. Passve sniffing mfers o smffing on a hob-based network; actve
e eniffing refers to sniffing on 2 soitch-based netwode

M Wehmmme Althemgh pasume soiffme was predomenant m earier days, proper netwode-sernang

L Wadbock remie - Architectue has been :dJ.'I.'P.rEL‘lJ.Eﬂ'I:Ed (switch-based nerwodk) to mitgate this knd of

— amack Hewever & contins a few loopholes in switch-based metook
implementanan that can open doors for an attackes to wniff nerood: taffie.

Arackers hack the network nang soiffers, where he/she mamly frges the
pootocal: mlnerble to sniffing Some of the protocols ilnenble to wniffing
indude HITP, FIP, SMIP, POP. and 30 on The sniffed affic Cl:u:l.‘lp_i.f: FIP

and Telnet pass swords, chat sessions, ennad and web taffic, DNG tmffic, and so on
COnce  attckers obtin =ch zensivre wformation. they mugde aempt to
HMpersonate Gget N5er Ie5H0ns.

Thoe, ot iz ezsential to assess the seemnry of the netoodd’s infastmetnre, find the
loopholes in it and patch them np to ensme 2 secuse networds enmronmene 5o, a3
an ethical hackes / penetranion tester, your dimes inclnde:

* Implementng netwods anditing tools such as Wireshark, Cam 8 Abel ete.
n attenyot o fnd loopholes in the netwod:

Uung secnoty tools such as PromoryUT to detect atmcks on the netwods
and 50 on
demonstratedin  —300 Objectives
this lab are The objectrre of this lab is to make smdents leam to sniff a nerwodk and
availakle in analvze packers for any artacks on the netrode
D='CEH-
ToolsCEHS The pomary objectives of tus lab are to:

Module 07 R R R "
iffing Soiff the network

" Analyre meoming and outgoing packets
®  Tronbleshoot the netwodk for performance

Secnre the netwosk from attacks
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Lab Environment

In thi= lab, vom will need:
¥ A Web browses with an Internet commection
*  Adpwndiseeatme paivilepes to o tools

Lab Duration

Time: 90 Miemites

Overview of Sniffing Network

Smiffer 35 performed oo collect basic infoomation from the et and s nemrods It
helps to find minembiline: and select explodts for amack It deternunes netwods,
system, and organimnional infoemation
Lab Tasks
Pick 20 ompaniaton thar yon feel is worhy of yonr atenton. Thes conld be an
edncatonal instimnon, 2 comomercial company, of nonpoofir chanty.
BRecommended labs to assist yon in emffing: the netorodde
v niffing Passwords nang Wireshark
v Amabrrne a MNetwork Unng the Capsa Hetwerk Analyzer
v Smfhing the MNermork Usng the OmniPeck Hetwerk Analyzer
Spoofing MAC Address TUsing SMAG
Perfosming Lian-m-the hiddle Arzck nainge Cain & Abel

Detectny Svstenss mnmng @ Premiscusus mede i 3 INemwods nang
Pramegryll

Detecuny ARP Peisening m 2 Switech Based MNetorads
" Detecuny ARP artacks with X tool
*  Performing DNS Peisening in a Swach Based Merwodk

1 L. A 1 .
s Arn=asbycie
: Nalvsis
i) Ml L Bl

Anabyze and doonment the results selated to this lab exercise. Provide voms opimon
of Tonr mepet’s semery posme and exposnee theonph pubbie and free informenon
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Lab

By = =11

= [

— - - — # E e - | e i
Sniffing Passwords Using

(] e —
Wireshark

Wireshark & a nervork packer analyzer, which i weed o cabpivre netvork packets
and dishlry backe data i detar]
i ——
_fcon keY | 3bhaCcenano
2 Valnabie
infiramation

Data traversing an HTTP channel &5 prone to MITA attacks, as it fows in plan-text
fowmar. MNetwork adminiserators can nse smiffers to tonbleshoot netoodk problems,
#* Testyour emnune sernoty problems and debmg protocol implementations. Howerer, an

ity amacker can nze the tools mch s Wisedhark and wniff: the taffic flomng berreen

B Wb srareie the chent and the sermes. This taffic obtzined by the atmcker mmghr conmin sensiome
mformation such az login credentials, which can be used to pediorm malicions
actiities snch 25 Nser-3emHon MMPertOnItion

L] Warbock reviex

As an ethical hacker, yon need to perform netwrork secnsity assessments, and mppest
proper trombleshooting techniqnes to minpats attacks. This 1ab grres von hands-on
expenence of how to nse Wiedhads to =oiff nerwods traffe and capoae oo a
remore interface

L Teels
demenstrated in
this lab are
available in In thes lab, om wall learn howr to:
g " Capme Passwouds of Local Interface and
Teals'CEHVE u

Medule 0T ®  Captore traffic from Remote Interface
Sniffing

The objectve of this Iab 15 to demonstate snafhng to captiee waffic from mmlnple
mterfaces and collect dar from any nerwork topalogy.

Lab Environment

In thi= lah, yom wll need:

¥ Wiseshads located at D-CEH-Tools'CEHVE Module 07 SniffingSniffing
TealsWireshark
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You can also download the Lest veruon of Wiseshars from the link

hitps: ) Sowrwwoareshark ore/dosmload himl

If yom decide to dowmload the barest version, then scresnshors shown m the
Iab nught differ

A compnrer moning Windows Server 2012 as Host (Amacker) maclne
A wrmal machine mamog Windows 5.1 (Victm mackine)
A Web browrses with Internet connection

Administrative privileres to mn ool

(! o el s s
ab Duratiol

Password Sniffing

An amacker needs to ooaniprlate the fanctonalir of the smtch o see all waffic
passing theongh it A packet sniffme program (also known as a sniffer] can captee
data packets only from within a green snbnet, which means thar & cannot wff
packers from anothes petoork. Cften any laptop can phep into 3 netood: and pamn
access to . hfany enterprizes” svanch ports are open. A packet sniffer placed on a
netomdk 1 promsenons mode can capmee and anatyze all of the network trafhie.
Sniffing programes tamn off the flter eploved by Etremet netvork meerface cards
NICs) to prevent the host machine from seeinp other smtons’ taffie. Thns,
=niffing programs can see everpons’s taffie

Lab Tasks

R o .
H rtasx 1

1. Before starting this lab, ensnre that WinPeap is installed. Also, log into

the virmal machine(s).
Install Wireshark N
Mamigare to DNCEM-TeslsiCEHvE Medule 07 SniffingSniffing

TealsWireshark and donble-click Wireshark-wingd=1.10.5.exe.

i. If Open File - Security Warning pop-np appears, click Run.
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4. FPollow the wizard-doven installation steps o nstall Wireshark

Wireshark 1.10.5 (64-bit] Setup

Welcome to the Wireshark 1. 10.5
(G4-bit) Setup Wizard

il puide vou through the mstelabon of

starbng the mstallaton, meks surs VWireshark s ot

FiCi Werahask initallat

5. On completing the insmllation, lmench Wireshark from the Apps

SCIeed
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EHrasx 2 . The Wireshark main window appears, a5 shown mn the screenshot:

Configure The Wireshark bebwors Arglos [iestanh 1100 (53 Rew HEE Som e LI =T |
Wireshas 4 Pl W - Ts w T ik 2 .
& : 1 ' ] i
Capture Traffie

Thae Werld's Mow Popular Metwark Protoce] Ansbyzer

W 1102 SN B BG4 o A LI
e flm ] Omim |
o Interface List Open L Website

El b rieiteish e cxpiais z Y

St T Uul:h::ldr

% Lample Captres

¥ & Seaurik
& ¥

wrrrhe TAMN i well

(o Captum Optiens

Capbsre [alp

g Few to Caphere

FIGLRE L5 Winsdbrk Moo Wk

From the Wireshark mesms bar, click Capture - Interfaces (Ctr+l).

The Yerestunt Feetrors A byer  [esstoul | 105 50 Rew TSI bron e 100K | “_

LH‘I".-nulur: 1 el B -. ,-“" _ 4 ] i, e

i trenbsleshin nerwork Papular i k Prod i
petiilerms B 84387 b fpresie TIT)

= Mighaod amucdy

& Interface List Dipeery iy Wiebsite

v+ User's Gulde
Sunnple Caphures

g Feosity

i@ Capture Optisns

g Hew 1o Caprare

FIGURE 1.4 Wirsatuick Mirt Whidkas waili hrfas: Dpi
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B The Wireshark: Capture Interfaces window appears, a3 shown in the
soreanshor

Hanikak Cazase brertecn T=To
I:r_l.'. [ Eeel rirl nrenire . S - Aok -..'.._
& o (g Y . el B s =R R e

x|
agyrarie] by Wesdkows
duankd work Sew the wiks
; T
sl erfflaling For i e
St fnay affect your
= cer

FIGLRE 1.5 Wirssbnrk Caphoe Treerfass Wik

0. In the window, find and check the Ethernet Dirver Interface connected
to the system

10. In the abowe screenshot, it 15 the Ethemet. The interface shonld show
some packets passing throngh it as it is connectad to the netwagds

Mote: This intesface might vary in yous lah eovisonment.

11. Click Start to start capmang the traffic associated with the mterface.

Erritarke Cara e brericn |"_'“_

FICILTRE |& Wesdnrk Caprieee Ireeriee Window — Starug Cgpioe
12, Wirechark searts capmming the packsts penerated while any traffic is
received or sent from your machine.

TR T Emel W etk 110 (0 oty P2 Fors (w1 TEiT E=To

I:I:I"I':mlull Featurex

= Avakibile e TN o
Winnderats
Caprbrs g pachkes dhats
friat & neswork errbce

* TDhaplay packets with
wery detabad probosn|

= e s Saver prackrt
it caprhures]

B B ENE AR T s IRV U T S 150 MR S (LR ] L1 TEE TR

FIGLEE LT Winsfoek Wi wath Facsts Cxpramned
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13. Mow, switch to the virmal machine (Windows 8.1), and log into your
email account for which yon wonld hke to smff the passwosd.
-
Hrasx 3 14, Stop the running live capture by clickng| ._.i on the toolbar.

Stﬂﬁ Live I ; r_a;:-nuhﬂ':.ﬂlﬁn._ﬁ"mt'ﬂl! Are W e ) [if

FIGLRE LR Wik Windo - Sioppeyr Lve Capraore
15. Click File - Save As... to save the capmeed packsts.
Ewrrad Vhmiiaot L T1N 100 Py S0 Tiorm fmord 1 TR

FIGURE 1.9 Winsshad - Savng the Capheend Pecken

CEH Lab Muanus] Page 510 Eshical Hackdng aull(kluutrnn.runm .I' :lill\.rq,ljl!.l_' :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Wiiodutdni ShlsndY HaCkRhInO-TeaM !

16. Select 2 destination to save the file, specify a file pame, and select a file
format. Click Save. Hese, peapng formar has been chosen

a4 Wireshark Save file as m

Sevein |E|.'..2‘-.:.-.' -w] [+ B

o B j_ P 'L This PL

Fecent places

! Libigiies ti Mekwioik

Klpchule 63 Scanning
Petarks

L&sranas

A
This P
-

Meatwork

o chongs s

|.1,,._\_.. 1

|.' reshawk/. - poapng [pospng,® poapng ge;*

| Comprass mEh cop

FIGLRE 110 Wiresbask Savingga packet capturs
Hrask s 17. Filter HI'ITP traffic by 1ssung http syntax in the Filter field, and click

ARt Apply.
passwords 18. Applying this spntax helps von narcow down the search for passwords.

Lr.l'“-"rmlul & cam s

prichets caphumd = 3 b

[ wirg (3784 WiN5H, 7LT Wyles (SpCered L3704 TLED On ircarfaie
[ KL, Wi Cal Clii o T i 8L 3L e L TR TELETE

nrerral el 'l'-'ll-m.l.,.-p; O GO A AT T [T TR

™ & orkral mromol, M POFE: ETR maarvar [ mar mar1: fecp (B, mg: 2. ack: 2 La

W F k3 4F 00 00 0 AF 85 o By 5T
THE R W R TR LR R CE - RN W S .

FIGLUTRE 1.11: Wemshark - Fikiermygr hitp eraffa
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19. Wireshade filters only hitp packets, a5 shown in the screenshot:

Errwret Rgsaroeb |LS VR dpe S0 Ko Jone-1.100

Bi anwire (106 e I byss cape

A sk es TR0 N0 Be
i A A TR T TR

; ::. '-. L3 I=ce [HcE L
S EREACRT MV Ty W AT E ML T
e T T

T RADATEET B8R CRALT L B CTeAmindarvi | kik
- WGBEITERL TRAREFEr BPELELE]

FIGURE 112 Wimshack - Fibreing ity sraffi
20. Mow, go to Edit and click Find Packet....

Erherret e | M08 Y Aes A0 S ronk-1 100

4 et

# Wireabiarh is s an
Ernumce detrition sy
T writl rust wzemms oo b
e

g

Heat B b st sl o
e Howeves, of soege
Hung hapgien, Winsihark
mgght hel Bgrure out

wrlat is reilly poimg on

FIGURE 11X Winshark - Fnding Packet Clpon

21. The Wireshark: Find Packet window appears.
F Wireshark: Fing Packet |— | & eIl

Bz 0 Display fiter 1) Hexwvalue ) String
Filter:

Seaich In *'-,'nm.. Cetinr
Caze sEnsitive 2 Up
% Doeam

Cancel

FIGURE 1 1& Worshack - Foul Packet Wandiow
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2 Under Find, select String, type pwd i the Filter field select Packet

details, and select Harrow [UTF-8 | ASCIl} from the Character width

deop-down List.

3. Select Dowm, and click

Find.

By ] Display fiten (_

Hest walue] 0 Sering

A Wireshark: Find Packet | = 1 & TEil]

Filker |p'.¢.':|

Search In
it Packet list

Saring Dation

| | Cezesenmive

® Packet detsik | | Charscter width:

[hrection
i Up

) Packet bytes

placrave [UTF-6/ ASCH] [ ]

Eind | Cancel

FIGLRE .15 Winssboid - Selaseg Ophioni = Fesd Packet Windess

24. Wireshark will now display the sniffed password from the capmred

packets,

Help

==

*Efiomet (Wemethark THLS (59 Rev 54202 from fmank-1.104]

e Grakas  fheai ek g

HTTR/1.1

ST logimerify, pop

FIGLURE 1. 1 Wareshark

25, Clese the window.

- disphymy the apaoml asein
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netwerk traffie

S Wi Mote: Ensuse that the Jason acconat has admin prmleges,

FIGURE 1IT: Loggin s Jeoem scznsest
27. Use LphtCrack Pa ed anditor to smiff the nser credentals of the
tarpet machine. Here, yon are the attac

itch to the host machine (Windews Server 2012), and navigate to
Desktop. Hover over the lower left of the screen, nght-click Windews,
and click Search.

28 Windows

FIGLUEE 1LE Selectnyg Sevach ophon
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29. Search for Remete Desktep Conneetion (m the Search box) and click
Remete Desktop Connection.

FIGITRE 1.1% Seancheg for Remaote Dk

30. The Remete Desktop Connection dilop box appears; click Show
Optiens.

Remaote Deskiop Connectio

Remote Deskiop
Connection

FIGLRE L2 Resnote Dissletop {onmnsm dolog bos
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31. The dislog box expands. Fill in the Computer and User name felds with
the tarpet machine’s IP address and nzemanns.

32 Click Connect.

Mote: The IP address and nsermame may differ depending on yomr Lb
ENTimenT

Heare for instance, the memame and password ame Jason and gqeerty. This i
one of the user acconnts in the machine with adnen privilepes.
L= fiemte Datkien Cormection | = | 2 “

Remote Deskiop
Connection

Genesd | Deapday | Loosl Fssoomes | Pro

Logon minga

t Ender ot rawes ol 18 reaols compet

Corpuier

Ly e

Tods il s evsliadd fiod oredensisks

T4 W 3 B Creceniis

FIGLRE 1 2: Crwmseteg b mmiobe ey

33. The Windows Secwity pop-up appears. Enter the passwerd (gwerty),
and click 0K

et ety |

credeiik

JK

FIHURE 1.2 Fotrmrg the condastd

Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell
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34. The Remete Desktep connection pop-up appears; click Yes.

L e Remote Desktop Connection

I'f- Thes wlenbity ol the remcle compuier connol be verfied Do
4y want bn comnec! sy ?

FIGATRE 1:2% Fatitshy Rrereois Dilory: Cormecsin

35. Nowr the target computer = remotely logged into from the host machme, as
showen in the sereenthor

Red SinpeDenk

-
e et
B T -

[ L)
TR ama T

sl I, e Gt o
R e

' - .
A a PR \w{? -

I M

[ — Tew ; &"‘1"

1 Cimmamchem micsrsiully citalbate]
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6. Install WinPeap m this machine
Mote: If the appleation is already installed, skp to step 42

37. Double-click MNerwork Dove (Zx) If Windows Seewity pop-up
appears, enrer the credentials of host machine and click OK.

38, MNamgate to ZNCEHvD Lak PrerequisitesWinpeap and double-click
WinPeap 4 1_3.exe

MNote: If a netvork deove is not mapped, enter WIP address of the heost
machine JCEH-Taals\CEHvY Lab Prerequisites Winpeap and donble-click
WinPeap 4 1_3.exs.

39. If a User Acesunt Centrol dialog-box appears, click Yes.

40. If Windows Security pop-up appeass, enter the credenmal:s of host
machine zod click OK.

41. The WinPeap Setp wizard appears; follow the wizard-driven instllation
steps to metall WinPrap.

YWinPcap 4.1.3 Setup i “1

Welcome to the WinPcap 4.1 3
Setup Wizard

Ths Weard will gade you through the: entire WinPoep
nstalaton,

For more information of ot |j|-r-|r wigt the WinPCao
1ame page

Fittp: fiewan. wanpoap.org

cone

FIGLERE |35 WinFiag outalee e waond
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42 Hover over the lower left of the screen; nght-click Windews, and dick
Central Panel.

.

FIGLEE | 2 Sdmtirgr Conerisl Fmel
43, The Ceontrel panel window appears; select Administrative Tosls.
&1 Comtros Fans Hers - ”“

FIGLRE LI7: Selschugy Abmmssteidoe Tood
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. In the Administrative Tesls control panel, donble-click Serviees.

= 1 EdminieTayee Too =t 5“
L]

FEGFLRE 128 Laashsg Ademmerdne Took

45 In the Services comtmol panel choose Remete Packet Capture

Protocel v.0 (experimental), right-click the secmice and click Start

e = - |

Fep
o .
Sarvicad [LocaD

Rervaie Facked Gopure Prostesd
o | aiporian ]

fi e 18 ¢ a1 16T
rrachive fromar

Licenar [[I1)

et B bt Cgrore: Frafaool e e 89 L oCH Comrgeinds

FICILTRE | 2% Sewtoy; Remore Packes it Proisd v

CEH Lab Mnis] Page 520 Eshical Hackdng aull(kluutrnn.r:unm 'u.rvjl!.l: :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Wiiodutdni ShlsndY HaCkRhInO-TeaM !

46. Close the Remote Deskrop Connection

47. Lannch Wireshark application from the Apps screen of the Windows
Server 2012 machine

4B. The Wireshark main window appears, a3 shown in the sereenshot:

The Wieshurh hietwaork Arglyos [Areshmek 1,100 (WM Res S0 fren -1 0T 1 —_'_hn

' i e _ i
it H u.m 3 Gulde

- i Sample Caplur e

oA - W] Seturity

= Capiure Optiana

g Hew o Capture

FIGLTRE LM Wisratnick M Windkos

49 From the Wireshark menn bar, select Capture < Options....

Thae Wtosbaal Setiock Araipoe [Wrshath L1005 (S Ry SO062 Ticem oo £ 100 (=T

L e s ] 0
e
inferface Lisd (5T = Wiekdite
¥
S

o UaEr's G

i Sample Captures  Securidy

& Caprlure O prlises

How to Capturs

W

s P et Brod i Dor'ar

FAGLRE L3 Sdacting Optees fnam Wanphark
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50. The Wireshark: Capture Optiens window appears; click Manage
Interfaces.

Wireshark: Capture Diptions

Link- lorper haadar Fram. Ried

vEthernst [Redick POe (585 Fa

i erabied delpuit

Wrege Interace]

W Lhm premuscan mede ol mbsrfacen
Captiws ke | |
Caapturm Filas Dupley Optons
Fie Hromae. o Upsdane b of packetsin real fane
o Burgreglically scrol durineg Tve caplue
¥ Hidla capriure infz disizg
Marrs Pmncksticn
! Faoben b8 addrmms
Fanchen gretwctk-lagm namas
& Pemach e {180n poet- Lirgsr nams

2 lse patermal nebwork: b resheer

T -

FIGETRE LAZ Sefectmg Cprams fnan Wirshack

51. The Interface Management window appears. Clck the Remete
Interfaces =h, and click Add.

El N tfcark wil] et i Imterface Mansgement !m

mreerpubats thegn oo the
ek, o will enly Pl | Local FeePaces
“sramo” thigg From o

Aesverie |naface
Winsskourk 'k e

pckity co the netwerk o Vo
s (otfaer ssrve ey

FIGILRE 1LY Trserbas Mansigrmmt wendiow
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2. The Wireshark: Remete Interface window appears

. In Hest texy fisld, enter the TP address of the tarpet machine and in the
Port text field, enter the port nmmber 2002,

. Under Authentication, select Passwerd authentication, and enter the
target machsne’s nser credentials,

55, Click OK.
Mote: The TP address and unser credentials may differ in your kb
ENTHOIHTST.

d  Wireshark: Remote [nterface (===

Hast [100010 |

Por: |2 |
Authentication

' Mull authentication

I & Passwond authu-lica:.'-:r]

Us=rname |Je5un

Password |IIII|-|

CHC | Cancel

FIGLRE 1-3& Winestork: Rencdn Enterfoie emcdow
56. A pew remote interface 15 added on the Remete Interface b,
57. Select the haost, elick Apply, and click Clese.

Interface Management

FIGLIRE 135 Agpibregs tie newcly addad aibedface
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58. The newly added remote intecface appears in the Wireshark: Capture
Options window.

59. Check the interface nader which IP address of the tarpet machine is
displaved. nacheck the other interfaces, and click Start.

Wireshari: Caature Dptions r=remsm

Caare

LCaptums risrace - lryar hader Prom. Mo de Snaplen [B]Buffar [Rd8]
kbt [t anshiad ~ - dwluuit
Ll Baea Comaeriion” 11
willradd Nrdadtacds enaied

withernet |Rmaiok PO GSF Fa.

G

T L L L e ——

R e lwierdace:

Compria sabsctad B9 Fy

¥ sk posg-ig Parmat

¥l Hide cazturs infia dislag
Mares Reoditian

o Fancha AT sddramme

S Captine Batomanicaly Gher R S

¥ Faobon jrampoet- Lar narma

¥ L gdsinal nebwork sarma meichve

ot Sl

FIGLRE L& Winsduirk Cipraem Crion s
60. Sign into the nzer acconnt Jasen m Windews 8.1 viroxal machine. Here,
FOT Afe Sipning in 35 3 TiChm.

MNote: The Remote Desktop connection gets disconnected as soon as you

sipn into the wrmal machine.
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61. Browse the Internet from the target machine

"
B

=

<

Google

FIGLRE 1 57 Brorerang stermes on Wendows 8.1

62. Wireshark starts capmmzing as soon 33 the nser (here, ou) begins to
booese the Internet, a5 shown in the sereenshot

FIGLTRE 130 Wirrscick Wk wath Pacdoshi Cgptunal
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6J. Stop the moning live capmse after 3 while by dicking the stop bumton in

the menn bar

o C by Trives et A1 UL 00 PO] 2000 A DA LoV SF FIOFCOCAB- A D0 AERE AR DONITOATICOT]  (Wiresat | = ',F_
W Bew G0 Ciges Aaskis i e Tesin jwmrals  Hilg

WTRE 130 Stoprigg the s lvr caphan

can captare trffic on 2 remote interface waing
Wireshark
G5. In real nme when attackers gain the credentials of a vietim machine,
they attempt to captuge its remote interface and monitor the taffic s
user browses, to reveal confidential nser information

ARalysis

y

Amalyze and domument the resmlts related to this lab exertise. Prowids yons opinion
of your tarpefs secuory posmue and “emposmee” thromph public and free

nformation

O Yes

Platform Supported

[ Classroom
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Lab

Cigha INemvork Lnalyzer is an eagy-fo-use .E:'wn.'.-_? netvork amalyzer (Le, packst
smifier or provocol “I.?.'-‘I*j er) for wetwonk mondtoring and trosbleh c:<:."m5

ICOH KEY Lab Scenario
- Valnalle: Capsaisa p-n"l:ﬂ:-l.e nerwnrk analyses application fC!'I both TAN: and WLAN: which
— ____ perfomms eal-time packet IZ':I.PEIJ.I.ELg capahdiry, 24,7 neterods monitonng, adranced
# Testrom P"G‘["W.‘Dl anzhysis, in-depth packet decoding, and antomanc expert diagnoss. Tt poes
Eromiade one step ahead of wniffing by inmutrrely anabyzing netoode packets 2nd peneanng

- T —— meanmefml mformation Nerwods admovstmtors can nse Capsa's compehensme

— highlewl window wiew for monitosing entie petwork, quick inspht to networds

b Workbock seriew  adiministeatas: o netwmek enpincers that allows mpidly pinpointing and resclving
application problems.

= ™ F ~
!..ﬂ.:'.a{,-'_!ﬁ:‘r '*E-\E'-

The ohjective of this b iz to obwmin information regarding the tasget
organization that incledes, bt is not haited oo

®  Merwods traffic analvss, commmneation monitong
*  Metwods commnaication momitoong
®  Merwods problem diapnoms

Merwods seonaty anabysis

Merorots performance detecting

MNervods protocol analysis
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P e Lab Environment
demenstrated in
this lab are
available in *  ColsofiCapsa MNetoods Analvzer located at DeiCEH-Teeols\(CEHS Medule
D:\CEH- 07 Sniffing Sniffing Teols Capsa Hetwerk Analyzer

Teols\CEHVI
Meodule 0T
Sniffing

To conplete thiz lsb, yom will need:

Ton can also download the laest vemion of ColasofiCapsa MNetmwodk
Amnalyzer from the bnk http: / fwrew colasoft com

If you decide to dowmnload the Laest version, then screenshots chown m the
Iab mught differ

A compnrer maoning Windows Server 2012 as host machine
Admemstratire pronlepes o man tocls
A wreb boowser vath an Intermet connecnon

Hete: This lzb ecmeres actme mremet connection for heense-ket mpstmtion

Snaffener 33 perfommed to collect banc wnformanon of the @epet and it= neteods I
helps to find minembdimes and select exploits for atack It deternunes netwods

mformanon, system wformation,  passeord infoemenon, and  copanational
anformation.
Sniffng czn be Active or Passme.

Lab Tasks
fh——2—— -~
Erask 1 [ Mavigare to DNCEH-Tesls'CEHVE Madule 0T Sniffing Sniffing
TeolsiCapsa Netwerk Analyzer and donble-click

Install Gapsa
= eapsa_ent_deme 7.7.2.4050.exe.

Hetweark Analyzer
If the Open File - Security Waming pop-up appears, click Run.
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¥ Enterprise Dema [ =[5 [

o the Colasoft Capsa 7

orrtirae; or Canced 1o =xit Sebup

Install.

4 On completing the imnswllation, lmoch Celaseft Capsa T Enterprise
Deme from the Apps screen.

& d

eHomA W

L]

u |
o
=

&

FIGURE 12 Lamcheg the spedicsen from Apps seeees
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The Celaseft Capsa 7 Enterprise Deme dialog-box appears; click OK.

Colasoft Capsa T Enterprise Demo M

T hark voia T Tryeng Colasalt Capsa, This demd will expire in 15 dav(a),

The damo version dffers from the ful version zs folgws

= |

FIGLRE 2% Colisdt Capres T Frnerprise Dherse dislogr-beos
The Colasoft Capsa T Enterprise Deme muain window appears, as
thowmn in the followang sereenshot:

Coraanft Cagmn 7 Erispnee Cemo L—_lm

Adapier
Hel slncind
Netranrh P i

Het slucind

B U PR fnakyis Protiess
Capr erike & Gy 00
meeRbcn anil @

Tk with i
mibative anil exkrerotios-

nch ly vews

FIGLRE 14 Cobrcrt Cajria Metwvark Anabrscer mmms wmelow
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CmTALK 2

Begin Packet
Analysis

B T oo

istalizabaon: oot m the matic
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In the Capture mh, check Ethernet adapter and clhick Start to create a
Mew Progect.

Colayolt Cepan 7 Emerprize Dermo

FIGLRE 15 Coblsah Caprea Netwinde Anshyrer cestegr s New Progos

MNote: 10.0.0.2 is the TP address of the host machine, which may differ in
you lab envrironment

&

The Dashbeard prowdes graphs and charts of the statistes

i A

T Tk tehs Fropect 1+ P Analan - Crlenls Eapad 7 E Fhoryrvas Barres [=TO ]

FIGURE 6. Colasals Capion Metuock Assdyeer Dhshboan
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9. The Swmmary @b provides fMmll generl analysis and statsucal
& mformation of the selected node i the Node Exploser wandowr.

Examine the ; i Aruad s Prchact | - ol dvualyaly - Cobisefr O g 7 Enferprhe Desray '—.:“m
Summary .

T Sldcoco e

-
T Canbncrt Caipen Metweork Smbyrer Sumnary
10. The Diagnesis tab provides the real-time diapnosis events of global
nerwods by groups of protocol layers or secnnry levels. With thes tab
von can view the performance of the protocols.

11. To wiew the TCP slow response, click TGP Slew Respense m the
Transport Layer, which in teen wall highlicht the slowest response in
Diagnhesis Events.

I [ s g Y g i g 1 ey TeTo ey

o e

[ Teels
demenstrated in
this laly are
availakle in
D=\CEH-
Toasls'ICEHVD
Module 0T
Sniffing

i i

FIGURE 28: Crimsaes® Cape Mebtwerk Anabpaer Thagmesis
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12, Douhle-click the highlighted Diagnesis Event to wew s detaded
information.

JILE

(3 Arakywa Propot 1 - Pl Snefyus - Cofmolt Comea T Enferpnes Do
= o et S Nl ) (e
ik

Plooe Egpicns

B R Al

# Full Bepboey 7]

s X

! - | FullAnskus ¢
s T Prpical Bl | 11T PPPmee
Apabcation Laye:

B [R5 Sevwer Suw Repings

dcee 13

= Tt Lay
F Fepmaind Loared Aliam|

i TCF v Resguone

Lartst
[

TEF sow LI :-wnminﬂnﬁ

oo (B bcivwemn packes

of ot il i (17T bkt s 3§

|

FIGLURE 2% Anahremg Disgmises Bvent

13. The TCP Slow ACK - Data Stream of Diagnestie Infermatien window

displays Absolute Time Source, Destination, Packet Info, TCP, IP, and
other informanion related to the event.

TOP 510 A (SO (BIS#) Do WEeT d Cedl S04 30 P 211 - Dals SITGe 0 D iIC (N ormatL | = | lm
X F %l ohd§ o

=

FIGLEE 20k TCF Skine ACK - Dhaia Siomen af Dogacehs Infoomation sandow
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14. Close the TCP Slow ACK - Data Stream of Diagnostic Information
windowr after anslyzing the mesnlts.

15. The Protocel tab lists statistics of all protocol: nsed in network the
I tranzactons herarchically Physieal Endpeints and IP Endpeints for
v S the selected ports ae displayed as well

Erasx s

Protocal
Infermation X

uy - YT : L . - :
. [t L |
i .
i i 3. Fa =

o | AN i SYZgHT | ik Aral it ¢ L3 0eSE CARLE 7 LEWTS Do -""-

PR, SOFL 3.~ -

FIGLRE 111 Cobeo® Cape Nebicok Adabries Pegioos] amadyai

16. The Physical Endpeint tab lists statistics of all MAC addresses that
commmnicate in the network hierarchically.

Examihie the - i

Physical Endpoint " " e >
Infermation

:;'I'H.IK T
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= T 17. The IP Endpeint tab displays smpstes of all IP addresses
——————— comamnicating m the Network.
Analyze the IP i h 4
Endpeint 158. On the IP Endpoint tab, you can easily find the nodes with the highest

Infermation traffic velumes, and check if there is 2 multicast storm or broadeast
sterm in your network.

Tl LraprrPoaprt 1 Rl fghers - Crime#l Caraa 7 femreis Cume T=ro e

u A 3 el wick

skt an

Eraaver

mchine of the: norerl
ek

FIGATRE 214 Cohusak Capie Mereo Aradveer TP Endpemi wie

o [— 19. The Physical Conversation tab presents the coaversations between
e toro MAC addresses.
Exarmirne

he Physical s = Baarpe g a1 S@1 Badyer - Lo eat forn T Do orea (v =T

gl = e
TR S

exbairs the sumber of the
rensbiry which B prschet
panse:] theeasgrh befor it
win oo

i e '}

FICALTRE 218 Crohasab Cogon Mehwod Asgdyeer Physcal Conmverabens
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20. The IP Cenversation tab presents [P conversations between pairs of
Mrasx 10 R

E-“a'“i“““'_'e 21. The lower pane of the IP Corversaton secton offers UDP and TGP
IP Conversations conversation, which you can doll down to analyze.

! - 7 =t =
¥ | g ¥

& = w4
e ]
& - W i 7, Pl F

S

A e

TS

FIGURE E1% Cobadt Capaa Mebwork. Ambyer IF Converosaen

22, Dionble-click 2 conversaton in the IP Conversation list to mew the full
analysis of packets berween two IPs. Her, we are checking the
comversation between 10.0.0.9 and 10.0.0.255.

¥ T Pl T LeRi T

u o
: . -E
[} e =518 B -
.-

A o

FIGETRE E1& Cobeeiht Capaa Metwod: Anabyzer TP Conveniagioes
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23 A window displays full packet analysis berween 10.0.0.9 and
10.0.0.255.
e T s Pragart 1o Ful Eradyetr - VUG Ha e VOO0 55 - Pt T=TE

P [~

Wz I Tirn Team miw s ok o
- (B e L [ES ] [

g
EScahan b an
rroagEam. O

minhuriee devace

FIGALRE 217 Full Paclest Acuabyes: oof Mesdes mi [P Conversi@oos

24. The TGP Conversatien tab dynanically presents the real-time stams of

TCP conversations bermeen pairs of nodes.

25. Donble-click a node to display the full analyus of packets

FIGLRE 288: Colasaft Cipoa Mebaoek Assdyeer TOP Comverations
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26. Transaetion List displays the TCP transactons between the selected
Hrask 12 pair of nodes.
Examine the

Transaction List

FIHGLRE 21 Cellisodt Capie Mebwsork Asoyne Transscios Lis

Hryasx is 27. The Transaction Summary tab displays the summary of the
transactions.

Analyze the
Trse s ¥ T R T = ) e SR (o e S |

Surmmary e e

p———

e theeil Toirvs Fubwiian'n.

FIGLIRE 220 Colieeht Capea Metwark Aanlbyzer Trinzschon Saraesry
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2B. The UDP Cenversatien b dynamically presents the real-time staims of
_Wrask 18 UDP conversations betoween two nodes
Examine the

VOP C e 29. The lower pane of this @b gives you related packets and reconstmcred

data flow to help you doll down to analyze the conversations.

— =
i J-m
Bl cpewockiog 20

= [*
il WrEn T A GO - i W e e |

el B B TR gk

Tt thici wray, it oy
w2 SMTF il ervers

5 AT azE v
i = AL T

FIGLEE 121 Codme® Cape Metwink Ascilyeer DT Coreradion
e ]

D J0. In the Matrix @b, you can wmew the nodes comomnicating in the

: network by graphically connecting them with lines.
Examine the : ;
Matrin View 31. The weight of each line indicates the volnme of taffic between nodes

arranged in an extensre ellipse.

32 Yoo can easity nawmipate and shift between plobal statistics and details of
specific nerwock nodes by switching the comresponding nodes i the
Mede Explover windowr.

¥

——
_ - ot

ELEChsen wi amciuanner

tshis ape i hade:
at Bt enclpemnt ehe m

Codasa P

FIGLURE 222 Crbmolt Cagpris MNesende Ansl yeer Mains vire
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orsimis aa 33. The Packet @b provides ongmnal information for any packet. Double-

click a packet to mew its full analyss information of packet decode.
Analyze the *

Facket Details gf L ST A

i -

I:H Preausraly moey be

srpiberreme] by lancbasar,

sk, 10 & ¢
o the bwi. A she

ireed, 4 pimstecal defines the

B 0

Entdprwica af 4 haiecharans
rwaehi nztessnl =
ol s o
sreccmigey ot dcal Hhe
fules v excSoegnmy e
s

i i i I

FIGLURE 2 2% Colusdt Capeis Mook Ansdyser Packst inSommiiagn

34. The packet decode consists of two major views: Hex View and Deceode
View.

radftic. Select &
ket anad we e e
= chghe i well as the
|

FIGURE 224 Pull Analyas of Pecket Diecixle
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Hrask 17 35 The Leg @b provides a Glekal Leg, DNS Leg, Email Leg, FTP Leg,
HTTP Log, I6Q Log, M5H Lag, and Yahes Log.

Analyze
all the Legs J6. So, you can wiew the logs of TCP eenversations, Web access, DNS
transactions, Email communications, and others.

= ﬂm!aw‘ Hmn-hﬂFmﬂmuum..

-1 i B Tr—r—— =
FIGURE 225 Cobeicdt Cape Metwork Arabeer Cillobul Lig view

L

-“"ﬂ.."-"‘- e — |

FIGLURE 2.3 Cishisaft Copocs Metopok: Axodvers DS Lag wew
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B PurecT | - 7l Rt - B B0 it T PO Teeeh = v |

—
-, - ENINOEEIEE - -

FIGLIRE 277 Colisoft Cipos Metooek Asadyeer HTTT Lig view

J7. If you have MEN or Yahoo messenger muning o0 7oL SYSient, Jou can
wiew the MSN and Yahoo logs.

i | Arsdem Pojert 1 TUl Arshets - Criams Capea 7 Ememnse Desn

=l LEmmbaer o f

FIGARE 228 Colasoft Cipeel Mesarod Anabyeer M3 Ligy niew
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W TALK 18 38 The Repert mb provides 28 statistics reports from the global netwodk
Examine to a specific network node.
the Report 39. Yoo can click the respective hypedinks for mformation, or you can
seroll down to mew a complete detailed report.

Bt Pacy T | - Fubl Ard et - Coorin Cajeea 7 Eiergeise Denin =T |
" s

i | " T | am | Tog  Rag )

Global Report

Traflic Statistics

Communication Statistics

Diagnosis
orave salhe

Top Address and Host

- =
FIGLURE 228 Cobuecht Capas Netweork Analyzer Full Auadvas's Regueet

Lnaters Projact | - Pl BABKAR - COUMSoHT CADSD T Eaepe B Doy

Top IP Conversation (Packet)

FIGURE 23 Calasciht Capes Metwark Analyzer Full Anafras's Riguet
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40. Click Step after completing yonr mzk

i Aruhes Progsrt | - il Sanked = Coieort Cayes 7 Enisag o [esin

W=
, (€ ) l'l. -

Top Physical Convarsation [ Packat )

T
[
-
m

[ ]

Top IP Conversation (Packat)

B T T - 1 A
L= Vo oy S, S S ST

FIGURE 231 Cibueft Ciguis Mesenck Aralyrer Shoppang poicts

41. In real time, an attacker may perform this amalyss ;n an attempt to
obrain sensitive mnformation, a3 well as to find any netwrork loophales.

Amalyze and dooument the resnlts selared to dhis lab exenaise. Provide yous opimion
of your tarpet’s seoudry posmre and exposmre thromph public and fres information

O Yes
Plarform Supported

[ Classroom
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Lab

B e B I
eek Net
OmeniPeek i @ standalone wetvork analyais fool wved to solve nenvor probleses

Lap ':lu. nal H:"

From the premons scenano, now yon ase aware of the impormance of nerwors
— c=oiffinp As an expert Edvieal Hacker mnd Penctation Tester, Tom amst have sonad
# Text po knowledee of sniffing netwock packets, pecforming ARP poisoming, spoofing the
— momiedr netwock and DNS podsomng.

= Wb eparcne

infirumation

Lab Objectives

] Warbook seview
The objectire of thiz lab iz to reinforce concepes of netomsd: secnaity policy, poliey
enfoscement, and policy andits.

Lab Environment

[ Teels In tus lab, you mil need:

demanstrated in

this lak are

available in ® A buziness Emeid T to dowmnload the ool

D:ICEH-
Tools CEHVS ® A compnter manine Windows Server 2012 as host machine

A geb eowser mith internet aceess

;‘r::ﬁ"dew ®  Windows 5.1 manme on wrtnal machine as rget machine
" ®  Adowmseatee prvilepes to o tools
Lab Duration
Time: 15 hMiomtes
Overview of OmniPeek Network Anal VZEer

’:J::amPeek Networs Analyzer grves netonrk sngess real-time vishiliy and expert
amaly=is of each and every part of the nervork from a zingle intarface, incl: nding
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Ethernet, (ngahat, 10 Gipabat, VoIP, and Video to semote offices, and 502
1la/bfg/n
Lab Tasks
= e 1. Launch aweb browser, type hitpc//
N S| the addmess box, and press Enter.
Dewmlead and

Install OmniPeck . OmniPeek products window appears; chck the dewnload button for
Hetwark Analyzer OmniPeek Prefessienal.

"

FIGUEE AL OveniPork prehocs: wenkonw
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3. Fill in the detals in all the required fields, type the captcha in the field
provided and chick Start Yeur Trial.
Note: Yoo need to specify 2 non-personal business email T,

- T T -

P

2y
¥
—

Periakle WLAN Monioring and Troubleshaating

_—
FIGLRE 3.2 Fillog S alesale

4. NMNow, log mio the accomnt selated to the emml D specified m the
egstration page, and copy the dowmload link

Approval for Request of Softwars Trial from
WildPackets

L L L} LR R ST A P T A SR L Y L _,__J

FIGLIRE 3% Fresdl airrceas coonbarieg H coombon:] Ink
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. Open a new mh, paste the download link that yoo copied i the premons
step, and press Enter

. A webpage appears, displaping the terms and conditions. Senoll down and
chick | accept.

g | Sorarn | Bang Comimcs Um ot

TET ™A’

FIGLURE 3 & Aceryrizgy the Licess Appremnent mdeeioixe

7. The CmniPeck download page appears, contining the Senal member and
dowmload Iink Copy the seqal nmmber and dick Dewnlead the Trial.

FICIURE. 3.5 Dl Crrrapock

CEH Lab Manus] Page 248 Eshical Hackdng aull(kluutrnn.runm .I' :lill\.rq,ljl!.l_' :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Wiiodutdni ShlsndY HaCkRhInO-TeaM !

On completion of download, nameate to the downloaded tool, and donble-
chick 1t
If the Open File - Security Waming pop-up appears, chick Run

10. The OmniPeck Install Wizard appears; chick Mext.

Omnifesk Install Wizard H‘

‘Weloome te the OmniP'eck. Install Wizaed for
WildPackets OmniPeek ¥901

Ttz noedPack: |retad Whzad wall nstallwidPack ate
DOmeiPeck 7 31 ool concile, Toe s, o

- -

—_—

| CHE Canc=l

FIGLEE Atk {rrralesk Tnatalbias Weond

11. The Product Activation st=p appear; select Automatic: via a secure
Intemet sonnection, and chick Hext.

OrmniPesk Install Wizard m
Prodush Actieaimn

= WildPachets

The mistallalion of this prodct reguiee thal il be actvated by the wWildPachats Selabon
Sever For mcia informata i, 00 1o b A eism M acks b comas o

= s e e seoas k=l conrEdion

! Harwat paege avd go bo meboage.

LS S

FIGLRE 37 DerniiPrck Paxhad Actvatin shon
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12 The Custemer Informatien step appears; fype 2 User name, Company

name, and enter the Seral Humber Tou noted i step 7.
13. Click Next.

DmniPeck Irstall Wizard =)

Cuzbomes Indoemakion
}
Flease enbs pour riomakon = “iH?'-:i hets

Please enbar pour name, the name of e eammary b mhich pou wonk. and e Fl:.!d-.rr
il namioet

Uza Mama

Conparw Mame:

|-:Li'

Seial Humbe:

|-J

T T T

.

FIGURE LR OueersiPak Custexsinr Toibonsatices stion
Note: Specify the serial key that yon obtaned dorne reprstration.

14 The Automatic Activation sechon appears; enter yous email ID and chick
MNeaxt.

OminiPeek Install Wizard m

Aubomakic &clivao o

= WildPackets

Plears srber pour sl sddresr snd clhek He o sciiesie ws seciae Inbsrel conrecion

| cBack 1] Mesds Cancel

FIGLIRE A% ChnnlPock Mg Actvtion sacson
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15. The System Infermation section appears; check Share my System
Information, and clck Hext.

OmniPeek Install Wizard '
Sypstem Infosmation

.
WildPachets

For besttee auppoil. tha CPU modal CPU Couet. Phyisical Rédd, and 05 ppedsaenondiavm
are being recoided. Urcheck the box bedos, i pou don'twa share this rfomasion

[ ' Sheiz my Sesiem Inlomshon ]

e

FICILTRE 300 ChrrePedk Sy Irehonrshion sschen

16. The License Agreement step appears; accept the temns of Leense
ageement. and chick Mext.

OmniPeek Install Wizard m

Licena e Ao il
Flease 1ead the ol fcenze aoreemese caetuly —= TRET
a5E 1B E oM M52 SOREEMEHE C8) A w“d[‘.‘; -:._.:':

W eckelz, Inc B )
SOFTwARE LICEMSE AGREEMERMT

Yous sre pucheamng & losnse (o use WikPackels Sollvesrs. The Soltrere is oraed be

2o remaire: tha property ol 'wildPachets. Inc.. i polaciad by mtemabonal copmghle.
= of the Softwens

medis for bis cher wes onlp sccoding bo ths lioemee [=ime sl lmih belove Opsning the

packagng andson wEng 1he Sofsans cicates wour acssptancs of tesa | |

=i nditinens e, rstur B Sofhaere, ma
pahal o vihls copes you heve mede valhn hiip degs of puichese bo e paly from
whom wou purchased L lona ehund, saect 1o ou resocking lea

[#Tcepier ~aaere
| diorot sccept the bems of the iosae agreemsn:

Plewl = Carecel

FAGLRE 3 1L OnoePak Lissve Agreanast st
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17. The Installation Metes step appears; click Hext

OmniPeek Install Wizard

Inxstallation Molex

| mpaiare prednsalatios nobees:

OmriP=ek Hebsork Snapzer 7 57 Hesdme

Pleae raad this documers lorimponant instaldion nocas. 3 et ol iecant changes_ and
cLanenlly kroin e, Thic document covers wersion 791 of the lolowing products:
OmriP'ssk Erbsipnze, OmniPssk Comnsct, DmnPesk Fiolesaong, and O mePesk Baoc .
The Ormii praduck Family cifars canfiquisbore ie o= w.- reesd. Pleazs visk aun web sk
ot bt A e wldoackesz comd producks domn foerses For detailz on bow boooder thie
Omri faaturae and media ipes: thet pracizely it tha neads -'.-‘,tu-ria:‘llh@‘ed nehEorh,

COMTEHTS

- Irzieletion Noles
Frioduct achvetion

i Hack || Corcel

FIGLRE 112 ChmePeck Tustalisnen Mot sxten

12 The Setup Type section appears; select Complete, and cick Mext.

OmniPeek Install Wizard ﬂ

Setup Type

Belect b= ptup lype bo relel
Flaacs melect a meoup oe,

ﬁ &l program featwes wil beinstalled. [Reowes the mees disk spoce |
|

Cuszlom

Select which prooram festures pou mant wstalled. Becommesded o

[ cdack [ Mea: | | Cancel

FIGLRE 5.1% CrmndPeek Setp Type sten
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19. The Select Language Suppert siep appears; select a lanpmage, and dick
Hext.

OmniPeek Install Wizard m
Salect Language Support

=WildPachets

Select ore or boih of e lolosang languegss

incasage Suppoit A Drezciphon
nglage suppoit EHISE S
oy | o ] English Languzge Suppart
_|Japares= Larguage Duppo i g b

Spece Feguedon 20645 K
Space Avaldde on T ST K.

cBack [ Mew: | | Cancel

FIGLIRE 354 ChrreriPloc Select Liagnuage Sgeort iocsainn

20, The Stat Copying Files step appears; click Next

OmniFesk Install Wizard E

Start Copying Files
Ry iy petfinge: halone coppiag e

= WildPachets

Selup has enough piormahon o slaik copyng the program les. 11 jou sk b 1eview o
charige arw vellinge. Gick Back. ITvou e satished with the sstings, chok Ned o begn
copyined fiksa.

Cunent Setfing:

Useer Infarmatinr

Mame  Yfirdoms Lssr

Cenpanyr 2he

Sefal:  GLEGE1-BHICSR0

Activation ey OTATEY-E2REGE-ESTLAI-SULAF-UHRET
T enged Do

Fader  C\Fiogram Files w5 [WilHF sk elsh DmnPesk.
Larguengefz| US Englsh

iBach | Mems Carcel |

FRCFLIRE %1% Cerwniline Stacs Cipwing Fikss acvsion
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21. On the completion of mstallation, the OmniPeek Install Wizard Complete
step appears; nncheck Yes, | weuld like to view the Readme, and chck
Finish.

DminiPeek Install Wizard

DmniPeck Install Wizard Complete

OmnPeek Samup i slmeet complebe
Chonse b oplinns wouwant bl

e | eocndd Beaocsee e Rlaadne ]

# T'=5, | woudd e o launch DmriPesk

b simm
#ur rirhy
maffa: is naming on

Click, Fineh ko complsts Dmnf

e

FICILTRE L16: ChnnePerk irvalistion cpiena!
If the OmniPeek evalvation dizlop box appears, chck OK.

. The main window of WildPackets OmniPeck Deme opens, as showm in
the screenshor.

Trreut . W] s |
c P

FEFLRE A17 OwreoPock sroen wiakos
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. Mo, lannch the Windews 8.1 victoal machine.

Swatch back o Windews Server 2012, and create an OmniPesk capme
window, a5 follows

1 Clhick New Captre, on the snain soreen of OneniPeels

[T erpTer— T=To

1 eraPven

LIJ DereePask Metwork
Actibyzer aiffers sealdirne
hg-lovel niew od o=
mestwik, £xers anadyae,
arnd abeill-gknim 0 pacloet,
dureyr corire

s o s T e e e e ke

FIGLURE 315 S&nsng 3 s expdae
b View the General opticns i the Capture Options window.
c. Leave the defanlt geners] settings.

Capture Optons - Ethemet

bl e Genera
Acdapter
EOLT Caping ta: ! Capduia 1
Hardwane Profiles

5 | |oantnuns maphing
Trggen

Fillers A
Srpbshics Chitpok

Lr.l Mebwock Clermigre: Aralysis Optioens

| |Lomit et paschit 10

[ Ioscard duphrats packets
Burtfer g | 100 o megsbyies

|9 Shews this distog when oreating a rew caplune

Carael

FIGLRE 3 1%: ChrealPrark (g ormans - Cleseral
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d Chck Adapter, and select the adapter of the hest machine, hem
Ethemet 8, and chick OK.

Capture Options - Ethernet 8 m

Adapter

Hardware Profiles Al Fike
Triggers b %= Moduie: AggregatorFosming
Filters

Sertistics QutaLt % Moduie: Cisco Remate Adapber
Analysis Options b Ui Moduie:

= Module: Arabs Remots Adspier

Cormpeses. Ackspier
§ Localmaching: WIN-4B85070FE0S1
B Etherset &

Desoripbon

Miroscft Hyper-4 Metvaork Adapher
Etherriet

00 15 30:00; 4513

10, 000 Mbrisjs

Mo

Ok |_L'=='|.e

FIGLRE 330 CerpiPrek e cprsons - Acgrier
26. Mo, click Start Capture to begin capmuins packets. The Start Capture

twh changes 1o Stop Capture, and waffic smtishes begmn to populate the
Hetwerk Dashboard.

BN
Wkt o Dk

S Loy

I:H Drasdbwrds digrlay
arporant thaiy that freny

e

captunad dht

seel

L

FIGLRE 3M: St jracket capfum
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FIGLRE 322 Seart Caprtues by chranges 3 Siop Captun:

27. Suatch to the Windows 8.1 machine, hrowse the Internet and then swich

back to the host machsne (Windews Server 20112

28. The capimeed smtistcal amalysis of the dat is displayed in dee Caphure 1 mb

of the navigation bar.

Wokon & Wb

wrin

Teriy !
f
sk

=]
Ehmndurk

[=Ti

()

\
e B

R YR

1P LT RTE,

FIGLTRE 3.7% ChrrePoek statrghesd wodyai iof Hae it
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29. To view the capoued packets, select Packets (onder Capture), in the left

OmriPeek T=To |

b TmrFerh

i

I:r_l The OeieePerk Frer
rary al
scasTyr ikl
nebwenk ad w

emented e, able &
e 0 thae se
Tr s wamy s e

Suc s griffa §
€t nixle. The manlier of
swadih dimptipee] fan adan be

rraPesk apbrreny; Packits cphom)
30 Stmilarty, you can mew Leg, Filters, Hierarchy, and Peer Map by selecting
the respectime options in the Dashboard
31 Yom can view the Hodes and Protocols from the Statistics section of the
Drashboard.

TimnPerk [=To
=r Wi ek

ATRE L35 OkraPeck dhandaal mysor of Mode
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Wikt TmmFerk

FICATRE 3.3 CrondPesk stahtical ooty of Probesss

32 You can view 3 complete Summary of pour netoode from the Statisties
section of the Dashboard.

TimmiPack T=To
- HmevBock

aguci anmckichy

ChreaPerk abines query 3

FIGURE LT DkrmaPesk Sunrerey debads
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N e e —
Hrasx a 33. To save the result go 1o File 3 Save Report

Save the CennPevk
Capture Results U e -

ELY Uvieg OBt

g
sfbwemr prisben,

FIGLRE 328 Chisalack ciag the mails

3. Choose the formzt of the Report type and the destmation Repert folder
from the Save Report vindow, and chick Save.

Save Reparl m

(| Re=port folder:

i1 TR

F: Lzersiddmnisirator \DocumentsReports \Cephure 1

Report desoription

POF reporis condan Summery Sietistics. Hode Stsbsbes, Prodoon
Statstncs, Mode Protocel Detal Statatics, Expert Siream and
Skabsbcs, Voios and Yioeo, Wirsless Mode and Channsks Skabshcs, ard
graphs,

FIGURE 120 (hracPadk Sy S Regpaort hommi
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35. The saved mpor can be viewed as in the screenshot below-
Erport o] - ot Faudar T=TE

sredtipshe Bles cam b
apgrrigpate] amul acndves|

anmubancously

FIGLRE 35k ChrrePreck Repest mn FOF forrai

36. Scroll down the pdf 1o mew the complete mpodt.

FIGLURE 351 ChraePrsk Rt -1 POF b
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37. In meal time, an amackes may perform this amalys:s m an amempt to obtam
sensinre information, as well as find any netwods loopholes.

| | L A -
Lab Analysis
y

Amnalrze and doonment the semles related to the lab exercize.

E Yes
Pladform Supported

i tlass:-:mcm
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Lab

SMAC 5 a powerfud and eary-to-nse ol for MAC addrems ’,mfgr
toal car activare @ mew MAC address it afier clhanging T automman; ﬂ.{.‘*

I g R e e
Lab Scenano

MAC duplicating or spoofing attack involves smiffing a netorork for MAC addresses
of legtimnate chienrs connected to the network In this amack the attacker first
retnieves the MAC addresses of chenrs who ae sctively associared with the swirch
port. Then the attacker ~=p<xuf5 his or her omm MAC address with the MAC addrecs
of the legntimnate chient Cmee the spocfing is snccessinl the antacker can recere all
taffic destined for the client Thus, an artacker can gam access to the netwods and
take over the wennty of 2 nerwods wser. If an admestraror does not have the
v‘omngpac}sm_mim.g skills, it i= hard to defend mtmsons 5o, as an Expent
Ethrical Hacler and Penetation Tester you mmst spoof MAC addresses, =mff
netoock packets, and pedform ARP possoming, network spoofing, and DING
poisoming: In thiz Iab, yon mll leam how to spoof a MAC addres: to reman
nnknowm to an atackers.

: 1!"'{_:" ‘-"ﬂ-tt Ves

The objective of this lab i= to seinforce concepts of netwosk seenanty policy, policy
enfoscement, and policy andirs.

In thas lah, o wall leasn how to spoof a MAC address.

Lab Environment
In the lab, yom wall need:

® SMAC locared at DHCEH-Tools\CEHVD Module 07 Sniffing MAC Spoofing
Teals SMAC
You can abo dovmload the latest veruon of SMAC fom the lnk
hittps wanwe klessnsultingnet'smaedefaulL.htm#smas 2T
If yon decade to doomload the latest verson, then sereenshors shown m the
Iah might differ
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A computer mummng Windoos Server 3112 a3 Host and Windows Server
2008 az Victm Machine

Adneniseate pomilepes 10 mao tocls

A Web boowrser with Internes access

Overview of SMAJ

Spoofing MAC protects personal and mdrmidnal prvacy. Many orpanizations tack
wired or wireless netoodk nsers via their MAC Addresses. In addmion, these aze
more and more Wi-Fi wieless connecnons and wieless petwork wse AAC
Addresses to communicate these days. Thes, wireless netwods secnsity and pevacy
has to do wath MAC addsesses.

Spoofing is carned out to pedform seensity Vilneabiliy Tecting, penetation testing
on MAC address-based amhentcanon and anthoszaton systems (ie., wieless
Access podis).

IDisdamer Amthopzanon to perform these tests omst be obtmned from the
systen’s owners).

Tasks

Mavigate to DCEMH-TeolsiCEMvE Medule 07 SniffingMAC Spoafing
TeolsSMAC, and donble-click smac20 setup.exe.

If the Open File - Security Waming pop-up appears, chek Run

Follow the wizmrd-doven mstallahon steps to mstall SMAC

SMAC 20 =T

%L‘i B
=
ya-y

K & shong e rec omreedad ek vou e o 'windows i prane
befrm unringths Sakip Piogren

ik T |0 o il Sacebio® e oo 560 ) o] e B Ficad

| nrmrg Click hlesd In condnus with The Ssto mogam
WEANME Thte pogian & ol icted by copyvighd las ard
rlmnabong eahes

U d ieproductian of devbiuon af e pogean, o angs
sevara o ard inng pensle. and
e Ml edenk possble under bne.

FIGURE 4 1: SVCAC sl bibie: wiced]
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4. On completing the mstallanon, limnch SMAC from the Apps sc

T L Ee P

o 0

e FREE =

GEpPE

gy THAL fnam e A2 - Ayen i

C mazn screen appears, dlong wth the License Agreement
k| Ascept to contiome.

SMAC 2,05 License Agreament

alowing Lios preenent L

FIGLURE 43: Lesrse Agrermmrrs windios
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6. The Registration window appears; click Preceed o contnne wath the
unregistered veraon of SAMAC

ShAC 20 Evaluation Mode - KLC Consufting: wwee kicoonsubngunet

| P Addiees | tactivn HAC

ShWAC 2.0 Registration

SMAC 2.0

This is an eweiziened version

Enler pros Amgithalion O ard chck (b "Unloc k™ buion
Fragpshration

Spoafad i Argobatar O

Mo & poad

el
CBE-DT T g

e Ll oe thie pangesrs sk yucar own sk, Y'e arm ol imsponsble for any danege hal mey ocourbo sy aotem
hE P ke 12 Pk ko b e o Sy Mg ad i il o Do ol s e prosciaann i ol di nod e kel

FEFLRE £ & Rnpamdam weakee

7. The SMAC mam window appears. Choose the petwodk adapeer of the
machine whose MAC Address 15 to be spoofed

SMAC 20 Evaluation Mode - KLC Consufting: wow.kcconsulmg net m

File Vims Optiore  Help

Spacted | Makwk Adaptsr 1P A i | Active M&C

¥ Sk Dy Acirem Metwork: Sdandes

b 5 md WAL Sdcheas =
w Sponfnd MAL bode Fuastal Adapia

- = -

P oy

¥ RA=kesh

Sty b AT A bmtpands Corrachon

M 5 poalad WETH e [Raaliol. POk BEE Famiy Canmolar - Yirtual 5sich]
At WAL Forani - Hadtesa 1D

DABETALILE00 ]

[t e L ths prngesrs sk ycur own risk, Yets e nol msponsiols for any demege hal mey oo bo. sy aotemn
Thi piogian iz riok ko beesad ko aimy Big al ol unebical papcea. Do mot s P oo § o do nol ag e i

FRLEE 4.5 SNMAL oo weakn
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To genente 3 mndom MAC addres:, click Random.

SMAC 20 Evaluation Mode - KLC Consulting: wnw ki cconsultng.net

W Sk Dol fictrem Network: &dandem
H=w Spnciied WAL

= =

Spocfa AT Ak Heiniodi Dobvacetion

Mok Spoaod Sth et [Riaabok: Lk BEE Family Caniokar - ¥aius 5icn)
Haithviara |

Dd-BE-DC3C e_mp

[ e Hi prngears sk pcur e vk Yte e nok imcponsble Forany demege [ hal mey ooourbo sy ayetem
Thie piogians |2 Fok 1o beosed ko aiy Sedal of unabacal papces: Do ok e e program § pou do nol g e Hi

FIJATRE 4.4 SMAL Reuker i pmaerabe WOAC s

9. Clcking Rantdem mpnts a new mandomly Spesfied MAC Address.

SMAC 20 Evaluation Mode - KLC Consufting: weskicconsubtinganet m
Dot

¥ S Dwly Acren Network: fdapdes Undaks WAL

EEETERE =]
Random

4 A& D COAPORATION ! | Aekesh

i

Spoafad MAC fxcdnaes Heimods Connechion

Mor 5 poahed WETH mired [Fealiek POk BEE Famiy Coniober- vitual Saiich)
Hat thesra |0
WITR_ M

78 thi pangears sbyour oo ik e me ok iesponsbls foramy demege bl mey oooun o s petsm
i 12 Pk b0 b e bor sy g w b al puipcen. D Fof e e prociant § gou d d iy Wl

FIGILTRE 47 SWAC sdecsog: o vuewe porbnd WEAT achbnee

10. The Metwork Connection or Adapter displays its sespective name.
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11. Click the forward arow botton on Netwerk Connection to display the
Hetwerk Adapter.

SAC 2.0 Evaluation Mode - KLC Congulting: wean KICConEuming. el m

[¥# Show Onlp driren Matmark: Sedaphe i - Lk b AR

P S pocked WAl & ddnest . . = Fimg it Arfapie

[o0" =20 ~[BD =[24 =[F2 = C& =| Tl
Hxdan

Rabesh

Mehank Comschon

[t hemal [Fealek FL I GHE Fordy Controbas - Ve Srstoh|

Dl er: Lo o peogram st i crnsk. ‘Wi ans nol respomabls Tor e danape thal e ooour b any s
THe: plogra n e ik o b irsad bodang Begel or unethic al puypica. Do pol wee ke peogran § voudo pol apica vl

FIGATRE 4.8 SMA Metorrk Connsciaon mfionszn

12 Clicking the backoand amow niton on Netwerk Adapter will again display

the Hetwerk Connection. Thewe burtons allowr to toggle between the
Metwode Comnection and MNetwods Adapter

SMAC 2.0 Ewaluation Mode - KLC Consulling: whm klcCorsuting.net m
Cpkions  Help

[ Gpacdead | Hebrh

Bt e v
& te han bazar [¥ B Onp daim baima &4 Lipda e
2 MAC sddmises Pl 5 pocked WAL & ddre g |

OF = 20 = B0 =| 24 = F? =f G5 =

Flonig
5 MAL Lit
TEL = 3 Ea
S bail WO el Mehapk Adaier
Mok Spanke

Huypeas i Wanyal Eamel ddapher 0
Fechivm N AC Ackd s Huachwmm 1D
[D4BE LT Fre_m

ke 1 Ul i pocgra ks i coniiods. e e il pespotvsds For s desnapes thal s oocar by Sy spbem.
Thae plogra i & rat W0k deoadd bod g Bl or wnethbcald pucois. Do b0l uss e pecgnea f voii oo bl d pies vl

FRGITRE 4% SWAL Mrtorxk Adlapier srhimiosan
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13. Similardy, the Hardware ID and Confipnation 1T display their sespectoe
mnformation

14 Click the foreard amow button on Hardware 1D to display Configuration
ID informaton

T e e ——— |

diew  Optine  Help
At | Eprnimd | M stwork: b apeer
P et Ay

¥ Ehasa Dy Ackivs Mk Scdaplan:
D st L s : g
0 —| 20 —|BD - 24 —|F2 — C6 =

L ptatm WAL
-

Amrt st Aclape 1FLonig

MOEFARS A A O CORPORATION MDSED] - | Fafrazh Ewt

|
|

Fiarwiors | WAL Lt
|

5 po bl WAL o e e o o Corneciiors

Fazd % gk W thesmiat Fleaitel; FLs L3P Famd Lon bl - vnbesd S bl
diglive WAL Addumas Hawdwere

AELATTETE Py =

Diimcd sarvar: L sm e progrem o v ovn ik Wa am rot arasge that ey ooc o sy e
Thir peogan i nol ko be und ks anp lecel o urathical

FIHATRE 4. 1E Sl Fhanhwes 1D chogibey

15. Clckng the backoand arrow button cn Cenfiguration 1D will again deplay
Hardware 1D information These buttons togple between Hardwmse ID and

CAAC 200 Evaluation Mode - H1C Carsulting wewsw klctonsuttng net E

Picirm BAL

¥ Ehow Orp Sctwa Madwork Sdapha:
hew oot HACAE - -
8 —| 20 —|B0 - 24 —|F2 — C6 =

Updatn MAL
Pl st eclaphar
Fiarudors
MIOERAAY R4 O CORPORATION KISMED] -| Fusnan
5 poo bl P, e chmes b ok Corweschion)
Ficd Cpoatad wk thamidl Flealiak PUs EE Favas Com bl - Wabisd Sai b
fiokie Wi D Addiers L
LAHIE L, HALL HREHE [ Lo B P

Ficd stner LU ssthic progrem & you ovwn ik e am not moporable o ey daragethal ney oocw Lo sny e
Thir progren i nol 1o ba wawd b anp lsgel o urathics papces. Do nat uis his program i pou to ot sy rath

FIGLRE 4.11: SMAL Crndgpesshios [ dkepsbey
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:Tl,g 3 16. To bong up the ipeenfig informanon, click IPGenfig.
View IPConfig CMAC 20 Evaluation Mode - H1C Carsulting weww klcconsuttng net m
Infermation

Picirm BMAL

¥ Ehow Orlp fciecs Haboos b ddapin: Lirelsba WAL
Lo D e s ===
8 —| 20 —|O0 - 24 — F2 - C§

[Ir—— |PLanizy

Frarukors WAL L

MCEFAAL Fi 4 D CORA H NIMED] = Fiafrazh Ea

o b AL o e e o Coraeciir

Ficd Gpontad wk: Hherrvdl [Fleallek, FLTs [5EE Foamale Lor kil - wakisd Sk b
fukive WAL dddisss Haxdvwaie [

TARELS L A T

Dicclwiner Uss: thi program # yos own ik, "W a ot mrporaible o sy damage thal ny ooz ko sy sier
Thix program e ot anp dlwcel o ursthicel poecas. Do nol us his pogrem i pou do ot s reth

FRFLRE & 12 SMAC s v the sxfisrotam of TPCinby

17. The IPConfig window pops up, displaping the IF confionmtion details
the selected Netwods Adapter,

18. Chck Close afier anshyzing the mformation.
G View IPConfig ETo .

Eile

v | Corfiguaation

1 s Host Mama CUWIHTETII0ARATS
k:l The TP ey -:n-‘-Er D Sufim
mi =it unll sfwew m Mode Tune - Hubrid
i WO 1LY g Hong
e “View TPCouaby IF* Fiouting Enabled B
Winclira. art s the WIHS Frosy Erebied -Ha
Fi avE oF fion R g s
- ezt adepher vEdemnet [A eaksl POle GEE Famip Conbiober - Wrhusl Segch|:

Correcionspecilc DHS Suli |

Dezcnphon .. ... ... Hiper Wituel Elhemel Odapher #2
Fhycicel & ddmes:. (] C
L ! Ensblsd

eubocanliguralion Enadled |
Linkdocal IPHE fuddrass

1P P

Subeal Wk

Cralaadl Gancnpan

CHCPWE L&D :

CHCP 6 Chert OLIE

M Srreees

FIFIRE & 15 Shl A T oty ok mrroassi
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19. You can also mport the MAC addsess hst into SMMAC by clicking MAC List

Erasx a

Perferm MAC
Address Speofing

€ SMAC 20 Evaluation Mode - KLC Consufting:  wonakdicoonsulteng.net _M

Opticres Help
| Spanfed | Mehk Ada - | 1P Addieee | st M

o Show Dby Actree Nstwor: Scapdes Updsis HAC
"I‘T.{'."'":‘."'}.-“""': ﬁ:.l\.'l_!:-' s 2 = | Fastai | Adages
B =20 =B =|24 ={F2 =|CL

Fandom

MIDERARA R & [ CORPORATION GEED] Rekeah

Spoofad WAL Addaes Metracd: Cornechon

Mt Gpoaied WETH e [Raaok. POk BEE Famiby Cantiolar - Viluad Sich]
Aot s WA Sz Hadara D

DABETSL3Co0E e

FIGLTRE 4.14: SMAL batwgr BALC acklnsoe

20. If there 15 no address m the MAC addeess field chick Load List to select a
MAC address kst file yon have coeated

iy MAC List

srbwer
shealisie. Foor

r» e ¥ @ nisk wihel, il
TELTE MALC shloes weil

b, the
susi Funghaon

Mo List

FIGLIRE 415 FAC WAL Lot wenk
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21. Select Sample MAC Address Listtxt file from the Load MAC List
wmdow, and click Open.

Lt BAAL List m

v )
wift Certd
Engineeri [ 5E
e

comdigreem

S b PR Rddemy_Lirl b

mpneen

= FIGLERFE 4 b SMAC MAC Lot sl

- M 22 Alist of MAC addresses will be 2dded to the MAG List in SMAC. Choose a
: MAC Address, and chick Seleet to copy the MAC Address to the “MNew

Qs Spoofed MAC Address™ in the main SAMAC screen.

®  Actrie Shibs i MAC List m

& W Dk

e Rh =)
Sproeefrel MAL Addinms
WIT- Histhuaee T
W Congpuration 10

Sal

Cloea

CFrooram Files [$B5'LCE MATS ample. MAC Addiess List i

FHELRE 417 SMAC WA T e werukens
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23 Click Update MAC to npdaee the LMAC addeess mformanon of the machme.

SMAC 2.0 Evaluation Mode - KLC Consufting: woweklicconsultng.net

[ IPadomes | Active Nat

w S Ol Aicirve Nsivaxk Sclarier E
-

Mata Spoofed WAL Aod e E
== Hestes | Aud apbey

0c —| b — 0H —| 23 —|FA —[ 99
' o= Fandem.

i RAmkash
L speefed M deades bistreoks, Larnegion
FIFURE £18 Upebstigg BEAL acklress
24 sMAC 2.0 dalogbox appears, chick Yes Tt will camse a tempomry
disconnection m your Networds Adspter.

Nore'ﬂ.:.dmlog box appears only for the evaliation or tosl verson.

SMAC 20

2.0 will onby allow youto change the MAC Sddress bo
C 01" in Evaluation mode. Do youw siill want to change

FICALRE £1% SHLAC 20 Babig b

23, After snccessfully spoofing the MMAC address, 2 SMAC 20 pop-up appears,
stanng that the Adapter has been resmrted; click OK to dose the pop-up

SMAC 20 m
0! Addapter Restart Complete

FICALRE &3k ShLAC 20 dBabig b
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26. Once the adapter is resmarted, the LMAC address is asspned 1o yonr machne.
By spoofing it, an attacker can smmlate attacks soch as ARP possomng and
MAC flooding, withoms revealing the acmal MAC addcess of the amacker’s
machine.

[ | oN IS -
Lab ir:l"::"!:';-‘_} SIS

Amalrze and doonment the reznlrs relared o this lab execize

O Yes

Platform Supported

[ Classroom
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Lab

D

= gt ornm F
eI 1}

Attack ush sg Cain

Camn c=Abel ir a "d."“ﬂ-".’?'?“‘i‘ "”""f-"JJ."“" tool thar alfons .”:‘V".'?'e’l"l !T' .'.7!‘1'.:-.:- morer |!J
.?.-'.l.l""'.-'-'.g the metzork, o ..a.l'u'ﬁl' l‘77‘u.-'l:’.-"'.l£ E‘:'.'i'."' “E“‘? Dearorr.

Lab Scenano

Yon leamed in the previons lab how to obfams nsemame and passooeds nang
Wireshark By messhy capmring enongh packets, atackers can exrmet the nsemame
and pas soovoed if vietinns mhenmicates themeekres in public netwods, especully on
nnseoned websates. Once a passwrosd s hacked an attacker can smplhy lop e the
Tichim's email acconnt o nse thit password to login to their PayPal and dem de
wictim's bank account. They can even chanpe the password for the emal Atackers
can nze Wireshark to decrrpt the frames wath the wetim's password they zleady
have.
Az 3 preventive measnre, a0 OfpamTation's Adnsnistraror dhonld admze emplovess
not o provde senumre iafornation in poblic nerwode: wathom HITPS
connections. WEN and S5H muonelng omst be msed 1w seone the nerwods
comnection. As an expert Ethical Hacker and Penetration Tester yon mmst have
sonnd knowledpe of sniffme, neroodk protocols and thesr topalogy , TCF and UDP
sermices, qonting hiss, remote access (35H or VPM), anthenticaton mechamem,
and encryption techniqnes.
Anothes method throngh which yon can gam nsername and password 15 by nung
Cain & Abel to perform man-in-the-owddle (WTTH) atmcks.

ab 1-.,35" actives

The objectire of this lab to acconyplish the following information regarding the
target orgamization that mchdes, bt 15 oot limited vo:

®  Sniff neteork traffic and pesform ARP Poisonng

*  Lanoch Man-m-the Aiddle atack

®  Smiff metwork for pazsword
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Lab Environment
To carry-ont the lab, you need:

*  Cam and Abel located ar DICEH-Teols'CEHvY Medule 0T Sniffing ARP
Peisoning Teels\Cain and Abel

Yom can also download tdee latest werson of Camn & Abel from
hitp:/ forveor omsd 1t

If you decide to dowmnload the Laest version, then screenshots chown m the
Iab mught differ

A compnrer mamning Windows Server 2012 as Host machine
Windows 8.1 mumme on vrnal machine as Attackes machme
Wandows 2008 Serrer mnning on virmal machine a: Vienm machine
A Web bromrses with Internet connaction
*  Admansteatre privileges to o tools

T TS

Lab Duration

Tame: 15 Mhontes

Overview of a Man-in-the-Middle Attack

An MITM = a form of acerre esvesdroppinp in which the amacker makes
mdependent connections wath the wenm: and selays messages between them
makmy them beheve that they are tallang divectly to each other over a pemvare
copnection, when in fer the entire comrersation 15 controlled by the aracker

MITA artacks come m many varatons and can be carned oot on 2 serched LAN.

B L. T 1
mhlh Teaclice
LAk 1asKsS

Mamgate to D:CEH-Tesls\CEHvE Module 07 SniffingARP Psisening
TeslsiCain and Abel and donble-click ea_setup.exe

If the Open File - Security Waming pop-np appears, click Run.
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3. FPollow the wizard-doven installation steps o mstall Cam &

s o A0 el

Launch the Windows Server 2008 and Windows 8.1 virmal machines.
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k to the host machine and lannch €ain & Akel from the

TeWemmwm

HBE YR AEB

FIGLRE 5.3: Laur deri e hjrprd mereen

7. 'The main Window of Cain , as shown in the screenshot:

FIGLTRE 5.4 Cainde Abel Mo Windon

CEH Lab Muanis] Page 578 Eshical Hackdng . ||;. EC-Cammell
HaCkRhInO-TeaM ! YOUR SeCuiTy iS Not En0Ugh =" RRAMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Wiiodutdni ShlsndY HaCkRhInO-TeaM !

8. To confisnre Ethernet card, click Cenfigure from menn bar.

B apr-s5H1 L Focks - 1

el il 4+ B vmEEaERE BT N
etwcek [ soiter [ Coockes [ Teoversace JEB coow [T wiesss [ cey |

| Pram tha « bufban on thatess bar b surrg e Preteced

i B Hy Tt bezasse

|

AL T

srusta sty dis ot
agm Hewe cehbsers a
g, snewogy will ke
csibrped b te evul ey

FRGURE 5.5 i & Abel Confgssation Dyptian
9. The Configuration Dialey window appears.
ElRichey srnk e slic 10. The window consists of severml ths. Click the Sniffer b to select
= I>r|m| a snifiel 'S.:I.'l.ifﬂ.ﬂ.g adnpt&:
11. Select the Adapter associated with the TP address of the mackine and
click Apply and OK.

Configuration Dialog m

helenges Soodling Fem and pars | HTTP Fislds
Tracerits | Cetficats Spoofing Canficatas Coliastnr
Sriffer | APR { Ap Poison Roubng | APR-55L Ophora

Adaptar | 17 addrees

joa'MPF_4555FFF.. 132 168.0.73

-
B Devic - IDDFC7A. 000
T L vt AOW 1000 31

n
\inpcan Wendon
4.1.0:2980
Cument Metwor pler
"DiswiesMPF_[458EFEF4 DIEEF-441 100 ES- TAT7EE6
WARNIHE 1l Cinby sthemiet adspiers support=d
=l the w
MAL salibres Cpoors
[ Stat Snifsronslebo [ Dont uss Promissuous mode
| Sat APR on gariup

T e

FIGLRE 5.6 Cam & Abed ConSgurmton Dubog Windie
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12. Click Start’Stop Sniffer on the toolbar to bemn sniffing.

Abe kBN Fu ¥ Ly EERNeERS BT
T s [ s [ 0 17 e [ e B[ &

ot e sele dusr

FIGIURE 5 7: Statmyra wwifir

MNote: If the Cain Warning pop-up opens, click OK.

Cain

WARNING M TCP Large/Giant Send Offliceding s =nabled for the
current netw interface. Cain's 550 BitA sHacks could be affected
please check the Windows's advanced se=ttings of your netwo ik
interface iguration

Alternatively you can globally disable task offloading features with the
fellowing command:

et chernge el o ke
£ haba using iy ":"_*f:; netsh int ig et global taskoffload=disable
Aemember to desctivate and re-activate the netwo ik inte face after the
above command,

FICGAIRE 5.8: Caim Wammgr psegi-up

13. Now click the Sniffer mb.

Il Fie  Wiew [onfigore Toofs Hel

A Phiflk +y L UmEE@REE O 0
Decoders | § Wetwork M9 nifler |of Coacker | Trocerote JEB Coow |'B Wiesbess |0 ©

WAL addwan | L8 Firgerpnnt | Heet marra

FIGLIRE 5.9: Smffer tals
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14. Click the plos (¥) icon, or nght click in the window, and select Sean
MAC Addresses to scan the petwork for hosts.

15. The MAC Address Secanner window appears. Check Al hests in my
subnet and Al Tests, then click OK.

@ ‘:]._._‘ | I 5 R G ) re
2 MALC Address Scannar -

Taspet
% o s in g subres
Aage

can aaphare

P miron it oo S rw

FIGURE 510 Cam & Al - MAC Addrs Seanner Wanlow

16. Cain & Abel starts seanning for MAC addresses and lists all those
fomnd

I. After zcanming i= eempleted, a list of detected MAC addresses are
displaved as shown in the screenshots:

fim Yew Cgnigew Todn B
ol | o MR TR

= e b

FIGLURE 511 Can & Abel - MAC Ackdnes Soannsl
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1B. Click the APR tab at the lower end of the window.

HaCkRhInO-TeaM !

u T Tools  Hek

=R ;_t.: '..1]' I:’_.‘?
[ eccim: [ etucn [ s [F

e View

§ Sorin

B B, amEEaO®E 07 0

Loat peciorie D

FIGLEE 512 Can & Abel ARP Tab

19. Click anywhere on the top most section in the right pane to activate the

+ icon.

FIGLURE 5 1% Cim & Abel Sl Bactuon
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20. Click the Plus (#) wcon; the Hew ARP Peison Reuting window opens,
from which we can add IPs to Lsten to traffic.

ki . i ol

Ebwmiars jous D'e i G st wewy o

1 b i s B g s

FHGLRE 5.94: New ARP Pimsan Rimsrg wmncdirt

21 To monitor the traffic between two compuoters, select 10.0.0.10
(Windews 8.1) and 10.0.0.11 (Windews Server 2008). Click 0K

hiew ARP Poison Rouming

ARG 11
mnablez youbn hijck IP kel d bk o o bl b ancl all zaleclad hastz on tha gt kel n Bclh
| drmctons, IF & os bt ot hsfic il b s icephect I, Plesrs node bt ores wou
| rescluires Fess reod s e P BT Svome Of A TR e i o Dbl Ot DIDG # wonaest OFR bt e il Dialaul | Gak=pisy aid
|l atead Fpet o vold el

Heibame

ak. Caned

FICGLURE 5.0% Muninnng the traffic hetwren som nomputens
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ct the added IP address in the ConfigurationRouted pach
click Start'Stsp APR

Note: If the Couldn’t bind HTTPS acceptor socket pop-up appear

& Abel AP Poescmmg

t i Windows Server

11 wights rezoevad.

wnnst lag in.
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MNote: Irrespective of 2 moecessful logn (or even of login failne), Cain &
Abel captures the password entered dunng login.

25. On the host machine, obzerre the tool hsting some packet exchange.

Pies Cpnfigom Tool  Haeip
o o d LiBEESD®
il e Tl S Ten e

urker the key

TREENT_UISER

FIGRLTRE 5. 1% Senffer wnnckrw weh mom pachets exochangad

. Click the Passwerds tab, a5 shown in the screenshot, to
wniffed password for fip 10.0.0.10.

fa Yies Cpofigoe Tool Help
S iy | & g RO

8} e

i Thu st oof combentiils @
med m i Ble

Hig a2 B I T B ]
Syl

g D

51 ]

|8 Hacx [ 2r [ boating [y Fuisonc [ var

Lad padas. E%

FIGLTRE 5.1% P dupbped in phan et

27. This way, an attacker can obtzin passwords in clear text if the channel
throngh which information 15 passing doesn’t promde encryption.
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Lab Analysis
Analyze and domment the sesults selared to tus lab exercise. Prowide vone opimion
of jour tapefs secnrdty posmee and “emposuce” thronph public and free

nformanon.

O Yes
Platform Supparted
E Classroom

= by EE-Cemmell
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Lab

g . g o e . y Bl
I.JE*"\F’S.@ !JII r*—.\-J *-4.? _f""'f*"ﬂ""ﬁ Lni ""'h_] ]-,

Promiscuous mode in a Network

———
. ;:,1; :.-r'{

-
¥ "-i
PromgryUl & a ool uath a Windens GUI that can be weed 20 dhtet nemork
FHTETEEr PTG £ ErOIRCHONS M0k

[ — -
Lab Scenario

In an ARP storm attack, an attacker collects the TP and MAC addresses of netwods
machmes to nse in later armcks. The armackers send ARP packers to 2 netwods if an
ARP packet with forped gateway MAC address = pushed to the TAN, all
commmtcanons within the TAN may fal This amock mses 3l msonsces of both
Tictun and £00-TICHT COMpTIES:.

As 3 netwode adnwmsteamoe, yonu omst alwars degnose netoodk taffkec Imlg a
netwok analyzes and mu.ﬁgu& fonzes 1o p.LE'rem ARP floodme. Unng a specific
protocol 1.r'_11—'ﬂ_ techmigne, you shonld be able o identfy the canse of any
hooadeast storm and 2 method for resobving it Idennify snsceptible poines in the
netoodk and protect theon before asackers dizcover and explort s winesabilines,
especally in ARP-enabled TAN systems knowm for thesr secnnty loopholes and
theeby allow amackess to condnet vanons ARP anacks.

Attackers nuay also install petvrork nferfaces to mn m promssenons mode to capie
all packers thar pass over 1 network As 3n Fxpert Edwcal Hacker and Penetranion
Tester, you st be aware of tocls for detecting nerwork miterfaces mamng in
promiscnons mnds ltatuhgrx: be neroods smiffers. In thiz Iab, yon will lezmn to nze
PromogrrlT wo detect snch netwods inferfaces maming i promisenons mode.

Lab Objectives

The objective of this lab is:

"  To detect promiscnons systems in 3 network
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Lab Environment
To conplete thiz lab, yom will need:

*  PromgeryUl i located at DnCEM-Toels'CEHVE Medule 0T
™ Tesls Sniffing Promisewous Detection Teols Promeryll
demanstrated in

i Ton can also dovmload the laest version of PromgrrUL from
this lak are 7

hevp: / ferwwr amesosoft com/en-us /dovnload / details asperid=16583

available in N
D=iCEH- If you decide to dowmnload the Laest version, then screenshots chown m the
Tools CEHvE Iah mught differ

Msri{,ﬁmh:w ® A compmer momng Windows Server 2012 (host madhmne)

* A compnter maning Windows Server 2008 on a mrmal nachsne
®  Adowmseatee povilepes to o tools

Lab Duration

Time: 5 Anmes
Overview of PromqryUl

PromgeylIT can aconeately determine f 2 moderm Windows system has netwods

interfaces mnning m prommsenans mode IE 20, this conld indicars the presence of 2

netoork spiffer in the system
PromgerUTT cannot detect stndslone sniffers or sniffers maning on non-Wndows

il
= b e

d 1
1 ah
i)

Log onro the Windews Server 2008 virmal machine.

Mamigare to ZNCEHVY Medule 0T Sniffing Promiseusus Detection
Teools Promgryll and donble-click pramgryui.exe.

If the Open File = Security Waming pop-up appears, click Run.
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4. Click Yes in the PromgrylUl License Agreement window.

r —
Pomary :
Plaasa mad tha Telowng heanes agresment. Praes the PAGE DOVIN key

o e tharagt of the sgmarmet
£

AREFULLY. This Brd-lUser License

1 (EULAT is & leoel egreemenit betvieery you dsther an
nonocus! or s s gle st and 5ot Comersbon forthe Micresoft
e t sofbware Froduct iderified ab inciudes computer software
Rt d " SOFTWARE™. The tems = ra o this EULA are sepamte
weald md mach neban . 2pant from those contained
poucked thad srrres in Comaretian and v

=z SE UUSIH Mot ol
OF THIS ELLA

16 | 0 THE T .
_ COPYGR USE THE PROCUCT

ceras Agreemerc?  you

Doyou accapt &l of tha terma of the pracedin
chiooes Mo, Inetal wil doss. To betal you must sooept thig gresment.

FIGLRE i | Princeyl T - Licerse: Agmersned dodogr b

The WinZip Self-Extraeter dialop box appears Browse to a deswed
location (defanlt is erpromepyui) to save the nozipped foldes, and click

a

Unzip.
| Wi Self-Extractor - PROM{QRe1LE |
To unzig &l fles n PROMOR EXE Lo the ﬁ
spechied folder press the Linep buton
Aun WinZp

I Cremmwrib= films without pompling

reac! izich et
ek that wrree e

vy

FICLTRE 2 Pearpyl [ - WinTg Self-Fatractor chabog e

6. The WinZip Self-Extracter pop-up appears; click OK to close it

k
FIGLRE &% Wedg Sef-Frmcer dolig o
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7. Mow, click Clese to cloze the WinZip Self-Extracter dizlog box

= =
- PROMQR~1E i
To inap alties in PROMOR™1.EXE10ihe Lnzp
specfied folder preas the Unac buttan
) Aun Windp
Urizig 1o fioldeer

E-\prorngr Browss

¥ Crearuntefila wibout promping About

w3 zve the sehup Rle

be=p

2 Mafs] unzioped eucceesfuly

FIHTRE A Pyl T - Wi Self-Flamctonr diakg b

8. MNow, mstzll .NET Framewerk 1.1 by dovhle-chickine detnetiw.exe,

located at Z:NCEHvY Medule 07 Sniffing Premiseusus Detection
Teols Premarylll

Hrasx 2 9. Click Run.

Install .MET
Framewaerk 1.1
Do your wearnk o run this file?

Mame: . omiscooys Detection Toel\WPromgvil[dotre . pie
Publsher  Hicrosoft Corporation

Tups: Acaobcstor

Fom: - Z:%EHvS Maduie 13 Sniffers\Pramisouous Detsdo,

i

Vit filse from the rEemel cenbe ussid, this fie tips can
Lbar. Oniy un sftwane fmm punishen

FICATRE fi5: Cysen File - Sty Wiemingg dilg o

10. Click Yes to initiate the NET Framework installation.

| Miscracoft MET Framework 1.1 Sebup
9 o you e

FIGUTRE & WET Fremowrdk - Dnsslshon daboghos
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11. While amempting to msmll MNET Fomework 1.1, 2 Program
Compatibility Assistant dialog box appears. Click Run Program.

|

Thes program has known compntibility issucs

g (f cofi rions are avarlable from the Mioosoft wehste, 1Fsoh hons ane foond, Dindases v

ik dieplsy 3 mebstia hat ket

This softveare has knovn moompetbilty with. 05 servio=s on thiz gatform,

ﬂ Hice detals chedk for solutons oine

I_ [T Don't shons this message agar

FICAIRE .7 WET Frumework - Progrrs Cormorsliliy Asatarst kg o

12. The License Agreement dialog box i displayed: select I agree, and

click Install. Follow the wizasd-derven installation steps to mseall MET
Framewerk 1.1.

18 picrosoft et Framenork L1 setup ST

" I License Agreement

Microsoft 1

i Ty -"'|'~;" for prmting at
thitp: comdcrosoft comefolinby ML mbAd=122
g SUPPLENENTAL END T'SER

] L ICENSE AGREEMENT FOR
ATCFROSOET SOETWARE
| have r2ad, undersood ad aoree ba the e of the
End L zer Licenze Agiesmert and so igniy by clicking
" agree" ard proc=eding to Lse this praduct

| dorot sgies

FIGLEE ik NET Frswesk - [ s Agromend dodogr bea
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13. Once installaton i3 complete, the Misreseft .MET Framewsrk 1.1
Setup dizlop box appears; click OK.

P i

Instalsbon of Microsolt HET Framevexk 1.1 & conpl=i=.

]

FIGLURE &% NET Frmsetk - otdihon comples mesage len

Erask 3 14. Mamigate to Cripromeryui, dounble-click pgsetup.msi, and follow the
e wizard-doven insrallation steps to mstall PromgryUL

I =

Waloome To the Promaey Selup 'Wizand

Install PromegyUl

- T wotialey wall ey o (k00 g Ve o i s Ll a0 sl COMn i,
o Promniaaaous mexle s

Humanewies, s ]
¥ WA NINGE This 0anguilh Dang i pmdscid by coosaght e ard inewskonal el

1 Uussbvaicard i whory o chrifastion ol it paograa, o1 pod o ol vy b n seve o

wming; canthuly Aol o cormral periati, ancl il b prsacubed 1ot he o ot vl e e e

firmarall s

aniffren can g s by

Coreed | [ fen |

FIGLURE 610 Pecsngnia skl woond

15. Onee installation 15 complets, go to Start 3 All Programs, and click
Promegry to lannch it

ESdass

FIGURE .11 Wanderws 2008 Sexwer - Sty iowaes
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16. The main window of Promagry appears. Click Add.

oy Aandy

yafETI §0) LTy,

=1

FIGLRE & 12 Promigpryl T - Mien wardii

17. The Select Addition Type disdlop box appears; click Add Single
System.

|

Add Single Add Multiple
Tystem Sysiems

FIGITEE 613 Poangeyl T - Ak sarsem

13. The Add System to Query dialop box appears; type the IP Address of
the system you want w0 check mn the IF Address field, and click Save.

IF Address:

| I

= Fior spwterms: that pes
swel i dpaery, & cange ol
acddderaians. éan b L Host Hame:

query o 3 ksl ayhar

Cancs|

FICIURE &84 Priwrgrd T - Add Seseen i1 Cuery

MNote: 10.0.0.% 15 the IP addeess of the host machine (e, Windows Server
2012), which might differ in your lab emmironment
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19, Check the added IP Address m Systems Te Query section, and click
Start Chuery.

= | | ==

FIGLTRE 1% Prowricrrl T — Chayisg rpsten

20. The resmlrs will be displayed in Guery Results. Scrcll down to analyze the

=1 X

vy Ry

S Gy

FICILIRE fi1fi: ProengLT - ey R
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21. Seroll down the Chuery Resnlts section to wew the systen snmmary:

Syninern Ta Doy

| B e | Erd 19 pioe Gusy s
[~ [

FIGURE 617 Paangnl T - Chuery Remake

22 This way, yoo can search for all the machines maning in promiscnons
mode, and block them from interacting with your machsne.

Aralyze and dommment the menlrs related 1o this lab exermse

O Yes
Platform Supported
[ Classroom
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Lab

. rh B acad Nafiar
Switch-Based Netwc

ARP spoofing is a techuique by nhich artackers send Addrers Resolution Protocol

A @r oitte @ dorad ara .-*.'m. ok

Lab Scenano

ARP cache poisoning 15 a method of attacking a LAN netwodk by mpdating the
tarpet ’D'm.l:ﬂ'ﬂl ARP cache with both a 3 fourped ARP zequast mdmpl—pa.\kets_ﬂ
an effor to c_ar:ngt- the Layer 2 Ethernet MAC address (ie, that of the network
card) to one that the attacker can monitne. Attackers nse ARP poisoning to wuff on
the mrpet network Atmckers can dms steal sensrime informanon, prevent netwods

and web access, and perform Do and MITH attacks,

Ton, as an ethical hacker and pen tester, mmst a3sess yons organization of @ tcpet of
evalmanon for ARP possoning wlnembilities

N x
= b -
=it

Do r:";:-:':.'-a_ wvas
The objectrve of this lab 15 1o help stndents naderstand how toc
*  Perform ARP Poisoning on a switch based netowods
®  Detect ARP Poisoning nang Wimeshark
Lab Enwironment
To pacform this lab, von will need:
= A compner maning with Windows Server 2012 as Host machine
*  Fal Line munmg as 2 virmal machne
®  Windows 5.1 manme as a momal machme
Lab Duration

Time: 15 Mirmtes
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5 00 means o verh

h hnm.ft made an ARP reqmes

Mote: Lannch the Windews 8.1 and Kali Linux virteal machines before

begmnning this lab.

= ———
Haaan. I. Switch to Windews 8.1 machine, nimpate to ZNCEHvY Medule GT
_ Sniffing'ARP Poisoning TeelsiCain and Abel, dounble-click
_‘HEUI ea_setup.exe, znd follow the wizard-driven s rllation steps to mstall
Cain & Abel o
Cain 8z Abel

MNote:
If a User Account Control pop-up app

If 2 Windew Security dial
credentials, type the follows

User name: Administrator

Password: qwertypd123

I T=isling Cion & Shel
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2 During installaton, the WinPeap Installation pop-up appears; click
Install.

WinPcap 4.1.3 5etup

Welcome to the WinPcap 4.1.3
Setup Wizard

FIGLRE 73 Lealing WinPeg
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Install Wireshark
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Mamigate to ZWCEHYS Medule 07 Sniffing Sniffing TeelsWireshark,
double-click Wireshark-winéd-1.10.5.exe, and follow the wizard-deven
insmllation steps to mstall the application.

MNote: If the User Ascount Contrsl pop-up appears, click Yes.

Wireshark 1.10.5 (54-bit) Setup - O “

Welcome fo the Wireshark 1.10.5
(64-bit) Setup Wizard

This wazard val guide you through the installabon of
vireshark

Safore skarling the rstalabon, make suie Wirsshark E mol
unnng.

Click "Mewt to conbnue,

FIGURE 7.4 Instalbegy Wireshark
5. Now, double-click €ain to lanach it.
Mote: If 2 User Account Centrel pop-up appears, chck Yes.

FIGLRE 7% Launching Cien & Al
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6. The Cain window appears; click Configure in the mesm bar

rin view EETERRY ook e

ooy ok W L mmEe@¥E O 0
[£ Ducion [ tovwert |8 nitnr [ Cracioe [ Tracarctn [0 0 [T irmion [ o |

Was TIL [

| Tope in TTL P

FIGURE T Comdfygurang Coen & Al

The Configuration Dialeg window appears; click the Sniffer tab.
8. Select the adapter, and click OK.

Configuratice Cialag

L'T’.'. Shbtiairirie

FIGIRE T.7: Cemfypurmyg Coen & Al
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. Now, click Start/Stop Sniffer i the toolbar.

E! Fie

view  Confupues Tosh  bg

.|Li'_'.l_.|-'¢'.;: R

FIGLRE 78 Sty et

10. If the Cain pop-up appears, click OK.

g LvymEEaRER &% 0
ST b AT [ R P |- T R e k|
: -

Lan

WOANMG 1 TCF Lz Sead TToodng i enobied for the
goe. Can' s 550 i) S onald e Ao ol
=phoay'y aebraread el por rrteoe

waly you can giokaly dinalsh mk cHlading fasture with tha
qanmand

aibih ik el Giokial tidoffsad daatds

Ueraarnbest b bt W@l Bad - prriaite the eteaiwl 0T Bos e the
sbOw e COwTETLan

[ —r—

| L
Llﬂp ook il

FIGAURE 7% Cimn Foga-Lip
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11. Click the Sniffer tab.

n Pla Vi Configus Tods  Hlp

SRk +0 ¢ LinNEEaQER

ox [ im0 | Rousisg [T Receck | i@ v |

FIGLURE 7.0 Cheking Sniffer Tl
12. Click # in the toolbar.
13. The MAC Address Scanner window appears; click Range.

14. Specify the TP address ange you want to scan (here, 10.0.0.1-10.0.0.30,
which mipht differ i vons lab esmronment).

15. Check All Tests, and click OK.

0
a3 & e ik Iil of WA Addiess Scommer
3 3Ly rige.

Allbicad: riny abret

T

|8 vec [ & o o resag [T Pececnde [ 45 vaR |

(BRI

FIGURE T.11- Seanmsng MAC Scdnsoe
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16. The application begins to pedform ARP tests on the IP address mnpe
and displays it in the Smiffer vandow, as shown in the screenshot

ool @ ol B IR Ve LimEEaD® R 0T 0
.:59 [inzodar |! Hetwecric § = hr' Cradom ]ﬂ T incmmute tﬂ u..'.-la Wik |_1

'.l||'_|
| T

P add v | FAA fingeipsim ik naTE 8. 4L
|

BAR Ter] (BEpadcast f-tr

[Eon]F e [ S

m— 71|

FIGLRE 712 Seanmmng MUAT Sl neoes

17. On completing the ARP tests, all the MAC and their associated TP
addresses thar responded to the ARP requests are displayed, as shown

- ™=

et [ v [ e T8 Toceve [ Goou [ s [0

=TI

B o [ [ e T v

Lest packatr [

FIGLRE T 1% Seufer Tils
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18, MNow, click the APR tab.

19. Click anywhere on the topmost secton (m the npht pane) to activate
the + icon.

20. Once the + icon 15 activated, click it.

figun Toals -Hilp

JeehER [0 ¢ limEEa0ETR 67 0

Fis Vaw

¥ Tar T e T

= 5 Corvbguration ¢ Anvied Pk ||
B Huox [ & 20 [ Reating [ Pecwonk [ iR vaF |

Lepat peox becky

FICGLTRE 7.14: ART Pisistn Reasting

21. The Mew ARP Poisen Reuting window appears. Now, yon need to

select the machines berween which you want to rercept traffic.

. Select the first tarpet (here, 10.0.0.2, the Windews Server 2012
machine] from the hist of IP addresses displaved in the left pane.

Mew ARP foison Routng “

WEAKING 1]

PR ervablas poul 1 hiack: [P AT benwsen e ssecied i and Al debecie diodi on e i lLin bolh
e chont |1 selectad host hai ki capabiifie: Wl nalic wescepied arowed Plesse nolt hal since vo
sreching b ol e dines ped kimasnee of

ol pou eondd cauie DoS  vou iel AFF beiveeen pour Dl sl Galesap and
ol hoats: G LAN

Harnams

FIGLRE 7.15: MNew ARF Pomnin Rinsey Wnderw
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23, Upon selecting the first target, a list of IP addmesses exclnding the first
target appears m the right pane.

24. Yoo need to select the second target IP address (here, 10.0.0.9, the Kali
Linux machme} from the sight-pane. By domg so, yon are setting Cain
to perform ARP possoning betoeen the first and second mrpets.

Mew ARP PoEon Routing “

WEFHMG I
| AP mnablas o b hijack P il bl sen the sslacied hoei ol it snd ] saleched harlz on e sght e in beik
|draciong IF 3 sximaiad bast hays soaino canshel bas (WS s il he niemapied 32 el Plagis polethal jnce e
| ki vl i Hie e pedt rece of & WCuler il ool oeide DOS F Fou det SPF beleeen il Dl sy o
|l abhm ez o LGH

FIGLRE 7.1 Parkurerang ART Prasom Ressty
25, Onee complete, the selected targets appear mn the top section.

26. Now, click the Start/Stop APR button to inmtiate the ARP Poison
Bouting artack

:!-."J Canipurabicn | Resrbed Packaiy

| & 159 [F Towng [ s [var ]

Lag peckeiz; T%

FIGILTRE 7.07: Perforrmy ART Peism Reastg

CEH Lab Munis] Page 905 Eshical Hackdng aull(kluutrnn.r:unm 'u.rvjl!.l: :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Wiiodutdni ShlsndY HaCkRhInO-TeaM !

27. The stamss of the attack changes to Peisening, as shown in the

versing between these two

erate traffic betwean the machines, you need to ping one target

achine ng othes.
Erasx 4 30. Switch to Kl Linmx, and lannch a command-line terminal

=
Ping Windaws 8.1 | roct@reot: ~
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31. Trpe hping3 [IP address of Windews Server 2012] -= 100000 and
i )]

press Enter to prng Windows Server 2012 wath 100000 packets.
Note: In this lab, the IP address of Windows Secver 2012 is 100 ,which
1 ur lab environment

roat @ roat: =

FIGIURE 7.3k Prrkrrny Floockeg

Eraseg s 32 MNow, immedmtely svatch to Windews 8.1 mochine, go to the Apps

5 &) d ¢li o y 1 ol §
= — serean and click Wireshark to limnch it

Peisoning' IP
Address Speofing

FIGURE 7.21: LaauSeng Wiceshark
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33, The Wireshark main window appears; click Edit in the mem bar, and
select Preferenses...

T ‘Wirasank Metwons Aaadveer  [Wireshark 1,105 (59T fev 5002 from ftroske- 1,000
r Dy Telegs To [T - 1)

rl - L’ e
ost Popular Matwork Profecsl Analyresr
A Raw S4I6 deorn k1. 101
DOpéin . Weliiits
=

Jpeti Faant 77 User's Gulde

§ Sample Captures

& Securithy

Froki: Oiriasd

FIGEURE 7.2% Launching Preferemis

34. The Wireshark Preferences window appears; expand the Pretecels

FIGLRE 7.25: Wirwwmyy Protoools
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35. Selact the ARP/RARP node.

. Enmure that Detect ARP request storms and Detect duplicate IP
address configuration zce checked

7. Click Apply, and then click OK.

@ o]

FIGLRE 728 Confgunng ARP Dt Seting

38. Now, select the interface assoctated with your network, then click Start

T ‘Wirasank Metwon: Aaalveer  [Wireshark 1,705 (59T fev 5002 from ftroske- 1,0 0]
Canee Si@pies et Teisgs Towdi  boersk  Heln

The Warld's Most Popular Betwork Prodecsl Anabyzsr

Warsiost 1.10.5 VS R S426T feom 1,10

Imterface List Crgrarn . Weliite
B
S e
=l Fazdind
Siart jius Uf.'!r_s GIIJICH.
i &
T o )

1]

Samiple Caplunes

Security

@ v.?a:uptur: l:.:-nﬂcrn:

FIGLURE 7.25: Sty Capeuns
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39, Wireshark begins to capture traffic between the two machines.

Feame 17 50 ByTew.an wire (437
Ethsrmer IO,

Laptunng from tthemet  [Wirshere 1105 SV Bew 54 from fiunee- 1111

o (N d=03
Tre Brofoenl Weenion o 10.0.0. 8 (1000.0.9), Maes 10000LT £10.0:0. 2]
Tearendznion fomtral Profocal, Gre Part: paradys-Tlpork CLIEA), Do Pari: D (01, Seg:

Lk Anciery 8 Oy e WL Pl Diefasd

FIGLTRE 7.3: Wiemhark Caphoregr Pacih

40. Switch to Cain &= Abel to observe the packers fowing between the tomo

machines.

aic  Halp

i i mmEa@®a 0 0

art pere: 0%

FIGLEE 727 ART Praswany Dictocsed
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41. MNow, suatch to Wireshark, and click Step to stop packest capiure.

Lapfunng trom tthemet W ek 1105 5V Hew SAME m S 1,111 - E m

pe grawe  dlwbnas  Tewphasy T T

t 30 Eytem on wire {4
L2
i paracym-Tlport (IAB4), Bat Pord: O (00, Sag:

gl 257 (10 Pl Diefasd

FIGLTRE 7.28: Storjpoeng Packet Capiure

42, Click Analyze in the memm bar, and select Expert Infa.

et [Wireshare 1705 [EVS By S0052 from -7 100]

ek

artes on wire {357 Hital, %4 bytes o
o fres Wicronof o 1 L Hicroanf 3

ol ¥eraion o x 10.0.0.3)
1 Lenmtral Prosscs], -: gt Part: O (0], Segi
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43. The Expert Infos window appears; click the Wamings @b. Duplicate IP
addresses have been confipnred, nsing ARP protocol, as shown in the
sereanshor

Wirachark 1590 Expert nfos - O “

(3] | Mote: 30260 | Chate B ES]) | Detwile 1530 | Peckst Commania: O
1 Sis TiiAry

Bckrewladgment rumbes: Broken TOP. The acknceded ga feld i nonasrc

FIGLRE 7.k Vewmg Warmsgn

. Keep the Expert Infes window above the Wireshark window, 30 you
can wiew the packet number and the Packet details section.

5. Ezpand a Sequence node, znd select 3 packet (here, 108)

. On selecting the packet number, Wireshark highlichts the packet, and
itz 3zsociated information iz displaved nnder Packet Details

7. Ohserve the warnings highlighted m yellow, as shown in the sereenshot:

e |

Etherred [drehart VW Ry S405T o Heangk-1.F

ISR LR N TR N S e

Dhagibzab: TP Addeis Detncel
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45, The vellow warmngs indicate thar dnplicate [P addresses have been
detected at one LAC addeess.

49. One MAC address comesponds to the amtacker machine {(Windows §.1)
and the other to the target machme.

50. Thus, ARP spoofing has been smccessinlly detected nsing Wireshack

[ | oN IS -
Lab ir:l"::"!:';-‘_} SIS

Amalrze and dommment the resmlts selated to this lab exercise. Promide pons opimon
of Tone mrpet’s ety posmce and exposme.

O Yes

Platform Supported

# Clnssr-:mcm.
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Lab

b o N ey
'f"»fli L 1"--;1‘“

5
Tool

Al i @ pecveraty abdlicaton that wies advanced schniques to devet AR -baped
attacks

Lab Scenario

ARP attacks go nndetected by firewalls; hence, in this lab yon wall be gnided to nse
X Arp wool, which has advanced techmome: for preventing mch atmcks and
protecting data

Lab Objectives
The objectrre of this lab 15
' To dewect ARP attacks

Environment
Tesls
demenstratedin  To complete this lab, vonml need:

this lab {1 A .
b * XA it located at DAVCEH-ToolsiCEHYY Module 07 Sniffing ARP Spoofing

D:iCEH- Detection Teals XAmp
TeolsiCEHV2 Ton can also download the latest version of XA from
Medule 07 hetpe/ S chrisme. de / devel oponent /zarp indew bt
Sniffing 3 : . .
If yom decide to dowmload the batest version then sereenzhors chown m the
Iab nught differ
" A compnter maming Windows Server 2012 as host machme
*  Adpwmseatee pomilepes to o tools

I..-&'-e & .}Ii-l:- l’J? C |

Tame: 5 Mimmes
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Overview of XArp
X Arp helps users detect ARP attacks and keep thesr data private. Admimistrators can
nse X Arp to mondtor whole mbnets for such attacks. Differenr secnoty level: and
fine-tuning possibilities allow typical and power msers to use KA to detect ARP
attacks.

Tasks

MNampare to D:WCEH-Teols!CEHvS Module 07 Sniffing'ARP Spoofing

Detection Tosls XA, and donble-chick xamp-2.2.2-win.exe.

2. The Open File - Secwrity Waming appears; click Run.
Follow the wizard-doven installation steps to mstall KArp.

@) KArp 222 Sewp =5 )

Walcome to the XArp 2.2.2 Setup
Wizard

[ Pt >

FIGLURE E1- XA Installabon Weeand
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4. On completing the installation, lannch X Arp from the Apps screen.

XAE - UrFRgstEed verson

STy B 2 W DS

g nebwrkes]

zo e

g st when rmsesty bevrd e i bagh
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6. O the host machine, W Asp displays ne ARP attacks.

MNote: If yon observe these resnlrs, log onto a wirmal machine. Yoo can mn
Cain & Abel 1o initiate ARP Poisoning of the host machine

By defanlt, the Security level is set to basie; et it to aggressive.

VAL - ARG Seal te b, =Tome

SRouity keval 5 0 ApEEss e

exterznd netwdrka

n K L & N2

FICGATRE E.4: XA swa whin sty kewel st o0 agpesiaoes

8. Logonto the Windows Secver 2008 and Windeowrs 5.1 viomal machines.
9. Perform ARP possomng nsing Camn 8 Abel

[=1s
9, i EEEe @Y
AT S o 8

FIGLURE £5% ART prondmmgy onrag, Ui & Al
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10. The X Arp pop-up appears, displaying the Alerrs.

Ok

P Alert 91 of 251

= W Jl-l vary ket 1/10/2014 \R:0L06

StaticPrecer veFler: padket would averarite 2
* static entry for the ip address (0.0.0. 11, mac
e aler the ez woukd be changed from
Al allirwr s 00-15-5d-00-43-14 to gt-be-d9-c3cIc

aleeriangr cxmBgarahim,

Interface : 0Dxl12
[=thern=t]

- di-be—dS-c3—ci—cc
00-t5—54-D0—45—-05
Ox=0E

dirsetion - in

TypR raply

source ip 10.0.0.11

daat ip l0.0.0.10

moures mac: di-ba-d9-pd-cd-co
dest mac 00-1E-6d-00—-49-06

FRCTRAE &6 Wl dlagiboriegy Alests
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11. The statns changes to ARP aftacks detected.

HaCkRhInO-TeaM !

1 XD - urregetared versen

Whp Picimnond  Help

M ke ARP amacks deised SoriiTy el sl b 2

ertical wrvice: m e ARP
eache of & hent This cmly
et senple atticks aml

— Pl e

FICILIRE BT XA - ARF isecien deincind

I

1 I A o~ i B
Lan ANAIYSIS

Analyze and doenment the resnles related to tus lab exercizse.

O Yes
Platform Supported
# Classroom
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Lab

-:.:t-'m-"-' " ff"“ T}?\Jﬁ}

= I B
B
VILL-E ;- & ::;fﬂ’f |

DINE sooftug far DINT p .,ﬁ;.m,.r.r.'g 5 @ comrhuer W"mzrug artack, whereby datz &
anetrodced mte @ Do Nawe Syrten | DN resolver’s cache, cas ..rmg the mame
server 10 vemurn an incorveet IP address, di ertip e to the amacker's computer (or
any otber o r,':_:'?.r.-'!rr_...

1 ab '3\,: anari

Hackers employ the DINS Posoning techniqne to coompt the cacke of 2 DNG

which translates domain nzmes o [P addresses. Hackers replace the ongmal TP

address with those of a server winch they comtrol. The nltenors monve of thes hack

o recheect the waffie, intended for 2 parmenlar site, 1o their semrers i order 1o steal
B Wb Exsrcize nsers’ data,

L) Wadbock e ' these servers, hackers create 2 clone websie which resembles a bank or an e
commerce wte Users, who are nokmomngdy redirected o these servess, enter dheir
hanking or other financial mstrmment credentials on the cloned wte thns gene it o
the hackers.

ab Ol bjec tives
The objective of thas lab is t help smdents nodecstand howr too
" Perform DIN5 Poisoning on 3 switch based netowods
Lab Enwironment
To pesform the Ish, yon peed:
= A compnter maning with Windows Server 2012 as the hos machine
*  Windows 5.1 manme as 3 momal machine

Lab Duration

Tame: 10 Mhonvtes
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erver mito belenne that i has
not. It resnlts in sobstbstion of
= are comwerted into memenic

8 virmal machines

St Windews 8.1 machine namgate to ZHCEHvS Medule
Sniffing'ARP Poisoning TeelsiCain and Abel, double-click
ca_setup.exe and follow the wazard dowen mostallation s to s

8z Abal

If you have already installed the application, skip to step ne. 6.
MNote:
If 3 User Aceount Centrel pop-up appears, click Yes.

If a2 Window Secwrity dumlog box 1F‘1:M“:LL askine yoo to enter the
netwods credentials, type in rhE

User name: Administrator

Password: gwertpd123

530 ratslation
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4 Dusing mstallation, a WinPeap Installation pop-up appears, click

Install

HGHLURE 1.2 [Encaling WinPeap

Follow the wizard doven mstallation steps to install WinPeap

WinPcap 4.1.3 5etup

Welcome to the WinPcap 4.1.3
Setup Wizard

FIGLRE 0.3 Tesialing WinPess
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6. Now, doobhle-click Cain con on Desktep m order to laonch the
application.

.D‘I"lll 2

Perform ARP . .
Peisaning Mote: If 2 User Aceount Centrel pop-up appears, chck Yes.

FIGLRE 14 Lauchmg Cams & Ahel

Cain window appears; chick Configure from the mesm bar

¥ 'h':ilul Mk

=T R Ly EEEe@®E 0T N

=
| T

Ciw|

FIGURE 9.5: Combggurmg; Con & Abe
. Configuration Dialeg window appears, click Sniffer th.
. Select the adapter and click OK.
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Canfiguration Cialag

FIGLRE M6 Comdgrurmyy Cen & Al
10. Mo, click Start/Stap Sniffer icon on the toolbar.

e vmEEa@En 67 A

o sapmer 20, [ Eartes [ Croies | QF Toceoude |00 ool [ wesbe [ Guey |

WinTTL My TT1 Pl Fout
n =

FIGLERE 2.7: Searteyr Seaffer
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11. If a Cain pop-up appears, click OK button.

d LamEEa®En 67 N
98 s 7 Gt T Toceoue T80 ccou [1 e [
Cain

WEANMG 1 TCF Large G Sead MTkadng i erabded for the
ST (oo DRI, Ce'S W5 Pl Sk oma bl Lot e Tl

fzbzwang cammuret
wetih int i el glokid Radoffead daakbls

Bevnerubes o dctinis nail - potiashe the reterk interlsos e the
d e CORTHTL

FIGURE 9.8 Caen FopLip

|:!§ Hariy HE:-_:‘-' I+b Eanteg ri'- T E & Vol |
o

List paicioets: 7

FIGLTRE 2.9 Chclong Safher Tabs

Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell
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13. Click + icon on the toolbar.

14. MAC Address Seanner window appears, click Range madio button

15. Specify the TP address mnge on which you want to perform scan (here

10.0.0.1-10.0.0.30 is the [P address range nsed in this lab. This mephe
vary in your lab enmironment).

16. Check All Tests opticn and then click OK.

18 toss [ 2o T Rossing [T5 Pasmwonts [l e |

4 & o o MAL Aclores: Sarrer R s 0 % |0
PR § AT P e =

Ll.:l'.:llm. Wk

FIGITRE W Seannang MAT Addnemices

The application bepins to perform ARP tests on the above mentioned
IP addsess ranpe and displavs the detected addeess in the Sniffer
window as shown in the following sereenshot:

ol

SEER v B LY EEEaDY OO T N

ﬂi‘ I'l:-:.'ll:Jj Ftwecric :‘I' s I..r' Cradon |a fl.:rL.‘l.EF-'l CCbu I 3 e I.‘.-".-Jl' |

| sk

| PARE wckdrmns O Fngerprimi o S le B2 | ov | Wm0 e s

FICATRE .11 Searneng BAT Ao
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18. On completing the ARP tests, all the MAC and their associared IF
addresses that responded to the ARP requests age displaved as shown in
the following screenshot

Fie ew Conlique Teoll  Help

S ShEE o R i mEEaR® | 8T 0
des | F Hetw = |8 1

L o=

oo [ ek

FICLIRE 912 Seiffer Tl
19, Now, click APR tab at the lower section of the sereen.

20. Click anywhere on the top most section in the fdght-hand pane noder
the Smiffer tab to actreate the + icon

21. Once the + icon is activated, chick it.

! P fiew < Configave. Tashs - Hely

swedpR (D 2 L omEEsaEn
5 — L

FIGLRE 9.13: ARP Prason Rensbng

21 Hew ARP Peisen Reuting window appears. INow, you aeed to select
the machines whose data exchange you want to intercept.

CEH Lab Munu] Page 527

HaCkRhInO-TeaM !

Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell

YOUR SeCuiTy iS NOt EnJUGR ™ ""*"HaCRRATNO-TeaM !

wE FrEE t0 FIY

HaCkRhInO-TeaM !



YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Wiiodutdni ShlsndY HaCkRhInO-TeaM !

23, Select the first marget (here 10.0.0.4 which efers to Windews Server
2008 machme) from the bst of TP addresses displaved i the left-hand
pane.

Mew ARF Poson Routing m

WEaFNRG ||

[BPF enabies s b higeck. P lialic Beteeen the sekecled hosl or el listand 8l sskeobed hostian e spht bl i biolh

| e o 1T & scdoc ia d haa it Caatll Bes W e all e infarca pliad a2 sl Pleara moks thal deca pour

| raschu rn b et Hhe zainm paddrmence of & souleryou codd caws (oS F pou 2et 8FF betiseen vos Dl sl Gslemap ard
|l b P e LAH

= - i
FIGLRE ©.14: New ARF Prosim Rinrig Wik

MNote: The IP Address of Windews Server 2008 virmal machine might vary

in your lab envieonment.

24. Upon selecting the first target, a list of IP addresses exclnding the firse
target, appears in the meht-hand pane.

25. Tou need to select the second tarpet IP address (here 10.0.0.1 winch
mefers to the router) from the mght-hand pane By doing =o, you ame
sethng Cain to perform ARP poisonme between the first and second
targets.

. Click 0K

New ARF Poison Rowting n‘

WEFHHG T

F‘n blaa ez fn hgack [P Liadfic bl pesen (e ssdacled hez| o tha i bl snd ] sbecbed hoilz an beoaght bl nholh
& psdec b ok b st Conushelibec YO rafie: mell e i pled g el Pl=g1= nods thsl ncs por
Him s prado e oo okt il pondd pawe [of F pou set APA betwmen vt Dl ol Biskesiss ard
il L&H

FIGURE .05 Perftsrang ARP Pomon Rty
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27. Mow all the requests sent from the Windews Server 2008 machine pass
through the router.

28, At this point, the selected tarpets appear in the top section nnder Sniffer

5

FEGLRE 9.16: Perhysrmg ARF Pomon Reoasgr

29. In the same way, follow the steps 19-26 to perform ARP podson
rontng betoween Kali Linu virmal and the sonter.

AOREEH-1 1D
APH-HTTS N

[ APE-P e HT TP 0

|
" |g"h Configuration ¢ Foulsd Padosts |

T T T

Lest pacbabr L

FIGUTRE T.07: Prrfrreny AR Posem Reastog
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30. In this lab, we are going to perform DINS poisommmg on both Windews
Server 2008 and Kali Linux virtoal machines
e e——
Elircus 31. Click APR-DNS from the left-hand pane. When the APR-DINGE secton
BT = appears, nght-click anywhere mude the sechon A context memm
appears; select Add te list cption.
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J2. DNS Speofer fer APR dizlop box appears, enter the tarpet domain name
(here waw.certifiedhacker.com) m DN5 Hame Required feld and
click the Reselve button.
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3). Hostname te Reselve dialog box appears, enter 3 domain name (here
www.geogle.com) and click K.
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34. The application awomatically tonslates the domain name to its
corresponding TP Address.

35 Click OK.
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FIGLTRE #.21: Combigiersgy TIN5 Poem Routmg
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jo. Br doing =0, whenever a mser wictim amempts to  browse
wow.cermfisdhacker com webute, he/she will be mdirected to

T google com, resulting i DING spoofing/podsomng.
37. The Bequested DINS appears in the APR-DNS section.
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FIGATRE #:22 DS Poiciir Riubing Ciriypirad
38. Now you are all set to perform DING posoning on the wictm machines
Windows Server 2008 and Eali TLinns

39 Click APR in the left-hand pane The ARP Poison sonfing section
appears, chek S@t/5top AFR botton on the toolbar to begin DINS
possoning along with ARP poisoning.
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40. Now switch o Windews Server 2008 virmal omachine, lannch Mozilla
firefox web browser, type the URL www.certifiedhacker.com m the
address bar and press Enter.
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FIGLUTRE .24 Brroang warw cortifimlbacker ceon

41. You wll be redirected to geegle webpage mstead of certifiedhacker
homepage, confirnmng thar DINS poisoning was snecessful.

Note: If a webpage appears stating that the connecton is not trosted, click |

Understand the Risks. Scroll dovm the webpape and click Add

Exception.. bumon. Add Seecurity Exception window appears, click

Confirm Security Exception button

Fil-Ii |
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42 In the =ame way, Jou May Iempt 0 boowse
www.certifiedhacker.com on Kali Linux machine.

43. Yoo will be redirected mww google com as showm in the following

sereenshor

GU glti
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FIGALIRE 9.26 DS Prascemyg Frdonmed

44, Thns, you have soecessfully performed DMS poison rowting on the
victim machines.

1 =k P .
Lab Analysis

Analyze and domment the results mlated to the lab exercize. Grve yoor opemion on
TOM tArpet’s Secity poste and exposnme.

F Yes O MNo
Platform Supported
! Classtoom O iLabs
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