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Social engineenmp iz the art of conmncng people to reveal senzitive information
in order to perform some malicions acton Omanizations Gl vetm to social
enmneering trcks despite hamng secnoty polices and best secnaty solouons in
place, as socal engineering tarpets people’s weaknesses or pood namee.
B web mercie Reconnussance and sociil enmneenny is penenlly an essenrizl component of
. aoy mformabon secnaty atack

Crberenminals are mereasngly ntilizme social enpneenne techniqnes to exploir
the most vilnerable Link in ofocmation system seconarr: emplovess. Socaal
enmineering can take many forms, mchding phishine emals, Gke sites, and
MNOErs CATION

b Warkbock review

MeAfes's new “Hacling the Human Opennng System” whitepaper foenses on
the nze of socml engineering to atack home and bnamess nsers, and finds cnce
again thae people ace the weakest link The MeAfee repor podnts ont that these
are many orpanizations whao develop and delrer nser svarenes: poograms into
their bnsiness areas. bnt the effecoreness of such programs vares, and in some
identified cazes, even after the secnnty training has been delivered, it has done
very little to edncate their end mzers with any valned seemoty aoarens:s o
minipate the threar of the socal engnesnng amack

It iz essential for vou as an experr Ethical Hacker znd Penetration Tester, to
aszess the preparedness of yonr organiTanon of the tarpet of evalnation agunst
the social engineering artacks. Thongh social engneenny pomanly requeres soft
skills, the labs in this modnle demonstrate some techniqnes that facilitate oc
atomate certain facets of sonial engineening atracks.

bjectives
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I =k ™
™ Teals Ly L
demehstrated in
this lak are
available in *  Detect phizhing sires
D:CEH- .
Teals'CEHvE
Module 08 Seeial ®  Pecform Credential Harresting
Engineering

The objective of this lab is to:

Protect network from phizshing artacks

*  Perfomm secnsty assessment on a machine nung a payload generated by
SET
Lab Environment
To carry out thes lab, yon will need:
® A compmter mumning Windowr Server 2012
® K3l Linnx wirmal machine
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" Windows 81 virmal machme

" A Web browser with Internes access

*  Adnuwndiseeatre pavilepes to o the mols
Lab Duration
Time: 35 Mhmrtes

= el y =, = -
AP - L L——
Overview Socia | CNgIineenng

Socual EUQ:)ELL:‘%' iz the art of commneme people to reveal confidental informanon
Socl engneers dEFEdldEﬂdJE.EEtﬂL;PEDP&EM“&W"—ﬂL able information
Tet age penerally careless m protecting it.

Lab Tasks
Recommended labs to assist yon in Socnl Engneenng:
*  Deecung Flushing Usne Heteraft
v Detecung Plushing Tung PhishTank
*  Sniffing Facehook Credentials nzing Seeial Engineering Teelkit (3ET)

" Creatiny 3 Malicious Paylead Usznp SET and Exploiting a2 Windows
Machine

Lab Analysis

Amnalyze and doonment the sesnls selated to dus lab exercize. Promde yonr opumon
of yons target’s seeuaity posmre and exposae.
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Lab

f F_ ";'E '||
Detecting Phishing Using

=

MNetraf? provrdes web-server and web-basng market-rhare analinis, mdding web-
derver e gheraring-syatan detetion.

*ananro

According to Venzon's 2015 “Data Breach Iavestigation: Report,” over two-
thirds of all cospozte e-:»pj.c!u:tge cases involved plushing artacks. The seport
shows that abont 23%% of recipients now DPE:I.I p]J:Ls_uc.g meszages and 11% click
on atrachments. The zepon further adds that it takes only 82 seconds, on
average. for hackers to tock their first metm in a phishing campaipn

Phizhing 15 an example of social enpineenme techniques nzed 1o decerre nzers,
and exploits the poor nsabiday of enoent web secnoty technologes.

Phizhing 15 the act of attempting to acquire mfomanon snch as wsesnames,
passwords, and credic card demils (and somenmes, indirectly, money) by
masquerading a: 2 tmstworthy ennty in an electronic  comMMNICAtod.
Commmumeations climng 1o be from popular sooal web stes, anction sres,
oline papment processors of 11 administrators aee commonty nzed to nre the
nnsmspectny public. Phishine emal: may contin links to webutes thar are
mfected with malware. Phishing 15 r'.'pj.cajl— carried ont by e-mail spoofing o
imstant messaging and it often direcrs mses to enter details at 1 fake wehsite
whose lock and feel are almost identical to the lepibmate one.

Phishers trpet the cnstomers of banks and online payment services. They send
messages to bank mstomers by manipmlatine URLs and website focpery. The
meszages sent claim to be from a bank and look legimate. Users, not realiung
that it 15 3 falke website, provide their personal information and bank demils.
Recent trend shows that hackers are now .n..:.'ﬂ_m.g"— engaging in spear
phishing campaiens against bank smplypees, mather than bank onstomers.

Asz you are an expert Etucal Hacker and Penetration Tester, yon mmst be aware
of phishing attacks ocenonng on the network, and mplement Anti-phishing
meamges. In an omanization, propes taimnme omst be promded people 1o help
them deal with phishing attacks. In dus lab, you will be leaming 1o detect
phizhing nzing Materafr
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This Iab provides phishing stes wa web browser and shows yon how to nze
them It will teach yon how to:
*  Detect phishing sires

*  Protect the nertwork from phishing amtack
Lab Environment
To cazry ont thus lab, you will need:

Teols " Meteraft iz located ar D:CEH-Tesls'CEHvY Module 08 Saeial

demenstrated in Engineering'Anti-Phishing TeslbarNeteraft Teolbar
this lab are s . e : o "
wailaBle in You can also dowmload the latest version of Neteraft Toolbar from the

[=\CEH- Lnk betpe/ /toolbar netesaft.com

Tools CEHVD If you decide to download the latest version, then screenshots shown in
Madule 08 Sseial the lab might diffec
Engineering

A compmter maning Windows Server 2012
Aweb browser (Fuefox, Internet explorer, etc.) with Internet access
*  Adowmisteative privilepes to ma the Neteraft toolbar
Lab Duratic

Tame: 5 Mmmes

Overview of Netcraf

Metemft Toolbar provide: Intesnet secmuty services, incleding anti-frand and
anti-phishing sermices, application testing, code reviews, antomated penetration
testing, and research data and analy=sis on many aspects of the Intemet.

Lab Tasks
je===s— === 3 - - L 1
B iisiia 1. Before bepinning this Iab, yon need to lanoch a web browser. In this lab
e have nzed Mezilla Firefe.
Install Heteraft = !
Toolbar To dowmload the Meteraft Teelbar for Mezilla Firefex, trpe mn thus

URL horp:/ Sroolbar geredaft cogn in the address bar of the boowser and

prez: Enter.

Alrernatvely, you can drag and drop the neteraft_teslbar1.8.3-fraopi
file i Ficefox.

In this lab we are dovmloading the toolbar from Internet.
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5. In Fiefox boowser, cick on Dewnlead the Meteraft Teslbar to matall
as Add-on.

N Phstic oot Esbereicn - Phish
et om

Tntemict docmby
audislingg a e
wenphotmy e

Husle
FICATRE 1I: Mesemift soun diwrnloalzyg Page

6. On the download page of the Neteraft Toolbar site, click on Firefox two
contimme the installation.

| Dy 3% of e ciood degloymems sonoeso
TchT L 'r'E_ 1 . Tk i =Ll aivd eal frw WE SUARANTEE
Ot ...._.,-_...\,- 5 1% SRCCESS Find our minre ==
Download the Heteraft Extension

Download Mow

Nefcraft Extension is avaikabie for;

-

G

Syulem Requirements

@ Firafazx 1.0-ar |sbar ar

FIGURFE 1.2 Meerahb weillar Trvdalbierm Pagre
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7. Click Allew to download Netemfr Toolbar

2]
Lt Fawax wriad thn = restx 1t o Fror
ﬁ nbrey e ko ksl = on FEUr S iy T of it cioad deskymemis sreees
Lo =T S el T WS FUARANTEE
0' SIKCCEEE Find ous mope ==

Download the Heteralt Extension

Download Mow

Hadcraft Extension is availabke for;

Sy ulem Regquiremenis

& Firafax 1.0 ar lsbar or

FIGURE L3 Nl tiollne Taballiuon- Alsw batin
6. When the seftware installation dialog box appears, click Install Hew.
Software Installation m

Install add-ons only from authors Whom you trust.

Msficious software can damage your computer or volate your privecy

You have asked to install the Followseng terms

Y Fasing b e i : Metcraft Amti-FPhishing Toolbar  Petorot itm

nttps:addors. cdn.mozillenet/storage/public-staging! 1 326/ net craft_toolbar-1.5.3-f

trgharrthies: of S aomad
o

Install Maw ! Cancel

FIHGLRE L4 Tecotalng Meteefs Tosll
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9. To complete the insmllaton, you will be asked to estar the browser
Click Restart How.

= O
M Covinlzadthe Matereh Bt

& & nrkTaftoon E 4 L

17% of puTsc Coual eplogmems sictred
Ie: %l and hear how WE SUARANTEE

B Mow = | ESLCCEES Firnd ol fars =

Dewnload the Hetcraft Extension

Download Now

Hetoral Exlension i avalable fo

System Reouirsmants
i

FIGLRE

10. The Meteraft Teelbar iz now wishle in the browser window, as
displayed in the screenshor

5 Restarting Ferdun b

e

I Oownlzadthe blstcrat Ext.
retcraticom

] JmTcee Tervhes

FETCRAFT

Download the Hetcraft Extension

i EXCENGEN

Download Mow

Meteraft Exbsnsion (s avaiable for

3

\‘hr'f

1

FIGURE Li: Metemabh Toollar om Muoslh Firshex weel b
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= 11. Open 2 new mh, type the URL htp:/ /wow cetifiedhacker.com in the
m address bar, and press Enter.

Websites

12, The Certified Hacker webpage appears, and the following information is
displaved in the toolbar (unless the pags has been blocked): Risk rating,
Rank, the year the website was launched, and Flag.

T=ronen
T Dewndeadthe thberefift.. W

euiliachado.cam 4] P oEB

i

Ml‘lﬂ' SereiCEsT st L2 T, Sk 190 Pand: B2713 Fig Fepe 'F.“”'I TH va[s BE Haging

CEH Labs

CORPORATE v

FIGLURE 1.7: Nescrift Traollar cm Mol Frehor weeh hoower

13. Click Site Repeort to Tiew a repost of the site

i Dewraioail e Flsiorfi lat Lot Hirirer i H e e o e

Ra i

]
JAacnger

P— &

OO0

tiackground

i e

Tt
wiro ek B

B
Deserigliein & Lesd e

Eapwards & crdu, o phra 1 v

FIGLURE 1.E Report gerecsel by Meteriht Toalbar
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14. If you amempt to msr 3 webaite thar has been identified a3 a phizhing
ste by Meteraft Toolbar, o will see a pop-up stating that Phishing
Site Deteeted! as shown in the sceeenshot

il Cowrkoad tha f, i e wpon for e
i

ks 5 b Bt o B e L

T, S

e s v s B bbbt B s o

FIGIURE 1.5 Warrnisgs prop-usgs fer Dk sty

15 If you trust the wte, click Yes to browse i; othermise, click He

(Recommended) to block it.

16. If you click He, Neteraft blocks the phisling site, as shown i the
sereenshot

1 Oorvrdosd ihw Ho. Cartfad Hackm N Siepepat hew., | Okcbad

cheom e/ raf et kar'conta i iocksd him| -

JTERERT - Cariim-
Blagked

Sncum behing ks Blacks
N- T Phishing Sike Blackad

3 ma bromn Mook b he Meirof, Teolkae

FIGLIRE 111k Wikste: hivschid by Mebersdt Teadios
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Docnment all the resnlts and meport gathered durng the b

b1 Yes

Platform Supported

b1 Classroom
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Lab
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Detecting Phishing U
. |

PhichTank is a collaboraive clarmpbanse for data and formmtion repardig
Tnterwet phisking.

IcoH KEY . TR - — .
Lab >Cenarno

:_mm Phizhing iz an attempt by an mdimidual or gronp to soheit personal infosmation
from nnsmspecting nsers by emploing social enpinesring technigmes. Phishing
al ED::“L emails are crafted to appear as if they have been zent from legitimare
— ofpaniTation: of known individnals. These emails often attampt to entice nzes
b= el mercne to click on 2 Link that leads to a fandnlent website that appears lepitimate. Tlsers
may then be asked to provide personal informanon such as acconnt nsernames
and passwords thar can father expoze them to sbeeqnent compromises.
Addimonally, these frandnlent webzites may contain malicions code.

=] Waddo revien

With the temendon: increaze in the nse of online bankng, onkne shares
trading., and ecommesce, there has been 2 coresponding growth in the
meidents of phishing being nsed to carry ont financial frand. Phishing mvolves
framdnlently acqmiring senzitre informanion (ep., passwords, credit card details
etc ) by sasquenading as 3 tmsted entity.

In the previons lab, om aleeady saor how a phishing site can be detected naing
Meteraft

The nznal scenanc is that the victm receives an email that appears to have been
sent from the motm’s bank The email nrpes the wetim to click on the bk in
the emaid When the victim does so, he /she 15 tmken to “a secnze page on the
bank’s website,” The metm beheves the web page to be anthenne, and enters
hiz‘her nsername, password, and other senstre informanon. In maloy, the
webzre 15 2 fake. The menm's isformanon 1s then stolen and misesed.

Az an administrator of penstmton B, ToU may have mplemented the most
sophisticared and expensrre technology solntions m the word, bot all of 1t can
be bypassed and comproomsed if employees fall for simple socml enmneenng
scams. Thms, o becomes vomr responubility to edocate employees regarding
hest pracuces for protecting systems and mnformation
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Thas lab will show yon bow to nse phishing sites nsing a web browser. It will

teach yom how to
Toels

demenstrated in *  Detect phishing sites
this labs are x
available in
D:\CEH-
Teals'\CEHVE
Module 08 Secial  To carry ont this lab, yor will need:
Enggineering

Protect the netwock from phishiop attacks

Lab Environment

* A computer momng Windows Serrer 2012

* A Web browser (Firefor, Internet Explorer, ete.) with Internet access

i e B v ™
Lab Duration

Tame: 5 Mimwes
Overview of PhishTank

PhizhTank is a free commmairy site on which anyone can subonit, vedfy, track,
and share phishing dzta PhishTank 15 a collaborative cleanng honse for dara
and informaton regarding phishing on the Intermet. Also, PhishTank provides
an open API for developer: and researchers to inteprate anti-phishing dam inro
their applicanons, at no charpe:
Lab Tasks
I - . . 1 11 1
= 1. Before beginning this Izh, von need to lanach a web browser. In thes lab

Trae we have nzed Gosgle Chrame.
Deteet Phishing

Sites using 2. Type the URL hiip rphishtapk com in address bar and press
PhishTank Enter
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The PhishTank webpage appears, as shown in the screenshor
T=TE

P e L e By LR, & Yee sEvios U050 Woshee e e cale, s 50 eeser Gl ied Dadsd
r T T
PhishTank I IE—
Dt il o B, b i Tk
P el A e & PRk A e e g Iesiagan) el e My Bt

Join the fight against phishing Viihat & phishing?
sEpected phishes Track the atais of your 2 PR SR
| N0 RE, O—ra— PLATIECI

yrm AT foor cemvrkigeens sl Verily ather usery’ submysslors. Cevelop softwane dib our free
TS R T s AF
e (b wh thees YWhat 5 PhishTank?
apibesan o o g Prums 5 phyrdvisg vile? Csl @ sesd = . = Tard FhahT, i il

Racent Subrmizaions
I ShOE i W DadiSlEE (T
I "l

FIGEIRE 2 1 Wielorne seermes: cof Phish Task

Trpe the website URL to be checked for phishing. In this Lah, the URL
emtered iz hitp:/ /be-nde m /confirm.

Click Is it a phish?

T

Tank] ientha igm =

Wl & Phish  Warily & ¥Rk PhishBaschk  Bhets  FAd Duselerns el disks e Aosesi

I Pl Tk i oeéinesd Join the fight against phishing

it suspecied pheshes the statie of vou
SUbMMISSING.
gther users submissions. B p softeane with our free

Wial s PhshTank?

| Tiwdfa palah?

FIGLERE 11 Checkirgr Bor ase
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6. If the wite 15 a phishing site, PhishTank returns a resnlt statmg that the
webzate “Is a phish ™ 23 shown in the sereenshot:

4 o : i

Submission #2205890 & cumeniy ofine

[P R S——
H | Verifed: s a |1h|r.r: |

L;-_I-S}--u ERS

Hedesigned with you in mind

..1' . _- Expiors-the

FIGITRE 1% Pheshang wilabe found

1 =k Ao rcic
:,..-_;:} MNaIVSsIS

Diocnment all the websites, and venfy whether they ame phishing stes.

[ Yes
Plarform Supported

[ Classroom
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Lab

i
au'*.kn]l'-?mlp ‘ﬁ-:;

Thbe Sodal Engineering Toolkrt (SET) ir an aben-sonrce Pyrbon-driven ool dertined
B penetration ferg.

Lab Scenario

Social Enginesring 15 an eves-growing threat to orgamizations all over the wodd.
Social Engneenap atmcks: are nsed o compoomize companies every day. Even
thongh there are many hacking tools avalable theonghont nondesgronnd hacking
comemnities, Social Enpineenng Toollat (SET) 4= 2 boon to artackers, as ot is
freelr availzble and applicable to Spear-phishinge attacks, website amacks, and
many others. Artackers can dmft eoail meszages, attach mabicioms files, and
send them 1o 2 large aumber of people nung spear phishing. In addimon, the
mmlt-attack method allows nulization of Java applets, the Metasplont browser,
and Credential Harrester  Tabnabhing all at once.

Though smmerons soct of amacks can be pecformed nsing SET, it 35 also a
mmst-have tool for penstration testing to check for wlnembilities. SET is the
standard for social-engneering penstration tests, and is mppomed heamly in the
SECTISTY COMMMTAITY.

As an Erhical Hacker, Penstration Tester, or Secnaty Adminiserator, yon shonld
be familiar wath the Socisl Engineering Toolkit to pecform vasions tests for
netorods Talnembilities.

The objective of this lab iz to help smdents learn how to:
¥ Clone 2 webare
*  (Obain nsername and passwords nang Credential Harvester method

"  (Generate reports for condncted penetration test
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Toolkit
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Lab Environment
To carry ot this lab, you will need-
®  Fna this tool in Kal Linns Viroal Machine
" Windows Secver 2012 host machine
* TWeb browser wath Internet access
®  Adnwnisteatee prvilepes to mn tools
Lab Duration
Time: 10 Mirmtes

Overview of the Social Engineering Toolkit

The Social Engineering Toolkit s an open-sonee Prthon-drven tool azmed at
penetmation testing The SET i specifically desizned to perform advanced attacks
apainst hnman by explodng homan behavior. The amacks budt inm the toolkit aze
designed to be targeted and focnsed attacks aganst a person or opanizanon nsed
durmng a penetration test

Lab Tasks

1. Enmare that the Apache server is mmed ON before moning thes lab.
. Log m to Kali Linux wirtaal sachine.

. Go to Applications & Kali Linux - Expleitation Tesls & Social
Engineering Teels & se-toalkit

FIGLRE 1. §: Luaufonyg SET w Kb Loz
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f you are lannching s

ading edge provides updatas

forms, with ar without nodification,

argdltichns ara met
GO TEE dodld pugT) netEin [TrE abous copyrlght retd
1 tha foltowlng disclainer.
in bdnary form nost reprc ce tha above copyright motice,
ard the
= proviced with the dist ribution
T kLT rear the

Type vy and press Enter to agree to the teoms of services.

Terminad

licansirg wes takar

¢ o wphataver you wart wiih Lt & long &
credit thay desarva for writing it)

9 PiN-q Alag a0l By, MLm & 0EEr, H

H Lat M) Page
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H tazx 2 i1 will be presented with an SET meom.

Createa MNote: If alkit exits without lannching the menm, repeat steps 3-5
Clened Website hefore continmin:

Trpe 1 and press Enter to choose Seeial-Engineering Attacks.

Tursinal

The Social-Engineer Toolkin 1s a product of Trustediec,
VESET) WUips: /fwien. CrusTedse, Com

lect fram tha menu

s}

The Social-Engineer Toolkit is a product of TrustedSer,

Wisit: https: /v triestedsec. com

CEH Lab Manus] Pagp
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9. In the next menn that appears, type 3 and po

Credential Harvester Attack Methed.

the page t
15 Webelacking Attack nmet
rack toan

v adit

Brawser,

511 at orece

3] Credar
4] Tabnab
5| Wb

al

Aetum to Hain Mard

pre-defined wab

that yau

AeTum to - wWebattack Man

FIGURE 3

Trpe the IP address of Eali Linmx virtmal mackine in the prompt
F address for the POST back in HarvesterTabnakbing,” and p

H Lah Manus] Page
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Enter. In this lah, the TP addre 0.0.6, which may

vary m your lab eomronment.

| &l L g B Utilisma thal/clone capabilitias wit
&5 placa them

st cradentials or paramaters fron & wabsite as wal

saruar will ta.

your axterral far this

be coned; type the desired
: Enter. In this example, we

have nsed www.facebosk.com. will iniiate cloning of the
specified website.

& attack wactors w tha conpletaly
Cu wara attenptireg

¥oJ tooinpart your own websi
il when isElng Thea inport

ttack Mara

-MIOaT1 harvestar will allow you to utilize tha cleone capsbilities within
fron & wabsita Az wall =s placa t

3T T

1P far this

Lah Ml Pag hirea] Haching and Countrmsrassss
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Mote: If yon are prompted to start apache server:

z in the below
SET. Press Enter to

hara besn copied t

Tictum .u':u:i o L]J.u:u o L-:l: to click to hrume 'LLE' P :L.iu:l:r-=L

17. For this demo, lannch your web browser in the Eali Linux mac]
lamnch your favorite email sermice. In this example we have used
www.gmail.eem. Login to yonr Gmmil acconnt and compose an emal

- £ e Z

CEH Lab Manus] Pagp Eshical Hacking sml
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mol i b Bhginntéring HaCkRhInO-TeaM !

15. In the body of the email, place #Fhemmrsor where you wizsh to place the
o
fake URL. Then, chck the Link “— icon.

r Inbox (808 Egmak.cam = Small = Iceweasel 1

frie [dt Yes Higtory Boobmarks - T
|

P Inbiom (30E] - rin e e w i
| & s it con € @~

Mot Veimd~ O Fershe Saceiry ™ Kali Lo % Kl Decs EBEspion-08 WeATcrack-ieg

. I._l-" .Q LW
El rist o st time they -

et i swtcn tha TP i [T -1 o T
o pat imrthar whay b -
1t sl o wetdeinst 3
Bt Ho the schm
exvirrs the ustmmse and
o] = the heldhi, wes
wall rn e T S
mitern Hie craderrsads
o

FIGLURE 312 Linksy Fake: LRI fis Ausnl LRI

19. In the Edit Link window, first type the acmal address in Web address,
nader Link te, zod then type the fake UKL in the Text to display fisld
In this example, the Web address we have wsed 15 hitpa10.0.0.6 the
and Text to display is hitpawww.facebook.comiparty_pies. Click OK.

EdhitLink

B The s ssact LT D e e m—

breri fock
ik b

it off attacks sl No wilkad URL shoiild mes bk gt

allirars: e wmix by chiocss % b addarss

e ke
artacks, o will he aldal t
pee=r diack P £ b b Mot ware whas is pui s tha BoxY Pra, ind e page on tha wab thar o wanl toinkin |&
el s sbgre Hie aritck: s arors T wiud | Than, oy e wesh schwes fromiba bes in yoar bressan's
werane. When v Ay bow, i e g e bioa: phiae

Femibied b s b anlact

de T finishe? s

FIGRTRE 3.13: Eds Link welow
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|4 Inbiow (50&) - rminst e
|
i-;'u " S egla Lo

1 Mt i mrted ““'Ifrr.—.--‘-u-:lpl. WoKalilims W Eali Dacn [[lExplor-DE - W Aircrak-rg

I:l:l The Crethenits
Harvaier Mol i
sl gl eloes
wehute that

e ol §

I
Eie
I

20, The fake URL chonld appear in the message body, as shown in the
sereanshor.

e

o (GOA] - @ gl cam - Gmol - loaw sl

Edt ‘few Hotery PBookmarks Toos Haip

- @ (@~

(a0

o
Oy

Bn

i

_—

an 551 crt 1
aizack o E

fes wasth SET. Vi well
e ko gurt the
WEBATTACE_S5L o
DI T o weank bo e
[ T—
st ek well hiowever: thers
wrill e i “mnifusded "
samiey whis s ot g
hi yeur wehaaie

FIGLRE 314 Ackbng Fike: TR = e el conbess

21. To vedfy that the fake URL is linked to the real one, click the fke

URL; it will display the actual TRL as “Ge te link:" followed by the
acmal URL. Send the email to the mtended nsar.

Bgmal.com = Greall = Iceweans

i bl iy TRa
Semcalacuin.com
Emnan

Vel
Vimcard S

erascivR ey coim

TecATagei

Achul LRL Anke:d 80 Fakee URT

Miserall

FIGLRE 3.15
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22 MNow, log in to Windows Server 2012 as a wietim, lannch a web browser,
upn in to your email account (the account to whech yoo semt the
phrshing mail as an attacker}, and click the malimons link

23, When the metim (here, you) clicks the TTRL, he/she will be presented
with a replica of facebook.com.

24. The victim will be prompted to enter his ‘her nsername and password
into the form fields, being that this appears to be a pennine website.
When the meom enters the Username and Passwerd and clicks Leg In,
it does mot allow logging in; instead, it redwects him/her to the
leprmate Facebook login page. Observe the URL in the browsec.

T= T

Facubnsk Lerin

mtins ong dpecifis welypge.
Sivwrhesn B ey dicka she

wath ghe Mam Lals w the
Mkl etk

Faculsak Lisgin

FICIUTRE 316 Fake sl Lagitimate Facebeok bogin jrages
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T Task s

Obtain the
Credentials
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\3 soon the wictim types in the Email address and Passwrord and clicks
Log In, the SET Terminal in Fali Linux fetehes the typed Usemame
and Passwerd, which can then be unsed by the aracker to gam
nnanthonzed access to the victm's account.

FIGLRE 347 58T foursd Usrmanse —
26. Press CTRL*C to peneqte 2 repod for the attack you mst pedfommed.

Terminal

srti theasgh SET

Ehial Hacking sund Counsenseanses + by EC-Cammell
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" 1 .
| s Analhveic
b b 'qﬁ ’:\-\:'f- b b

Anabyze and dommment the sesnlts of this lab exercise.

OYes

Platform Supported

b1 Classroom
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Lab

Meraghloit Framenork ir @ tool for develgbing and execraing explont code agaiist a
remore Farger maachine.

2 —
icon xev _ Lab Scenario

¥ Valuahle Thongh orgamzations provide strong seenaty for thesr nerrorks, these might be
— inuders who can open np a '_in.g}e gAEwaY, which conld poszbly imposze a

# Testrom drastic effect on the netvork Social enpineenng 15 one effectre :e-chqn..e that
_ bmowidx  gllows inenders/amackers to lead mas 1=pe-:'ur:|g Tictims to reveal semsible
= T —— informarion about themselves or their orpanizavon. Social enpnesnny not only
—_  allows attackers to gan informanon snch as nser eredentials or eredit and debst

L wodbock semew card nmmbers, but alzo control over Ticims’ machines.

Yoo are a Secunty Adowmistrator of your company, and yons responsihilites
incinde protectng your netwock and cultivatng awaeness among employess
separding sonal enmasering:

- 1!
=] ":'.-..',

il

'Tools The objective of this lab is 1o help smdents learn to detect Trojan and backdoor
demenstrated in -+ armcks.

::J_i:ill:::: The objectrres of ths lab mclede:

DeiCEH- ®  Creating 3 sesver and testing the netwodk for attack
Teols\CEHS 3 4 : - . |
Madule 06 *  Attacking a network nung sample backdoor and monitor the system

Malware Threats Actrty
Lab Environment
To complete dhis Izh, yom wmil need:

® A compnter mumning Windowr Server 2012
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Fali Linne mnning in mirmal machine
Windows 8.1 moming mn wirmal machine (Victim machine)
A web browse:s with Intemet ac

Adnenistearme pemlepes 10 M0 tocls

A Tropn 5 a propram that contains a malicions or harmful code inside
apparently harml ogranmsne or data, i sech a way that it can take control
and canse ¢ o ch 23 mining the file allocation table on a hard dove.
Tacke
dA5SHS
MNote: Befor

Plages & Coamputer. ate to File System -3 ete - apache2 open

apache2.conf, enter the command servername lecalheost in a new line and

¢ Kali Limane vicnal machine
terminal console by navigating to Aecesseries 3 Terminal.

Mote: Too can exther c]:-:]:-:@ {Terminal tcon) o the mesm bar to lannch
the command-line terminzl
Applcabona Fri Dwc & 1200 &l

R LA

FEGLEE 4.1 Laineher

rmvevoed ling herremmal
CEH Lab Manis] Page 963
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Create
paylead.exe file
and Share it

CEH Lab Munusl] Fage %64
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1
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Type the command service postgresql start and pres

FIGURE 42 Sty PrstgeSOH. Senvce

4 T_v.'1:u3 serviee metaspleit start and press Enter.

MNote: If the directory is already creater

6.

raatigkalic =

FICAIRE £3: Startayg e

HaCkRhInO-TeaM !

cmmand-line terminal, type mkdir variwwaishare and

te a new directooy named share.

root@kali: =

FIGITRE 4 4: Cresegr the direchocy

Change the permis
command ehmed -R 755 variwwwishare and pr

rootgiali =

=R onkdlr Svarswa st
;=& chned -B 755 Svarfwewsha ey

=

i Fokder made ik 755

Eshical Hacking sml
YOuR SeCuiTy iS Not EnOUgh
wE FrEE t0 FIY
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- Change the folder ownership to www-data by typing chown -R wanw-
datanwww-data varfwwwishare! and pessing Enter.

root@iale =

FIGLRE 4.& Clunge the rwnesdn off the Folder

o

& Tpe Is -la fvariwww! | grep share and press Enter

-

oot sl ~

FIGLTRE 4.7 Shunng the chmasory

Go to Applications = Kali Linux - Exploitation Tools
Engineering Teelkit & se-toolkit.

e ] Tomi i

[ ROBIME
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pineerng Toolkit T appears; type 1 and peesz Enter to
2 Secial - Enginesring Attacks

Ferminal

The Seclal-Englmeer Toolkit is a prodiect of TrustedSec,

Wisht: DETPS ! . TS TRdS e, (08

FIGLRE 4

SE Toolkit displays a List of enginearmng atta Tipe & and press
Enter to Create a Paylead and Listener.

Termn Inal

The Sociasl-Engincer Toolkit i= a product of Trustedbec,

CEH Lab Mnis] Page
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12, T__TPE the [P address for the payload (here, 10.0.0.5) and press Enter.

MNote: 10.0.0.5 is the IF addr f Kali Limx virmal machine, which may

ur lab environment.

Terminad

Wisdt: WCTEs: /S Aee. Trustedses, o

FEFLURE £12 ¢
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14. Press Enter to choose the defanlt port (ie,

The payload is ¢

locanon usrishare/set.

16. Type yes and press Ente 15 itiates the hstener.

-

17. The payload handler starts, as

-
Ferminal

FIGURE 4 15 Popcrad hisller hagan
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18. Go to Computer 3 File System, and nampgate to usrishare/set. Copy
paylead.exe, and paste it to varfwww!share.

share
File Edt Wiew Go Bookmarks Help

Devices

appy Drve
Computer

{ame

[ Diesktop

(# File System
W& Trash
Metwork

= Browse Met

Ii:..:.l.--.'.-::.:-a:-' s=lected (6.1 L.'-IJ:

FIGURE 4.18: Pasitorigy poryboosclexn

19. Open a new command-Ine ternunal, type serviee apache2 start and
press Enter 1o start the apache server.

roati@kali; = |

Termiral I;rlp

FIGLTRE 4.17- Starting apocheZ serwes
. Close the tepmunal

. Mow, eraft an email contaning the direct download link of ths fils, and
send it to the mtended moetm. In tus lab, assome that you age only the
victim who has Windows 8.1 installed on bis /her mackhine

2. Log m to Windews 8.1 virmal machine as the wictm.
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“FENTE 23. Lannch Firefox or any web browser, type hitpz10.0.0.5/share! in T/RL
Exocte feld, and press Enter.

the paylead 24. In real ime, the victim clicks on the malicions link that was sent in the
erafied mad

MNote: Here 10.0.0.5 iz the TP address of Kali Linux, wiich may vary in
your lab emmronment.

25, Click paylead.exe link to download the payload

) <

= 008 B . R b N =
Index of /share
Name Lozt modified  Size Thessriptiog

¥ Parent Dipectory

FICILTRE 4.18: Thramlsaling the skl

. The Opening paylead.exe pop-up appears; click Save File.
Opening payload.exe m

You have chosen to open:

o | payload.exe
which iz Binany File [6.0 EE)
Fram: kit A1000.3

Wauld yau like ta save this file?

FIGURE 4.1%: Opererg prasberaddsne pegag

27. By defanlt, tus file iz stored in C:Wsersifdmin'Dovwmleads.
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28. On completion of the download, a dowmload notification appears in the
bromser. Click the dewnlsad icon, and click Open Centaining Falder.

Indax of “share

& o I00Rs

Index of /shar _

Name Lastm

Sheew &l D loads
ﬂ Parent Drectory

f{'-_....;....g p g 27-Ang-2014 1044 & 0K

Apocin 2 222 iDobigy) Seever ar TR00.F Py §0

FIGLRE 4230 Openmg the hakder whene padinl o dosmloaded

20, Double-click paylead.exe. The Open File - Security Waming appears;

————

17

i Bl - Sepumty Waming
The ruibiiher ronkl mat e velfied. furr s e e wan 50 mm Hhi
LT
e OOy A drre's Do baatk' ey aed am
Puigkshen almasn Pubishe
wieli  ADTACHIOAN

AL ey’ A chrron's Dz bouede's A macd .

i aore emmrg e R

wit b 3 vald g e Sgratan ik vl it
e shevalcl eniy run aethere e paz bk pru

FIGURE 4.20: Eascusisgg thr popksd
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Swatch back to Kali Linnx machine, The MMeterp on has been
mecessiully opened.

31. Type sessiens -i and press Enter to view the actve s

MNote: The acuve and seszion IDs may vary in your lab
ENVIOIHMSnt.

Informatian

G4 s winEd  Adninistratorihdoin @ ADMIN

¥, 4

FIGIURE 432 Virwrg the active

Type sessiens -i 1 command and press 1 in sessiens -i 1
command is the id of the omn). Meterpreter shell 15 lannched, as
shown in the followine screens

Termiinal

1a_9.0.4:45219) at 2014-08-Z7
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H rask a 33. Trpe help and press Enter.
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