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Hijacking Sessions

Serron Hiiacking refers fo the exgplontation of a valld congbriter sesion, wherstn an
atiacker raker over @ seision between Mo conghuters.

ICOM KEY Lab Scenano

Vilnable informatoe.  Sompee: hivp: / keebsonsecnoity com (2012711 fmhoo-email-stealine-explodt-

# Testyour knoorledge fetches-T00

According to KrebsonSeenaty news and investganon, zero-day wlnerabibiry in
Tahoo.com that lets atackess hyack Yaboo! email aceonnts and rediect nsers to
£ Worbaok erviewr malicions Web sites offers 3 fascinating plimpse oo the noderpronnd marker
for larpe-scale explorts.

= Web emeeice

The emplosx, being sold for 3700 by an Eprptian hacker on an exclnzme
cybescrime formm, targets a “cross-site seopting” (X55) weakness m yahoo.com
thar lers attackers steal coolnes from Yahoo! Webmail nsers. Snch 2 flaw wonld
let attackers send or read email from victims’ accomnts. In a typical K55 antack,
an attacker sends 3 malicions ink to an nosnspecting nzer; if the nzer cicks the
link the script 55 executed, and can access coolies, session tokens, or other
sensitive information retained by the browser and nsed with that site. These
3ofpts can even revnte the content of HTML papes.
FrebsOnSecnsity.com alerted Yahoo! to the wnlnerabidity, and the company
AT it i3 responding to the issme Ramses Martine director of secnnity at
Tahoo!, said the challenpe now i3 working ont the exact yahoo.com TURL thar
triggers the explost, which 15 difficnlt to discern from watching the wideo.
These types of minembilimes are 2 good reminder 1o be especially cantons
abont clicking links 0 emals from stranpers, or in messages that you were not
EXpeCting.
L Teols i : e i
: tatedim 2% 2 system adminiserator, you shonld implement secnory meastres at the
this lab are apphicanion and netwock levels to protect vonr petorock from seszion hijacking.
cvadlablean Metoode-level hijacks are prevented by packet encryption, which can be
-'CEH- implemented with protocols smch as IPSEC, S3L, and 55H IPSEC allows
Tools CEHVS encrypion of packets om a shared key bermeen the towo systems in
Medule 10 COMOMEHCAOon.
e, g ke Application-level secnsity is obmined by nang strong sesaon IDs. 351 and 35H
also prowide: stromp encryption mang 551 cemificates to prevent sesmon

hijacking.
Lab Objectives

The objective of thus Iab 15 to help smdenr: learn zeszion hijacking and ke

OTEL A TISEC ACCONAL.
In this Iah, von il

¥  Intercept the Traffic between server and clhient
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Armain 3 nser session by mtescepting the traffic
Perform ARP Poisoning nung Cain & Abel
Modify Coolies and Hijack a session nzing Firebng
Lab Environment
To carry out this, oo need:
® A compnter moning Windows Seqrer 2012 as host machine
®  Fal Linn= vigmal machine
*  Windows 3.1 virmal machene
®  Web hrowser wath Inrernet acoess
*  Admansteate privileges to confipnee settings and mn tools
Lab Duration
Tame: 65 hliontes

By Y ey il b Lisi - -
Overview of Session Hijacking

Session hyackng refers to the explomation of a valid computer session where an
artacker takes over a sesson between two compnters. The artacker steals a walid
seszion D), which is nsed o pet mto the system and soff the data.

In TCP sesmon hijpcking, an amacker takes over a TCP session between mwo
machines. Becamze most anthestications oceme coly at the san of 2 ICP
sessiofl, this allows the attacker to gain access to a machine.

Lab Tasks
Pick a websre that you feel is wohy of yonr attennon
BRecommended labs to assist yon in session hyacking:
" Sesmon Hyacking Uung the Zed Attack Promy [ZAF)
*  Hiackinga User Seszion T=ng Firelugy
*  Hiackng HTTPS Traffic in 3 Network Uzng sslstrip
®  Perfornung 2 MITM Amck and Higpclny an Esmbhched Session Uzng
Websploit

i A vy e
Lab ANalysis

Anabyze and domment the sesnlts selared to the lab exercize. Give your oprmon on
TOT tarpet s secTty posmie and expomos.
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Lab

= = B | n...,_E\. - -_'\. - Fi
cing Using the Zed

L] |
=

P ey w T 7 ik B\
Attack Proxy (ZAP)

The Zad Anack Prosey (ZAP) & an aary to s iwdegrated benetration-festing ool
Jor findimg vadwerabilines in web abplcatons.

Iz 45 desipned 1o be awad By peale nith a uade range of secunity experience, and as
anch i el for develpbers and Fondional e who are me o Deneiraion g

| | C
Lab

cenario

ZAP 15 an Intercepting: Proxy. It allows vou 1o see all of the requests yon make o a
web app and all of the responzes yon receme from . Amongst other things, this
aflowrs yom o zee AJAY eall: thar may not otdeermize be obmions. Yon can alo set
heeak pomts, which allow yon to change the sequests and sesponses on the fiy.

| =k | g L ——
Lap JvDjeciives

The objectrre of ths lab 15 to learn howor to
*  Intercept the Traffic betwesn semer and chent
b Environment
In thas lab, yom need:
* A compnrer mning Windowrs Secrer 2012 25 Atmacker machine
*  Windows 3.1 mnning on wrmal machine as a Target machme

T v Cwazp-ZAP located ar D2CEH-TeolsICEHVE Module 10 Session
e e o HijackingSession Hijackihg Teols Zapraxy
this lak are Ton can also download the latest version of Croasp-ZAP from the link
available in hitps: ) wew.owaspoore index php /OWASP Ted Amtack Proxy Proy
D:CEH- ecritab=Mlain

Teols i CEHVS i

Module 10 If you decide o download the larest version, then sereenshots shown m

Session Hijacking the lab might differ
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Java Bmn Time 7 requires to man this tool, i located at ICEH-Teels\CEHY
Module 10 Session Hijacking'Session Hijacking TeolsZapraxy

* Aweb boowser with Internet access

*  Adownisteative privileses to o this tool

Lab Duration
Time: 15 Mimmtes
Overview of Lab

This b will demonstrate how to intescept the tmffic of Hetms” machines by nung a
proxy, and how to view all the requests and responses thar armckees receive from
them

| | T - I
Lab Tasks

Before startng this lab, we need to confionre the prewy settings in the
Tictim’s machine Tn s lab Windews 8.1 machene wll be the metim
machme.

Lannch Windows 5.1 virmal machine, log in, and annch any browser, In
this lab, we ae nang Chreme boowser

Chace yon inanched Chrome browser go to Custemize and control Google
Chrome botion, and click Settings from the contest menn.

L FA P provvde
sttt sdninien s well
i & gt aof ool that dllow
ez g hind sncunty
vubsribnldies maimualiy

FIGARE 1.1: Cionggie O3
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4. The Chremesisettings window opens; seroll down to click Shew
advanced settings in the browser

i-: c s |
L 74P = an Entersrping

Ty, It alliows yees o e |

el thad sy et tferaas

e clrwninas

N — - |

12 Cinegle e Shar shoncrs] sestmge

[

5. In the Hetwerk section, dick Change proxy settings... to confignre a

FIGURE 1% Glope Cheimne Do preeew sttirggs
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6. The Intermet Preperties pop-up window appears; click the Gennestions
zh, and click LA settings (noder Local Area Hetwerk (LAN) settings).

s Intesnet Propertes 1 n
Gereral | Smaurity | Frivacy | Contert | Sonrectiom {eragrame | advanced

_u T it Ly @ InCemat conrecton, o St

Dviad - ] Wriaa] Privaabe Pk

Ll Area et (LAN] s rings

Chiens Satangs abowvs fafr o alapseting

(84 Canced

L0 T4 cmaled T oot e
active sanney an only

FIGURE L& LAN Seitagn m Bsenws Payaas

e certam fype of

The Local Awea Nerwods (LAN) Settings pop-np appears; check Use a
praxy seiver for your LAN (These settings will not apply te dial-up or
VPN connections).

o it . In the Address fisld type the attacker machine’s TP address, 8080 in the
Port ficld and then chck OK.
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. Im this lab, the attackes machine wonld be Windews Server 2011 2; its IP
(LY Wil it address = 10.0.0.5.
g dhonkd aoips b

permmnd in sl Mote: The IP addeess shown in the lab will vary in your lab environment.

Sctive scanmgr b Sxul all

fres 0 vulnerablites . Lowal Area Netwon (L) Settengs ﬂ
[ s B

Pustormsia DonTipUnatDn 1A ¥ ovETiie Fanual setings. To ergure Tie
e of manal seimn b Selrs Atk Do g St

A sty deect

Ll mricmaric configuraion soipt

Prosts Server

o m w proey marver for yaur LAK [Theus setings sl not sply &
il up ot WP comrechon ).

Acickene: | ¥.0.0.5 Fort | BOaD Arearad

FIGURE 1.5 Lixsl S Mebarork (1AM Seftayn

10. Cwmice you have entered the requited detadls, the Intemet Preperties pop-up
window will appear; chick Apgply, and dick OK.

5 Intemet Properties ? “

sacy b iContert  Conretions Frograme: | Sovanoed

corechon;, dek Sl

LU T il emchide: the
sl ruaded From the
ey, They will 54l be
oo vii AT btk wll
suok B o ot dmy aof thee
=il

[honse Setbge: § vou meed to cofigure s proxy
sever fior 8 connection

otamoly

aherss for dial-o

BTRE L6 LA Seitagn in It Propesien
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11. Mow you have confipned victun machine promy settings. Close the
bromser

12, Switch to Windews Server 2012 attacker machine, and msmll CTASP-
ZAP (Zed Attack Promy).

13. Poor to msallaton ZAP make sure that Java Run Time 7 15 installed o
yous attacker machine (if not, you can namgate to BCEH-Toels\CEHVS
Meadule 10 Sessisn Hijacking'Session Hijacking Tesls Zaprexy zod
donble-chek jre-T-windows-ubd.exs).

14. Followr the steps to install Java Enn Time.

15. To in=tall ZAP uz'-.‘!lga.l:e o DEVCEH-Tools 'CEHvE Medule 10 Session
Hijacking'Session Hijacking Teols Zapraxy, donbla—click
ZAP_2.4.0 Windows.exe, and follow the mestllaton steps to mstall

16. Once installation &5 complete, lamach ZAP from Start memm apps, or domble-
chck OWASP ZAP 2.4.0 on the desktop,

FIGLURE 1.7 Wk Serwer 2002 App Semen
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17. ZAP: Licensed nnder the Apache Ticense, Version 20 wizard appears, mad
the following apreement, and click Aecept 1o accept the temns and
condinions of the CTTASP ZAP.

L R s Thi ) CWEER T T=TomE]

ZAP | Lieamiad wncer he Apacha Licerss \Vergian 2.00

A TR TR 8 T4 phaane el k1 R e lce s pe.of e Bwpwies. sncioss | Wil Tas 300

[
} Ao Oadire

FIGLRE 1R ORFASP FAF Tsoese g

18. The ZAP Tips and Tricks wizard appears; once the poocess 1= complesed ot

OWASP ZAP

24.0

LU Brisk tals: Thix allires
yeus o wpubate e chita

1 manage alelds
¢ EEss i o e onginal Fan
=canrer, ot with sddtional baats added

FIGLURE L% ORFASP ZAF TIFS and Tocka
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19. A prompt that reads De you want te persist the ZAP Session? is
displayed Select Ne, | de not want to persist this session at this mement
in time, and chek Stast

W OWasP ZaP m

Dho pon Veanil B pesit fia A0 Secsin T

) ¥Ed, | WA paral T2 aRseion walh nsma Baessd an e cinenl imetanp
Wi, | WAITTR [ara kel NS G QsEion Dl | wani i spacly ihe name and koatian
-E- Mo, | b nobwarnk 4 pars il this sesslon & his mamentin ima
Remamber my choios and 4o not ask me agamn

Yo can akways chen g your dedskn vl To Oplors ¢ Daledass o=

| Halp

FIGURE 1.1 CWASP ZAP Peciit Sexis
2. The OTWASP ZAP mam wandowr appears; click on the “+” icon in the mght
pane, as shoown m the fignee below to add the Break tah.

M. The Break tab allows you to medify 1 response of request when it has been
canght by the ZAP.

22 Tralso allows you to modify some elenents that you cannot modify thromgh
yons beorser, these inchnde:

1) The header

b) Fhidden ficlds

) Dhsabled fields

d) Fields that nse JavaSeript to flter ot illepal characters

Llrprims S it - LR 280 LAY

Welcome te the DWASP Zed Atack Proy (ZAP) |

gl A UFE. G e 21 e AR
FIGURE L1L QOWASP ZAP Prodt Sissm

23. Once the Break tb is added in your OTWASP ZAP window, confipne the
ZAP towork as a proxy.

LI S i - CWER IR J 1]

FIGURE 112 OWAST ZAP P Sesmm
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24, To confipnee ZAP as 2 proxy, dick Settings wcon from the tool bar as
shown in the following semenshot.
-.l:-l.w:-' -“, T.:lrltl o Lint: hact Samicn - CHMASE TAP B4 =romen

[ I —

| e | 4 | t

BT Welcome to the DWASP Zed Attack Praxy (ZAP)
LT i i i

2L i e e i b o Arvching v i e e i vl & BTl
s v brve een ppeciical v ke ar |

S LR

FIGURE 115 DTWWASPE ZAP Promt St

. The Options window appears; select Loeal prosy from the left pane; and m
the Address field, type the Windows Server 2012 machine TP addmess, et
the Post to defanlt, and then chick O

Optany

Lol praey
didrens (g i hasl 137007
Parl {55 BOAD)

S pORT B G RO SO G USIE T & D0ve. TS DI POrt @ 0 g pOn Pl e T
ST B0 s ALONE

MR Move Accepl-Eacodng” eqiusa ik adal

o Abeaps Unpip goppadconiant
S ity Prgfona b

EeivaHeio o mmea e Pl msdn B as

L T Cprtacen
Crmnpchcs e allow
hgum the
ol preart o whiich

Ty

FICARE 114 OTAST ZAP Proad Sesams
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. Click Set break on all requests and responses W from the tool bar of
ZAP.
7. This buton sets and mnsets 2 global break peint that will trap and display
from the Tictims machme the nex: ssponse o request in Break mh.
. You can modify any pam of the sequest or response that you want and send
it to the monm’s application by clickme ether Step or Gontinue.
. Alternatrrely, you can chick Dreg to dispose of the reqmest or response.

Mote: Set break on all requests and respenses tms amtomatically from
green to rad.

Lintrilect Semecn - CAASE 2AP 140 I;I.Em

I~ This iteegrs the dispbey
i that the e winlire — - T T e e e T T TTEE—

Welcome to the OWASP Zed Attack Proxy (ZAP)

1y b LR B i i € e el ER ool o g v e i i e acpicaie

1oz the Ser

FIGIURE 115 OWAST ZAP Pesast Sesmm
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3. MNow, switch back to the metion madhme Windows 8.1, and mnch the same

boowser m which you have confipnsed the proxy setings.

1. T this Iah, we have confioned for Google Choome hoowser.
32 Type rrwmomescope.com in the address bar, and press Enter as showmn m

the following sereenshot.

<

FICATRE 116 OTRAST ZAP Proad S

33. MNow, svich to the Attacker machine Windoors Secver 2012, and i a ZAP

proxy, it starts capmang the requests of the victin machmne.

. Mow click the UF uzon nntil you captiee the GET equest of the hoowsed

webste in the victm machsne.

. I this Iab, we have browsed wow morescope. com in the wictim’s ooachine.

Linit et o - SRS E 2a0 2410 T=Tomme]

e B 0

FGURE L17- OWASP ZAP Pt Sissm
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36. Observe the Break ab m the AP windowr wiile chicking the [ botton o

capmne wwmﬂm&mpe.mm

37. Once ZAP starts, capmue the mctim machme hoowsme traffie, 25 shown in

ikl Sarmricn - CHUAGE ZAP LAH
11 ] Thae gkl borak jrnes
wrall e oot e gl
suhmeguent recpaets

FIGIURE 113 OWASE ZAP Proiat Sexam

38. Mow, modify e momiescope com to wew poodshoppmg-com m all the
GET recuests capmred on the Break tab.

39. Onre von have modified the GET reqmest, click IV to forwzed taffic to the
L0 Mrige Acl-emn g 4. Perform this process natil yon see the v poodshopping com pape in the
it or Mote: Simmitineonsly, you can switch to wotion's machine to see the
'.r ..:-::rlj.ll- :wn PR A1) hromrser stams.

unmetal] add-nna

Lt thach Cammeny - CMIRS F 2AP £A0 |£‘_

FICALRE 1.1% OWRASE ZAP Proas S
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41. Mow, swirch to Victimn's machme; the browrser displays the other webaite
the attackes wants to see m the vietm's machme,

42 Actmally, the metsim has browsed wormoviescope com bt nowr seas
wwrw coodshopping com

43. The address bar displays orew momescope com but the wndoor displays
www poodshopping com

Ty
9

XM TACT L8

L Fuoaster gl (xem

Tpaity ﬁ 'i:-.--r.:,:.-.. x

FEGURE 1.3k OTASE ZAP Promt S

I == e,
Lab Analysis

Analyze and domment the resmlts elated to this b ezercrse.

[0 Yes
Plarform Supported
F Classroom B iLabs
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Lab

e

Firelbug allosvsr vienng and managing cookier i your browser. Yow can dewy cookier
for shectfic sites, filter cooktes, crecde new and delete exvming cookies

Artackers are comtirmonsly watching for websites to hack, so developers mmst
be prepared to connterattack makicions hackers by woming strong. semre codes.
# Test youe A common form of attack 15 session hyjackmg (e, 1:&’;].113 a wehbsite mamng
— bwowkdzE comeone else’s sesson ID). A sesdon D micht contain credit cazd details,

infoemation

B W s passwosds, and other senutme information that can be misnzed by a hacker

Sesuon hiacking attacks are p—l'-;.fn:n_ms"l either by seszion D pmesung or by
stolen sesuon IT coclnes. Sesson [DY gnessing involves pathering 3 sample of
seszion [0 and "puessung” a vald session D assigned to someone elze. It 15
always recommended not to replace ASPNET session IDs with those of yons
oo, a3 thus will prevent session D pnesuas. Such session hijacking attacks can
be prevented by nsng 551 however, attackers can steal session D) cookies
TISHIE CO055-HMe Serpting atacks and other methods. If an attacker pets hold of
2 valid session I, then ASPINET connects to the coresponding seszon with

oo furher anthentication.

L) wWadbock mriew

There are many tools eauly avalable now that amackers nze to hack inro
websites or nser data, one of which i Firesheep, a Firefox add-on Althongh
you are comnected to in unsecnre wireless metwodke this Firefox add-on can
zuff the network waffic and capmze all your mformanion and provide it to the
hacker in the same network The attacker can now nse this information and
lopin as pon.
As an BEthical Hacker, Penetation Tester, or Secnnty Administrator, yor shonld
be familiar with netwodk and web anthentication mechanisms. In your role of
web security administraros, you need to test web server traffic for weak sesson
I.D_, insecnre han ::Luf'g dE-:_u— theft and information 1oss. A eneer that you bave
ke the ;JJ.u.Eﬁug of nerwork P.1E£{-‘[.1 difficnlr for

an armcker :'ilten.un:a— VPN connections can also be nsed to stay safe and
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advise msars to log off once they are done with their werds In this lab, you will
learn to nse Firebug to mtercept a session and gain nnanthonzed access to the
TICH'S Se55i0d.

Lab Objectives

The olyectire of this lab is to help smdents leam sesson hijacking and how o
take necessary actions to defend agzinst sesson hyacking
Inn ths Iab, pon wil
¥ Tarercept and modify web traffic
*  Artain 3 nser session withont specifying the login credenmals
Tocls Lab Environment
demenstrated in
i . i
thic lab are T'o caery out the hb, yonneed:

;*’;i;f‘-‘ - * Fiebmg insalled in Windows Server 2012 Host Machine
TealsICEHv ¥ Cain & Abel located at DRCEH-Tools'CEHVE Module 07 Sniffing ARP

Madule 10 Paisening Teals'Cain and Abel

St Hyackieg Wiceshark located at D=CEH-ToolsiCEHvS Meodule 07 SniffingSniffing
Teols Wireshark

A system munming Windows Server 2012 Host Machme havng web hoowser
with Intesnet access

A Windows 8.1 virmeal moackine havng web hoowser wath Intermet aceess

Admymistratre prmileges to confipnre semngs and mn toals

Overview of Firebug

Fiebmyg allowrs yon to edie, debng, and mondior C55, HTMT. and JavaSenpr lve in
any web pape. Fielmg allows rievang and managing cookies i fonr hrowrser. Yon
can deny cockie access to specific sites, and filter, create, and delete cookies. Yom
can also break mito the debngper when specific cookes change their valne, and wew
the line of seript thar canses the change

Lab Tasks
= T 1. In this lab, you vall be naing Cain & Abel to pedform ARP porsoning on
TR e 2 network, and Wireshark to caprure packers and obtain the target

P packet’s cocke valne.

Paisening

Follow the installation steps to mstall Wireshark and Can & Abel If

von have already installed them skip to ne=t step.

Lannch the Cain & Abel application from the Apps soreen.
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4. The Main Window of Cain & Abel appears, as showm in the sereenshot:
- | |

Candigure Tools  Hel

g N+ B vEAEEaEIEE 67 0
[& Decooes TR vetnons [0 s [ Crocves |98 Tracemnee [0 coou [ wvess [ cums |
(o t | ——

| Premctbin + beutban 2t o bar b durmp the Preiscoed Storge

g:l"_u: & Alwl covers

Y

N N a—

FIGLEE 11: Cam & Abed bam Windore

To confipnze Ethemet eard, click Cenfigure in the menm bar.

A ShER v L,y mEEa83=E %N
[ e 13 oo [ st [ ot [ o[B8 coou [ i [ o |

Fie .r.-u'\. b=

| N TR ——
It ] b emirnnd ke
[Paciemtiane
atherticate &
ursuthocreed wier

" i
FIGURE Z£2 Cam & Abel Crorhguesteos Opshen
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The Cenfiguration Dialeg window appears.

The wnindow conszists of sevena] mbs. Click Sniffer b to select miffing
adapter

Select the Adapter associated with the IP address of the snachine click
Apply, and then click OK.

Corfiguration Dialog “

Chelienge Spoating | Files andpots | HTTP Fdds
=_gull i Cetificab= Spocfing | Certficates Colector
| APR { A Pason Faubrg APR-S5L Optiors

Subriet Mask

rerniTit Cm tie
rk. By dafuadt Can

Vitnpcap Vemlan
i i 4.7 0.2380
hestwn g arml weciond MK
ot wepypcend b exiat
i wur st Cumermt Mebwork Adaptar
Bobe: ¥ins cannert bave 4 \Davica'MPF_{BEG T1D4E-D003-44F5-BD14-D 77 73BAE1 201}
tars woom (i i ot
usiegr APE's MAC sponing WARMIMG I Criy athamet adapbars supparted
and H sere Spescdnd _
AL mdihremsn. Lptona
W Sed Sniferonsladiop | Dont wse Pomsouows mod=
™ St APR on startuo

Ok . Apply

FIGRE 13: Cien & Ahel Configusihion Dedogy Wenslry

Mote: If the adzpter pertaiming to your IP address is not listed, go o
Control Panel &+ All Control Panel Ttems - Metwodk and Shaning Center,
chick Change adapter settings link nght-click on the network adaptes
azsociated with the host machine and select Preperties. In the Properties
window, select Intemet Pretecel Version 4 (TCP/IPvd), and clck
Properties button. In the IPvd Properties window, select General tab, and
click Obtain an IP address autematieally radio bomon Click OK in the
IPvd properties window, and click €lese in the Ethemet adapter
preperties wndow.
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Click Start’Step Sniffer icon on the toolbar.

Help
. : d LYHEENG@RE 6T 0
Li:l APR-55H1 &= v - e T
apick e ey 558 : i = P [ e [ T i

vt | oo t

en e O 3 fex F 53 | Dram tha ::h;-- .'".'l:/-:L'l.l" o .l.'|:.l-l'\-l .-- -
APR-HTTPA
s Hrvepee il o

e Hyr Lt e

Mote: If the Cain warning pop-np displays, cick 0K button.

Cain m

WARRING | T TCP Large/Giant Send Offloading s enabled for the
current nebwork imtedace. Cam's 550 WMthd attacks could be sffecked:

by wou can glokally disable tack offloading lestures with the
following command
netsh int ip set global taskoffload=disable

Aermember to deactivate and re- activate the network interface after the
ahove cornrmand

FIGIRE 25 Cin & Aliel Tomfiguration Diabigy Wi

10. Now click the Sniffer tab.

L T e il deesin

i that Bt the cacbegactive

FIGLRE 26 Selectng Smertah
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11. Click the + icon; or sght-click in the window, and select Sean MAG
Addresses to scan the network for hosts.

12. The MAC Address Seanner window appears. Check All hests in my
subnet, and check the box All Tests. Clck OH.

8

A THRE M EmEES R ? ?
(2 oo [ ieimot W Sote 7 Cocid oM eitess aenner S, o
B

P addrema MAC sddimnn | OUlFingar, Topet

Tl || gty
™ Aarge

Fiom

To

Purkoune-Mods Sceme

]
| j Hast I{‘:} sl I"'I"‘ Routing | frh Puspwards

|
Lot pachers: &%
| P

— - -
FIGLEE 27- MAC Audders Sisemer-windkne
13. Cain 8 Abel starts seanning for MAC addresses and lists all fonnd
MAC address.

14. After scanming 15 eempleted, 3 Lst of detected MAC adedresses ase
displayed, as shown in the sereenshois:

o o o I dr | TmEEeERE 91 0

o | I

F=r S gy up poachet
it spseed by wirdima
pase T

FIGLRE 1E Scanneel MAC Addercars
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15. Click the APR tab at the bottom of the man window.

Tanfigre oot Hek

[ =

St

v EEEaEE=E T 0
% -'..M.".E_i.f.;'r.:_..u. ]:_r”r:.-l.-.'.:[.ﬂ- Trasceroate

[ o T

LA L aedeen

FEGLRE 1% (hexrang AFE tal:

16. Click anyowhere on the topmost section of the ripht pans to actvare the

+ jeon

fie Mew Cgofigae  Took

-

oy o o Bl R

-

FAL addro Pacicuty Puckein | WAL addran

3 Hows [ am [ Reoteg [T Penoren

pecksr 0%

FHGLURE 210k Achwvacg the srufler qab
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17. Click +. The New ARP Peisen Reuting window opens, where we can
add the IPs to Lsten for traffic.

el PHadt e
5 1 i el A s i L Ch s S

3 msad # d ueer

FIGLURE 211 New ART Pascm Ristitrng semdkon

15. Now, choose the target that yon want to ARP poison i the netwodk In
this lah, Windews 8.1 wirmal machine iz the tarpet so, map the TP
address of Windows 8.1 and defauk gateway, so thar whatever packets
traverse between these towo IP addresses, that packets are ARP posoned
by Cain & Abel

MNote: In thus lab, the IP address of Windews 8.1 machine i5 10.0.0.4 and

the TP address of default gateway of the router is 10.0.0.1. These IP
addresses mught vary m your lab environment.

Hew ARF Podson Routing

wWERHING 1
[P mnsbles v tn hipck [P bt baboser the salectad on e il ket and all selsciad haztz on ihe ght K
|drmc o, I = lected bus! b rauling capabdins WSH A ba nicepind = vwell Pleass noie el 3

|ramsire b 10d Hs 3w pos smassncms . rons bt o bl s D13  p0n et PR bty s Dl iy s
| atfemt hoste on oos e

Hosbane

sy (o the matenal can
~ )
S =%

Scdact 10.0,0.4 and
than 10.0.0.1

[0
| il Cangel |

FIGLIRE 212 Mew ART Pasts Routmg wessbow
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19. Select the added TP address m the Configuration/Routed packets
secuon, and click StartSteop APR.

Mote: If the Couldn't bind HTTPS accepter secket pop-up appears, click
OK.

L]

LA
_teorken [ verwon it e [

i Wiy [l e

Confugaanion | Foaed: Fagies

W | kv |

FIGIURE. 2 I3 Sturting the AFR

20. As soon as you dick Start/Step APR, the stamus chanpes from Idle to
Possoning, and Cain & Abel begins to mon ARP Poisoning:

iy & i I o
Decoies | § s [ul1 soivies [

- 2o, e 0

E pebguen Tpok Faip

dLimEmEeREs 0F 0
F

[

e
&
A e
e

stahus Crannes from
idie to Posoning

&

| P o arr [ Rainsg [BY Po

ikl |0 16 |

Lapi papie

FIGLRE 2 14: ARP Proisiwery entssel
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Capture Traffic
Using Wireshark

Li:l'ﬂ'n.-r‘-:uk S

[eSm——— t,

el wsalir the
¥ eneral Puhis:
Leenae [GP1)

LI:]'E-TrL-xrl oy o

s i

uriernaly

YOuR SeCuiTy iS NOt EnOUgh
Mcddlia 10 - Bamnkhin) Hijhoking

21. Now, minimwze the window, and Lmnch Wireshark from the Apps

SCTeetl.

23, The Wireshark main window appears, a3 shown m the screenshot:

The Worrshwit Wetaart Am ooy TWrestwk 11005 TUN Res WG trem e LT

[ 1 "Rk

Tha \Werld's Mot Papular Metwork Prefocs| Anaslyzar
Werwan 1105 X Ere BOA2 o Areee- LI
T TN T
Inderface List ‘Webalte
# User's Gulde
g Sawple Captures T
AR S5 PR g Seaity

iichaad 1

[ Capture dptisns

g Vew o Captsre

Eracks 1 Lsad o mE

FIGLRE 2 1% Wb ream wankow

23. From the Wireshark menm bar, click on Capture = Intesfaces (Ctr+l).

T Vrehie} Fertovces Aralirer TRtk 1105 (U] Kew SATES Yrmm i 100 TETO

Marlwark Pretocel Analypar
Fye S35 brn el 1,10

Interface List Dpeen

o Weharte

| s 3 eiodie.
- o Sample Capraes
B! arst Pabab B 08 Fary : - tam e @ Seouity

i l:vlf'|-|."f l'.'lu.'.i:-':-

Haw 1o Capbw
"~ o Capbere

Rl 15 Ll £ iy b Baciar

FIGLRE 216 Winsteek Mo Wandow weith T Crain
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24, The Wireshark: Capture Interfaces window appears.

Ve hand Captue arees

FIGURE 217 Wrstock Copphie Titeriaces Winckro
25 In the wwndow, find and check the Ethernet Diover Interface that is
connected to the system, as well as Hyper-V' manager In this Iab, the
mterface 15 vEthernet.
Mote: This interface might vacy in yous lab environment.

26. Click Start.

wirnhr TAN i o

Weres e Capmuae Wien e

FIGLRE Z1E Weesak Capeuee Broerfirs Wndes - Setrg Capiun:

27. Wireshark starts captenne the packets penemted while traffic 13 recerved

or sent from yonr machimne.

T Cantiaing hath vEPert (LEGHoR PLI GOE Favis Contiaie - Wil Satcll TeViaiarh L1005 (50W e S | = | O TR

L § Caphan Assvme  Jobadic  ldgha Tk Fwrai g
=il

Fr
e T

rrumndentan camral eracacal,

Sr 0. ¥ C1OU0L 3 b vt 4L ."."F.:':
i lpfia [8718% . mar rurrc oo (44T

1. [
WrE Pare Dy g L, oAcks L, Lenz D

FIGLURE 219 Winsilek Wardow Cayprtumng the Packen
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25. Mow, lop in to the Windows 8.1 virmal machsoe a5 the metim.
2. Lmr:ncl'- Google C]J.mn:..e (or any other) web browser, type the URL
aip: /100027 i mﬂzeadd_esch:l.c and press Enter.

Mote: 10.0.0.2 i= the [P address of the machins hosting the website {ie,
Windews Server 2012). R.eplme this IP address with that of the machine
hosting the website 1n your lab enmironment.

30. The GoodShopping login/home page appears, as shown in the
screenshot:

OALE Sy

FIGURE 23k Gl login, heene jrage

J1. Assnme that you have a user account on the webate

32, Click the My Acesunt tab in the top-aght comer of the web page, and
enter the following credentials:

Uzername: smith
Passwood: smith123
Then click Log in.

ERTRLIHI ET COmTALT U§

FIGLRE 221 Laggey; wvis: CiceadtShopping Wiel:ans

CEH Lab Masmal Pagn 115 Ethical Hacking sad Commiermessures Copyright © by B-Suumell

HaCkRhInO-TeaM ! YOUR SeCuiTy iS NOt EnOUgh =" HatKRAMD-TeaM !
WE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mol 0 - sl Hijdeking HaCkRhInO-TeaM !

33. You ate logged m snccessfully, as shown in the sereenshot:

% GOOD

L'-=|1J:'|.-—x-xuk Fr=rurs. | j

= Aoraibidde fooe TTNTX sl

Sira o A
= S

o L

-

FIGURE 222 Sucsrsshally kyged = i thae werbimite

M. Now, switch back to Windows Server 2012 host machine as the
attacker, aod view the Wireshark and Cain & Abel GUL:. Observe that
TWigeshark has capmired packets and Cain & Abkel has poisoned the
ronting packets.

3 Capliaiag N0 yEMEryel Reion Mo GBE Fam by COMTOAL « WL Ssstcty  Toirksnadk 11005 (Sl Rar 541 r,-'!'ﬁ‘"

b f= r @8 Lapesn fashu  gomaricr Tdwhsw ook e Hy

o [ ] " ik M E

il o Dt oo

e -1 i, [Fi k) 1
W hitps = (e (o, are] saged acked o

A

GUTRE 175 Winsihark capbenng e prackats
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FIGLRE 22M4: Can & Absd Posoning e Packsts

H rasx s 35. Now, Stop the running live capture in Wireshark by c]ic}singE i the
Stop the Packet toolbar.
Eap-u.n'e ahd AFR & Loptamg o ket (Hesdek Plle GUE Femiy ComrBay - Wetisal Suricnd ressoes TI005 {50, = [

fdk Yioe Go Coplues oz Matinbes  Tokphorm Tach [elomeb Heip

CHUTRE 225 Shepyprny the Pickest Cigrturs: i Wik
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36. Stop ARP poisoming in Cain & Abel by clicking Start’Stop APR in the
toolbar

infeH S+ L mEEe @

kpury Took B

Conligaahih | Diuisd Pakas

= a5t [ aaieg [Bs vaeds [ wee ]

FUGURE 2 Stepprgy the Pucket Cappurs i Wik

37. Swntch to the Wirethark window. Here, you need to trace the packet
contaiming the eurent nser sesson’s (GoodShopping) cookis.

38. Becanze these are many packets captured by Wireshark we shall be
wsing filters to parrow the cookie search

38, Issme the query ip.addr==10.0.0.48 &hitp.cockie in the Filter field and
click Apply.

Note: The 10.0.0.4 in the gquery cooresponds to the TP addsess of Windews

8.1 mirmal machine, which nyight differ in your lab environment.

M siemet Festek Ol L Camely Comtroiler - Wl Swrichl [Wireshur T1RS (505 ey 54250 4o,

[aphum Sbyme Gabstir Teim 5 ks Heyp

FI(ILTRE 277: Fisermyr the ik
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[ T 40. By issomng the guery, Wireshark filters the packets and displays only

] those packets contaiming the TP address 10.0.0.4 and a ecookie, a:
Filter the packets showen in the sereenshor
eantaining

Caakios £ Cngriurmg froem vifrerne! (fleafies; POk GBE Fromily Contmtier

Wial Gatich] [Wrezhark 1105 (v, L= 1 B

@ | g Chan

1= 514 GET
i
al

FIGLEE 228 Wisithark chaplmg the fikrrml conbos

4]. Now, you need to search for the packst contaiming the session cookie.

Search for the packet contaning the URL gesdsheppingindex.aspx
(moder Packet list).
2. Yoo ace wsing this cockie to access
birtpe //10.0.0.2 / poodshopping findex azpr  directly, without entenng
mser credentals.

MNoter Normally, withont assigning the cookie valve, if von enter
hop/ /10002 fmoodshoppene findex aspx. you will be redirected 1o
e =T

&

43. Under Packet details, expand the Hypertext Transfer Protocel node.
and click eookie.

T Catirmg Form et (Neafie o GUL | oily Contraleer - Firoas Gedich]  Wr=hark 1105 G0, L= o
T X N T aptuer Sreer Sl deprrery Towty dorrul

o @ u

Frier e addrs - TLLLSSS rip. nockor

- wrirm |
Microact
weraion 4

dan Cortrol Presscal, &rs F

[ '?I_P:Ew—‘l'.-_mq_'l\_

Fogacdahopeing iroex. mEEE BTIECL J4r N

DL DL, e\

FIGAIRE 2.29: Selixtang the Conlag
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44 Rught-click the cookie, and select Cepy - Bytes - Printable Text
Only.

2 Capirmig o v et (Reaiten P GOE Fomly Contralar - dirbes Gedichl  (Weesham 1105 5o, | =1 0 [

T lssion ®
Hppar Caal Tra «
- GET [ poods
HOEC: 1000

Pifia Dufeul

FIGLUTRE 2 30 Copregr the: Cileos

45. Open a new Notepad window, click Edit in the menn bar, and choose

Mew Text Documenttd - hat=pad I;I:“

FICURE 230: Pistang the cruskes coment it notaro

CEH Lab Masmsl Pagn 1059 Ethical Hacking and Cosntermeasares Copyright © by Ei-Gomell
Righs Resemvnl. Repmachact

HaCkRhInO-TeaM ! YOUR SeCuiTy iS NOt En0Ugh HaCkRAINO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt En0OUgh
HaCkRhInO-TeaM ! Mcilie 10 F Bk Hijidiking HaCkRhInO-TeaM !

46. The copied cockie will be pasted into MNotepad, as shown in the

sereenshot:
Feew Taxt Documentiat - MNotepad |;|im

| Cookie: ASP.HET Sessionld=wwolzyogpht2chiglinihlzde

File Edk Foerral View  Halp

FIGLRE 232 Cooke fusnl & sotepul

m 47. Now, lanach tha Firefox web boorwser, ype
R R TR httpes: / /addons mosilla ore/en-105 /firefox faddon /firebop in the
skl E iy address bar, and press Enter.

Mote: If yon have already installed Firsbmp, skip to Step 55.
43. The Firebug add-on webpage appears; click Add te Firefox.

Popimg - Rrihorafor Fast "

]

.@, ADD-ONS

Fagay chis adid-on?

The sk thea wous shaes wourr wuppet b m kg & doca ko
Wk

FIGURE 25% Darenhrachegs Fireluge sakl-co o Fosoe

45 The add-on begins to download.
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50. On completion of the download 2 Seftware Installatien dialog-hox
appears; click Install Now

Software Installation m

Install add-ons only from authors whom you trust.

Malicious sofbware can damage your computer orviclate your pivacy.

Yiou have asked to install the following item

Frebug  [fuinor mot rerifien
hitp/ addons. moalla.ongFiref ox dow nbosdss lrtest/ | BA3) addon- 1843-fatest.apiTarc

&

Install How Cancel

FIGITRE 2 M: Sedftusioe: Bratalbition deiliop-bax

51. On soccessful installation, the Firebng add-on appears on the top-right
corner of the Havigation Toolbar, as shown in the screenshot

=0 |

# Frrabug = Add-om forFirsd.

{0\.

@ ADD-ONS

-

Firebug
Fisabur integeatas with Fleafax o paat & wealth of develapment tools at yous
while vou browse, Yoo can edic, dels 17, and mondsor ©55, HTML, and Javas:
anv web page

='_ udd B Firefo:

FIGLRE 235 Forbug ackl-rm mstalled by Fesfo
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I Now, close the web broowser, then relmoch it ‘Type the URL
bttp: /£ /10.0.0.2/ poodshopping i the addeess bar, and press Enter.

. Chck Firebug on the Navigation Teolbar.

= o

PRODCT CATRLOE

SALE 504%

FIGERE L3 Actreatmy Fodbug
54. The Firebup panel appears in the lower part of the window. Click the
Cookies b (on the Fiebop panel’s menn bar), and click Enable.
Mote: If cookies ame already enabled. slop to the newr step.

T=ToEE

CINADALT o

T

Cookies Panel s disablad

=]

FIGUTRE 257: Frahlk=gy Caokim Pisel
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Chck the Coskies tab, and zelect Create Cookie

MROECT CATAL O COAITRCT i3

)

Farzen Coclom
Famcws Ammcn Cookm

Expeet Cruboms Fre ThipSie

FIGURE 38 Creg ik

. The Edit Cockie pop-up appears; switch to Metepad, copy the cockie
name, and paste i in the Hame field of the Edit Cookie pop-up.

7. In the Hest field type the IP address of the machine hosting the
website. If the TP addsess i3 already present, ignore the fiald

fie

Edi -:.:.“hH View Help

Cookie: [RASEUES RS R ko o 2ug 42 kba Lavicay § lay

Bewy Text Doourment bt - Motepad =Ta -I

FIGLRE 239 Coppeyr the Cixlor soevee
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Edit Caokie m

Mams: l ASP.MET _Sessionld |

Host: [100.02 |

Path:

Bpires: | 000 9F 2014 9: 27: BPM|ES [ Sessian

Walue

.
FIGLURE 240 Adklegr the cocikie Mane m Edit Cooles pop-up

. The cookie pame (ASP.MET Sessienld) remains constant during the
laby, but its value muphe vary :m yons lab eoviconment.

59. Copy the cookie valne, paste it in the Value field. and click OK.

Moaw Text Documentiat - Motepad =18

Bl Edi Foorai Yk Hedp

Cookim: ASP.HET SeasionTd-ipr e it ety

FIGURE 241-1 g e Dol vabin

Edit Cookie

ASPMET Sessianid

g zonaf ., | 8- 36 "-.P'.-I!: "] Seszion

arpadugdd pkhal aviceyy lay

|| URL encode value

[] Secure Cookie [ | HTTP Only

aK | | Cancel

FIGURE 242 Addng the Cokie vahue = Ft Crolos g
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60 Mow, change the TURL of the addess bar 1o

bttp: //10.0.0.2/ poodshopping fmdex aspx and press Enter

MNote: Mormally, withont asspming the cookie valme, tpon entenng
htep:/ 1000 2 feoodshopping findex aspx, you would be redirected to
hitp:/ /10.0.0.2 feroodshopping logn aspx.

61. Observe that you have snccessfully lopped into the website by nsng the
cookies permning to the active mser sesson on the Windews 8.1
omachine,

62. Click & [at the sight edze of the Firchng panel) to deactivate the add-

Sk |

& 600D

LI Tah

FTITAIT I

BOLE 220

FIGURE L4%: Fuscmmfuly g she user srasics
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63. Mow, as you have snccessilly logped in, you will be able to browse the

wehsite and access vagions web pages as an anthenticated nser.

eS|

&

Burton Clash Snowboard 158

R

Deseription Burton Claah Snowboard 158

FIGLURE Z & Cheling the PRODLUICT s

CTTALT 7%

Snowboards

Pt m Ty

. -

FIGURE 285 Cholung the CATALDC fabs
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eS|

FIGURE 2 #6 Chelong ghe CONTACT LIS tab

64. Thns, by manipulating the cookies nsing Fiuebug, an attacker may
simmlate seszmon hijacking techmgnes to gan nnanthonzed access to an
anthenticated nser session.

| . . L
Lab Analysis

Analyze and docnment the esnlts related to this lab exercrse. Prowvide pour opimon
of your tarpet’s secunty posmze and exposne.

OYes
Platform Supported

E.Classroc-m
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Lab

ssliterp we an SSL striphang procy devipwed to make smencrypted HTTE secrions
arimeic HITPS sestons. It comverte bigpr lnkr 2o bith or bithe sutug a Kneun
prmvare Ry, Ir even provider a padioak favicon fo stmmdate 2 Scwrs channel

Lab Scenano

An atracker nenally hijackes 3 se=zsion by exploming: the minesahdines i mechanizms
nsed for sesmwom esmblishment Dhong the development poocess, developers
wmplement Secne Sockets Layer (531} to encrypt all the nfosmation n transt via
the netorork Howeres, amackess can nse tools soch a3 sslstop o aniff cleartest

mformation from HTTPS waffic

As an ethical hacker or 2 penetranion tester, yon most noderststand the wodomg of
551 -stoipang tools.

Lab sjectives
The objectme of this lab is to leam how o
*  Tatercepr the Traffic berveen server and chent

®  How SSLSTRIP replace HTTPS knk with HTTP
Lab Environment
I this lab, yon will need:
A compnter moning Windows Serrer 2002 25 hozt machine
®  Kal Linox on wirmeal machine as Attackes Aachine
* TWindows 6.1 moning on virmal machine as tarpet machine
Administratmre pronlepes to min tools

A web hoowrses with irernet access
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rer. In this kb, we ©

d to find Ire Hests within the networs To
such a5 nmap.

Lamnch a conmand terneins] m Fzh Liox, trpe nmap =P <Hetwerk
Address Range>, and press Enter. The Jﬂ:Ln:La.u-:! will scan the range and
i I in the neteork: 2z chown in the fipne

Here we s ding the network mope 10.0.0.115, which may vary m
yonz lab environment.

g the tarpet TP ad the Windews 8.1 machme:
10.000.9.

Mote: The IP addres o i thas lab moy vary inpous lab
ENTICONMENT.

-

2 neap -5 16.0.0.1/15

Starting Wmap B.d45 § http:/freep.org § at 2015-04- 16 Q0: 10 EDT
Kmap BLan raport for 18.0.0,1
=t 213 up |0.001%s lstency)
A fana ! ACIBOIDECCD:FFI0T [Ratguar)
ap scan report for 10.0.0.2
Bt in up (0,B003 s ¥l
C Acdress: Dd: EE Da:C3: l:3 oC {Deli)
Kmap scan report for 10.0.0.4
is up |B.
C Address; 0G:1
ap Bcan rapart T e -
st 23 up {0.00CET=s Latencyl.
L hdfdreas; Ad; IF:;7TI:AL:F2:05 {0el1]
scan report for 19.0.0.7
st i% up (0,6012s Tatency]
C kddress: 0B:I15:S0:-3CIEE!0]1 (Hicrosaft}
map =can report for 10.0.0.9
Kokt 15 up (D, |'l.'| T#s Latancy)
HAL Aod reas; | 80:00:2F:00 {Micro=oft}
I acar repart far 10.0.0,6

FIGLERE 3.1 Faxkog Leer He
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Starting sslstrip
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By defanlt, i any Lawe machine TP forwasding 15 disabled So yon furst
need to enable [P foroanding in your Fah Linoe machine.

. Now, ipe eshe 1 = jprecisysinetipvdip_forward and press Enter. Thus

command enables [P foreasdng i your Kah Timx smchsne. These sethings
are not preserved after a seshoot

& wcha | = fprocispssoetsinvdy ip forascd

FIGLRE 12 T Porssochngs m Rl Tans

7. e nesd to set up a frrewall mle, nsing iptables to weditect the eqmests

from port 80 to poct 8080, which will ensire thar outeong traffic from the
S5L stexp 15 ronted foom the comect port

. Now, ype iptables -t nat -A PREROUTING -p tep —destinatiorpeort 80 -

REDIRECT =te~port 8080 and press Enter.

Oince you have finished the TP mble confignmation, minimize the command
terminal

FIGLRE A5 Crinfynumng TRsble

10. We need to sedirect all the network HTTP taffic by nsing ARPSPOOF
11. To employ arpspoofing, open a new command termsngl windowr, and type

arpspesf - ethl -t <Target Machine IP address> <Default Gateway=;
then press Enter.

12. Here we are prowiding IP addsess of the Windews 8.1 machine and the

Default Gateway of the network (Le, 1000.0.1). The IP address and
Defamlt pateway may differ in your lab enmsonment.

13. Once mn, arpspoof sants capmring network taffic. Yoo can see the elay of

tmffic in the command termmnal

FIGLRE 34 Perfvesring, ARFEPOCFTNG on Tagyt Mol

14. Mow, we mill =top the 551 layer off froom onr motim machine
15. After mnning arpspoof. mazimise the windoor i whach yon hare

confipnred TP tables; or open a new command tesmnal type sslistrip =g -
8080 and press Enter.

16. This conomand wall amenypt to replace a secnce encrypted webpage with

their plam-text formar, and montor the data bemng sent ont on port G080

CEH Lak Masmal Fage 10710
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B

17. Selstap stacs mnning:. and then waits for the mctim to namgate 1o 2 website.

L) "™ ey thet syitemn 40

limten on speabal poc

FIGURE 15 Ruussing 551 5TRIP
18. Open a new command temenal window, type tail f ssistrip.dog and press
Hrasx s Enter

Record 19. This command will recosd the SSLSTRIP logs.
SSLSTRIP logs r <
|| 4

FIGURE L& Cramerone] b moom] S5LUSTRIT g
2. Mow, switch to the Windews 8.1 meum machine. and open Intemet
Explorer.

FIGERE 3.7 Wersbews &1 Vitass Machinn:

21. The wetm will open an HTTPS pape m the browser, but on domp 5o, the
HTTPS page will become zn HTTP one, and the sslstap will begn captmrme
traffic

22, Tn this lab, type https:/ fororwr facebook con m the address bar, and press
Enter. S5]. STRIF wll change hitps: / /‘www facebook com to

F3 s ' i
BT T

FHELIRE AR HTTFS page m Inteewt B
23. SSLSTRIP shows you the acmal webpage, 25 in the fipnre below.
24, Now, type the usemame and passwerd and chick Login,

2ign Up

FICGUTRE 3% Vs Liggong-e SSLETRIP jrges
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-poR bR =4I TAIANSRRIEA 20 ae .|
'_"F J::-' 'ul\.: —\:3 Ii-l cabae-el

10676 245 —nnil-b
®ICHTA%2I-D0YE- L
e~tos_array 550 5 | _t
yWAFZCWYET W] Bl w-B 2wy ZzdH_ 1u2A]1xy Ly I8 Ry 20ndw
¥ zulk'ulld'l'l-’:L: Lz 1Mz 20z 2F LK 2F 20 IEzlzlL
182 30 B b S _ 1w JH-’I..IIU'lr\..lJ LRI 19 e 1 Sakx iy M IGH T BF rhwi
Futd Oy YE Dy -0 20 1P kK Ty IWC 102 EP A2V Rt
2015-84- 16 08
X K T G B S0 L 2l i 2y ..qqukv& Feg=3dd__ rew=15018748  iaer=0Els
FakiguwguZap e 2Eq=45ENTERI2USE FAITAIAR I 2 FRICAITRA0E_ L ORI TN 2 e 30N AT PRI N2 dpasts
-2143J.'\.-BK'F"- 2time spent bat al (T REER A RTER I3t ARITANI TN B dn S 2 TR AT Tt At _Edne
Fitos_arr i i LIPS AN o L2 ARt ns_mechld e
TAIS OS2 SIS DN NI I L gge rs Sl S are_spenit_ba

{wiere. [acebaok . com] !

m KV VA0 T e fgRail. combnasses Sidefault persistent=05t sz
FULAR AT 1 -..JJJDJH i ImF21 j.:u.NIJllJL" I b =05

ookl oresl % A ® wmpn et b

FIGLEE 31 sunal U aul

Analyze and dormment the resmlts related to this b exercse

Yes
Platform Support

2H Lab Masusl Fage 10 Ethical Hacking sad Commtermessurms Coy

HaCkRhInO-TeaM ! YOuR SeCuiTy iS NOt EnOUgh
wE FrEE t0 FIY

Reg




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! middls 0 F Sl Hijdeking HaCkRhInO-TeaM !

Lab

Icineg Weablicnlab
Using Webspioit

Websplort o5 an Advanced MITM frawework wed o soan and axploit target
services from the Metastiodt framenon

Lab Scenano

Amackess can nse sesuon hyacksne to lnoch wanons Bnds of amcks, mch as man-
wn-themiddle BJIITA and Do amacks. An MITM amack is one in which the
attackes places himself betveen the client and server Seszon hijacking emables
artackers to place themselres betoeen the anthonzed chear and the web server, so
that all information—travebing in ether direction— mmst pass theongh them

An an ethical hacker or 3 penetancn tester, yon amst knowr the wodsng of a AMETAL
attack to protect Fonr orpaniration’s senstive mformation from the amack

Lab Objecti
The objective of thiz Iab is to leam how to:

*  Imtercept Traffic beroeen server and client

bR s s
Lab cmvironment

In this I, yon will meed-
L Tesals .
demanstrated in
this lak are " A computer maning Fali Tinnx on virmal machine as Amacker Machine
availakle in
D=CEH-
TeaelsiCEHv
Module 10 A web browser vath Internet access
Session Hijacking

A computer mnning Windows Server 2012 as Host machine

" A computer manme Windows 5.1 manme on virmal machme as Target
machine

Admrinistratme provilepes to ma this tool
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n's machine by
5 that attackes

Lannch the Fah Tamx machine (Attacker), and open a command termumal
Trpe websploit and press Enter.
The websploit shell appears, a5 shown in the fipnre belowo.

¥ uabnal
HG: Ko reutes Tound Tor [FwE destlnation i (As dafault reota?

wabsplokt Franswork
[Varsien

jCodename :
[avarlable Modules |
{update Date : |

FIGLRE 4.1 Easich Websplosr
Search for attack modnles i webspleit by trping shew medules in the wsf
shell and pes Enter.
This command will lst oue all the avalable modnles in the websplot

X

MNow, choose the method of exploat to mn in the wiction machine.
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I this Iah, we are g to perform a man-in-the-nriddls | atack on
the netwo

OF dpache Umsrs
tien Gathering Frae Yictim Web Using [Metasploit

FeFMyhdnin Login Page Scanner
oudflare Resolver

A=F Cache De=nisl Of Service Attack
Middle Fingsr OF Doow kttack
M e Midedle AtTack
Man Laft Ir Middle Attack
ork fwebkiiler TLP K111 Attack
ftakeupdate Faue' Update Attack Using DKS Spoof
k/arp_poizoner Lrp Ppimoper

FIGEURE 42 Wedvphont M b

W.'I'HIK 2

Use Type of
Expleit

=P Cache Depisl Of Service Mttack
Middle Finger Of
I tack

FMetasplolt Autopam SErylce
srasploit Browssr butopen Searelcs
imva hpplet Attack |4 ng HIHL

Wifi JpmmEer
Wifa Jom Atteck
Wireless Horappal(Faice AF)

il TifwilTs horaypat F
slustooth/blustosth_pod Blustooth Ping OF Death Attack

command wall kst the optio
network rorter and tarpet soachine TP addn
SNIFFER to =niff the mictim machine
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oing to specify ROUTER and TARGET machine TP
and we will leave all other defanlt settene

Wifl Jammer

Witi Doz A

Wireless Honejpot(Foke AP}
Blustonth Ping OF Death Attack

[ Fh ]
= shaw oprions
Imac riptinn
ELHE ' Hutwark arface Kass
192.168. 1.1 ¥ Router IF Address
168 e Targst IP Address

Snoffer Mmae {Select From Saiff

SSLStrip. Far S5L Hijackingltr

T A1l Padswsrds
SndfT ALL Test OF Wictilm Hessergers
Sniff Victim Lirms
Sniff Yictie Imsges

FICILTRE 4.4 Ve O
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