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BGP

Course Introduction

Overview

Configuring BGP on Cisco Routers (BGP) v3.2 provides students with in-depth knowledge of
Border Gateway Protocol (BGP), the routing protocol that is one of the underlying foundations
of the Internet and New World technol ogies such as Multiprotocol Label Switching (MPLS).
This curriculum covers the theory of BGP, configuration of BGP on Cisco 10S routers, detailed
troubleshooting information, and hands-on exercises that provide learners with the skills that
they need to configure and troubleshoot BGP networks in customer environments. Different
service solutions in the curriculum cover BGP network design issues and usage rules for
various BGP features, preparing learners to design and implement efficient, optimal, and
trouble-free BGP networks.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
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Learner Skills and Knowledge

This subtopic lists the skills and knowledge that |earners must possess to benefit fully from the
course. The subtopic also includes recommended Cisco |learning offerings that |earners should
complete in order to benefit fully from this course.

Learner Skills and Knowledge

» Building Scalable Cisco Internetworks (BSCI) course or
equivalent

©2005 Cisco Systems, Inc. All rights reserved.
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Course Goal and Objectives

This topic describes the course goal and objectives.

© 2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—4

Course Goal

“To provide learners with in-depth
knowledge of BGP”

Configuring BGP on Cisco Routers (BGP) v3.2

Upon completing this course, you will be able to meet these objectives:

m  Configure, monitor, and troubleshoot basic BGP to enable interdomain routing in a network
scenario with multiple domains

m  Use BGP policy controlsto influence the route selection process with minimal impact on
BGP route processing in a network scenario where you must support connections to
multiple |SPs

m  Use BGP attributes to influence the route selection process in a network scenario where
you must support multiple connections

m Implement the correct BGP configuration to successfully connect the customer network to
the Internet in a network scenario where you must support multiple connections

m  Enable the provider network to behave as atransit ASin atypical service provider network
with multiple BGP connections to other autonomous systems

m |dentify common BGP scaling issues and enable route reflection and confederations as
possible solutions to these issues in atypical service provider network with multiple BGP
connections to other autonomous systems

m Useavailable BGP tools and features to optimize the scalability of the BGP routing
protocol in atypical BGP network

© 2005, Cisco Systems, Inc. Course Introduction 3
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Course Flow

This topic presents the suggested flow of the course materials.

Course Flow
Day 1 Day 2 Day 3 Day 4 Day 5
Course Module 2: BGP Module 4: M_odule 6:
Introduction Transit Route Selection Scaling Service
Autonomous Module 3: Using Attributes Provider
A Systems Route Selection Labs Networks Labs
M| eabove Using Policy Module 5:
verview Module 2: Controls Labs Customer-fo-
BGP Transit Provider Mo_du_le_?:
Autonomous Connectivit Optimizing
Systems Lab with BGPy BGP Scalability
Lunch
Module 1: Module 5: Module 7:
BGP Overview Customer-to- Optimizing
(Cont.) Module 3: Module 4: Provider BGP Scalability
P Route Selection | Route Selection ‘Connectivity Labs
Using Policy Using Attributes with BGP (Cont.)
M Module 1: Controls Toduie o
BGP Overview Scaling Service
Labs Provider
Networks
©2005 Cisco Systems, Inc. All rights reserved.

The schedule reflects the recommended structure for this course. This structure allows enough
time for the instructor to present the course information and for you to work through the lab
activities. The exact timing of the subject materials and labs depends on the pace of your
specific class.
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Additional References

This topic presents the Cisco icons and symbols used in this course, as well as information on
where to find additional technical references.

Cisco Icons and Symbols

Network
Router PIX Firewall Cloud,
White

Network

= B P e Glous,
i’?cmor/swdued B Hub gtoa}r;criard

—

1 )
—’> Terminal |:| PC
— Server —

©2005 Cisco Systems, Inc. All rights reserved.

Cisco Glossary of Terms

For additional information on Cisco terminology, refer to the Cisco Internetworking Terms and
Acronyms glossary of terms at http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm.

© 2005, Cisco Systems, Inc. Course Introduction
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Your Training Curriculum

This topic presents the training curriculum for this course.

Cisco Certifications

Cisco Certifications

www.cisco.com/go/certifications

Y ou are encouraged to join the Cisco Certification Community, a discussion forum open to
anyone holding avalid Cisco Career Certification (such as Cisco CCIE®, CCNA®, CCDA®,
CCNP®, CCDP®, CCIP™, or CCSP®). It provides a gathering place for Cisco-certified
professionals to share questions, suggestions, and information about Cisco Career Certification
programs and other certification-related topics. For more information, visit
http://www.cisco.com/web/learning/le3/le2/le37/1e8/learning_certification _type _home.html
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Cisco Career Certifications: Service

Provider Internetworking

Expand Your Professional Options
and Advance Your Career

Professional-level recognition in service provider internetworking

Required Recommended Training Through
Expert Exam Cisco Learning Partners
BSCI Building Scalable Cisco

Internetworks (BSCI)

BGP Configuring BGP on
Cisco Routers (BGP)

QOS Implementing Cisco
Quality of Service (QoS)

MPLS Implementing Cisco
MPLS (MPLS)

Service Provider

Internetworking http://www.cisco.com/go/certifications

Cisco Career Certifications: Service
Provider Internetworking (Cont.)

Expand Your Professional Options
and Advance Your Career

Professional-level recognition in service provider internetworking

Another option:

Required Recommended Training Through
Expert Exam Cisco Learning Partners
. Building Scalable Cisco Internetworks (BSCI)
Composite and Building Cisco Multilayer Switched
«“ Networks (BCMSN)
Professional
Associate

QOS Implementing Cisco Quality of Service (QoS)

Configuring BGP on Cisco Routers (BGP) and
BGP +MPLS Implementing Cisco MPLS (MPLS)

Service Provider
Internetworking

http://www.cisco.com/go/certifications

© 2005, Cisco Systems, Inc. Course Introduction
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Module 1

BGP Overview

Overview

Border Gateway Protocol (BGP) is an interdomain (interautonomous system) routing protocol
that is used to exchange routing information for the Internet. BGP, by design, isavery robust
and scalable routing protocol. Because BGP is deployed as an interdomain routing protocal, it
has many rich features that allow administrators to implement avariety of routing policies. This
modul e covers basic BGP technology, details BGP session establishment and routing
information exchange, and describes basic Cisco 10S configuration and troubl eshooting tasks.

Module Objectives
Upon completing this module, you will be able to configure, monitor, and troubleshoot basic
BGP to enable interdomain routing in a network scenario with multiple domains. This ability
includes being able to meet these objectives:

| dentify appropriate BGP usage and limitations

List BGP path attributes and the functionality of each attribute

Describe the concept of BGP neighbors and neighbor session establishment procedures
Describe BGP route processing

Configure arouter for BGP

Perform the steps to correct basic BGP configuration and session errors

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
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Lesson 1

Introducing BGP

Overview

The Border Gateway Protocol (BGP) is avery robust and scalable routing protocol, which is
demonstrated by the fact that it is the routing protocol that is used on the Internet. Service
providers and customer networks, such as universities and corporations, usualy use an Interior
Gateway Protocol (IGP) such as Routing Information Protocol (RIP), Enhanced Interior
Gateway Routing Protocol (EIGRP), or Open Shortest Path First (OSPF) for the exchange of
routing information within their networks. Any communication between these |GPs and the
Internet or between service providers will be accomplished through BGP. Thislesson
introduces basic BGP characteristics and features.

Objectives

Upon completing this lesson, you will be able to identify appropriate BGP use and limitations.
This ability includes being able to meet these objectives:

m  Describe interdomain routing in relation to the design goals of interdomain routing
protocols

m List the basic characteristics of BGP

m  |dentify when asingle-homed customer should use BGP as an interdomain routing protocol
m  Describe when BGP is appropriate for the multihomed customer

m  Describe the use of BGP in atransit autonomous backbone

m List some of the limitations of BGP

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
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Interdomain Routing

This topic describes interdomain routing in relation to the design goals of interdomain routing
protocols.

Interdomain Routing

AS 65000

BGP

A

002G_001

e An AS s a collection of networks under a single technical
administration.

* An IGP is run inside an AS, resulting in optimum intra-AS
routing.

* An EGP is run between autonomous systems to enable
routing policies and improve security.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—13

When talking to people who are involved with Internet routing, network administrators
commonly use the terms “ autonomous system,” “interdomain routing,” “interior routing
protocol,” and " exterior routing protocol.” These terms, which may be confusing for a novice,
are defined as follows:

m  Anautonomous system (AS) isacollection of networks under a single technical
administration. Other definitions refer to a collection of routers or 1P prefixes, but in the
end they are all essentially the same thing. The important principle is the technical
administration, which means sharing the same routing protocol and routing policy. Legal
and administrative ownership of the routers does not matter with autonomous systems.
Autonomous systems are identified by AS numbers. AS numbers are 16-bit, unsigned
integers ranging from 1 to 65535. Public AS numbers (1 to 64511) are assigned and
managed by an Internet registry. A range of private AS numbers (64512 to 65535) has been
reserved for customers that need an AS number to run BGP in their private networks.

m Interdomain routing is routing between autonomous systems. It is usually based on a set of
policies, not just the technical characteristics of the underlying infrastructure.

m  Exterior routing protocols (BGP being the only exterior routing protocol that is used today)
are protocols that have the right set of functions to support various interdomain routing
policies. Such protocols are contrary to interior routing protocols (for example, OSPF, RIP,
or EIGRP), which focus only on finding the optimum (usually fastest) route between two
points, without respect to routing policies.

1-4 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.
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Design Goals for Interdomain Routing

Scalability

* The Internet has more than 140,000 routes and is still
growing.

Secure routing information exchange

* Routers from another AS cannot be trusted.

« Tight filters are required; authentication is desirable.
Support for routing policies

* Routing between autonomous systems might not always
follow the optimum path.

© 2005 Cisco Systems, Inc. All rights reserved. BGP V3214

The design goals for any interdomain routing protocol include the following:

m  Scalability: Aninterdomain routing protocol has to be able to support Internet routing,
which consists of more than 140,000 routes.

m  Secureinformation exchange: Because the routers from other autonomous systems
cannot be trusted, tight filters on routing updates and router authentication are desirable
features.

m  Support for routing policies: Routing between autonomous systems might not always
follow the optimum path, and exterior routing protocols have to support a wide range of
customer requirements.
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Example: Why External Routing Protocols?

The example illustrates the need for an interdomain routing protocol. It depicts two companies
that are connected to the Internet vialeased lines of differing speeds.

Why External Routing Protocols?

Company X (AS 20)

Service Provider
(AS 10)
NS

Company A (AS 1) Company B (AS 2) g

Q: Assuming standard IGP route selection rules, how will the
traffic between AS 1 and AS 20 flow?

Q: Will AS 2 allow this traffic?
Q: How would you solve this problem with OSPF or EIGRP?
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In routing protocols other than BGP, routing decisions are normally made to take advantage of
the highest bandwidth available. Doing so would make traffic between AS 1 and AS 20 flow
viaAS 2. Thissituation is not desirable for AS 2, because it would allow the usersin Company
A to generate traffic on the Internet access line that was purchased and paid for by Company B.

Company B is unlikely to allow traffic from Company A to reach the Internet using the
Company B access line. Company B, in fact, could create an access-list blocking all 1P packets
from AS 1 from being transmitted on the 2-Mbps serial line from Company B to the Internet.
That action would create a black hole because Company A would send its packets to Company
B and then Company B would drop them.

To avoid this situation, Company B must make sure that the packets from Company A that are
destined for the Internet are never sent to Company B. Also, Company B must make sure that
packets from the Internet that are destined for Company A are never sent using the Internet
access line to Company B. Company B could implement arouting policy that indicates that
AS 2 will receive reachability information from AS 1 for its own use but that AS 2 will not
forward that particular information to the Internet. Also, AS 2 will receive reachability
information about the Internet from its Internet service provider (1SP) but will never forward
that information to AS 1. Only networkslocal to AS 2 will be sent to AS 1.

The result of thisrouting policy would be that AS 1 sees all networks within AS 2 as reachable
over the 2-Mbps link that directly connects AS 1 with AS 2. Theroutersin AS 1 will not see
the rest of the Internet as reachable through AS 2. Therefore, AS 1 forwards packets toward the
Internet directly over the 64-kbps link.
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Also, the IP networksin AS 1 will appear reachable by AS 2 over the 2-Mbps link, which
directly connects AS 1 with AS 2. However, the ISP will not receive that reachability
information from AS 2; it will receiveit only from AS 1. Therefore, traffic from the Internet to
Company A will be transmitted over the 64-kbps link.

This routing policy is easy to implement when network administrators are using BGP but
impossible to implement with any other routing protocol. EIGRP, for example, can do route
filtering only on individual IP subnets, not on al prefixes belonging to an AS. Link-state
protocols, such as OSPF, cannot do powerful route filtering at all. BGP can do this routing
based on AS numbers, which makes it possible to scale BGP over the Internet.
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BGP Characteristics

Thistopic lists the basic characteristics of BGP.

BGP Characteristics

BGP is a distance vector protocol with
enhancements:

* Reliable updates
e Triggered updates only
e Rich metrics (called path attributes)

Designed to scale to huge internetworks

©2005 Cisco Systems, Inc. All rights reserved. BGPV32 16

BGP is a distance vector protocol. This means that BGP will announce to its neighbors those IP
networks that it can reach itself. The receivers of that information will say, “If that AS can
reach those networks, then | can reach them viathe AS.”

If two different paths are available to reach the same I P subnet, then the shortest path is used.
This determination reguires a mechanism capable of measuring the distance. All distance vector
protocols have such mechanisms, called “metrics.” BGP contains a very sophisticated method
of computing the shortest path by using attributes that are attached to the reachable | P subnet.

BGP sends routing updates to its neighbors by using areliable transport. This technique means
that the sender of the information always knows that the receiver has actually received the
information. As aresult, thereis no need for periodic updates or routing information refreshes.
In BGP, only information that has changed is transmitted.

The reliable information exchange, combined with the batching of routing updates that is also
performed by BGP, allows BGP to scale to large, Internet-sized networks.
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BGP Characteristics (Cont.)

Reliable updates

e TCP used as transport protocol

* No periodic updates

* Periodic keepalives to verify TCP connectivity

» Triggered updates batched and rate-limited
— Every 5 seconds for internal peer
— Every 30 seconds for external peer

©2005 Cisco Systems, Inc. All rights reserved. BGP V3217

The reliable transport mechanism that is used by BGP is standard TCP. BGP is an application
protocol that uses both the TCP and | P protocols for reliable connections.

Because BGP uses areliable transport, the sender knows that the receiver has actually received
the transmitted information. This capability makes periodic updates unnecessary.

A router that has received reachability information from a BGP peer must be sure that the peer
router is still there. Otherwise, the router could route traffic toward a next-hop router that is no
longer available, causing the IP packets to be lost in ablack hole. TCP does not provide the
service to signal that the TCP peer has been lost, unless some application datais actually
transmitted between the peers. In an idle state, where there is no need for BGP to update its
peer, the peer could be unreachable without TCP detecting it. Therefore, BGP takes care of
detecting the presence of neighbors by periodically sending small BGP kegpalive packets to
them. These packets are considered application data by TCP and therefore must be transmitted
reliably. According to the BGP specification, the peer router also must reply with aBGP
keepalive packet.

When BGP was created, a key design goal was to be able to handle enormous amounts of
routing information in very large and complex networks. In this environment, many links could
go up and down (flapping), causing topology changes, which must be considered by the routing
protocol. But low convergence time and quick responses to topology changes require fast
updates and high CPU power to process both incoming and outgoing updates. The larger the
network, the more updates per second can be expected if immediate responseis required. The
presence of too many updates in large networks can jeopardize network scalability.

The designers of BGP decided that scalability was a more important issue than low
convergence time, so BGP was designed to batch updates. Any changes that are received within
the batch interval time are saved. At the end of the interval, only the remaining result is
forwarded in an outgoing update. If a network flaps several times during the batch interval,
only the state at the end of the interval is sent in an update. The batching feature avoids an
uncontrolled flood of updates al over the Internet because the number of updatesislimited by
the batching procedure.
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BGP Characteristics (Cont.)

Protocol development considerations

* BGP was designed to perform well in the following areas:
— Interdomain routing applications
— Huge internetworks with large routing tables
— Environments that require complex routing policies

e Some design tradeoffs were made:

— BGP uses TCP for reliable transport—
CPU-intensive

— Scalability is the top priority—slower convergence

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—1-8

The designers of the BGP protocol have succeeded in creating a highly scalable routing
protocol, which can forward reachability information between autonomous systems (also
known as routing domains). The designers had to consider an environment with an enormous
number of reachable networks and complex routing policies that were driven by commercial
rather than technical considerations.

TCP, awell-known and widely proven protocol, was chosen as the transport mechanism. That
decision kept BGP simple, but it increased the CPU resource reguirements for routers running
BGP. The point-to-point nature of TCP also introduces a slight increase in network traffic,
because any update that should be sent to many receivers has to be multiplied into several
copies, which are then transmitted on individual TCP sessionsto the receivers.

Whenever there was a design choice between fast convergence and scalability, scalability was
the top priority. The batching of updates and the relatively low frequency of keepalive packets
are examples of designers placing convergence time second to scalability.

Note BGP convergence times can be modified with the configuration of nondefault values for BGP
scan and advertisement timers. Refer to the “Optimizing BGP Scalability” module for more
information on tuning BGP convergence.
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BGP Characteristics (Cont.)

Common BGP uses
» Customers connected to more than one service provider
* Service provider networks (transit autonomous systems)

» Service providers exchanging traffic at an exchange point
(CIX, GIX, NAP, ...)

* Network cores of large-enterprise customers

© 2005 Cisco Systems, Inc. All rights reserved.
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The figure shows typical scenariosin which BGP is usable. These scenarios include the
following:

m  Customers connected to more than one service provider.
m |SP networks themselves acting as transit systems and forwarding external traffic.

m Exchange points, which can be defined by the network access point (NAP) between region
and core. International exchange points can be defined by either Commercial Internet
eXchange (CIX) or Global Internet eXchange (GIX) poaints.

m  Very large enterprises using BGP as their core routing protocol.
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Single-Homed Customers

This topic identifies when a single-homed customer should use BGP as an interdomain routing
protocol.

Single-Homed Customers

Large customer or small ISP connecting to the Internet

Customer or Small
Service Provider

-

Service Provider

The figure shows a customer network connected to the Internet using asingle ISP, but such a
scenario is generally not the case when BGP is used. Normal Internet accessto asingle ISP
does not require BGP; static routes are more commonly used to handle this situation. Small

I SPs buying Internet connectivity from other | SPs use this type of connectivity more often,

especially if they want to start their business the proper way—by using their own AS number
and having their own address space.
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Use Guidelines? Single-Homed Customers

Use BGP between the customer and the service
provider in these situations:

e Customers multihomed to the same service provider

» Customers that need dynamic routing protocol with the
service provider to detect failures

— Hint: Use private AS number for these customers.
e Smaller ISPs that need to originate their routes in the Internet
Use static routes in all other cases:
e Static routes always simpler than BGP

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—1-11

Under certain conditions, BGP must be configured between the customer and the service
provider. For example, BGP is needed when customers are multihomed to the same service
provider (that is, the customer networks have multiple links connecting them with the service
provider network) and require dynamic routing protocol interaction with the service provider to
detect link failures. Private AS numbers (AS numbers above 64512) are usually implemented in
BGP configurations for these customers.

Customers that plan to connect to more than one ISP, and small I1SPs that plan to have multiple
Internet connections in the future, usually use BGP with their service provider. They use this
option even when they have asingle link with the service provider in order to be prepared for
future upgrades.

In al other cases, using static routes from the service provider toward the customer and using a
default static route from the customer toward the service provider is the preferred method of
provider-to-customer routing in the Internet.
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Multihomed Customers

This topic describes when BGP is appropriate for the multihomed customer. BGP use
guidelines for multihoming are also discussed.

Multihomed Customers

Customer connecting to more than one service provider

|Internet

Service Provider 1

Multihomed ° ﬁ
Customer y
%:: Service Provider 2

L=

0026_004
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The figure illustrates a customer network that is connected to two different | SPs, requiring the
use of BGP for full redundancy.

The customer must have its own officially assigned AS number. The customer is also
responsible for announcing its own IP networks to both ISPs. Both | SPs forward al routes
received from the Internet to the customer network. The customer should avoid forwarding any
routing information received from one | SP to the other. Otherwise, the customer becomes a
transit provider between the two ISPs. Thisis a situation that most customers like to avoid
because it creates a resource drain on routers and network links.

Full redundancy is achieved in this setup. If either of the two access links fails, the reachability
information that was previously transmitted on the now-failed link is withdrawn. But BGP
reachability information is still announced by the customer router over the remaining link.
Thus, the ISP dtill sees all networks within the customer AS as reachable but only over the
remaining path. Also, received routes from the Internet are withdrawn when the link fails, but
routes received over the remaining link are not affected. Thus, the Internet, including the ISP to
which the direct connection has failed, is still reachable over the remaining link.

This design can also handle other problems. A case where both access links are available, but
the connection between one of the I SPs and the rest of the Internet is lost, works as follows:
The | SP that has a problem reaching the rest of the Internet withdraws all those routes and tells
the customer AS that it can no longer reach the Internet. But the networks local to the | SP with
the Internet reachability problem are still reachable by the customer, so those routes are not
withdrawn. The networks in the customer AS are still reachable by the ISP in trouble, but that
ISP can no longer forward the announcement to the rest of the Internet. The rest of the Internet
will, however, see the customer networks as reachable over the path to the other ISP, whichis
fully functional.

1-14 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



User Guidelines? Multihomed Customers

* BGP is almost mandatory for multihomed customers.
e Multihomed customers have to use public AS numbers.

e Multihomed customers should use a provider-independent
address space.

©2005 Cisco Systems, Inc. All rights reserved.
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The following use guidelines apply to multihomed customers:

m  Although there are designs where BGP could be avoided, most multihomed customers need
to use BGP with their service providers.

m  Multihomed customers must have their own AS numbers, and it is recommended to use a
public AS number.

m  Multihomed customers should use a provider-independent address space, which is alocated
to them directly by an Internet registry.
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Transit Autonomous Systems

This topic describes the use of BGP in a transit autonomous backbone.

Transit Autonomous Systems

Using BGP to exchange routes is mandatory for transit
autonomous systems (provider networks carrying customer
traffic).

‘Internet

Multihomed Another Service
Customer Provider
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b
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Service Provider
Simple Customer (Transit AS)

002G_005
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BGP is most commonly implemented in service provider networks to ensure connectivity
between customers and the rest of the Internet. An ISP might exchange BGP updates with the
customers or use static routing toward them. That | SP also connects to other ISPsand is
required to forward the routes that are received from customersto the rest of the Internet, as
well asin the other direction. Asaresult, user data traffic starts to flow between the customers
and the rest of the Internet. Such a network, providing transit services to traffic that is
originated in other networks, is called a“transit autonomous system,” or “transit AS.” A transit
ASisan AS that exchanges BGP routing information with other autonomous systems and
forwards information received from one AS to another AS.

When routing information is forwarded, the receiver will see an available path to a destination
and start transmitting user data toward the destination using that path. The transit AS must be
prepared to relay the user data, as explained later in this course.

I SP networks can sometimes have dedicated peer-to-peer connections, using, for example,
packet over SONET (POS). These connections are sometimes called private peering. | SPs also
interconnect at exchange points. Technically, an exchange point is just a multiaccess subnet: a
LAN (for example, a Gigabit Ethernet or Fast Ethernet switch), a Dynamic Packet Transport
(DPT) ring, or an ATM switch. Many | SPs can connect to an exchange point and establish BGP
Sessions.

The benefit of an exchange point isthat it is highly scalable. Thereis no need for additional
physical interfaces in the ISP border router when anew ISP islaunched. If the already
established | SPs want to, they can open a BGP session with the new ISP. When this session is
opened, they start to exchange routing information and then user data traffic over the exchange
point.

1-16 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



BGP Limitations

Thistopic lists some of the limitations of BGP.

BGP Limitations

BGP and associated tools cannot express all routing

policies.

* You cannot influence the routing policies of downstream
autonomous systems.

“BGP does not enable one AS to send traffic
to a neighbor AS intending that the traffic
take a different route from that taken by traffic

originating in the neighbor AS.”

RFC 1771

© 2005 Cisco Systems, Inc. All rights reserved.

BGPV3.2—1-15

BGP-enabled routers make forwarding decisions based on the destination |P address only; the
source | P address does not affect the decision. If an AS acts as atransit AS for other
autonomous systems, the IP packets that are created and transmitted from the other autonomous
systems are not treated differently from the | P packets that are created and transmitted from the

local AS. If thelocal AS has decided that the best path to reach a certain destination isviaa
specific next-hop router, then it will route all user data traffic toward the final destination via
that specific next-hop router. The local AS makes its decision based on destination address

only, regardless of which IP host has sourced the IP packets.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* BGP has the right set of functions to support the various
interdomain routing policies. Contrary to BGP, interior
routing protocols focus only on finding the optimum (usually
fastest) route between two points, without respect to routing
policies.

 BGP is an enhanced distance vector protocol with reliable
transport provided by TCP, a rich set of metrics called BGP
path attributes, and scalability features such as batched
updates that make it suitable for very large networks.

e Customers that plan to connect to more than one ISP, and
small ISPs that plan to have multiple Internet connections in
the future, usually use BGP with their service provider.

» Although there are designs where BGP could be avoided,
most multihomed customers use BGP with their service
providers.

e Atransit ASis an AS that exchanges BGP routing
information with other autonomous systems and forwards
information received from one AS to another AS.

* BGP is bound by IP hop-by-hop, destination-only routing.
Routing policies that deviate from this model cannot be
implemented with BGP.

©2005 Cisco Systems, Inc. All rights reserved.

1-18 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Lesson 2

Understanding BGP Path
Attributes

Overview

To aid routers in calculating the best route to select when multiple paths to a particular
destination exist, routes that are learned via Border Gateway Protocol ( BGP) have properties
that are associated with them. These properties are referred to as BGP path attributes. An
understanding of how BGP path attributes influence route selection is required to design robust
BGP networks.

This lesson introduces BGP path attributes and their purpose. The lesson also discusses
classifications that are used to describe attributes and the properties of each classification. The
functionality of the autonomous system (AS) path and next-hop attributes are also explained in
detail in thislesson.

Objectives

Upon completing this lesson, you will be able to list BGP path attributes and the functionality
of each attribute. This ability includes being able to meet these objectives:

m  Describe the concept of BGP path attributes

m  Explain the difference between mandatory and discretionary well-known BGP attributes
m Explain the difference between nontransitive and transitive optional BGP attributes

m  Describe the functionality of the AS-path attribute

m  Describe the functionality of the next-hop attribute
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BGP Path Attributes

This topic describes the concept of BGP path attributes.

BGP Path Attributes

BGP metrics are called path attributes.

BGP attributes are categorized as “well-known” and
“optional.”

Well-known attributes must be recognized by all
compliant implementations.

Optional attributes are recognized only by some

implementations (could be private); expected not to be
recognized by all.

©2005 Cisco Systems, Inc. All rights reserved.
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Each BGP update consists of one or more | P subnets and a set of attributes that are attached to
them. Some of the attributes are required to be recognized by all BGP implementations. Those
attributes are called “well-known BGP attributes.”

Attributes that are not well-known are called “optional.” These could be attributes that are
specified in alater extension of BGP or even in private vendor extensions that are not
documented in a standard document.
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Well-Known BGP Attributes

This topic describes the differences between mandatory and discretionary well-known BGP
attributes.

Well-Known BGP Attributes

Well-known attributes are divided into mandatory and
discretionary.

* Mandatory well-known attributes must be present in all
update messages.

« Discretionary well-known attributes are optional; they could
be present in update messages.

< All well-known attributes are propagated to other neighbors.

©2005 Cisco Systems, Inc. All rights reserved. BGP V3214

Thereisasmall set of three specific well-known attributes that are required to be present on
every update. These are the next-hop, AS-path, and origin attributes and are referred to as
“mandatory well-known attributes.”

Other well-known attributes may or may not be present, depending on the circumstances under
which the updates are sent and the desired routing policy. The well-known attributes that could
be present, but are not required, are called “ discretionary well-known attributes.”

When arouter receives a BGP update, it analyzes the attached attributes and compares them
with the attributes that were attached to the same IP subnet when it was received from a
different source. The router then makes a decision about which source indicates the best path to
the particular |P subnet. The best route is propagated, along with its well-known attributes, to
other BGP-speaking neighbors.
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Mandatory Well-Known BGP Attributes

* Origin
— The origin of a BGP route
e Route originated in an IGP

e e Route originated in EGP
e ? Route was redistributed into BGP

* AS-path

— Sequence of AS numbers through which the network is
accessible

* Next-hop
— IP address of the next-hop router

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—1-5

The three mandatory well-known attributes are origin, AS-path, and next-hop:

m  Origin: When arouter first originates aroute in BGP, it sets the origin attribute. If
information about an IP subnet is injected using the network command or via aggregation
(route summarization within BGP), the origin attribute is set to “i” for Interior Gateway
Protocol (IGP). If information about an | P subnet isinjected using redistribution, the origin
attribute is set to “?’ for unknown or incomplete information (these two words have the
same meaning). The origin code “€” was used when the Internet was migrating from
exterior gateway protocol (EGP) to BGP and is now obsol ete.

m  AS-path: The egress router modifies the AS-path attribute every time information about a
particular 1P subnet passes over an AS border. When arouter first originates aroute in
BGP, the AS-path attribute is empty. Each time that the route crosses an AS boundary, the
transmitting AS prepends its own AS number to appear first in the AS path. Y ou can track
the sequence of autonomous systems through which the route has passed by using the
AS-path attribute.

m  Next-hop: Therouter also modifies the next-hop attribute as the route passes through the
network. This attribute indicates the IP address of the next-hop router—the router to which
the receiving router should forward the IP packets toward to reach the destination that is
advertised in the routing update.
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Discretionary Well-Known BGP Attributes

* Local preference
— Used for consistent routing policy within AS

* Atomic aggregate

— Informs the neighbor AS that the originating router
aggregated routes

© 2005 Cisco Systems, Inc. All rights reserved. BGPV32—1-6
————————————————————————————————————————————————————————————————————

Discretionary well-known attributes must be supported by all BGP implementations but do not
have to be present in all BGP updates. Routers use discretionary well-known attributes only
when those functions are required. The following are descriptions of these two attributes:

m Local preference: Local preferenceis used in the route selection process. This attribute is
carried within an AS only. The router prefers aroute with a high local preference valueto a
route with alow value. By default, routes that are received from a peer AS are tagged with
the local preference set to avaue of 100 before they are entered into the local AS. If this
valueis changed through BGP configuration, the BGP selection processis influenced.
Because all routers within the AS get the attribute along with the route, a consistent routing
decision is made throughout the AS.

m  Atomic aggregate: The atomic aggregate attribute is attached to aroute that is created asa
result of route summarization (called “aggregation” in BGP). This attribute signals that
information that was present in the original routing updates may have been lost when the
updates were summarized into asingle entry.
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Optional BGP Attributes

This topic explains the difference between nontransitive and transitive optional BGP attributes.

Optional BGP Attributes

Optional BGP attributes are transitive or nontransitive.
e Transitive optional attributes

— Propagated to other neighbors if not recognized; partial bit set to
indicate that the attribute was not recognized

* Nontransitive optional attributes
— Discarded if not recognized

Recognized optional attributes are propagated to
other neighbors based on their meaning (not
constrained by transitive bit).

©2005 Cisco Systems, Inc. All rights reserved.
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When arouter receives an update that contains an optional attribute, the router checks to see
whether its implementation recognizes the particular attribute. If it does, then the router should
know how to handle it and whether to propagate it.

If the router does not recognize the attribute, the BGP implementation should look for the
transitive bit in the attribute code. Some attributes, although not recognized by the router, might
still be helpful to upstream routers and should be propagated. These attributes (called
“transitive optional attributes’) are propagated even when they are not recognized. If arouter
propagates an unknown transitive optional attribute, it sets an additional bit in the attribute
header, called the “partial bit,” to indicate that at least one of the routers in the path did not
recognize the meaning of atransitive optiona attribute.

Other attributes, called “nontransitive optional attributes,” might be of no value to upstream
routersif arouter earlier in the path does not recognize them. Routers that do not recognize
these attributes drop them.
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Optional BGP Attributes (Cont.)

Nontransitive attributes
* Multi-exit discriminator

— Used to discriminate between multiple entry points to a single
AS

Transitive attributes
* Aggregator

— Specifies IP address and AS number of the router that performed
route aggregation

o Community
— Used for route tagging

© 2005 Cisco Systems, Inc. All rights reserved.
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One of the nontransitive optional attributes is the multi-exit discriminator (MED) attribute,
which also influences the BGP route selection process. Whenever there are several links
between two adjacent autonomous systems, one AS can use the MED attribute to tell another
ASto prefer one of the links for specific destinations.

Transitive optional attributes include the following:

m  Aggregator: ldentifiesthe AS and the router within that AS that created a route
summarization, or aggregate.

m  Community: A numerical value that can be attached to certain routes as they pass a
specific point in the network. The community value can later be examined by other routers
at different pointsin the network for filtering or route selection purposes. BGP

configuration may cause routes with a specific community value to be treated differently
than others.
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AS-Path Attribute

This topic describes the functionality of the BGP AS-path attribute.

AS-Path Attribute

The AS-path attribute is empty when a local route is
inserted in the BGP table.

» The AS number of the sender is prepended to the AS-
path attribute when the routing update crosses AS
boundary.

* The receiver of BGP routing information can use the
AS-path attribute to determine through which AS the
information has passed.

An AS that receives routing information with its own
AS number in the AS path silently ignores the
information.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—19

The AS-path attribute is modified by an edge router every time information about a particular

I P subnet passes over an AS border. When arouter first originates aroute in BGP, the AS-path
attribute is empty. Thelocal AS number is prepended to the AS path each time that the route
crosses an AS boundary. There are several consequences of this behavior:

m  When you examine BGP routes, the AS path can be interpreted as the sequence of
autonomous systems that must be passed through to reach the indicated network. The AS
that originally injected the route into BGP is always found at the rightmost end of the AS
path.

m [tiseasy to distinguish local routes from routes that have been received from other
autonomous systems—BGP routes with an empty AS path were injected into BGP from
within the local AS.

The AS-path attribute is also used to avoid routing loops. When arouter receives a BGP

update, it checks the AS-path attribute and looks for its own AS number. If that number is
found in the AS path, then the route has already crossed the local AS and the router is now
faced with arouting information loop. To avoid this situation, the route is silently ignored.
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Example: AS-Path Attribute

The figure shows how BGP loop prevention works.

AS-Path Attribute Example

AS 21
$21 51.0.0.1
Network = 10.0.0.0/8 >z
AS 123 AS-Path =123 Cp%
= x ||
nn
N
AS 37 55| ]
Network =10.0.0.0/8 =)
AS-Path = 37 21 123 N
Loop Detected: Incoming | 37.0.0.1
Update Ignored

The AS number of the sender is prepended to the AS
path when the update crosses the AS boundary.

002G_037
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The network 10.0.0.0/8 islocal to AS 123. The router in AS 123 injects the route 10.0.0.0/8
into BGP with an empty AS-path attribute.

When the routing update about network 10.0.0.0/8 is sent by the edge router in AS 123 to
AS 21, the AS number 123 is prepended to the empty AS path, resulting in an AS path
consisting of only 123. The sending router does the prepending as part of the outgoing BGP
update processing. While the routeis still within AS 123, the AS-path entry for AS 123 does
not appear in the AS path.

Therouter in AS 21 propagates the information about the network 10.0.0.0/8 to AS 37. Because
it is sending the BGP update to AS 37, it prepends its own AS number to the AS path, resulting
inan AS path consisting of the sequence of 21 123.

AS 37 also propagates the received route to AS 123. To avoid arouting loop, where AS 123
might try to reach its own network (10.0.0.0/8) via AS 37, BGP has a built-in mechanism that
causes the router in AS 123 to drop the incoming update as soon asit findsits own AS (123), in
the AS path. No error will be signaled, because nothing is really wrong. It is merely the
procedure that is used by BGP to avoid a routing information loop.

© 2005, Cisco Systems, Inc. BGP Overview 1-27

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Next-Hop Attribute

This topic describes the functionality of the next-hop attribute in BGP.

Next-Hop Attribute

 Indicates the next-hop IP address used for packet
forwarding

* Usually set to the IP address of the sending External
Border Gateway Protocol (EBGP) router

e Can be set to a third-party IP address to optimize
routing

©2005 Cisco Systems,  Inc. Al rights reservet d

The BGP next-hop attribute identifies the | P address that a router should use to forward packets
toward the destination that is announced in a BGP routing update. In most cases, the sending
router sets the next-hop attribute to its own IP address. There are cases, however, where the
next-hop IP address points to athird router.
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Example: Next-Hop Attribute

The figure shows the usual next-hop processing.

Next-Hop Attribute Example

Next-Hop Processing

AS 21
Network = 21.0.0.0/8 )
AS-Path = 21 RTR-B
AS 123 10.0.0.2\Next-Hop = 1o.o.|o.1 10.0.0.1
RTR-A
|
10.1.0.5(Network = 21.0.0.0/8\ 10.0.0.6
AS-Path = 123 21
Next-Hop = 10.1.0.5 RTR-C
AS 37|

* Next-hop attribute is usually set to the IP address of the sending router.

©2005 Cisco Systems, Inc. All rights reserved.
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The processing is as follows:

1. RTR-B announces network 21.0.0.0/8 to RTR-A. The outgoing | P address of RTR-B (the
address that is used to establish the BGP TCP session) is used as the BGP next hop.

2. RTR-A receivesthe routing update and installsit in its BGP table and routing table. Should
RTR-A need to forward packets toward network 21.0.0.0/8, it would send those packets
toward the IP address 10.0.0.1 (RTR-B).

3. When RTR-A propagates the information about 21.0.0.0/8 to RTR-C, it setsthe BGP
next-hop attribute to its own | P address.
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Next-Hop Attribute Example

Next-Hop Processing
on Shared Media Ll AS 21
Network = 21.0.0.0/8

AS-Path = 21 10.0.0.1
Next-Hop = 10.0.0.1 RTR-B
AS 123
RTR. A% 10.0.0.2
R
-Path = 10.0.0.3 RTR-C
Next-Hop = 10.0.0.1 /m

| AS 37

002G_039

« If the receiving BGP router is in the same subnet as the current next-hop address,
the next-hop address remains unchanged to optimize packet forwarding.

© 2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—1-17
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The next-hop processing changes if the BGP routers connect to a shared subnet. In the figure
here, if RTR-A announces the network 21.0.0.0/8 to RTR-C with the BGP next-hop address set
to RTR-A, the packets from AS 37 toward network 21.0.0.0/8 will have to cross the shared
LAN twice. RTR-A thus sends the routing update toward RTR-C with the BGP next-hop
address unchanged (still pointing toward RTR-B), allowing optimal data transfer across the
shared LAN.

Note More formally, the BGP next-hop rule states that if the current BGP next hop is in the same
IP subnet as the receiving router, the next-hop address is not changed; otherwise, the
next-hop attribute is changed to the IP address of the sending router.
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Next-Hop Attribute Example

Next-Hop Processing
on NBMA Network

' AS 21
Network = 21.0.0.0/8

_ 10.0.0.1
AS-Path = 21
<Next-Hop =10.0.0.1 /%RTR-B
AS 123 10.0.0.2 '
Frame
Relay

Network = 21.0.0.0/8\
AS-Path = 123 21 10.0.0.3
Next-Hop = 10.0.0.1 RTR-C

RTR-A

Connectivity is broken, RTR-C J 2
cannot reach the next hop, 10.0.0.1. AS 37|

* BGP next-hop processing can break connectivity with improper network
designs over partially meshed WAN networks.
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BGP next-hop processing results in optimum data transfer over shared media (for example, a
LAN subnet). In partially meshed networks (such as Frame Relay), BGP next-hop processing
can break |P connectivity. Consider, for example, the network diagram in the figure: RTR-A
sends a routing update about network 21.0.0.0/8 to RTR-C with RTR-B set to the next-hop
address (asthey are all in the same subnet). Because there is no direct connection (virtual
circuit) between RTR-C and RTR-B but RTR-C till triesto send packets directly toward
RTR-B, the connectivity between AS 37 and AS 21 is broken.

There are two ways to solve the connectivity loss that isintroduced by this design:

m  Usethe subinterfaces on RTR-A to make sure that RTR-B and RTR-C arein different
subnets (and BGP next-hop processing would ensure that RTR-A isthe BGP next hop in
the outgoing BGP updates).

m  Disable the BGP next-hop processing on RTR-A in an existing multipoint Frame Relay
design that shares a common subnet. (This option is strongly discouraged in normal BGP
design because routing problems should be solved with a proper network design of point-
to-point subinterfaces.)
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

 BGP metrics attached to a BGP route are called “path
attributes.”

* Some path attributes are well-known and should be recognized
by every BGP implementation. Some of the well-known
attributes are mandatory and have to be present in every BGP
update. These are the AS-path, next-hop, and origin attributes.
Other well-known attributes are discretionary.

« Attributes that are not required to be recognized by every BGP
implementation are called “optional.” These attributes could be
transitive (propagated if not recognized) or nontransitive
(dropped).

Summary (Cont.)

* The AS-path attribute lists the autonomous systems that the
routing update has already crossed. This attribute is used for
BGP loop detection and BGP route selection.

* The next-hop attribute specifies the IP address that is to be
used for packet forwarding. The next hop is usually set to the
IP address of the BGP router sending the update.

©2005 Cisco Systems, Inc. All rights reserved.
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Lesson 3

Establishing BGP Sessions

Overview

Understanding the Border Gateway Protocol (BGP) neighbor session establishment processis a
key component to understanding the fundamental operation of the BGP protocol. It also forms a
knowledge base for later lessons, including configuring basic BGP.

BGP is an exterior gateway protocol (EGP) that has been designed for scalability and policy
control. Asaresult, BGP requires neighboring routers to be explicitly configured before BGP
routing updates can be sent between them. This situation differs from Interior Gateway
Protocols (IGPs) such as Enhanced Interior Gateway Routing Protocol (EIGRP) and Open
Shortest Path First (OSPF), that discover neighbors through the use of a broadcast packet or a
hello protocol. In thislesson, BGP neighbor session establishment procedures are discussed.

Objectives

Upon completing this lesson, you will be able to describe the concept of BGP neighbors and
neighbor session establishment procedures. This ability includes being able to meet these
objectives.

m  Explain how BGP discovers neighbors
m  Describe the BGP session establishment process
m  Describe therole of the BGP keepalive in session establishment and maintenance

m  Explain how optional MD5 authentication can protect sessions between BGP peers

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
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BGP Neighbor Discovery

This topic explains how the BGP routing protocol discovers neighbors.

BGP Neighbor Discovery

* BGP neighbors are not discovered; they must be configured
manually.

e Configuration must be done on both sides of the connection.

* Both routers will attempt to connect to the other with a TCP
session on port number 179.

e Only the session with the higher router-ID remains after the
connection attempt.

e The source IP address of incoming connection attempts is
verified against a list of configured neighbors.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—13

Unlike other routing protocols, BGP has no means of automatically detecting neighbors. The
BGP protocol is carried in a TCP session, which must be opened from one router to the other.
To do so, the router attempting to open the session must be manually configured with neighbor
information indicating to which I P address to direct its connection attempts.

The router that receives the incoming connection attempts does not answer them if the attempts
are not from one of the configured neighbors. The IP source address of the connection attempt
packet (TCP SY N packet) is verified against the list of |P addresses that the router itself would
direct its connection attempts to.

To succeed in the connection attempts, both routers must be configured to reach each other. A
side effect of this situation is that they will both attempt to connect. This side effect adds
robustness to the session establishment process, but it also introduces the risk that two BGP
sessions will be established between a pair of BGP routers.

Two routers should have only a single BGP session between them. The router-1D values that
are exchanged when the BGP session is established allow the BGP routers to detect when two
parallel sessions exist. Only the session that was initiated by the router with the numerically
higher router-ID will be retained. The other session is dropped.

A router may not open a BGP session to itself. If the configured neighbor IP addressis, in fact,
an |P address of the local router, the router recognizes the problem and tears down the session.
The router-1D is also used for this verification.
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Example: BGP Neighbor Discovery

This example illustrates a small BGP network.

BGP Neighbor Discovery (Cont.)

Small BGP Network
AS 123 2.3.4.6 AS 21
1.0.0.0/8 2.3.4.5 21.0.0.0/8
Rtr-Aq
34.5.7 \
AS 37|
3.45.6 37.0.0.0/8/:

5
Im
s
=

©2005 Cisco Systems, Inc. All rights reserved.

The network displayed in the figure serves as the sample network to generate printouts in the

following examples.
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BGP Neighbor Discovery (Cont.)

Initially, all BGP sessions to the neighbors are idle.

Rtr-A#show ip bgp summary
BGP table version is 1, main routing table version 1

Neighbor v AS MsgRevd MsgSent TblVer InQ OutQ Up/Down State/PfxRecvd
2.3.4.5 4 21 0 0 0 0 0 never Idle 2
3.4.5.6 4 37 0 0 0 0 0 never Idle g

© 2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—1-5

The show ip bgp summary command gives an overview of the BGP status. Each configured
neighbor islisted in the output of the command. The IP address to which the connection
attempts are directed is also displayed, along with the BGP version number, the remote AS
number, some counter values, the status of the session, and how long ago the session changed
state.

The“Idle” state indicates that the router is currently not attempting any connection

establishments.
The various states for a BGP connection are Idle, Active, OpenSent, OpenConfirm, and
Established.
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Establishing a BGP Session

This topic describes the BGP session establishment process.

Establishing a BGP Session

A TCP session is established when the neighbor becomes
reachable.

* BGP Open messages are exchanged.

Rtr-A#fdebug ip tcp transactions
Rtr-A#debug ip bgp events

:06:17: BGP: 2.3.4.5 went from Idle to Active

:06:22: TCBO012A910 created

:06:22: TCB0012A%910 setting property 0 12A8B4

:06:22: TCB0012A910 bound to 2.3.4.6.11003

:06:22: TCP: sending SYN, seq 3142900499, ack 0

:06:22: TCPO: Connection to 2.3.4.5:179%, advertising MSS 1460
:06:22: TCPO: state was CLOSED -> SYNSENT [11003 -> 2.3.4.5(179)]
:06:22: TCPO: state was SYNSENT -> ESTAB [11003 -> 2.3.4.5(179)]
:06:22: TCPO: Connection to 2.3.4.5:179, received MSS 1460, MSS is

CO0O0O0O0O0OO00

0:06:22: TCB0012A910 connected to 2.3.4.5.1790:06:22:
0:06:22: BGP: 2.3.4.5 went from Active to OpenSent
0:06:22: BGP: 2.3.4.5 went from OpenSent to OpenConfirm
0:06:22: BGP: 2.3.4.5 went from OpenConfirm to Established

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—16
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Before any connection attempt is made, the BGP peer relation must have |eft the Idle state and
entered the Active state. For a BGP session between two routersin different autonomous
systems, this status results when the | P address of the remote router becomes reachable on a
directly connected interface.

The debug output shows how the router creates a socket data structure and bindsit to its local
IP address 2.3.4.6 and a high port number 11003. Then the router sendsa TCP SY N packet to
the configured peer router |P address of 2.3.4.5 and the well-known destination port 179. The
connection attempt succeeds, and the TCP session is then ready to transfer the BGP
information.

Thefirst BGP information sent is the BGP Open message. The BGP session then goes from the
Active state to the OpenSent state while waiting for the other router to respond. If the peer
router accepts the parameters in the Open message, it responds with its own Open message.
When the local router receives this message, the state goes from OpenSent to OpenConfirm.
Thelocal router then verifies the peer router parametersin its Open message. If they are
accepted, a keepalive packet is sent to signal this acceptance. The state is then “ Established.”

© 2005, Cisco Systems, Inc. BGP Overview 1-37

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



©2005 Cisco Systems, Inc. All rights reserved. BGPV32—1-7

Establishing a BGP Session (Cont.)

The BGP Open message contains the following:
* BGP version number

* AS number of the local router

e Holdtime

* BGP router identifier

Optional parameters

The parameters in the BGP Open message are as follows:

Version number: The suggested version number. The highest common version that both
routers support is used. Most BGP implementations today use BGP version 4 (BGP4).

ASnumber: The AS number of the local router. The peer router verifies thisinformation.
If it isnot the AS number that is expected, the BGP session istorn down.

Holdtime: The number of seconds that may el apse between reception of successive BGP
messages. If the time is exceeded, the peer is considered dead. The two routers agree to use
the lowest suggested value. When the session is established, both routers use keepalive
messages to make sure that the hold timer does not expire. A suggested hold-timer value of
0 indicates that the timer never expires and no keepalives should be sent.

BGP identifier: A number uniquely identifying the router. The Cisco router uses one of its
I P addresses for this number, the router-I1D. The router-1D is selected as the numerically
highest | P address of any loopback interface. If there is no loopback interface, the router
uses the highest 1P address of any interface that is up at the time of the start of the BGP
process.

Optional parameters: Type, length, value (TLV) encoded. An example of optional
parameters is session authentication.
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Establishing a BGP Session (Cont.)

BGP neighbors? steady state
» All neighbors shall be up (no state information).

Rtr-A#show ip bgp summary

BGP table version is 10, main routing table version 10
network entries (3/6 paths) using 516 bytes of memory
BGP path attribute entries using 284 bytes of memory
BGP route-map cache entries using 0 bytes of memory
BGP filter-list cache entries using 0 bytes of memory

eighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcvd
5 4 21 17 22 10 0 0 0:01:47 27
6 4 37 11 17 10 0 0 0:07:07 35

whZ ooWww

4.
.5.

002G_009
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When the BGP sessions are in the Established state, routing information exchange can take
place. The show ip bgp summary command output here indicates that a session is established
by not displaying any information at all in the “ State” column.

The counter values show how many messages have been received and sent in the session.
“InQ” shows how many messages have been received but not yet processed. A high InQ
number indicates lack of CPU resources to process the input. “ OutQ” shows how many
outgoing messages are queued. A high OutQ number indicates lack of bandwidth to transmit
the outgoing messages or CPU overload of the other router.

“ThlVer” (table version) is used by the BGP router to track the changes that need to be sent to
the neighbors. Thereisamajor table version number for the local BGP table. The table version
number is displayed on the first line of output from this show command. There is al'so one table
version number maintained for each of the neighbors of the BGP router; this number is
displayed on the information line of the neighbors.

Whenever a BGP router enters achange into its BGP table, the major table version number is
incremented and the changed route is tagged with this number. When the time comes to update
a specific neighbor, the router scans the BGP table, and all changes that it finds where the
version number is between the neighbor version and the current table version are sent to the
BGP neighbor in asingle BGP routing update. After the entire table is scanned and all changes
have been sent to the neighbor, the table version number of the neighbor is set to the highest
value of the routes being sent.

A table version of aneighbor that islower than the major table version indicates that the
neighbor is not yet fully updated. The update interval for aneighbor in another ASis normally
30 seconds (the default value of the BGP advertisement timer).

In addition to the information about al sessionsto all neighbors, the output also shows the
amount of memory that is being used for the BGP data structures.
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BGP Keepalives

This topic describes the role of the BGP keepalive in session establishment and maintenance.

BGP Keepalives

* A TCP-based BGP session does not provide any
means of verifying BGP neighbor presence:

— Except when sending BGP traffic

* BGP needs an additional mechanism:

— Keepalive BGP messages provide verification of neighbor
existence.

— Keepalive messages are sent every 60 seconds.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—19

TCP-based BGP sessions do not provide any means of verifying the presence of a BGP
neighbor. After BGP has established the TCP session, the only method of verifying neighbor
presence is to actually send BGP traffic. BGP traffic is sent over the TCP session with
acknowledgments (ACKs), and is therefore reliable. Successfully sending BGP traffic confirms
the existence of a BGP neighbor.

However, there are often long periods of time when no BGP traffic is sent between neighbors.
During those periods, TCP implements no mechanism to check for the existence of the
configured neighbor. BGP neighbors could therefore easily be disconnected during times of
session inactivity. This situation would lead to incorrect routing information on the other side
of the BGP session.

To avoid routing packets to arouter that is no longer there, BGP needs an additional
mechanism to make sure that a neighbor exists. BGP sends specia keepalive messages during
every keepalive interval to inform its peer of its presence. By default, thisinterval is every 60
seconds. If no BGP traffic is received within the selected holdtime interval, the BGP router
sends a BGP notification message to the inactive peer and tears down the BGP session between
them. The default BGP holdtime value is 180 seconds.

When changing the default values of keepalive and holdtime intervals, you must take care not
to configure too big a keepalive interval in comparison to the holdtime. Too big a difference
could result in resetting of the BGP session after only one keepalive message has been missed,
making a network unstable. The suggested ratio of keepalive-to-holdtimeinterval is 1:3.
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BGP Keepalives (Cont.)

* Keepalive interval value is not communicated in
the BGP Open message.

» Keepalive value is selected as follows:
— Configured value, if local holdtime is used
— Configured value, if holdtime of neighbor is used and

— Smaller integer in relation to (holdtime / 3), if holdtime of

©2005 Cisco Systems, Inc. All rights reserved. BGP v32—1-10

keepalive < (holdtime / 3)

neighbor is used and keepalive > (holdtime / 3)

As opposed to the holdtime interval, BGP peers do not communicate the keepalive interval in
the Open message. The selection of a keepaliveinterval is therefore based on the sel ected
holdtime value. The selected holdtime value that is used by both peersisthe smaller of both
configured values.

The BGP process selects the keepalive interval value using the following steps:

Step 1 If the locally configured value of holdtime is selected (being the lower of two), the
peers use the locally used keepalive interval.

Step 2 If the holdtime interval of the neighbor is selected, and the locally configured
keepalive interval isless than athird of the holdtime interval, the peers use the
locally configured keepalive.

Step 3 If the holdtime interval of the neighbor is selected, and the locally configured

keepalive interval is more than athird of the holdtime interval, the peers use the
smaller integer valuein relation to (holdtime/ 3).

Example: Keepalive Value

If the selected holdtime equals 17 seconds and the configured keepalive equals 10 seconds, the
(holdtime / 3) rule will be used to select the keepalive value. Therefore, (17 / 3) = 5.67, and the

keepalive value used by BGP will equal 5 seconds.
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MD5 Authentication

This topic explains how Message Digest 5 (MD5) authentication protects a BGP neighbor
session.

MD5 Authentication

* BGP peers may optionally use MD5 TCP
authentication using a shared secret.

* Both routers must be configured with the same
password (MD5 shared secret).

* Each TCP segment is verified.

©2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—1-11

Authentication between BGP neighbors can be negotiated between BGP-speaking routers using
optional parameters in the Open message. If you are using MD5 authentication, every TCP
segment on the BGP session will be transmitted to the configured neighbor along with a
checksum. The checksum is calculated together with a secret known by the two routers using
the MD5 agorithm. The common secret is never transmitted on the network. If the receiver,
which is using the same common secret, calcul ates the same checksum from the TCP segment,
then the receiver can be pretty sure that the information is transmitted from the correct source
and the information has not been altered.

Authentication of BGP sessionsisavital tool to avoid denial-of-service (DoS) attacks.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* With interior routing protocols, adjacent routers are
usually discovered through a dedicated hello protocol. In
BGP, neighbors must be manually configured to increase
routing protocol security.

* BGP neighbors, once configured, establish a TCP session
and exchange the BGP Open message, which contains the
parameters that each BGP router proposes to use.

* BGP keepalives are used by the router to provide
verification of the existence of a configured BGP neighbor.

* MD5 authentication can be configured on a BGP
session to help prevent spoofing, DoS attacks, or
man-in-the-middle attacks.

© 2005 Cisco Systems, Inc. All rights reserved. BGP v3.2—1-12
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Lesson 4

Processing BGP Routes

Overview

Route processing is fundamental to the operation of Border Gateway Protocol (BGP).
Knowledge of the BGP route selection process, route propagation, and how the BGP and IP
routing tables are built is key to properly configuring BGP and troubleshooting BGP routing
issues.

This lesson explains the details of processing IP routing information in BGP. It describes how a
router builds the BGP routing table, how BGP selects the best route, and how BGP routes are
propagated to other BGP neighbors. The lesson also discusses how a router builds the IP
routing table when it isusing BGP.

Objectives

Upon completing this lesson, you will be able to describe BGP route processing. This ability
includes being able to meet these objectives:

Describe BGP routing updates

Explain how arouter builds BGP tables

Describe the route selection processin BGP

Explain how arouter propagates BGP routes to other BGP neighbors
Explain how arouter builds an IP routing table when it is using BGP
Explain how BGP advertises |ocal networks

Describe the role of automatic summarization in BGP route processing
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Receiving Routing Updates

This topic describes BGP routing updates.

Receiving Routing Updates

Small BGP Network
AS 123 2.3.4.6 AS 21
1.0.0.0/8 2.3.4.5 21.0.0.0/8
Rtr-Aq
34.5.7 \
AS 37|
3.45.6 37.0.0.0/8

©2005 Cisco Systems, Inc. All rights reserved.

The network displayed in the figure serves as the sample network for generating printouts in the
following examples.

1-46 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.
The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Receiving Routing Updates (Cont.)

Information from the BGP tables is exchanged after adjacency
establishment.

Rtr- A#debug ip bgp update

:24: BGP: 2.3.4.5 rcv UPDATE about 37.0.0.0 255.0.0.0, next hop
.3.4. 5 path 21 37 metric 0O

:24:11: BGP: 2.3.4.5 rcv UPDATE about 1.0.0.0 255.0.0.0 -- denied
:24:11: BGP: 2.3.4.5 rcv UPDATE about 21.0.0.0 255.0.0.0, next hop
.3.4.5, path 21 metric 0

:24:11: BGP: nettable walker 21.0.0.0/255.0.0.0 calling revise route
:24:11: BGP: revise route installing 21.0.0.0/255.0.0.0 -> 2. 3.4.5

PENE RN e

002G_010
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After aBGP session is established, routing updates start to arrive. Each BGP routing update
consists of one or more entries (routes). Each route is described according to the | P address and
subnet mask, along with any number of attributes. The next-hop, autonomous system (AS)-
path, and origin attributes must always be present. Other BGP attributes are optionally present.

The debug output shows how information about network 37.0.0.0/8 is received from neighbor
2.3.4.5. The neighbor indicates that | P packets to destination | P addresses in network 37.0.0.0/8
can be forwarded to the next-hop address 2.3.4.5. The AS path 21 37 indicates that the final
destination isin AS 37 but the packets have to pass through AS 21 to get there. The metricis
the multi-exit discriminator (MED) value.

Network 21.0.0.0/8 also has the next-hop address of 2.3.4.5, but the AS path of 21 indicates
that that network isinside the directly connected AS 21.

Network 1.0.0.0/8 is denied. The reason is not obvious from the debug output, but the network
topology information indicates that network 1.0.0.0 islocal to (inside) AS 123. AS 123 has
advertised the network to AS 37, which propagatesto AS 21 and returnsto AS 123. This
information loop is detected by the content in the AS-path attribute. The receiving router
detects its own AS number in the AS path and silently discards (denies) the route.
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Building the BGP Table

This topic explains how arouter that is enabled for BGP builds a BGP routing table.

Building the BGP Table

All inbound updates are placed into the BGP table.

Rtr-A#show ip bgp

BGP table version is 16, loecal router ID is 1.2.3.4

Status codes: s suppressed, h history, * wvalid, > best, i - internal
Origin codes: i- IGP, e- EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 1.0.0.0 0.0.0.0 (o} 32768 i
* 21.0.0.0 3.4.5.6 0 37 211
*> 2.3.4.5 o} 0 21141
*> 37.0.0.0 3.4.5.6 [0} 0 371 =
* 2.3.4.5 0 21 37 i §

All routes that are received from a neighbor are saved in the router memory. Therefore, thereis
no need to retransmit or refresh any unchanged information.

When there is more than one way to reach a particular network, the local router selects one of
those as the best. If that alternative is later lost because the neighboring router withdraws the
route (or the neighboring router is no longer reachable), the remaining aternatives are still
stored in memory and a new alternative is selected as the best without involving other BGP
routers.

The show ip bgp router command gives an overview of al routing information received from
al neighbors. The command displays basic information about each route on asingle line. The
output is sorted—alternatives to reach the same network are displayed on consecutive lines.
The network number is displayed only on the first lines indicating the same network. The
network column isleft blank on the consecutive lines indicating alternatives to reach the same
network.

The router selects only one of the alternatives as the best path toward the destination. This
aternative isindicated with the “>" sign.
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BGP Route Selection Criteria

This topic describes the route selection process in BGP.

BGP Route Selection Criteria

» Exclude routes with inaccessible next hop

» Prefer highest weight (local to router)

e Prefer highest local preference (global within AS)

» Prefer routes that the router originated

e Prefer shortest AS path (only length is compared)

» Prefer lowest origin code (IGP < EGP < Incomplete)

» Prefer lowest MED

» Prefer external (EBGP) paths over internal (IBGP)

» For IBGP paths, prefer path through closest IGP neighbor
* For EBGP paths, prefer oldest (most stable) path

» Prefer paths from router with the lowest BGP router-ID

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—16

When arouter has more than one alternative route to reach the same | P subnet (network and
mask), the router has to select one of the routes as best in its default mode of operation. To
make this selection, the router uses the BGP attributes that are attached to the various updates.
The selection criteria are checked in the order that isindicated in the following steps. The first
of the checks that indicates a difference is used, and no further testing is done.

Step 1

Step 2

Step 3

Step 4

Step 5

The router checks whether the next-hop attribute indicates an |IP addressthat is
reachable according to the current routing table. It is not necessary to have a direct
connection to the next hop. It can very well be severa router hops away and the
route to it learned by the Interior Gateway Protocol (IGP). If the next hop is not
reachable, the router does not consider the BGP route as a candidate to become
selected as the best.

The router prefers the route with the higher weight. The weight is not carried with
the updates; it is avalue that is assigned to the route by the local router and
considered only within the router itself.

If thelocal preference attributes are different, the route with the highest value is
selected as best.

If one of the routesisinjected into the BGP table by the local router, the local router
prefersit to any routes that it receives from other BGP routers.

At this point, the lengths of the AS paths are compared (the content is not checked,;
only the number of autonomous systemsin each AS path is counted). The route with
the shortest length is selected.
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Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

If the AS-path lengths are the same, the origin code is checked. BGP will prefer the
path with the lowest origin type: IGP islower than exterior gateway protocol (EGP),
and EGP is lower than Incompl ete.

The router next compares MED values but only if it receives the updates from the
same neighboring AS. Routes with alower MED are preferred.

At this point it is clear that the destination network is outside the local AS and that
there is not much difference among the alternatives. Because the IP packets to the
destination network must leave the AS, it is better that they do so as quickly as
possible. If any of the alternatives are received from a BGP peer in another AS, that
alternative is preferred.

If the router receives all alternatives from peer routersin the local AS, each of them
will indicate an exit point, and the closest exit is used. Distance to the exit point is
calculated by comparing the | GP costs against the BGP next hops, asindicated in the
routing table.

If the router receives al alternatives from External Border Gateway Protocol
(EBGP) neighbors, the most stable path (the oldest path) is preferred.

If the router still cannot differentiate among the routes, it nevertheless hasto make a
decision and select the best route. 1t checks the BGP sessions on which it received
the updates and chooses the route that was received on the session for which the peer
router has the lowest BGP router-1D.

The router makes the final test only after it has made all other checks and determined that all
aternative routes are equally good.
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Example: BGP Route Selection Criteria
In this example, the router in AS 123 can reach network 21.0.0.0/8 viatwo paths.

BGP Route Selection Criteria (Cont.)

The best routes to the destination networks are selected
from the BGP table.

asl23#show ip bgp

BGP table version is 4, local router ID is 1.2.3.4

Status codes: s suppressed, h history, * wvalid, > best, i - internal
Origin codes: i- IGP, e- EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 1.0.0.0 0.0.0.0 0 32768 i
*> 21.0.0.0 3.4.5.6 100 37 21 i
* 2.3.4.5 0 0 211
*> 37.0.0.0 3.4.5.86 0 100 37 i o
* 2.3.4.5 0 21371 é‘

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—1-7

Thefirst path is vianeighbor 3.4.5.6 in AS 37 and then to AS 21, and the second path is
straight to AS 21 through neighbor 2.3.4.5. In this example, the weight is set to 100 for the path
viaAS 37, and the other alternative path does not have aweight set. Thus, when checked
against BGP path selection rules, the route via AS 37 is selected as the best because it has a
higher weight attribute.

Likewise, network 37.0.0.0/8 isreached via AS 37 because the weight indicates that it isthe
best route.
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BGP Route Propagation

This topic explains how arouter propagates BGP routes to other BGP neighbors.

BGP Route Propagation

The best BGP routes are propagated to BGP
neighbors.

asl23#debug ip bgp update

1:24:16: BGP: 3.4.5.6 computing updates, neighbor version 15, table
version 16, starting at 0.0.0.0

1:24:16: BGP: 3.4.5.6 send UPDATE 21.0.0.0 255.0.0.0, next 3.4.5.7,
metric 0, path 123 21

1:24:16: BGP: 3.4.5.6 1 updates enqueued (average=45, maximum=45)
1:24:16: BGP: 3.4.5.6 update run completed, ran for 4ms, neighbor
version 15, start version 16, throttled to 16, check point net 0.0.0.0

002G_013
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A local router propagates only the route that it selected as best to the neighbors. However, the
router never sends a route back on the same BGP session upon which it was received. On the
contrary, when it selects a neighbor as the best next hop, the router makes sure that the
neighbor is not pointing back to the local router; it accomplishes thistask by “poisoning” the
route (marking the route unreachable) and sending a withdraw message to that neighbor.

The router conducts route poisoning to avoid a potential routing loop problem in which a
neighbor router selected as the best next hop might rely on the local router as the best next hop.

The process of preventing routing information from being sent back to the source of
information is called “ split horizon.”
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Building the IP Routing Table

This topic describes the process of building an IP routing table from the BGP table and from
other sources of routing information, such as IGPs.

Building the IP Routing Table

The best BGP routes are copied into the IP routing
table based on administrative distance.

asl23#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, *candidate
default

Gateway of last resort is not set

.0.0.0 is directly connected, LoopbackO
.0.0.0 is directly connected, Seriall
.0.0.0 is directly connected, SerialO
1.0.0.0 [20/0] via 3.4.5.6, 00:02:06
7.0.0.0 [20/0] via 3.4.5.6, 00:02:06

wwaao
WNWN -

002G_014
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The route in the BGP table that BGP selects as the best is a candidate for installation in the P
forwarding, or routing, table.

Before aroute can beinstalled, the router has to check whether there is any other routing
protocol that has information about the same subnet (network and mask). If the subnet is known
via different sources, the router uses the administrative distance (AD) to determine which
source to use. AD isarating of the trustworthiness of a routing information source. AD is often
expressed as a numerical value between 0 and 255. The higher the value, the lower the
trustworthiness rating. In this case, the router will install the route with the lowest AD.

The output from the show ip route command indicates which routes in the routing table were
installed using the BGP information. Those routes are denoted with the letter “B.” The AD is
shown in the command output as the first number within the brackets.

In this example, networks 21.0.0.0/8 and 37.0.0.0/8 are both reachable via 3.4.5.6. After the
router hasinstalled the routes in the routing table, user data traffic starts to be forwarded.
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Advertising Local Networks

This topic explains how BGP advertises local networks.

Advertising Local Networks

* The BGP router process keeps a list of local networks
(defined with the network command or through
redistribution).

* The BGP process periodically scans the IP routing table and
inserts or revokes routes from the BGP routing table based
on their presence in the IP routing table.

©2005 Cisco Systems, Inc. All rights reserved.
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The BGP routing process can inject new routes into the BGP table. A router will propagate
newly injected routes to neighboring BGP peersif it selects them as best, giving neighboring
autonomous systems information about networks that are reachablein thelocal AS. This
processis called advertising, originating, or announcing local routes.

The BGP process can inject local routes in two different ways:

m A list of networksis configured on the router under the BGP router process using the
networ k configuration command. The networks listed are candidates for being injected.
Networks are injected only if they appear in the routing table. In the case where the IGP
that is used within the AS finds avalid path to them, the routes will be in the routing table.

m  Routesthat are learned by another routing protocol are redistributed. The IGP that is used
with the AS can also act as a source of routing information about local networks.
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Example: Advertising Local Networks
In this example, network 1.0.0.0/8 is directly connected to interface L oopbackO.

Advertising Local Networks (Cont.)

The BGP route is revoked after the network is
removed from the routing table.

g

RRRRRRR

33:
33:
33:

BGP:

asl23# debug ip routing

asl23# debug ip bgp update
$LINEPROTO-5-UPDOWN: Line protocol on Loopback0O changed state to down
34:
1:34:
:34:

RT: interface Loopback0 removed from routing table
RT: del 1.0.0.0 via 0.0.0.0, connected metric [0/0]
RT: delete network route to 1.0.0.0
: BGP: route down 1.0.0.0 255.0.0.0
: BGP: no valid path for 1.0.0.0 255.0.0.0
: BGP: nettable_walker 1.0.0.0/255.0.0.0 no best path selected
: BGP: 2.3.4.5 send UPDATE 1.0.0.0 255.0.0.0 -- unreachable
: BGP: 2.3.4.5 1 updates enqueued (average=25, maximum=25)
: BGP: 2.3.4.5 update run completed, ran for 4ms, neighbor version

4, start version 5, throttled to 5, check point net 0.0.0.0
1:34:33:

3.4.5.6 send UPDATE 1.0.0.0 255.0.0.0 -- unreachable

002G_015
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Theroute to 1.0.0.0/8 was previoudly installed in the BGP table because it was listed with a

network statement and it was in the routing table as directly connected. When the L oopbackO

interface goes down, the router removes the directly connected route from its routing table.

Because the route no longer existsin the routing table, it must also be removed from the BGP

table.

Because there has been a change in the BGP table, the BGP neighbors must be informed. The
router sends a BGP update message to both neighbors indicating that network 1.0.0.0/8 is now

unreachable.
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Advertising Local Networks (Cont.)

The BGP route is advertised after the network
appears in the routing table.

1:36:42: RT: add 1.0.0.0 255.0.0.0 via 0.0.0.0, connected metric [0/0]
1:36:42: RT: interface Loopback0O added toc routing table

1:36:42: BGP: route up 1.0.0.0 255.0.0.0

1:36:42: BGP: nettable walker 1.0.0.0/255.0.0.0 route sourced locally
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback0O, changed state
to up

1:36:43: BGP: 2.3.4.5 computing updates, neighbor version 5, table
version 6, starting at 0.0.0.0

1:36:43: BGP: 2.3.4.5 send UPDATE 1.0.0.0 255.0.0.0, next 2.3.4.6,
metric 0, path 123

1:36:44: BGP: 2.3.4.5 1 updates engueued (average=50, maximum=50)
1:36:44: BGP: 2.3.4.5 update run completed, ran for 4ms, neighbor
version 5, start version 6, throttled to 6, check point net 0.0.0.0

002G_016
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In this example, network 1.0.0.0/8 is listed with a network statement in the BGP process.
However, the network was not in the routing table of the router, so the network was not injected
into its BGP table.

Later, the LoopbackO interface comes back up again. This reappearance means that the network
1.0.0.0/8 is now in the routing table as a directly connected route. As aresult, the router once
again injects the 1.0.0.0/8 network into its BGP table and subsequently updates its configured
neighbors.
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Automatic Summarization

This topic describes the role of automatic summarization in BGP route processing.

Automatic Summarization

* Automatic summarization is enabled by default.
* Enable automatic summarization when:

— Summarization of IGP-to-BGP redistributed routes to
major network boundary required

— Using classful network command to summarize subnets to
a major network boundary

» Disable automatic summarization when:
— Summarization on IGP-to-BGP redistribution not desired
— Using classless variant of the network command

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—1-13

When a BGP router is configured to locally announce routes into BGP, the behavior of the
networ k command varies depending on whether automatic summarization is enabled or
disabled. When automatic summarization is enabled, BGP summarizes the locally originated
BGP networks (network x.x.x.x) to their classful boundaries. Automatic summarization is
enabled by default in BGP.

When a subnet exists in the routing table and the following three conditions are satisfied, then
any subnet (component route) of that classful network in the local routing table will prompt
BGPtoinstall the classful network into the BGP table:

m A classful network statement for that network exists in the routing table.
m A classful mask has been configured on that network statement.
m  Automatic summarization is enabled.

When automatic summarization is disabled, the routes that are introduced locally into the BGP
table are not summarized to their classful boundaries.

The behavior of the redistribution procedure in BGP is also influenced by the configuration of
automatic summarization on the router. When enabled, all redistributed subnets will be
summarized to their classful boundariesin the BGP table. When disabled, all redistributed
subnets will be present in their origina form in the BGP table.

Enable automatic summarization in BGP when the summarization of subnetsto their classful
boundaries will not introduce flawed information into the BGP table. In other words, leave
automatic summarization enabled only when you are using a fully assigned classful network
matching the network that was summarized in BGP.
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Whenever possible, use the classless variant of the networ k command, specifying the subnet
mask length of the network. When you are redistributing networks into BGP, the preferred
method is to disable automatic summarization. Disabling automatic summarization ensures that
correct information is inserted into the BGP table of the router.

Example: Automatic Summarization

In this example, one subnet and one host route of the major class C network 197.1.1.0/24
(197.1.1.64/27 and 197.1.1.49/32) exist in the routing table.

Automatic Summarization (Cont.)

router# show ip route

197.1.1.0 255.255.255.0 is variably subnetted, 2 subnets, 2 masks
[e] 197.1.1.64 255.255.255.224 [110/129] via 172.16.1.5, 00:02:44, Serial0/0.1
[e] 197.1.1.49 255.255.255.255 [110/129] via 172.16.1.5, 00:02:44, Serial0/0.1

002G_172

One subnet and one host route for 197.1.1.0 exist in the routing table.
Automatic summarization is enabled for BGP.

BGP has been configured to locally announce 197.1.1.0.

router# show ip bgp

BGP table version is 4, local router ID is 172.16.0.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 197.1.1.0 0.0.0.0 0 32768 i
*> 200.20.0.0/16 150.1.0.2 0 0 456 20 i 4
*> 204.56.0.0/16 150.1.0.2 0 0 456 i g
8

Classful network summary is inserted into BGP table.

©2005 Cisco Systems, Inc. All rights reserved. BGPv32—1-14
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When you are inserting networks into the BGP table with the classful network command and
automatic summarization is disabled, no insertion into the BGP table will occur unless an exact
match exists in the | P routing table (meaning that a classful network has to be present in the IP
routing table).

When automatic summarization is enabled, the major networ k command will summarize al
subnetsin the IP routing table to their major network boundary.

Thereis aclassful network command, and automatic summarization is enabled for BGP. This
setup resultsin the insertion of a classful network summary into the BGP table, instead of
separate subnets.

Subnet 197.1.1.64/27 and host route 197.1.1.49/32 were summarized during insertion into the
BGP table to the classful network 197.1.1.0/24. This action occurred because a classful
networ k command and automatic summarization were configured on the router. If automatic
summarization were disabled, no insertion into the BGP table would occur at all.

The locally sourced summary has all the attributes of alocally sourced BGP route (next hop =
0.0.0.0, weight = 32768, empty AS-path list), and is marked as having an IGP origin (being
sourced with the networ k command).
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Automatic Summarization (Cont.)

router# show ip route

172.16.0.0 255.255.0.0 is wvariably subnetted, 5 subnets, 2 masks

[o} 172.16.1.0 255.255.255.252 [110/128] wvia 172.16.1.5, 00:36:35, Serial0/0.1
[o} 172.16.0.2 255.255.255.255 [110/65] via 172.16.1.5, 00:36:35, Serial0/0.1
[e} 172.16.0.3 255.255.255.255 [110/129] via 172.16.1.5, 00:36:35, Serial0/0.1

002C_173

One subnet and two host routes for 172.16.0.0 exist in the routing table.
Automatic summarization is enabled for BGP.

BGP has been configured to redistribute Open Shortest Path First
(OSPF) into BGP.

router# show ip bgp

BGP table version is 8, local router ID is 172.16.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 172.16.0.0 0.0.0.0 0 32768 ?
*> 200.20.0.0/16 150.1.0.2 o] 0 456 20 i
*> 204.56.0.0/16 150.1.0.2 o] 0 456 i !

002G_171

Classful network summary is inserted into BGP table.
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In this example, automatic summarization is enabled, resulting in the summarization of
redistributed subnets to their classful boundaries. Subnet 172.16.1.0/30 and the two host routes
172.16.0.2/32 and 172.16.0.3/32 will be summarized into the single class B network
172.16.0.0/16. The network 172.16.0.0/16 is alocally sourced summary with all the attributes
of alocally sourced BGP route (next hop = 0.0.0.0, weight = 32768, empty AS-path list). The
origin of the route is marked as incomplete because the route is sourced through redistribution.

If automatic summarization were disabled, more specific routes would be present in the BGP
table instead of the summary prefix 172.16.0.0/16.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

» After BGP sessions are established between BGP routers,
they can start exchanging routing updates.

« All updates that are received from BGP neighbors are stored
in the BGP table, regardless of whether they are used.

e The route selection process takes into account various BGP
attributes that are attached to the route, as well as local
decisions (indicated with weights).

e Only the best BGP routes are propagated to other BGP
routers.

Inc. All rights reserved.

Summary (Cont.)

* Only the best BGP routes are installed in the local IP routing
table.

e Every BGP router can also originate the routes in BGP. The
routes to be originated are entered manually in the BGP
routing process or redistributed into BGP from an IGP.

* Automatic summarization is enabled by default in BGP.

©2005 Cisco Systems, Inc. All rights reserved.
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Lesson 5

Configuring Basic BGP

Overview

Basic Border Gateway Protocol (BGP) configuration is critical to any successful BGP
implementation. Network administrators use the Cisco 10S commands that are included in this
lesson in al BGP implementations. Thorough knowledge of the commandsin thislesson is
therefore crucial to ensuring a successful implementation using BGP.

This lesson introduces the Cisco |OS commands that are required to configure arouter for basic
BGP operation. Included are the commands that are used to enable the BGP routing protocol
process, establish neighbors, and advertise local routes. This lesson concludes with basic
commands that network administrators can use to monitor the BGP configuration.

Objectives

Upon completing this lesson, you will be able to configure arouter for BGP. This ability
includes being able to meet these objectives:

m Identify the Cisco IOS command that is required to configure the BGP routing process
m Identify the Cisco |IOS commands that are required to configure external BGP neighbors

m |dentify the Cisco IOS commands that are required to configure the basic timersthat are
used in BGP

m |dentify the Cisco IOS command that is required to configure M D5 authentication for BGP
m |dentify the commands that are required to announce loca networksin BGP

m  Describe BGP route redistribution, including the commands that are required to configure
BGP route redistribution

m  Describe the classless behavior of BGP and identify the Cisco 10S command that is
required to configure BGP for classless operation

m  Describe BGP route aggregation, including the Cisco 10S commands that are required to
configure basic BGP route aggregation

m Describe the BGP Conditional Route Injection feature

m  Describe the BGP Support for TTL Security Check feature

m  Determine when BGP route aggregation is not appropriate in multihomed topologies
The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
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BGP Routing Process

This topic describes the command that is required to initially configure the BGP routing
process on a Cisco |0S router.

BGP Routing Process

router (config) #

|router bgp as-number

e Starts BGP routing.

e Get your AS number from American Registry for Internet
Numbers (www.arin.net) or Réseaux IP Européens
(www.ripe.net).

e Use private AS numbers (64512-65535) if you run BGP in a
private network.

* Only one BGP routing process per router is allowed.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—13

To configure the BGP routing process, use the router bgp global configuration command.
m router bgp as-number

To remove arouting process, use the no form of this command.
m  norouter bgp as-number

Syntax Description

Parameter Description

as-number Number of an autonomous system (AS) that identifies the router
to other BGP routers and tags the routing information that is
passed along

This command starts the BGP routing process in the router. There can be, at most, one BGP
processin arouter. It must be assigned the local AS number.

The AS number is a 16-bit unsigned integer. It must uniquely identify the AS among all routers
that are exchanging BGP routing information, either directly or indirectly. This requirement
means that the AS numbers must be unique when BGP information is exchanged with the
Internet.

The AS number can be a public AS number (ranging from 1 to 64511) that is assigned by an
Internet registry (American Registry for Internet Numbers [ARIN]: www.arin.net or Réseaux
IP Européens [RIPE]: www.ripe.net), or a private AS number (ranging from 64512 to 65535).
Private AS numbers are never propagated onto the public Internet.
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Configuring External Neighbors

This topic describes the commands that are required to configure external BGP neighbors on a

Cisco router.

Configuring External Neighbors

router (config-router) #

|neighbor ip-address remote-as as-number

» Defines an external neighbor.

subnet.

router (config-router) #

» External neighbor has to be reachable over directly connected

neighbor ip-address description neighbor description

» Assigns a description to an external neighbor.

©2005 Cisco Systems, Inc. All rights reserved.

BGP does not automatically discover neighbors. They have to be explicitly configured. The

BGPV32—1-4

local router will try to connect to the indicated | P address and also accept incoming connection

attempts from the indicated | P address.

The first attribute that you must configure with a new neighbor is the remote AS number in

which the neighbor is taking part. When the TCP session is established between BGP routers,

the configured remote AS number is verified by each router with the exchange of BGP Open

messages.

Y ou may optionally configure other attributes with the neighbor. Do this on successive
configuration lines, referring to the same neighbor I P address but indicating different attributes.
With the neighbor description command, a description (text string) can be entered that

describes the neighbor.

neighbor remote-as

To add an entry to the BGP neighbor table, use the neighbor remote-as router configuration

command.

m neighbor {ip-address | peer-group-name} remote-as number

To remove an entry from the table, use the no form of this command.
m  no neighbor {ip-address | peer-group-name} remote-as number

© 2005, Cisco Systems, Inc.
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Syntax Description

Parameter Description

ip-address IP address of neighbor
peer-group-name Name of a BGP peer group
number AS to which the neighbor belongs

neighbor description

To associate a description with aneighbor, use the neighbor description router configuration
command.

m neighbor {ip-address | peer-group-name} description text

To remove the description, use the no form of this command.

m  noneighbor {ip-address | peer-group-name} description text

Syntax Description

Parameter Description
ip-address IP address of neighbor
peer-group-name Name of a BGP peer group
text Text (up to 80 characters) that describes the neighbor
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Configuring External Neighbors (Cont.)

To temporarily disable a BGP neighbor:

router (config-router) #

|neigh.bor ip-address shutdown

» Disables communication with a BGP neighbor
e Use scenarios:
— Debugging and troubleshooting

— Shutdown of the neighbor during extensive modification
of routing policies to prevent inconsistent routing data

© 2005 Cisco Systems, Inc. All rights reserved. BGP V3215

neighbor shutdown
To disable a neighbor, use the neighbor shutdown router configuration command.

m neighbor {ip-address | peer-group-name} shutdown

To re-enabl e the neighbor or peer group, use the no form of this command.

m  no neighbor {ip-address | peer-group-name} shutdown

Syntax Description

Parameter Description
ip-address IP address of neighbor
peer-group-name Name of a BGP peer group
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Configuring BGP Timers

This topic describes the commands that are required to modify the default keepalive and
holdtime timersin BGP for the BGP process or for the TCP session between BGP neighbors.

Configuring BGP Timers

router (config-router) #

|timers bgp keepalive holdtime

e Changes the default values of BGP timers per BGP process.

¢ Only the holdtime value is communicated in the BGP Open
message.

* Smallest configured holdtime value on BGP peers is used by
both peers.

router (config-router) #

|neighbor [ ip-address|peer group name ] timers keepalive holdtimel

* Changes the default values of BGP timers per specific neighbor
or peer group.

« Overrides the bgp settings of the timers.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—16

Changing the BGP default holdtime and keepalive timersis usually not recommended. The
defaults (keepalive: 60 seconds; holdtime: 180 seconds) should work fine in most situations. If
for any reason a faster BGP response to a peer down event is needed (for example, in scenarios
where multiple paths toward destinations are available), the neighbor timers on the router can
be reduced. This reduction will result in afaster detection of alost peer and faster switching to
the aternate path in the BGP table, thusimproving convergence.

A BGP router with an expired holdtime (no BGP traffic was received within the holdtime
interval) sends a notification to its BGP peer, notifying it asto the reason for closing the
session. The BGP router on which the holdtime has expired moves the inactive peer into the
Idle state. After acertain time interval, determined by auto-enable and connection timers, a
BGP router again tries to reconnect to the previously disconnected BGP peer and will also
accept connection attempts from that peer.

timers bgp

To adjust BGP network timers, use the timer s bgp router configuration command.

m timersbgp keepalive holdtime

To reset the BGP timing defaults, use the no form of this command.
m notimersbgp keepalive holdtime
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Syntax Description

Parameter Description

keepalive Frequency (in seconds) with which the Cisco 10S software sends
keepalive messages to its peer.

The default is 60 seconds.

holdtime Interval (in seconds) after not receiving a keepalive message that
the software declares a peer dead.

The default is 180 seconds.

neighbor timers

To set the timers for a specific BGP peer or peer group, use the neighbor timer s router
configuration command. This command overrides the values that have been set by the timers
bgp command.

m neighbor [ip-address | peer-group-name] timer s keepalive holdtime

To clear the timers for a specific BGP peer or peer group, use the no form of this command.

m  noneighbor [ip-address | peer-group-name] timer s keepalive holdtime

Syntax Description

Parameter Description

ip-address IP address of neighbor.

peer-group-name Name of a BGP peer group.

keepalive Frequency (in seconds) with which the Cisco 10S software sends

keepalive messages to its peer.

The default is 60 seconds.

holdtime Interval (in seconds) after not receiving a keepalive message that
the software declares a peer dead.

The default is 180 seconds.
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Configuring MD5 Authentication

This topic describes the command that is required to configure Message Digest 5 (MD5)
authentication on a session between BGP neighbors.

Configuring MD5 Authentication

router (config-router) #

|neighbor ip-address password string

* Enables MD5 authentication on a specific BGP session.
e Password string on both routers must match.

©2005 Cisco Systems, Inc. All rights reserved. BGP V3217

neighbor password

To enable MD5 authentication on a TCP connection between two BGP peers, use the neighbor
password router configuration command.

m neighbor {ip-address | peer-group-name} password string

To disable this function, use the no form of this command.
®  noneighbor {ip-address | peer-group-name} password

Syntax Description

Parameter Description

ip-address IP address of neighbor.

peer-group-name Name of a BGP peer group.

string Case-sensitive password of up to 80 characters.

The first character cannot be a number. The string can contain
any alphanumeric characters, including spaces. You cannot
specify a password in the format “number-space-anything.” The
space after the number causes problems.
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Announcing Networks in BGP

This topic describes the Cisco |OS commands that are required to announce local networks to
other BGP neighbors.

Announcing Networks in BGP

Only administratively defined networks are
announced in BGP.

e Manually configure networks to be announced.
» Use redistribution from IGP.
e Use aggregation to announce summary prefixes.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—1-8

Before any local routing information can be injected by arouter into its BGP table for
advertising to other BGP routers, some basic configuration is required.

There are two ways to do this configuration:

m List the network numbers that are candidates to be advertised using the networ k
configuration command. If any of the listed networks are reachable by the local router,
according to its routing table, then the network isinjected as aroute into the BGP table.

m Redistribute routing information that has been learned by other routing protocolsinto the
BGP table. Y ou can use the Interior Gateway Protocol (IGP) that is used within the AS.
Any route that is known by the local 1GP can be injected into the BGP table using route
redistribution between the IGP and BGP on the local router.

A router can also introduce new routing information into the BGP table by summarizing routes
aready there. This activity is called route aggregation and also requires configuration.

Any route that isintroduced by the router into the BGP table will appear as a new route. The
AS-path attribute for such aroute will be empty, indicating alocal route. The AS path changes
later as the route passes AS boundaries.
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Announcing Networks in BGP (Cont.)

router (config-router) #

| (no) auto-summary

insertion into the BGP table:

— Redistributed routes
* Enabled by default

©2005 Cisco Systems, Inc. All rights reserved.

« Enables or disables summarization of networks prior to

— Locally inserted networks (using the network command)

BGP V3219

When the router is configured to locally announce routes into BGP, the behavior of the
networ k command varies depending on whether automatic summarization is enabled or
disabled. When automatic summarization is enabled, the command summarizes locally
originated BGP networks to their classful boundaries. By default, automatic summarization is

enabled for BGP.

When a subnet exists in the routing table and the following three conditions are satisfied, then
any subnet (component route) of that classful network in the local routing table will prompt

BGP to install the classful network into the BGP table;

m A classful network statement for that network exists in the routing table.

m A classful mask has been configured on that network statement.

m  Automatic summarization is enabled.

When automatic summarization is disabled, the routes that are introduced locally into the BGP

table are not summarized to their classful boundaries.

The BGP auto-summary command is also responsible for the behavior of the redistribution
procedure in BGP. When the command is enabled, all redistributed subnets will be summarized
to their classful boundaries in the BGP table. When it is disabled, al redistributed subnets will

be present in their original form in the BGP table.
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To manually define a major network:

router (config-router) #

Announcing Networks in BGP (Cont.)

network major-network-number

Allows advertising of major networks into BGP.

» Behavior is dependent on the presence of the
auto-summary command.

At least one of the subnets must be present in the routing table.

* The meaning of the network command in BGP is completely
different from any other routing protocol.

© 2005 Cisco Systems, Inc. All rights reserved.
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To specify the networks to be advertised by the BGP routing process, use the network router
configuration command. To remove an entry, use the no form of this command.

Note The meaning of the network command in BGP is radically different from the meaning of the

command in other routing protocols. In all other routing protocols, the network command
indicates interfaces over which the routing protocol will be run. In BGP, it indicates only
which routes should be injected into the BGP table on the local router. Also, BGP never runs
over individual interfaces; it is run over TCP sessions with manually configured neighbors.

The networ k command with no mask option uses the classful approach to insert a major
network into the BGP table. At least one subnet of the specified major network needs to be
present in the I P routing table to allow BGP to start announcing the major network as a BGP
route. If automatic summarization is disabled, an exact match is required.
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Announcing Networks in BGP (Cont.)

router (config-router) #

|network major-network-number route-map route-map-name

e The addition of the route-map option allows network parameters
to be modified before you enter them into the BGP table.

e The route-map option can be used for the following:
— Changing the weight value of a locally sourced route
— Tagging sourced routes with BGP communities
— Setting the local preference for a specific network
— Changing the value of the MED for a specific network

©2005 Cisco Systems, Inc. All rights reserved.
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When the router is configured to insert routes into the BGP table, the default attributes of
locally sourced routes can be modified with the inclusion of the route-map option in the basic

networ k command.

The attached route-map can change the following attributes of locally sourced networks with

the networ k command:

m  Weight (default value = 32768): The weight attribute is a special Cisco attribute that is
used in the path selection process when there is more than one route to the same
destination. Because weight is considered before local preference in BGP route selection,
locally sourced routes are always preferred, unless the weight value is modified.

m  Community (default value = nonexistent): Used for tagging routes at their source.
m Local preference (default value = 100): Used for AS-wide BGP best-path selection.
m  Multi-exit discriminator (MED) (default value = 0): Used for return-path selection in

topol ogies where multiple exit points to the same neighbor AS exist.

Example: Announcing Networks in BGP

If asubnet existing in the routing table is 75.75.75.0/24, and network 75.0.0.0 is configured
under the router bgp command (assuming that automatic summarization is enabled), BGP will
introduce the classful network 75.0.0.0/8 in the BGP table. If the following three conditions are
not all met, then BGP will not install any entry in the BGP table unless there is an exact match

in the IP routing table:

m A classful network statement for the network exists in the routing table.

m A classful mask has been configured on that network statement.

m  Automatic summarization is enabled.
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Redistributing Routes into BGP

This topic describes route redistribution in BGP and identifies the Cisco |OS commands that
are required to configure BGP route redistribution.

Redistributing Routes into BGP

Easier than listing networks in BGP process in large
networks.

» Redistributed routes carry origin attribute “incomplete.”
Always filter redistributed routes to prevent route leaking.

* Avoid in service provider environments.

©2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—1-12

There are two alternatives for injecting local routes into the BGP table: list them using the
networ k command or redistribute them. Listing the routes gives you total control over
networks that could possibly be advertised by BGP. This option is very desirable for
multihomed customers or Internet service providers (1SPs). On the other hand, this approach
requires alot of configuration commands that could be hard to maintain.

If there are alot of networks to be advertised, and BGP is used primarily to achieve scalability,
not routing security (for example, in enterprise networks), it could be easier to let the local IGP
find the routes and then redistribute them into BGP. However, this approach introduces the risk
that the IGP may find some networks that are not supposed to be advertised. Private network
numbers, such as network 10.0.0.0/8, are often used within an AS for various reasons but must
never be advertised out to the Internet. Careful filtering must be done to prevent unintentional
advertising.

When the router injects aroute that is listed with a network command into its BGP table, the
origin codeis set to “IGP.” If the route is injected into the BGP table through redistribution, the
origin codeis set to “unknown/incomplete.”
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Redistributing Routes into BGP (Cont.)

Simple IGP-to-BGP redistribution

» Configure redistribution in BGP process.
» Configure route-filter using distribute-list.
» Caveat:

— BGP routes originated through redistribution have
incomplete origin.

router (config)# router bgp <AS>

router (config-router)# redistribute <IGP>

router (config-router)# distribute-list <ACL> out <IGP>
router (config-router)# exit

router (config)# access-list <ACL> permit <network>

002G_017
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Routes redistributed into BGP will carry the origin attribute “incomplete.” In most cases this
situation does not jeopardize BGP functionality. It could pose a problem if the route selection
process has to decide on the best route toward a particular destination based on the MED
attribute. In the case of receiving two routes, one with the “1GP” origin (inserted with the
networ k command), and another one with the “incomplete” origin, the first route would always
be selected, no matter what value the MED attribute is set to (according to the BGP route
selection rules).

redistribute (IP)

To redistribute routes from one routing process into another routing process, use the
redistribute router configuration command.

m redistribute protocol [process-id] {level-1 | level-1-2 | level-2} [metric metric-value]

[match {internal | external 1 |external 2}] [tag tag-value] [route-map map-tag] [weight
weight] [subnets]

To disable redistribution, use the no form of this command.

m noredistribute protocol [process-id] {level-1 | level-1-2 | level-2} [metric metric-valug]

[match {internal | external 1 |external 2}] [tag tag-value] [route-map map-tag] [weight
weight] [subnets]
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Syntax Description

Parameter

Description

protocol

Source protocol from which routes are being redistributed.

It can be one of the following keywords: bgp, isis, ospf, eigrp,
rip.

process-id

(Optional) For bgp, egp, or eigrp, this is an AS number, which is
a 16-bit decimal number.

For isis, this is an optional tag that defines a meaningful name for
a routing process. You can specify only one Intermediate
System-to-Intermediate System (I1S-IS) process per router.
Creating a name for a routing process means that you use names
when configuring routing.

For ospf, this is an appropriate Open Shortest Path First (OSPF)
process ID from which routes are to be redistributed. This ID
identifies the routing process. This value takes the form of a
nonzero decimal number.

For rip, no process ID value is needed.

level-1 For IS.
level-1-2 For IS.
level-2 For IS.

metric metric-value

(Optional) Metric that is used for the redistributed route.

If a value is not specified for this option, and no value is specified,
the default metric is used.

match {internal |
external 1 | external
2}

(Optional) For OSPF, the criterion by which OSPF routes are
redistributed into other routing processes.

It can be one of the following:
= internal: Routes that are internal to a specific AS.

= external 1: Routes that are external to the AS but are
imported into OSPF as a type 1 external route.

= external 2: Routes that are external to the AS but are
imported into OSPF as a type 2 external route.

route-map

(Optional) The route-map should be interrogated to filter the
importation of routes from this source routing protocol to the
current routing protocol. If not specified, all routes are
redistributed. If this keyword is specified, but no route-map tags
are listed, no routes will be imported.

map-tag

(Optional) Identifier of a configured route-map.

weight weight

(Optional) Network weight when you are redistributing into BGP.
An integer from O to 65535.

subnets

Indicates that not only networks with a natural mask should be
redistributed but also subnets.
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distribute-list out (IP)

To suppress networks from being advertised in updates, use the distribute-list out router
configuration command with routing-process specified.

m  distribute-list {access-list-number | access-list-name} out [interface-name | routing-
process | autonomous-system-number]

To cancel this function, use the no form of this command.

m  nodistribute-list {access-list-number | access-list-name} out [interface-name | routing-
process | autonomous-system-number]

The access-list referred to by the distribute-list command permits the routes that should be
redistributed.
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Redistributing Routes into BGP (Cont.)

Redistribution using route-maps
» Origin can be set to “IGP” with a route-map.
e Other BGP path attributes can also be set:
— Metric
— Next-hop
— Community

router (config)# router bgp <aAS>

router (config-router)# redistribute <IGP> route-map intoBGP
router (config-router)# exit

router (config)# route-map intoBGP permit

router (config-route-map)# match ip address <ACL>

router (config-route-map)# set origin igp

router (config-route-map)# exit

router (config)# access-list <ACL> permit <network>
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Route-maps can be configured on the router to filter updates and modify various attributes. A
configured route-map can be applied to routes being redistributed from the IGP.

Only the routes permitted by the route-map will be redistributed. Using the set command in the
route-map, you can modify specific path attributes that are attached to the redistributed routes.
Thus, only selected routes will be advertised, and they will have the desired attribute values.

The route-map must be given a name. This name is a case-sensitive string, which is used when
you are referring to the route-map. Any string could be used, but a meaningful name is
suggested.

Use the route-map global configuration command and the match and set route-map
configuration commands to define the conditions for redistributing routes. Each repetition of
the route-map command has alist of match and set commands that are associated with it. The
match commands specify the match criteria—the conditions under which redistribution is
allowed for the current route-map command. The set commands specify the set actions—the
particular redistribution actions to perform if the criteria enforced by the match commands are
met.

When you are passing routes through a route-map, it can have several parts. Any route that
does not match at least one match clause relating to aroute-map command will be ignored,;
that is, the route will not be advertised. If you want to modify only some data, you must
configure a second route-map section with an explicit match specified.
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Configuring Classless BGP

This topic describes the classless behavior of BGP and the command that is required to
advertise a classless BGP supernet prefix.

Configuring Classless BGP

* BGP4 supports CIDR.

* Any BGP router can advertise individual networks or
supernets (prefixes).

» Prefix notation is used with BGP instead of subnet masks.
—192.168.0.0/16 = 192.168.0.0 255.255.0.0

©2005 Cisco Systems, Inc. All rights reserved. BGPV32-115

BGP version 4 (BGP4) is a classless protocol, meaning that its routing updates include the IP
address and the subnet mask. The combination of the | P address and the subnet mask is called
an |P prefix. An IP prefix can be a subnet, amagjor network, or a supernet.

BGP uses prefix notation (address/number of bits) to display |P prefixes. The number following
the slash (/) in the 192.168.0.0/16 notation in the figure refers to the number of bitsin the
subnet mask being set to 1. The subnet mask 255.255.0.0 starts with 16 consecutive bits set to
1, and therest of the bits set to 0.

As another example, the subnet 172.16.1.0 with mask 255.255.255.0 can be written using the
prefix notation as 172.16.1.0/24.

When classless prefix notation is used, an old class A network, for example, 10.0.0.0, with the
natural mask, iswritten as 10.0.0.0/8. A class B network, 172.17.0.0 with natural mask, is
written as 172.17.0.0/16, and a class C network, 192.168.1.0 with natural mask, iswritten as
192.168.1.0/24.
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Configuring Classless BGP (Cont.)

To manually announce a classless prefix in BGP:

router (config-router) #

network ip-prefix-address mask subnet-mask

» Configures a classless prefix to be advertised
into BGP.

* The prefix must exactly match an entry in the IP routing table.

» Use a static route to null O to create a matching prefix in the IP
routing table.
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To advertise class ess networks into BGP (a subnet or a supernet), you can use the networ k
command with the mask keyword and the subnet mask specified. When an exact match is not
found in the IP routing table (for example, when you are creating a summary or when you are
advertising only a part of your address space), a matching prefix has to be manually configured
on the router in the form of a static route pointing to the null 0 interface; otherwise, the
advertisement will not succeed.

network (BGP)

To specify the networks to be advertised by the BGP routing process, use the network router
configuration command.

m  network network-number [mask network-mask]

To remove an entry, use the no form of this command.
m  no network network-number [mask network-mask]

Syntax Description

Parameter Description
network-number Network that BGP will advertise
mask (Optional)

network-mask (Optional) Network mask address

If the keyword mask and the subnet mask are omitted, the network is assumed to have its
natural mask according to the network class. In this case, the route will still be injected into the
BGP table on the router if there is any subnet of the major network that is reachable according
to the routing table.
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If the network mask is specified, the behavior changes slightly, and it is required that an exact
match of network number and subnet mask appear in the routing table before the route is
injected into the BGP table.

Example: Configuring Classless BGP

In this example, the I P address space 192.168.0.0/16 is assigned to a service provider, and the
service provider would like that address space to be constantly advertised by BGP.

Configuring Classless BGP (Cont.)

To advertise a supernet prefix:

e Advertise prefix 192.168.0.0/16 assigned to the Internet service
provider.

router (config)# router bgp 123

router (config-router)# network 192.168.0.0 mask 255.255.0.0
router (config)# exit

router (config)# ip route 19%92.168.0.0 255.255.0.0 null O

002G_019
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The network command with the mask option tells BGP that 192.168.0.0/16 is a candidate for
being advertised. The mask keyword and the mask 255.255.0.0 are required because the mask
is not the natural one. However, before the candidate route is actually advertised, the router
checks the routing table for an exact match (both network number and mask). It will always be
found because there is a static route for it. This static route points to the null interface, whichis
aways available.

The conclusion isthat 192.168.0.0/16 will always be advertised by this router. All other BGP
routers will use thisinformation and forward any |P packets with the destination IP addressin
theinterval 192.168.0.0 to 192.168.255.255 (inclusive) in the direction of this router. When
those packets arrive, the router, in this example, must have more explicit routes to the different
parts of the 192.168.0.0/16 address range. This need could be answered by the IGP, whichis
not shown in the configuration example.

If, however, an | P packet arrives with a destination address to which this router does not have a
more explicit route, the static route will route the packet to the null interface, whereitis
dropped. Thisrouting is a safety precaution that will prevent a routing loop, which might occur
when route summaries are used in combination with default routing. If, for example, a packet
arrives from the Internet to a subnet of 192.168.0.0/16, which is currently not reachable, the
packet might otherwise follow the default route toward the Internet because there is no more
explicit route. Of course, the packet would immediately be routed back again, and arouting
loop would occur.

1-80 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Aggregating BGP Networks

This topic describes route summarization in BGP. It also lists the configuration commands that
are required to configure summary routesin BGP.

Aggregating BGP Networks

Summarization is called “aggregation”
in BGP.

e Aggregation creates summary routes (called “aggregates”)
from networks already in BGP table.

* Individual networks can be announced or suppressed.

©2005 Cisco Systems, Inc. All rights reserved. BGPv32—1-18

When the BGP table is already populated with routes that should be summarized, you must
configure arouter to do so. The summarization of BGP routesis called “ aggregation.”

Use aggregation when a group of more specific routes has been injected into the BGP table at
one stage but can be summarized at alater stage. The routes to be summarized could be IGP
routes that have been redistributed into BGP. Before BGP advertises these routes to the rest of
the network, an aggregation of the subnetsinto alarger announcement would be appropriate.

In some networks, more specific routes are injected into the BGP table by some routers, and
aggregation is done in another router or even in another AS. Thisis called “proxy aggregation.

When arouter is configured to do aggregation, you must configure the route summary. If any
route that is already in the BGP table is within the range that is indicated by the summary, then
the summary route is also injected into the BGP table on the route and advertised to other
routers. This action creates more information in the BGP table. To get any benefits from the
aggregation, you must suppress the more specific routes that are covered by the route summary.
This suppression is an option to the aggr egate configuration command.

When you suppress the more specific routes through configuration, they are still present in the
BGP table of the router doing the aggregation. However, because the routes are marked as
suppressed, they are never advertised to any other router.
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Aggregating BGP Networks (Cont.)

router (config-router) #

|aggregate-address address-prefix mask

e Specify aggregation range in BGP routing process.

e The aggregate will be announced if there is at least one network
in the specified range in the BGP table.

 Individual networks will still be announced in outgoing BGP
updates.
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In this configuration command syntax, where the keyword summary-only is not used, both the
route summary and the more specific routes will be advertised. This approach is generally not
desirable. Therefore, suppression of individual routes, described next, is used in most cases.

aggregate-address

To create an aggregate entry in a BGP routing table, use the aggr egate-addr ess router
configuration command.

B aggregate-address address mask [as-set] [summar y-only] [suppress-map map-
name][advertise-map map-name] [attribute-map map-name]
To disable this function, use the no form of this command.

B nOo aggregate-address address mask [as-set] [summary-only] [suppress-map map-
name][advertise-map map-name] [attribute-map map-name]

Syntax Description

Parameter Description
address Aggregate address
mask Aggregate mask
summary-only (Optional) Suppresses more specific routes
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Aggregating BGP Networks (Cont.)

An alternative method to configure aggregation:

router (config-router) #

|aggregate-address address-prefix mask summary-only

e Configure aggregation of BGP routes.

* Advertise only the aggregate and not the individual networks.
Benefits:

e Smaller BGP routing tables

* More stable internetworks (less route flapping)

Drawback:

* Problems with multihomed customers
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When the summary-only option is used, only the route summary will be advertised, not the
more specific routes.

One of the benefits of this approach is that the rest of the routers will receive only one route
instead of many more specific routes. It eases the burden on the other routers by reducing the
amount of memory that is required to hold the BGP table.

Another benefit is that route flapping is reduced. The router doing the aggregation continues
advertising the aggregate aslong as thereis at least one specific route within the range till
available. If one of the more specific routesislost but at |east one remains, the aggregate itself
isnot lost. The flap of the more specific route is not visible to the rest of the network. This
approach reduces the number of updates necessary and the CPU power that is required to
process them.

However, all route summarization in any routing protocol causes aloss of granularity (that is,
lack of more detailed network or subnet visibility). Suboptimal routing could be introduced
when redundant paths are available to reach a group of networks that are advertised by asingle
route summary. Some of the networks could be more reachable via one of the paths, while
others may be more reachable another way. From outside the immediate network, multiple
paths may not be visible because only summary routes are advertised. Therefore, thereisarisk
that the least optimal path will be chosen.
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Example: Aggregation

This example illustrates a classless BGP sample configuration.

Aggregation Example

Classless BGP sample configuration
» Advertise prefix 192.168.0.0/20.

* Aggregate networks in 192.168.16.0/20 and announce individual
networks.

* Aggregate networks in 192.168.32.0/20 and suppress individual
network announcements.

router (config)# router bgp 123

router (config-router)# network 192.168.0.0 mask 255.255.240.0

router (config-router)i# aggregate-address 192.168.16.0 255.255.240.0

router (config-router)# aggregate-address 192.168.32.0 255.255.240.0 summary-only
router (config-router)# exit

router (config)# ip route 192.168.0.0 255.255.240.0 null O

002G_020

©2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—1-21

The configuration example in the figure shows three different ways of advertising aroute
summary:

m  Theprefix 192.168.0.0/20 is dways advertised. It isinjected into the BGP table as a
summary. The network statement makes it a candidate for being advertised. Because the
mask is specified, an exact match in the routing table is arequired condition before the
route is injected into the BGP table. The matching route isinserted in the I P routing table
by the static IP route statement to the null O interface.

m  Theprefix 192.168.16.0/20 is conditionally advertised. It isinjected into the BGP table
whenever there is a more specific route within the route summary range that is already in
the BGP table. However, the more specific route is still advertised.

m  The prefix 192.168.32.0/20 is also conditionally advertised. It isinjected into the BGP table
whenever there is a more specific route within the route summary range that is already in

the BGP table. However, any more specific routes are suppressed and not advertised to any
neighbors.
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Viewing the BGP table

Aggregation Example (Cont.)

*>
*

*>
*>
*

*>
*>
*>
*>
*>
s>
s>

Network

1.0.
21.0.0.0

37.0.0.0

192.
192,
192,
192,
192.
192,
192,

0.0

168.
1e8.
168.
168,
168.
1e8.
168.

32

asl23#show ip bgp
BGP table wversion is 16,
Status codes:
Origin codes:

Next
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op

local router ID is 1.2.3.4
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i - IGP, e - EGP, ? - incomplete

Metric
0
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LocPrf Weight

32768

* valid, > best, i - internal

Path

i

37 21 i
21 i

37 1

21 37 1
i
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The show ip bgp command prints the BGP table. As shown in the figure, all three prefixes are

injected:

m  Theprefix 192.168.0.0/20 is always injected.

m  Theprefix 192.168.16.0/20 is injected because there is at |east one more specific route
within the summary range. In this case, both 192.168.16.0/24 and 192.168.17.0/24 are

within the range. Nothing is changed with the more specific routes, so they are still
advertised.

m  The prefix 192.168.32.0/20 is injected because there is at least one more specific route
within the summary range. In this case, both 192.168.32.0/24 and 192.168.33.0/24 are

within the range. The more specific routes are marked as suppressed using the lowercase

letter “s.” The“s’ means that they are still present and available in the BGP table of the

router, but they are not advertised on any BGP session.

Note

Because the prefixes 192.168.16.0/24, 192.168.17.0/24, 192.168.32.0/24, and
192.168.33.0/24 all have natural masks as applied to class C networks, the prefix length is
not displayed in the show ip bgp printout. The network mask is, however, stored in the BGP

table and sent on any BGP update.
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Debugging BGP updates

Aggregation Example (Cont.)

Router#fdebug ip bgp updates
1:36:43: BGP: 2.3.4.5 send UPDATE
metric 0, path 123

1:36:43: BGP: 2.3.4.5 send UPDATE
metric 0, path 123

1:36:43: BGP: 2.3.4.5 send UPDATE
metric 0, path 123

1:36:43: BGP: 2.3.4.5 send UPDATE
metriec 0, path 123

1:36:43: BGP: 2.3.4.5 send UPDATE
metric 0, path 123

192.

192.

192.

192.

192.

168.

168.

168.

168

168.

6,
6,
.16.0 255.255.240.0, next 2.3.4.6,
6,

0.0 255.255.240.0, next 2.3.4.6,
16.0 255.255.255.0, next 2.3.4.

17.0 255.255.255.0, next 2.3.4.

32.0 255.255.240.0, next 2.3.4.
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The debug output shows the BGP updates that have been sent to aneighbor. All three route
summary prefixes, 192.168.0.0/20, 192.168.16.0/20, and 192.168.32.0/20, are included in the
updates. Also, the nonsuppressed more explicit routes, 192.168.16.0/24 and 192.168.17.0/24,
are included in the update. However, the suppressed more explicit routes, 192.168.32.0/24 and
192.168.33.0/24, are never sent as updates on the BGP session.
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BGP Conditional Route Injection

This topic describes the BGP Conditional Route Injection feature.

BGP Conditional Route Injection

» Provides means to originate a prefix into a BGP routing table
without the corresponding match

» Allows more specific routes to be generated based on
administrative policy or traffic engineering information to
provide more specific control over the forwarding of packets
to these more specific routes, which are injected into the
BGP routing table only if the configured conditions
are met

e Improves accuracy of common route aggregation by
conditionally injecting or replacing less specific prefixes with
more specific prefixes

©2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—1-24

Routes that are advertised through the BGP are commonly aggregated to minimize the number
of routes that are used and reduce the size of global routing tables. However, common route
aggregation can obscure more specific routing information that is more accurate but not
necessary to forward packets to their destinations. Routing accuracy is obscured by common
route aggregation because a prefix that represents multiple addresses or hosts over alarge
topological area cannot be accurately reflected in a single route. Cisco 10S software provides
several methods by which you can originate a prefix into BGP. The methods include
redistribution and using the networ k or aggr egate-addr ess command. These methods assume
the existence of more specific routing information (matching the route to be originated) in
either the routing table or the BGP table.

The BGP Conditional Route Injection feature allows you to originate a prefix into a BGP
routing table without the corresponding match. This feature allows more specific routes to be
generated based on administrative policy or traffic engineering information to provide more
specific control over the forwarding of packets to these more specific routes, which are injected
into the BGP routing table only if the configured conditions are met. Enabling this feature
alows you to improve the accuracy of common route aggregation by conditionally injecting or
replacing less specific prefixes with more specific prefixes. Only prefixes that are equal to or
more specific than the original prefix may be injected.

The BGP Conditional Route Injection feature is enabled with the bgp inject-map exist-map
command. This command uses two route maps (inject-map and exist-map) to install one (or
more than one) more specific prefix into a BGP routing table. The exist-map specifies the
prefixes that the BGP speaker will track. The inject-map defines the prefixes that will be
created and installed into the local BGP table.
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bgp inject-map exist-map

To inject a more specific route into a BGP routing table, use the bgp inject-map exist-map
command in address family or router configuration mode.

®m  bgp inject-map {inject-map-name} exist-map { exist-map-name} [copy-attributes]

To disable this function, use the no form of this command.

m  No bgp inject-map {inject-map-name} exist-map { exist-map-name} [copy-attributes]

Syntax Description

Parameter Description

inject-map-name Defines the prefixes that will be created and installed into the
local BGP table

exist-map-name Specifies the prefix that the BGP speaker will track

copy-attributes (Optional) Configures the injected route to inherit the attributes of

the aggregate route

This configuration example configures conditional route injection for the inject-map named
ORIGINATE and the exist-map named LEARNED_PATH:

router bgp 109
bgp inject-map ORIGINATE exist-map LEARNED PATH
!
route-map LEARNED PATH permit 10
match ip address prefix-list ROUTE
match ip route-source prefix-list ROUTE_SOURCE
!
route-map ORIGINATE permit 10
set ip address prefix-list ORIGINATED ROUTES
set community 14616:555 additive
!
ip prefix-list ROUTE permit 10.1.1.0/24
!
ip prefix-list ORIGINATED ROUTES permit 10.1.1.0/25
ip prefix-list ORIGINATED ROUTES permit 10.1.1.128/25
|

ip prefix-list ROUTE_ SOURCE permit 10.2.1.1/32
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BGP Support for TTL Security Check

This topic describes the BGP Support for TTL Security Check feature.

BGP Support for TTL Security Check

» Lightweight security mechanism to protect EBGP peering
sessions from CPU utilization-based attacks

e Protects the EBGP peering session by comparing the value
in the TTL field of received IP packets against a hop count
that is configured locally for each EBGP peering session

» Supports both directly connected peering sessions and
multihop EBGP peering sessions

©2005 Cisco Systems, Inc. All rights reserved. BGP V32125

The BGP Support for TTL Security Check feature introduces a lightweight security mechanism
to protect External Border Gateway Protocol (EBGP) peering sessions from CPU utilization-
based attacks. These types of attacks are typically brute-force denial of service (DoS) attacks
that attempt to disable the network by flooding the network with 1P packets that contain forged
source and destination | P addresses. This feature protects the EBGP peering session by
comparing the value in the Time to Live (TTL) field of received IP packets against a hop count
that is configured locally for each EBGP peering session. If the valueinthe TTL field of the
incoming | P packet is greater than or equal to the locally configured value, the IP packet is
accepted and processed normally. If the TTL valuein the IP packet is less than the locally
configured value, the packet is silently discarded and no Internet Control Message Protocol
(ICMP) message is generated. Thisis designed behavior; aresponse to aforged packet is
unnecessary.

Accurately forging the TTL count in an |P packet is generally considered to be impossible. It is
possibleto forgethe TTL field in an | P packet header. However, accurately forging a packet to
match the TTL count from atrusted peer is not possible unless the network to which the trusted
peer belongs has been compromised.

This feature supports both directly connected peering sessions and multihop EBGP peering
sessions. The BGP peering session is not affected by incoming packets that contain invalid TTL
values. The BGP peering session remains open, and the router silently discards theinvalid
packet. The BGP session, however, can still expire if keepalive packets are not received before
the session timer expires.

The BGP Support for TTL Security Check feature should be configured on each participating
router. It provides an effective and easy-to-deploy solution to protect EBGP peering sessions
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from CPU utilization-based attacks. When this feature is enabled, a host cannot attack a BGP
session if the host is not a member of the local or remote BGP network or if the host is not
directly connected to a network segment between the local and remote BGP networks. This
solution greatly reduces the effectiveness of DoS attacks against aBGP AS.

neighbor ttl-security

To secure a BGP peering session and to configure the maximum number of hops that separate
two EBGP peers, use the neighbor ttl-security command in address-family or router
configuration mode.

m neighbor neighbor-address ttl-security hops hop-count

To disable this function, use the no form of this command.

m no neighbor neighbor-address ttl-security hops hop-count

Syntax Description

Parameter Description
neighbor address IP address of the neighbor.
hops hop-count Maximum number of hops that can separate the EBGP peer from

the local router.

The value for the hop-count argument is a number from 1 to 254.
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Multihomed Customer Problem

This topic describes a situation in which route aggregation in BGP is not appropriate.

Multihomed Customer Problem

Alternate Provider

Customer i
~[

192.1.1.0/24

_ 192.1.1.0/24 }%\
Multihomed —F

Primary Provider
(Aggregating)

backup.
* Primary provider advertises the aggregate.
* Alternate provider advertises individual network.

isco Systems, Inc. All rights reserved

e Customer prefers primary provider, using alternate only as

a
)
@
g
8

In this example, the primary provider is doing aggregation of 192.1.0.0/16 before sending it to

the rest of the network. This situation means that the primary provider is also doing proxy

aggregation for the route 192.1.1.0/24 that is advertised by the multihomed customer. The rest

of the Internet will not see the route 192.1.1.0/24 via the primary provider.

The multihomed customer also advertises 192.1.1.0/24 to the alternate provider. In this case,

the provider does not do any aggregation of any routes starting with 192.1 (and should not do

s0). This situation means that the alternate provider will propagate 192.1.1.0/24 to the rest of

the Internet.
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Multihomed Customer Problem (Cont.)

Alternate Provider

192.1.1.0/24 }@ 192.1.1.0124 >———————
Multihomed

Customer EX —
~[ 1
192.1.1.0/24 @ 192.1.0.0/16 >—

Primary Provider
(Aggregating)

Rest of the Internet

002G_023

e Customer prefers primary provider, using alternate only as
backup.

e Primary provider advertises the aggregate.
e Alternate provider advertises individual network.

©2005 Cisco Systems, Inc. All rights reserved. BGPv32—1-27

The rest of the Internet now sees overlapping routes. It sees 192.1.1.0/24 as reachable via the
aternate provider and 192.1.0.0/16 as reachable via the primary provider. These two routes are
treated as different routes. They are not compared with each other in a route selection process
because they indicate different destinations. Because the router views them as different
destinations, both routes will be injected into the routing table.

If apacket arrives with a destination address in the 192.1.1.0/24 network, the rest of the
Internet will follow the “longest matching prefix” rule and forward the packet to the aternate
provider.

To avoid thisissue, the primary provider must turn off aggregation. If the primary provider
does so, the rest of the Internet will see 192.1.1.0/24 both ways. And, because exactly the same
route (network and mask) is reachable in two ways, route selection processing starts.
Depending on the attribute values, the rest of the Internet could be advised to use the primary
provider instead of the alternate one.

However, turning off aggregation will also cause the primary provider to advertise all routes
within the aggregate, and al benefits of aggregation will be lost.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* The BGP process in a Cisco router is started with the
router bgp command.

< The neighbor remote-as router configuration command adds an
entry to the BGP neighbor table, the neighbor description router
configuration command associates a description with a
neighbor, and the neighbor shutdown router configuration
command disables a neighbor.

* The BGP keepalive and holdtime timers can be changed for the
BGP process (using the timers bgp router configuration
command) or on a per-neighbor basis (using the neighbor timers
router configuration command).

* MD5 authentication can be used to secure a connection
between two BGP neighbors. The neighbor password router
configuration command enables MD5 authentication on a TCP
connection between two BGP peers.

© 2005 Cisco Systems, Inc. All rights reserved.

Summary (Cont.)

* Local networks are announced in BGP by listing them with
the network command or by redistributing them with the
redistribute command. The network command can be used to
announce any IP prefix. If you use the classless version of the
network command, a matching route has to reside in the IP
routing table.

 If there are a lot of networks to be advertised, and BGP is
used primarily to achieve scalability, it may be easier to let
the local IGP find the routes and then redistribute them into
BGP. To redistribute routes from one routing process into
another routing process, use the redistribute router
configuration command.

* BGP4 supports CIDR, and any BGP router can advertise
individual networks or supernets (prefixes). To specify the
networks to be advertised by the BGP routing process, use
the network router configuration command.

©2005 Cisco Systems, Inc. All rights reserved.
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Summary (Cont.)

e There are cases where routes that are already in the BGP table have to
be summarized. This process is called “aggregation” in BGP and is
configured with the aggregate-address command.

e The BGP conditional route injection feature provides a means to
originate a prefix into a BGP routing table without the corresponding
match, allowing more specific routes to be generated based on
administrative policy or traffic engineering information to provide
more specific control over the forwarding of packets to these more
specific routes.

* The BGP Support for TTL Security Check feature introduces a
lightweight security mechanism to protect EBGP peering sessions
from CPU utilization-based attacks; a host cannot attack a BGP
session if the host is not a member of the local or remote BGP network
or if the host is not directly connected to a network segment between
the local and remote BGP networks.

« BGP route aggregation is not appropriate in multihomed topologies.

© 2005 Cisco Systems, Inc. All rights reserved. BGP v3.2—1-32

1-94 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Lesson 6

Monitoring and
Troubleshooting BGP

Overview

Border Gateway Protocol (BGP) monitoring commands are important to ensuring that basic
BGP configurations are operating correctly. If basic BGP configurations are not functioning as
expected, BGP troubleshooting skills are critical to successful problem resolution.

This lesson introduces the Cisco |OS commands that are available for monitoring and
troubleshooting basic BGP configurations. The commands that are required to monitor the
status of BGP, neighbor connections, and the BGP table are discussed. The lesson also
discusses techniques for troubleshooting the most common BGP session startup issues.

Objectives

Upon completing this lesson, you will be able to perform the steps to correct basic BGP
configuration and session errors. This ability includes being able to meet these objectives:

m |dentify the Cisco |OS command that is required to monitor the overall status of the BGP
routing process

m |dentify the Cisco IOS command that is required to monitor BGP neighbors

m |dentify the Cisco IOS commands that are required to monitor the BGP table

m |dentify the Cisco IOS commands that are required to perform basic BGP debugging
m List common BGP session startup problems

m  Troubleshoot basic BGP session startup problems when the neighbor is not reachable
m  Troubleshoot basic BGP session startup problems when the neighbor is not configured

m  Troubleshoot basic BGP session startup problems when an AS number mismatch exists
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Monitoring Overall BGP Routing

This topic describes the command that is used to monitor the overall status of the BGP routing
protocol process.

Monitoring Overall BGP Routing

router>

|show ip bgp summary

» Displays BGP memory use, and displays BGP neighbors and the
state of communication with them

Fred#show ip bgp summary

BGP table version is 8, main routing table version 8

4 network entries (8/12 paths) using 832 bytes of memory
5 BGP path attribute entries using 576 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory
2 received paths for inbound soft reconfiguration

Neighbor v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/PfxRed
1.1.0.1 4 213 80 81 8 (o] 0 01:15:51 2
1.1.0.3 4 387 79 81 o} (o] 0 00:00:15 Active S
1.2.0.1 4 213 82 82 o} o] 0 02:15:23 Idle Q

This command is very useful when you are troubleshooting BGP. The output in the figure
provides a short summary of the status of the BGP processin the router.

The first section of the output describes the BGP table and its content:

m  The BGP table version is the version number of the local BGP table. This number is
increased every time that the table is changed.

m  The main routing table version shows the last version of the BGP database that was
injected into the main routing table.

m  The subsequent lines of text indicate the amount of memory that has been allocated to hold
the table. These lines of text display how many networks are known and how many
different paths and attribute values are associated with them.
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The second section of the output is a table in which the current neighbor statuses are shown.
Thereis one line of text for each neighbor that has been configured. The columns are as
follows:

m [P address of the neighbor as configured in the local router
m  BGP version number that is used by the router when communicating with the neighbor
m  Autonomous system (AS) number of the remote neighbor

m  Number of messages and updates that have been received from the neighbor since the
session was established

m  Number of messages and updates that have been sent to the neighbor since the session was
established

m  Version number of the local BGP table that has been included in the most recent update to
the neighbor

m  Number of messages that are waiting to be processed in the incoming queue from this
neighbor

m  Number of messages that are waiting in the outgoing queue for transmission to the
neighbor

m  How long the neighbor has been in the current state and the name of the current state (the
state “ Established” is not printed out, so no state name indicates “ Established”)

Y ou can use thisinformation to verify that BGP sessions are up and established. If they are not,
you will have to further investigate the BGP configuration to locate the problem. Y ou can also
verify the P address and AS number of the configured BGP neighbor with the show ip bgp
summary command.

If the session state is * Established,” the number of messages that have been sent and received,
as displayed in the output of the show ip bgp summary command, can indicate BGP stability.
Use the command afew times, with atime interval between the printouts, and cal culate how
many messages have been exchanged during that period.

A large number of messages in the incoming queue indicates alack of CPU resourcesin the
local router. A large number of messages in the outgoing queue indicates a lack of bandwidth to
the remote router or alack of CPU resources in the remote router.

show ip bgp summary
To display the status of al BGP connections, use the show ip bgp summary EXEC command.

m show ip bgp summary

This command has no arguments or keywords.
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Monitoring BGP Neighbors

This topic describes the Cisco |0S command that is used to monitor BGP neighbors.

Monitoring BGP Neighbors

router>

|show ip bgp neighbors ip-address

* Displays detailed neighbor information

Fred#ishow ip bgp neighbors 1.2.0.1
BGP neighbor is 1.2.0.1, remote AS 213, external link
Index 3, Offset 0, Mask 0x8
BGP version 4, remote router ID 10.1.1.1
BGP state = Established, table version = 11, up for 01:23:05
Last read 00:00:05, hold time is 180, keepalive interval is 60 secconds
Minimum time between advertisement runs is 30 seconds
Received 92 messages, 0 notifications, 0 in queue
Sent 92 messages, 0 notifications, 0 in gqueue
Connections established 1; dropped 0
Last reset never
No. of prefix received 2

002G_026

©2005 Cisco Systems, Inc. All rights reserved. BGP V3214

Y ou can use this command for two different purposes. The general purpose, as shown in the
figure, isto get information about the TCP session and the BGP parameters of the session. Al
BGP session parameters are displayed. In addition, TCP timers and counters are also displayed.

The other use is not shown in this example. If any of the optional qualifiers referring to routes
or paths are given, the BGP routing information that was sent or received on this session is
displayed. This feature is useful when you are troubleshooting path selection.

show ip bgp neighbors

To display information about the TCP and BGP connections to neighbors, use the show ip bgp
neighbors EXEC command.

m  show ip bgp neighbor s [address] [received-routes | routes | advertised-routes | { paths
regular-expression} | dampened-routes)
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Syntax Description

Parameter

Description

address

(Optional) Address of the neighbor whose routes you have
learned from.

If you omit this argument, all neighbors are displayed.

received-routes

(Optional) Displays all received routes (both accepted and
rejected) from the specified neighbor.

routes

(Optional) Displays all routes that are received and accepted.

This is a subset of the output from the received-routes keyword.

advertised-routes

(Optional) Displays all the routes that the router has advertised to
the neighbor.

paths regular-
expression

(Optional) Regular expression that is used to match the paths
received.

dampened-routes

(Optional) Displays the dampened routes to the neighbor at the
IP address specified.
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Monitoring the BGP Table

This topic describes the Cisco |0S commands that are used to monitor the BGP routing table.

Monitoring the BGP Table

router>

|show ip bgp

« Displays all routes in the BGP table in summary format

Fred#show ip bgp
BGP table version is 11, local router ID is 12.1.2.3
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.0.0.0 1.2.0.1 500 0 213 i
* 1.1.0.1 1000 0 213 i
*> 11.0.0.0 1.2.0.1 500 0 213 i
* 1.1.0.1 1000 0 213 i
*> 12.0.0.0 0.0.0.0 o] 32768 i 8§
*> 14.0.0.0 1.1.0.3 o] 0 387 i g

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—15

In most cases, when the show ip bgp command is given without optional qualifiers, the entire
BGP tableis displayed. An abbreviated list of information about each route is displayed, one
line per prefix. The output is sorted in network number order. Therefore, if the BGP table
contains more than one route to the same network, the routes are displayed on successive lines.
The network number is printed on the first of these lines only. The following lines, which refer
to the same network, have the network number field left blank.

Some, but not al, of the BGP attributes that are associated with the route are displayed on the
line. Next-hop, multi-exit discriminator (MED) (displayed as “Metric”), local preference, and
weight each have their own columns. The AS-path attribute is displayed as the sequence of AS
numbersin the “Path” column. Immediately following the AS path, but not part of the AS-path
attribute, the origin attribute is displayed. The lowercase letter “i” means Interior Gateway
Protocol (IGP), “€’ means exterior gateway protocol (EGP), and “?” means incomplete or
unknown.

The BGP path selection process selects one of the available routes to each of the networks as
the best. This route are pointed out by the character “>" in the left column.

show ip bgp
To display entriesin the BGP routing table, use the show ip bgp EXEC command.
m  show ip bgp [network] [network-mask] [longer -pr efixes]
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Syntax Description

Parameter Description

network (Optional) Network number, which is entered to display a
particular network in the BGP routing table

network-mask (Optional) Displays all BGP routes matching the address and
mask pair

longer-prefixes (Optional) Displays the network and its more specific networks or
prefixes.
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Monitoring the BGP Table (Cont.)

router>

|show ip bgp ip-prefix [mask subnet-mask] |

» Displays detailed information about all paths for a single prefix

|Advertising Router Router-ID'—

| Advertising Router IP Address I—
Fred#show ip bgp 11.0.0.0

BGP routing table entry for 11.0.0.0/8, version 5
Paths: (2 available, best #1, advertised over EBGP)
213
A1.2.0.1 from 1.2.0.1 (10.1.1.1) ¢
Origin IGP, metric 500, localpref 100, valid, external, best

002G_028
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If more information and the complete set of BGP attributes are required, the show ip bgp
command should be entered with the network number on the command line. This command
displays all relevant BGP information about that specific network.

In this example, the information about network 11.0.0.0 is displayed. There are two routes to
11.0.0.0. Oneisreceived from neighbor 1.2.0.1 and the other from 1.1.0.1.

The BGP route selection process has selected the route via 1.2.0.1 as the best. Thisisthusthe
route that BGP will try to install in the routing table. Installation of routes in the routing table is
made based on the administrative distance (AD).
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Debugging BGP

This topic describes the Cisco |0S commands that are used to perform debugging of basic BGP
configurations.

Debugging BGP

router#

|debug ip tcp transactions

» Displays all TCP transactions (start of session, session errors,
etc.)

router#

debug ip bgp events

e Displays significant BGP events (neighbor state transitions,
update runs)

©2005 Cisco Systems, Inc. All rights reserved.

BGPV32—1-7

If aBGP session staysin the Active state, where it is actively sending connection attempts to
the neighbor, debug ip tcp transactions can provide valuable information about failed
connection attempts. All TCP transactions in the router are displayed on the console as they
happen. The network administrator can then determine whether the TCP session is being
established, and, if not, what the probable cause of the problem might be.

If the TCP session succeeds but is torn down within a short period of time, you might find the

reason if you use debug ip bgp events. All BGP events will be displayed on the console as
they happen if this debug command is enabled.
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Debugging BGP (Cont.)

router#

debug ip bgp keepalives

* Debugs BGP keepalive packets

router#

debug ip bgp updates

» Displays all incoming or outgoing BGP updates
e Use with caution

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—1-8

In a stable state with no network topology changes, no BGP updates are sent between
neighboring routers. When a BGP session has been idle for some time, the BGP protocol will
exchange keepalive packets between BGP neighbors. The keepalive timer has a default value of
60 seconds.

Use the debug ip bgp keepalives command to get a printout on the console for every keepalive
packet that is sent or received. Successful keepalive exchangesindicate that the session is
working and isin a stable state.

If no keepalives have been sent or received, the session might still be working. The reason for
not seeing any keepalives would be that the session is never idle long enough.

Use the debug ip bgp updates command to get a printout on the console for every update
message that is sent or received. The successful exchange of updates indicates that the session
isworking and is not in the Idle state.

In alarge network, updates are sent and received in large volumes. Starting the debug ip bgp
updates command might cause extensive output on the console. In some cases, the CPU
resources that are used to generate those outputs are so great that few CPU resources remain to
actually forward traffic. In a case with very busy BGP sessions, it is actually possible to set the
router in a condition where all CPU resources are consumed with the debugging printouts.
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Debugging BGP (Cont.)

router#

debug ip bgp updates acl

» Displays all incoming or outgoing BGP updates for routes
matching an IP access-list

router#

debug ip bgp ip-address updates [acll]

» Displays all BGP updates received from or sent to a BGP
neighbor (optionally matching an IP access-list)

© 2005 Cisco Systems, Inc. All rights reserved.

To avoid debug printouts for every update that is sent or received, you can create and associate
an access-list with the debug command. When you use this command, the console displays
only the updates that refer to a network number that is permitted by the access-list. The
command is extremely useful in alive network with busy BGP sessions where the
troubleshooter is interested only in updates for specific networks.

Indicating a specific neighbor can even further restrict the debugging. The console displays
only the updates on the session with the indicated neighbor. Optionally, you can combine this
debug command with an access-list.
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BGP Session Startup Problems

This topic describes the most common session startup issues that you can experience when
configuring basic BGP.

BGP Session Startup Problems

Common BGP session startup symptoms:

* BGP neighbors do not become active.

 BGP neighbor is active, but the session is never established.
 BGP neighbor oscillates between idle and active.

©2005 Cisco Systems, Inc. All rights reserved.

There are a number of common BGP session startup symptoms:

m A BGP neighbor never becomes active.

m A BGP neighbor is active, but the BGP session is not established.
m  The BGP neighbor state oscillates between Idle and Active.
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BGP Neighbor Not Reachable

This topic describes basic BGP troubleshooting for BGP session startup problems where the
neighbor is not reachable.

BGP Neighbor Not Reachable

Symptom:
* BGP neighbors do not become active.

— show ip bgp neighbors displays the neighbor state as Idle
for several minutes.

Diagnosis:

* Neighbor is not directly connected.
Verification:

< Verify with show ip route.

©2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—1-11

BGP sessions to arouter in another AS should normally run across directly connected
interfaces (routers that share a common IP subnet). Y ou must configure neighboring routersto
reach each other using the I P address belonging to this shared subnet so that no other routing
protocol isrequired to set up the BGP session.

If arouter is configured with a BGP neighbor that isin another AS but not directly connected,
the session will stay in the Idle state. The router will not even attempt to set up the session.

The normal way to fix this problem is to change the neighbor reference so that it is referred by
an |P address that is directly connected. However, in some odd cases, the neighbor is
intentionally reachable using an interface that is not directly connected. In that rare case, the
local router must have routing information on how to reach that address. Also, you must
configure the BGP session with the ebgp-multihop option.

If the session goesinto the Active state, the router will attempt to establish the session. If
session establishment is unsuccessful, you will have to troubleshoot the problem. The debug ip
tep transactions command will display the connect attempts.
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BGP Neighbor Not Reachable (Cont.)

Symptom:
* BGP neighbor is active; session is not established.

— debug ip tcp transactions display shows that
the TCP SYN packet is not answered with a
SYN-ACK packet.

Diagnosis:

* Neighbor is not reachable.
Verification:

» Verify connectivity with ping.

e Check for the presence of an access-list.

© 2005 Cisco Systems, Inc. All rights reserved.

TCP session establishment starts with the router sending a TCP SY N packet. If the TCP SYN
packet is never answered, the remote router might be dead or not reachable. Try to use the ping

command and verify the existence of the remote router and the I P packet exchange between the
local and remote router.
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Example: BGP Neighbor Not Reachable

In this example, the remote BGP router is not available.

BGP Neighbor Not Reachable (Cont.)

16:
16:
16:
16:
16:
16:
16:

16:
16:

34
34
34
34
34
34
34

35:
35:

:30:
:30:
:30:
:30:
:30:
:30:
:30:

12:
12:

Router#debug ip tcp transaction

TCB82119C40 created
TCB82119C40 setting property TCP WINDOW SIZE (0) 8223BDES
TCB82119C40 setting property TCP_TOS (11) 8223BDEC
TCB82119C40 bound to 152.168.4.13.11007
TCP: sending SYN, seq 545426735, ack 0 ¢

TCPO: Connection to 192.168.4.14:179, advertising MSS 1460

TCPO: state was CLOSED -> SYNSENT [11007 -> 192.168.4.14(179)]

TCPO: state was SYNSENT -> CLOSED [11007 -> 192.168.4.14(179)]

TCB 0x82119C40 destroyed
A

002G_028

SYN packet is sent. —

TCP session is closed.

SYN+ACK reply never came back,

©2005 Cisco Systems, Inc. All rights reserved.
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The sending router never receives the reply to the SYN packet and aborts the TCP session in
approximately 45 seconds (changing the state from synsent to closed).
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BGP Neighbor Not Configured

This topic describes basic BGP troubleshooting for BGP session startup problems where the
neighbor is not configured.

BGP Neighbor Not Configured

Symptom:
* BGP neighbor is active; session is not established.

— debug ip tcp transactions display shows that the
TCP SYN packet is answered with an RST packet.

Diagnosis:

* This router is not configured as the BGP neighbor on the
neighboring router.

Verification:

e Check IP addresses of BGP neighbors with show ip bgp
summary on the neighboring router.

©2005 Cisco Systems, Inc. All rights reserved.

If the TCP SY N packet is answered with a TCP RST packet, the remote router is alive and
reachable but is not willing to grant the connection attempt. The reason for this refusal may be
that BGP has not been fully configured on the remote router or that the source |P addressthat is

used by the local router in the connection attempt is not in the list of valid neighbors for the
remote router.
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Example: BGP Neighbor Not Configured

In this example, the remote router is not configured for BGP or there was a mismatch in the

neighbor IP addresses.

BGP Neighbor Not Configured (Cont.)

Router#debug ip tcp transaction

TCB82119C40 created

TCB82119C40 setting property TCP WINDOW SIZE (0) 8223BDES8
TCBB2119C40 setting property TCP _TOS (1T) 8223BDEC
TCB82119C40 bound to 192.168.4.13.11005

16:30:30:
16:30:30:
16:30:30:
16:30:30:
16:30:30: TCP:
16:30:30: TCPO:
16:30:30: TCPO:
16:30:30: TCPO:
16:30:30: TCPO:
305377216 rcovnx
16:30:30: TCPO:
16:30:30:

TCB 0x82119C40 destroyed

sending SYN, seq 305377215, ack 0
Connection to 192.168.4.14:179, advertising MSS 1460
state was CLOSED -> SYNSENT [11005 -> 192.168.4.14(179)]
state was SYNSENT -> CLOSED [11005 -> 192.168.4.14(179)]

bad seg from 192.168.4.14 -- closing connection: seq 0 ack

t 0 revwnd 0 len O
connection closed - remote sent RST

»

)02G_030

SYN packet is sent.

Neighbor replies with RST packet,
TCP session is closed.

© 2005 Cisco Systems, Inc. All rights reserved.
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The remote router responds with an RST packet as soon asit receivesthe initial SYN packet,
terminating the BGP session.

© 2005, Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.

BGP Overview

1-111



BGP AS Number Mismatch

This topic describes basic BGP troubleshooting for BGP session startup problems wherethe AS
numbers are not properly configured.

BGP AS Number Mismatch

Symptom:
* BGP neighbor oscillates between Active and Idle.

— debug ip tcp transactions displays the TCP session being
established and torn down immediately.

Diagnosis:
e Thereis an AS number mismatch between BGP neighbors.
Verification:

» Verify the AS numbers configured for neighboring routers
using the show ip bgp summary on both routers.

©2005 Cisco Systems, Inc. All rights reserved.
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If the TCP session is established using the specified three-way handshake of SYN, SYN-ACK,
and ACK, but the router drops the session after a short packet exchange, the BGP parameters
are mismatched. Make sure that the remote AS that is configured on the router matches the
local ASthat is configured on the neighbor. If the AS numbers do not match, the router drops
the session after exchanging BGP Open messages.
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Example: BGP AS Number Mismatch

This example illustrates a mismatch in an AS number.

BGP AS Number Mismatch (Cont.)

16:
16:
16:
16:

40:
40:
40:
40:

43:
43:
43:
43:
: TCPO: Connection to 192.168.4.14:11000, advertising MSS 1460

: TCPO: state was SYNRCVD -> ESTAB [179 -> 192.168.4.14(11000)]
: TCB821197BC callback

: TCB821197BC accepting 82119C40 from 192.168.4.14.11000

: BGP: 192.168.4.14 reset due to BGP Notification sent

: TCPO: state was ESTAB -> FINWAIT1 [179 -> 192.168.4.14(11000)]
: TCPO: sending FIN

Routeri#fdebug ip tecp transaction
Router#debug ip bgp event

TCB82119C40 created

TCPO: state was LISTEN -> SYNRCVD [179 -> 192.168.4.14(11000) ]
TCPO: Connection to 192.168.4.14:11000, received MSS 1460

TCP: sending SYN, seqg 918933898, ack 862828853

<

02G_031

BGP notification is sent because of an

AS number mismatch in Open message.

TCP session is established.

©2005 Cisco Systems, Inc. All rights reserved.
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Whenever there is a mismatch in AS numbers (or any other BGP parameters that are necessary
for proper BGP operation), the BGP session is terminated with a BGP notification, and the TCP
session isterminated as well.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* The show ip bgp summary command displays the overall
status of BGP and shows configured neighbors and their
state.

* You can use the show ip bgp neighbors command to get more
in-depth information about a specific BGP neighbor.

* All entries in the BGP table can be displayed with the show ip
bgp command. You can also use show ip bgp to display an
extended printout about a specific route in the BGP table.

* You can use the debug ip tcp transactions command to
troubleshoot BGP session establishment problems. The
command debug ip bgp events displays significant BGP
events, while debug ip bgp updates displays the routing
information being exchanged between BGP neighbors.

©2005 Cisco Systems, Inc. All rigl

Summary (Cont.)

e Three common BGP session startup symptoms are that BGP
neighbors never become active, that the BGP neighbor is
active but the BGP session is not established, and that the
BGP neighbor state oscillates between idle and active.

* If arouter is configured with a BGP neighbor that is in
another AS but not directly connected, the session stays in
the Idle state.

» If a BGP neighbor is unreachable, no reply is sent for the TCP
SYN packet, causing the session to time out.

 If the TCP session is established using the three-way
handshake (SYN, SYN-ACK, ACK), but the session is
dropped after a short packet exchange, BGP parameters are
mismatched.

©2005 Cisco Systems, Inc. All rights reserved.
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Module Summary

This topic summarizes the key points discussed in this module.

Module Summary

* BGP has reliable transport provided by TCP, arich set of
metrics called BGP path attributes, and scalability features
such as batched updates that make it suitable for very large
networks.

» Configured BGP neighbors establish a TCP session and
exchange the BGP Open message, which contains the
parameters that each BGP router proposes to use.

* Some path attributes are well-known and should be
recognized by every BGP implementation. Some of the
well-known attributes, such as AS-path, next-hop, and
origin, are mandatory and have to be present in every BGP
update.

ems, Inc. All rights

Module Summary (Cont.)

e The route selection process takes into account various
BGP attributes that are attached to the route, as well as
local decisions.

* When you are configuring BGP neighbors, you will
enable the BGP routing protocol process, establish
neighbors, and advertise local routes.

e To ensure that basic BGP configurations are operating
correctly, there are a number of Cisco I0S commands to
monitor the status of BGP, neighbor connections, and
the BGP table, as well as to troubleshoot the most
common BGP session startup issues.

©2005 Cisco Systems, Inc. All rights reserved.
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This module presented an overview of BGP, avery robust and scalable routing protocol. The
first lesson covered the uses of BGP and its limitations. The second lesson moved to describing
the concept of BGP neighbors and the procedures for establishing neighbor sessions. Then, the
third lesson listed BGP path attributes and their functionality. The fourth lesson described
interdomain route processing. When you had the foundation of a general understanding of
BGP, the fifth lesson explained how to configure it. The modul e ended with alesson that
identified the steps to monitor the operation of BGP and correct basic configuration errors.

References

For additional information, refer to these resources;

m  Cisco Systems, Inc. Border Gateway Protocol.
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/bgp.htm.

m  Cisco Systems, Inc. Configuring BGP.
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cger/ip_clipeprt2/ic
dbgp.htm.

m Cisco Systems, Inc. Using the Border Gateway Protocol for Interdomain Routing.
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ics/icsbgp4.htm.
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Module Self-Check

Use the questions here to review what you learned in this module. The correct answers and
solutions are found in the Module Self-Check Answer Key.

Q1)  Whichthree items are BGP enhancements to traditional distance vector routing
protocols? (Choose three.) (Source: Introducing BGP)

A)
B)
C)
D)
E)
F)

reliable updates

use of triggered updates only
enhanced security

rich metrics

route summarization
snapshot updates

Q2)  Which protocol facilitates reliable update capabilities in BGP? (Source: Introducing

BGP)
A)
B)
C)
D)

TCP
UDP
HSRP
ICMP

Q3)  What are three characteristics of an AS? (Choose three.) (Source: Introducing BGP)

A)
B)
C)
D)
E)
F)

uses | GPs for intradomain routing

uses EGPs for interdomain routing

is acollection of networks under a common administrative authority
consists of agroup of network domains

automatically summarizes addresses

regulated by the IETF

Q4)  Which three scenarios are common scenarios where BGP is used? (Choose three.)
(Source: Introducing BGP)

A)
B)

C)
D)

E)
F)

a customer with a connection to multiple service providers

service provider networks acting as transit systems and forwarding external
traffic through their network

asingle-site customer intranet with complex administrative policies between
departments

as the core routing protocol in very large enterprise networks

as the routing protocol in an 1S-1S backbone area

as the core routing protocol in an SNA network

Q5)  What are three recommended BGP use guidelines for multihomed customer networks?
(Choose three.) (Source: Introducing BGP)

A)
B)

C)
D)

E)
F)

Most multihomed customers should use BGP with their service providers.
Most multihomed customers should forward routing information that is
received from one provider to the other provider.

The multihomed customer must have its own public AS number.
Multihomed customers should use a provider-independent, public address
space.

The multihomed customer may use and advertise RFC 1918 addresses.
Multihomed customers should use the AS number of their primary | SP.
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Q6) What isalimitation of the BGP routing protocol ? (Source: Introducing BGP)

A) Y ou cannot use BGP to implement hop-by-hop routing policy controls.

B) Y ou cannot use BGP to influence the routing policy in a downstream AS.

03] BGP cannot control forwarding of packets based on their destination address.
D) BGP cannot scale to very large networks with more than 110,000 routes.

Q7)  Which three statements are true of BGP mandatory well-known attributes?
(Choose three.) (Source: Understanding BGP Path Attributes)

A) They must be present in all BGP updates.

B) All BGP-compliant implementations must recognize them.
) All BGP-compliant routers must adhere to policies specified in mandatory
attributes.

D) All well-known attributes are propagated to other neighbors.
E) They must be present in some BGP updates.

Q8)  Which three attributes are BGP mandatory well-known attributes? (Choose three.)
(Source: Understanding BGP Path Attributes)

A) next-hop

B) weight

C) AS-path

D) origin

E) MED

F) local preference

Q9)  Which three possible values are assigned to the BGP origin attribute? (Choose three.)
(Source: Understanding BGP Path Attributes)

A) IGP

B) EGP

() unknown
D) internal
E) externd
F) MED

Q10) Which nontransitive optional BGP attribute is useful in assisting with the route
selection process when multiple links to another AS exist? (Source: Understanding
BGP Path Attributes)

A) next-hop

B) local preference
C) MED
D) AS-path

Q11) Inwhich two ways can the BGP next-hop attribute be modified? (Choose two.)
(Source: Understanding BGP Path Attributes)

A) If the next-hop attribute isin the same | P subnet as the receiving router, the
attribute is unchanged; otherwise, it is set to the I P address of the sending
router.

B) The next-hop attribute is always set to the I P address of the sending router.

) The next-hop attribute is modified only when BGP packets exit an AS.

D) The BGP next-hop attribute is modified only when BGP packets traverse point-
to-point links.
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Q12)

Q13)

Q14)

Q15)

Which three statements regarding the BGP AS-path attribute are true? (Choose three.)
(Source: Understanding BGP Path Attributes)

A)
B)

C)
D)

E)

F)

Thelocal AS number is prepended to the AS path each time that the route
crosses an AS boundary.

The ASthat originally injected the route into BGP is always found at the
rightmost end of the AS path.

The AS-path attribute can be used to avoid routing loops.

BGP routes with an empty AS path were injected into BGP from outside the
local AS.

Thelocal AS number is appended to the end of the AS path each time that the
route crosses an AS boundary.

The ASthat originally injected the route into BGP is always found at the
leftmost end of the AS path.

What isindicated by a state of “Idle” in the output of the show ip bgp summary
command? (Source: Establishing BGP Sessions)

A)

B)
C)

D)

Therouter is currently not attempting to establish a connection with a
neighbor.

The connection to the configured neighbor has timed out.

The connection to a BGP neighbor has been established, and no errors have
been received on the connection.

The connection to a BGP neighbor has been established, and no packets have
been sent.

What happensif two TCP connection attempts between configured BGP neighbors
succeed? (Source: Establishing BGP Sessions)

A)

B)
C)
D)

Both connections will be terminated, and the neighbors will re-establish a
neighbor relationship.

One connection will be maintained as primary and the other as backup.

One of the two connections will be torn down.

The router with the lower router-ID will determineif the second connection is
torn down or used as a backup TCP connection.

Given the following BGP session states.

OpenConfirm

Established
Idle
OpenSent
Active

SN

What is their order of progression during the creation of a successful neighbor session?
(Source: Establishing BGP Sessions)

A) 51,423
B) 34152
C 541,32
D) 35412
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Q16)

What does the field “ThlVer” indicate in the output of the show ip bgp summary
command? (Source: Establishing BGP Sessions)

A) the current version of BGP in use by the router

B) the number of route prefixes that are contained in the BGP update of the router
()] BGP messages that have been received from that neighbor

D) the last version of the BGP database that was sent to that neighbor

Q17) What occurs when you use MD5 between two BGP neighbors? (Source: Establishing
BGP Sessions)
A) Every packet is encrypted with MD5.
B) The IP header is encrypted using MD5.
C) An MD?5 checksum is calculated and sent with each packet so that its source
can be verified.
D) A username and password are embedded in an | P datagram that is matched to a
username and password on the remote neighbor.
Q18) What doesarouter that isrunning BGP do with a BGP update that contains its own AS
path? (Source: Processing BGP Routes)
A) The router checks to see whether the information that is contained in the update
is better than its current information. If it is, it will update its BGP table.
B) The router accepts the route update.
(3] The router silently discards (denies) the route.
D) The router returns an error to the router that sent the update.
Q19) How many aternate paths to a single destination will a BGP router maintain in the
BGP table? (Source: Processing BGP Routes)
A) The router will maintain only the best path to the destination.
B) The router will maintain two paths, the best path and a backup route.
3] The BGP table will hold up to four routes by default and a maximum of six
configurable routes.
D) The BGP table will store all valid, advertised routes to the destination in the
BGP table.
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Q20) When arouter has more than one alternative route to reach the same | P subnet (network
and mask), the router has to select one of them as best in its default mode of operation
Match the following steps to the correct step in the process. (Source: Processing BGP

Routes)

A)

B)

C)
D)

E)

G)

2
3,
4. Step4
5
6

The router compares MED values, but only if it receives the updates from the
same neighboring AS. Routes with alower MED are preferred.

The router checks whether the next-hop attribute indicates an IP address that is
reachabl e according to the current routing table. If the next hop is not
reachable, the router does not consider the BGP route as a candidate to become
selected as the best. (Source: Processing BGP Routes)

The router prefers the route with the higher weight.

If the local preference attributes are different, the route with the highest value
is selected as best.

The lengths of the AS paths are compared (the content is not checked; only the
number of autonomous systems in each AS path is counted). The route with the
shortest length is selected.

If one of the routesis injected into the BGP table by the local router, the local
router prefersit to any routes that it receives from other BGP routers.

If the AS-path lengths are the same, the origin code is checked. BGP prefers
the path with the lowest origin type: IGP is lower than EGP, and EGP is lower
than Incompl ete.

1. Stepl

Step 2
Step 3

Step 5
Step 6

7. Step7

Q21) What are two waysin which local networks are advertised into the BGP routing
protocol process? (Choose two.) (Source: Processing BGP Routes)

A)
B)
C)
D)

automatically, after aBGP neighbor session is established

manually, with the networ k command

through redistribution into the BGP process

by advertising them to the BGP table on the router after Cisco Discovery
Protocol discovers connected networks

Q22) What are two situations when is it appropriate to disable automatic summarization in
BGP? (Choose two.) (Source: Processing BGP Routes)

A)

B)
C)
D)

when BGP neighbors are not configured to advertise aggregate routes to
upstream providers

when the clasdess variant of the network command is used

when you are using aclassless IGP inthe AS

when the effects of automatic summarization of |GP-to-BGP redistribution are
not desired
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Q23) What isthe AD of BGP routesin the IP routing table that were learned from BGP
neighborsin a different AS? (Source: Processing BGP Routes)

A1
B) 20
c 9
D) 120

Q24) Which three BGP attributes are displayed for each route in the BGP table when you are
using the show ip bgp command? (Choose three.) (Source: Processing BGP Routes)

A) weight

B) communities
() origin

D) AS-path

Q25) What isthevalid AS number range for a BGP process on a Cisco router? (Source:
Configuring Basic BGP)
A) 1to 256
B) 1to 32768

C) 110 65535
D) 1to 131072

Q26) Which two parameters must you configure with the neighbor command to establish a
BGP session with an external neighbor? (Choose two.) (Source: Configuring Basic
BGP)
A) neighbor IP address
B) subnet mask of the | P network
3] remote AS number

D) local AS number
E) description of the neighbor

Q27) What isthe best method to temporarily disable a BGP neighbor session? (Source:
Configuring Basic BGP)
A) remove the neighbor command from the BGP router process
B) remove the BGP router process from the configuration

) terminate the neighbor connection with the neighbor shutdown command
D) disconnect the neighbor by initiating a router rel oad

Q28) Which two of the following statements about configuring BGP timers are accurate?
(Choose two.) (Source: Configuring Basic BGP)

A) Changing the BGP default holdtime and keepalive timersis usually not

recommended.

B) The neighbor timers command sets the timers for a specific BGP peer or peer
group.

)] Thetimersbgp command sets the timers for a specific BGP peer or peer
group.

D) Holdtime indicates the frequency (in seconds) with which the Cisco 10S
software sends messages to its peer.
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Q29)

Q30)

Q31)

Q32)

Q33)

Q34)

Which two of the following are characteristics of the string component of the neighbor
{ip-address | peer-group-name} password string command? (Choose two.) (Source:
Configuring Basic BGP)

A) can contain any alphanumeric characters, including spaces

B) case-sensitive password of up to 100 characters

3] first character can be a number

D) cannot specify a password in the format “ number-space-anything”

Which three steps must you complete to advertise a classless prefix into BGP?
(Choose three.) (Source: Configuring Basic BGP)

A) configure the prefix with the network command
B) specify the mask keyword with the locally advertised route
)] configure the redistribute connected command under the BGP router process

D) use a static route pointing to null 0 that matches the prefix

Which origin codeis carried with routes that are redistributed into BGP? (Source:
Configuring Basic BGP)

A) internal

B) external

() unknown
D) incomplete

Which two of the following statements about the classless behavior of BGP are
correct? (Choose two.) (Source: Configuring Basic BGP)

A) When an exact match is not found in the I P routing table a matching prefix is
automatically configured on the router.

B) In the network ip-prefix-address mask subnet-mask command, the prefix
does not have to match an entry in the IP routing table

()] To advertise class ess networks into BGP (a subnet or a supernet), you can use
the networ k command with the mask keyword and the subnet mask specified.

D) If the keyword mask and the subnet mask are omitted, the network is assumed
to have its natural mask according to the network class.

What are two benefits of using route aggregation in BGP? (Choose two.) (Source:
Configuring Basic BGP)

A) It ensures that even if aggregate networks are down, the aggregate is
advertised, which eliminates black holes.

B) It reduces the amount of memory that is used in the router to store the BGP
table.

)] It reduces route flapping and its effects on router CPU resources.

D) BGP attribute granularity is maintained, which ensures optimal path selection.

Which two of the following are characteristics of the BGP Conditional Route Injection
feature? (Choose two.) (Source: Configuring Basic BGP)

A) allows you to originate a prefix into a BGP routing table without the
corresponding match

B) enabled with the bgp inject-map exist-map command

() allows conditional injecting or replacing more specific prefixes with less
specific prefixes

D) allows origination of a prefix into a BGP routing table only with the
corresponding match
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Q35) Which two of the following are characteristics of the BGP Support for TTL Security
Check feature? (Choose two.) (Source: Configuring Basic BGP)

A) should be configured on only one participating router

B) prevents BGP sessions from expiring even if keepalive packets are not received
before the session timer expires

() protects the EBGP peering session by comparing the valuein the TTL field of
received | P packets against a hop count that is configured locally for each
EBGP peering session.

D) supports both directly connected peering sessions and multihop EBGP peering
sessions

Q36) Which two of the following are functions of the show ip bgp summary command?
(Choose two.) (Source: Monitoring and Troubleshooting BGP)

A) displays BGP memory use

B) displays BGP neighbors and status of communication with them
()] locates problems in BGP sessions that are up and established

D) displays the BGP routing table

Q37) Which command do you use to display detailed BGP neighbor information? (Source:
Monitoring and Troubleshooting BGP)

A) show ip bgp summary

B) show ip bgp

) show ip bgp neighbor s address
D) show ip bgp detail

Q38) Which two of the following statements about the show ip bgp command that is used to
monitor the BGP routing table are accurate? (Choose two.) (Source: Monitoring and
Troubleshooting BGP)

A) The show ip bgp command shows an abbreviated list of information about
each route, displaying one line per prefix.

B) The show ip bgp command shows afull list of information about each route,
displaying one line per prefix.

3] All of the BGP attributes that are associated with the route are displayed on the
line.

D) If the BGP table contains more than one route to the same network, the routes
are displayed on successive lines of the command output.

Q39) Which debug command should you enable to troubleshoot BGP session startup issues
where the TCP connection never succeeds? (Source: Monitoring and Troubleshooting
BGP)
A) ip bgp updates
B) ip packets

) ip bgp keepalives
D) ip tcp transactions
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Q40)

Q41)

Q42)

Q43)

What are the three most common session startup issues that you can experience when
configuring basic BGP? (Choose three.) (Source: Monitoring and Troubleshooting
BGP)

A) BGP neighbors do not become active.

B) BGP routing loops cause black holes.

O A BGP neighbor is active, but the BGP session is not established.
D) The BGP neighbor state oscillates between Idle and Active.

E) The BGP session is active, but the neighbor cannot be reached.

F) BGP keepalives experience intermittent failures.

What is the most common reason for a BGP session not leaving the Idle state? (Source:
Monitoring and Troubleshooting BGP)

A) The TCP port for the connection is not configured.

B) The external neighbor is not directly connected.

(3] The TCP SY N packet is answered with an RST packet.

D) The neighbors have been configured with the same AS number.

What will result from attempting to open a BGP connection with a neighbor that has
not been properly configured for BGP? (Source: Monitoring and Troubleshooting
BGP)

A) The BGP session will remain in the Idle state.

B) The neighbor session will be established, and the session startup parameters
will be negotiated over the TCP session.

O The BGP session will be immediately terminated with a TCP RST packet.

D) The BGP session will become “stuck in Active state.”

When a BGP neighbor oscillates between Active and Idle, what is the likely diagnosis?
(Source: Monitoring and Troubleshooting BGP)

A) There are mismatched keepalive intervals.

B) Thereisan AS number mismatch between BGP neighbors.

C) One router is not configured as the BGP neighbor on the neighboring router.
D) The BGP neighbor is not reachable.
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Module Self-Check Answer Key

Q1 A,B,D

Q2) A

Q3) A,B,C

Q4) A,B,D

Q5) A,C,D

Q6) B

Q7) A,B,D

Q8) A,C,D

Q9) A,B,C

Q10) C

Q11) A,B

Q12) A,B,C

Q13) A

Q14) C

Q15) D

Q16) D

Q17) C

Q18) C

Q19) D

Q20) A-7,B-1, C-2, D-3, E-5, F-4, G-6

Q21) B,C

Q22) B,D

Q23) B

Q24) A,C,D

Q25) C

Q26) A,C

Q27) C

Q28) A,B

Q29) A,D

Q30) A,B,D

Q31) D

Q32) C,D

Q33) B,C

Q34) A,B

Q35) C,D

Q36) A,B

Q37) C

Q38) B,D

Q39) D

Q40) A,C,D

Q41) B

Q42) C

Q43) B
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Module 2

BGP Transit Autonomous
Systems

Overview

This module is one of the focal points of the Border Gateway Protocol (BGP) curriculum: a
discussion of BGP issuesin atransit autonomous system (AS). The module covers basic BGP
transit AS issues, ranging from synchronization between an Interior Gateway Protocol (IGP)
and BGP to Internal Border Gateway Protocol (IBGP) full-mesh and next-hop requirements.

Module Objectives

Upon completing this module, you will be able to use BGP policy controls to influence the
BGP route selection process in a network scenario in which you must support connections to
multiple ISPs. This ability includes being able to meet these objectives:

Describe the function of atransit AS and the need for IBGP

Describe the interaction in atransit AS between EBGP and IBGP in relation to relevant
attributes

Describe the function of an IGP in forwarding packets through an AS
Configure an ASto act as atransit backbone in a BGP network

Verify proper operation of aconfigured BGP transit network by performing the steps
necessary to correct basic IBGP configuration errors
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Lesson 1

Working with a Transit AS

Overview

All transit autonomous systems are required to carry traffic originating from or destined for
locations outside of that autonomous system (AS). For the transit AS to meet this requirement,
a degree of interaction and coordination between Border Gateway Protocol (BGP) and the
Interior Gateway Protocol (IGP) that is used by that particular ASis necessary. Such a
configuration requires special care to ensure consistency of routing information throughout the
AS.

The topology of the Internet can be viewed as a series of connections between stub networks,
multihomed networks, and transit autonomous systems. A multihomed AS containing more
than one connection to the outside world and allowing traffic not originating in that AS to
travel through it isatransit AS. Thislesson introduces the concept of the multihomed transit
AS and how BGP exchanges routing information inside the AS and between neighboring
autonomous systems. It also explains the requirement for Internal Border Gateway Protocol
(I1BGP) within the multihomed transit AS.

Objectives

Upon completing this lesson, you will be able to describe the function of atransit AS and the
need for IBGP. This ability includes being able to meet these objectives:

m Listthefunctionsof atransit AS

m  Describe external route propagation between autonomous systems in a BGP network
m  Describeinternal route propagation withinaBGP AS

m  Explain how transiting packets are forwarded inside atransit AS

m  Explain the need for deploying IBGP on al core routers
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Transit AS Tasks

This topic describes the functions of atransit AS.

Transit AS Tasks

AS 12 RTR-A RTR-B
- [z
R-12
AS 14
A ==
RTR-C AS 42 RTR-D R-14 §

« Propagate routes between remote autonomous systems
* Route packets between remote networks

©2005 Cisco Systems, Inc. All rights reserved.

Routersin atransit AS have to perform two tasks:

m  Receive routing information updates about reachable networks from neighboring
autonomous systems, propagate the information through their own AS, and send it to other
neighboring autonomous systems.

m  Forward IP packets that they have received from aneighboring AS through their own AS to
adownstream neighboring AS. The routersin the transit AS perform this task using the
routing information that they have received as part of the first task.
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External Route Propagation

This topic describes external route propagation between autonomous systemsin a BGP
network.

External Route Propagation

Routes between autonomous systems are
always exchanted via EBGP.

AS 12 77 S RTRA RTR-B
w2

R-12

RTR-C AS 42 RTR-D R-14

002G_100
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Two autonomous systems usually exchange routing information about reachable networks
using BGP. Thereis currently no alternative routing protocol that has the scalability and
security characteristics of BGP.

In the figure, the BGP session between R-12 and RTR-A is called an External Border Gateway
Protocol (EBGP) session because R-12 and RTR-A arein different autonomous systems.

BGP routing information updates consist of the network address, subnet mask, and any number
of BGP attributes. No other routing protocol provides the same richness of route attributes as
BGP. Trandating BGP route attribute information into any other protocol would likely cause a
loss of information. Therefore, the EBGP information that RTR-A receivesis not trandated; it
isjust forwarded to other BGP-speaking routers (RTR-D in the figure) within the AS.

Likewise, RTR-D has BGP information and can propagate it to R-14 in AS 14 over the EBGP
Session.

EBGP sessions are, in general, established between directly connected neighbors. BGP-
speaking routers, therefore, need no additional routing information to establish a session.

© 2005, Cisco Systems, Inc. BGP Transit Autonomous Systems 2-5

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Internal Route Propagation

Thistopic describes internal route propagation within aBGP AS.

Internal Route Propagation

The only protocol that can transport all BGP
attributes across the backbone is BGP
inside an AS, called Internal BGP (IBGP).

An IBGP session must be established between
transit AS border routers to propagate EBGP routes.

AS 12 RTR-A RTR-B
=
R-12
5 AS 14
- & |
RTR-C AS42 RTR-D R-14 %
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In this example, the BGP session between RTR-A and RTR-D, which are both in the same AS,
isan IBGP session.

IBGP sessions are, in general, established between distant routers in the same AS. These
routers need additional routing information to establish the session, because there is no
requirement that IBGP neighbors be directly connected. This information typically comes from
the IGP, which is running within the AS independently of BGP.
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Packet Forwarding in an AS

This topic describes how transiting packets are forwarded inside atransit AS.

Packet Forwarding in an AS

|Packet from AS 14 toward AS 12 is received by RTR-D.|

AS 12 RTR-A RTR-B
— -
1=
R-12
v ]
{ As14

How will . pm ==

RTR-C forward RTR-C AS 42 RTR-D R-14
the packet?

RTR-D forwards the packet toward RTR-A as dictated
by an IBGP-learned entry in its IP routing table.

Conclusion 1: RTR-C needs external routes for proper
packet forwarding.
Conclusion 2: RTR-C must receive BGP routes.

0026G_102
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In this example, after AS 14 has received the routing information about reachable networks
inside AS 12, IP packets can start to flow (in the figure, from AS 14 toward AS 12). R-14, the
egressrouter in AS 14, forwards IP packets with destinationsin AS 12 toward RTR-D,
according to information received through EBGP.

RTR-D now uses the IBGP information that it received from RTR-A and forwards the packets
in the direction of RTR-A, which in this case means viaRTR-C.

When the IP packets reach RTR-C, the router checks its routing table for a matching entry, but
it failsto find one. The packet is dropped because the destination network is unreachable from
the perspective of RTR-C.

This situation is, of course, unacceptable. To prevent dropped packets resulting from
unreachable networks, RTR-C must also have routing information about the networks
reachable inside AS 12. The same information that RTR-D received from RTR-A over the
IBGP session must be propagated to RTR-C.

Note RTR-B has the same network reachability requirements as RTR-C, because RTR-D could
forward the packets via RTR-B as well as via RTR-C.

© 2005, Cisco Systems, Inc. BGP Transit Autonomous Systems 2-7

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Core Router IBGP Requirements in a Transit AS

This topic describes the need for deploying IBGP on all core routers.

AS core.

Core Router IBGP Requirements in a

Transit AS

» All core routers must have all external routes.

» Core routers must receive BGP routes.
— Redistribution of BGP routes into IGP is not scalable.
— Default routing is not applicable in transit

Within atransit AS, all routersthat are in atheoretical transit path between external
destinations should have information about all external routes that are received from any
neighboring AS. If asingle router on atransit path does not have this information, thereis
aways a possibility that an IP packet that is received from a neighboring AS will not be ableto
be forwarded by that router through the transit AS. The router lacking routing information
about the final destination of the IP packet dropsit into what effectively becomes a black hole.

The only feasible way for the router to distribute all external routing information is by using
IBGP. Redistribution of the EBGP routes into an IGP is not viable because no IGP can carry
the volume of information that BGP currently carriesin the Internet.

Note The risk of losing information during redistribution of EBGP routes into an IGP is not the
reason why BGP is used to update intermediate routers in the transit path instead of an IGP.
Redistribution into an IGP is not used because of the scalability issues that would arise from
doing so.

Default routing or a gateway of last resort cannot be used by routers within the transit path
when transit services are provided to other autonomous systems. If some routes were to be
filtered out and the default route used instead, full routing flexibility would be lost. The transit
ASwould not be able to forward packetsto all destinations at all times. In fact, routing loops
and black holes might be easily introduced.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* Routers in a transit AS receive routing information updates
from neighboring autonomous systems, propagate the
information through their own AS, and send it to other
neighboring autonomous systems.

* Two autonomous systems usually exchange routing
information over an EBGP session.

« A BGP session between two routers in the same AS is called
an IBGP session.

e For packets to be properly forwarded in a transit AS, all
routers must have external routing information.

* The only feasible method of distributing external routing
information to all routers in the transit AS is through IBGP.

© 2005 Cisco Systems, Inc. All rights reserved.
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Lesson 2

Interacting with IBGP and
EBGP In a Transit AS

Overview

Configuring a Border Gateway Protocol (BGP) network in atransit services configuration
requires special care to ensure consistency of routing information throughout the autonomous
system (AS). Understanding the interaction between External Border Gateway Protocol
(EBGP) and Internal Border Gateway Protocol (IBGP) is crucia to successfully configuring
and troubleshooting the transit autonomous network.

This lesson introduces the requirements of IBGP and describes how routersresiding in the
transit AS process the next-hop attribute. Changes to the normal processing of the next-hop
attribute are also described in this |esson. The lesson concludes with a comparison between
EBGP and IBGP.

Objectives

Upon completing this lesson, you will be able to describe the interaction in atransit AS
between EBGP and IBGP in relation to relevant attributes. This ability includes being able to
meet these objectives:

m Describe AS-path processing in IBGP
m  Describe BGP multipath load sharing
m  Explain the need for BGP split horizon

m  Explain the need for a full-mesh topology between IBGP routers and the implications of
that need

m List the benefits of establishing IBGP neighbor sessions using loopback interfaces
m  Describe next-hop processing in IBGP
m  Explain why all EBGP peers must be reachable by all BGP-speaking routers within the AS

m  Describe how to configure edge routers to announce themselves as the next hop in IBGP
updates

m  Describe the differences between EBGP and IBGP sessions
The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
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AS-Path Processing in IBGP

This topic describes AS-path processing in IBGP.

AS-Path Processing in IBGP

| Network X is announced as coming from AS 12. |

3

AS 12 X12... )RTR-A RTR-B
% [ 1BGP Session
R-12 4',?
EBGP Session| R s 14
V3
RTR-C AS 42| RTR-D R-14

AS path as received from external
neighbor is not changed on IBGP sessions.

Local AS number is prepended to AS
path on EBGP sessions.

002G_103

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—23

All BGP routing updates carry the mandatory well-known attribute AS-path, which lists the
autonomous systems that the routing update has already crossed.

When arouter originates a BGP prefix (network X in this example), the AS path is empty.
Whenever a BGP prefix is announced over an EBGP session, the AS number of the router that
is sending the information is prepended to the AS path. In the example, R-12 inserts“12” in the
AS path before forwarding the routing update to RTR-A.

The AS path is not changed when the BGP prefix is propagated across | BGP sessions because
the routing update has not crossed an AS boundary. In the figure, RTR-A forwards the
information over an IBGP session to RTR-D with the AS path unchanged. The AS-path
information about network X will be the samein all routers within AS 42, because adl the
routers are updated using IBGP sessions from RTR-A.

When RTR-D forwards the information about network X to R-14, RTR-D prependsits own AS
number (42) to the AS path. Thus, R-14 receives the routing information about network X with
an AS-path attribute of “42 12.”
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Multipath Load Sharing in BGP

This topic describes multipath load sharing in BGP.

Multipath Load Sharing in BGP

Router 1 ' Router 2

No Local
Policy

*Best Path
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When a BGP-speaking router with no local policy configured receives Network Layer
Reachability Information (NLRI) from multiple IBGP sources for the same destination, the

AS 100 AS 200
Router 3

EBGP @

0026_260

router chooses one |BGP path as the best path. The best path isthen installed in the IP routing
table of the router. For example, the figure illustrates that with three pathsto AS 200, router 2
determines that one of the pathsto AS 200 is the best path and uses only this path to reach AS

200.

The IBGP multipath load-sharing feature enables the BGP-speaking router to select multiple
IBGP paths as the best paths to a destination. The best paths, or multipaths, are then installed in

the IP routing table of the router.
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Multipath Load Sharing in BGP (Cont.)

AS 100 AS 200
Router 3

EBGP ﬁ

Router 1 Router 2

Multipaths
Configured

*Best Path
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For example, on router 2 in the figure, the pathsto routers 3, 4, and 5 are configured as
multipaths and can be used to reach AS 200, equally sharing the load to AS 200.

For multiple paths to the same destination to be considered as multipaths, the following criteria
must be met:

m  All attributes must be the same. The attributes include weight, local preference, AS path
(entire attribute and not just length), origin code, multi-exit discriminator (MED), and IGP
distance.

m  The next hop router for each multipath must be different.
Even if the criteria are met and multiple paths are considered multipaths, the BGP-speaking

router still designates one of the multipaths as the best path and advertises this best path to its
neighbors.

Configuring multiple IBGP best paths enables a router to evenly share the traffic destined for a
particular site.

maximume-paths ibgp

To control the maximum number of parallel internal BGP routes that can beinstalled in a
routing table, use the maximum-pathsibgp command in router configuration mode.

B maximum-pathsibgp maximum-number

To disable this feature, use the no form of this command.

®  nomaximum-pathsibgp
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Syntax Description

Parameter Description

maximum-number A number from 1 to 6.

The maximum number of parallel routes that an IP routing
protocol installs in a routing table.
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BGP Split Horizon

This topic explains the need for BGP split horizon as a mechanism to prevent routing loops.

BGP Split Horizon

as 12 LX12- JpmraLX12- Jrmre
% ? | IBGP Session |

R-12

“ZL X

EBGP Session

AS 14

” RTR-C AS 42 RTR-D R-14

To prevent loops, incoming IBGP update is
not propagated to other IBGP peers.

No BGP attributes are changed in IBGP updates,
making loop detection impossible—split horizon
is needed to prevent BGP routing loops.

104

002G

Result: Full mesh of IBGP sessions is required for proper
IBGP update propagation.
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All routers within an AS must make routing decisionsin a consistent way. They must have
access to the same routing information with the same attributes in order to come to the same
conclusion about which exit point of the ASto use. In other words, the BGP attributes should
not be changed within the AS.

The AS-path attribute is not changed over an IBGP session, because the BGP update has not
crossed the AS boundary. However, the AS-path attribute is the primary means of detecting
routing information loops—a BGP router that encountersits own ASin the AS path of an
incoming BGP update silently ignores the information. Because the AS path is modified by
BGP-speaking routers only on EBGP sessions, this loop-preventing mechanism is useful
between autonomous systems only, not within them.

Routing information loops within the AS are prevented by IBGP split horizon—routing
information that is received through an IBGP session is never forwarded to another IBGP
neighbor, only toward EBGP neighbors. Because of BGP split horizon, no router can relay
IBGP information within the AS—all routers must be directly updated from the border router
that received the EBGP update.
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IBGP Full Mesh

This topic describes the need for a full-mesh topology between IBGP routers and the
implications of this need.

IBGP Full Mesh

AS 12 RTR-A RTR-B
AS 14
RTR-C AS 42 RTR-D ? g

» Full mesh of IBGP sessions has to be established between all BGP-speaking
routers in the AS for proper IBGP route propagation.

e The IBGP full mesh is a logical mesh of TCP sessions only; physical full mesh
is not required.
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Because every router on the transit path within the AS must have routing information about all
external networksthat are received by any of the border routers, RTR-B and RTR-C must lave
IBGP sessions to al border routers. Thislevel of communication is not enough, though,
because any of the internal routers could also create new BGP routing information (for
example, originate a customer network). These updates must also reach all the routers within
the AS. The conclusion is that all BGP routers within an AS must have IBGP sessions with
every other BGP router in the AS, resulting in afull mesh of BGP sessions between BGP-
speaking routersin an AS.

In the network shown in the figure, RTR-A must have IBGP sessions with RTR-B, RTR-C, and
RTR-D to propagate routes that are received from AS 12 to al routers within AS 42. Similarly,
RTR-D must have IBGP sessionswith RTR-A, RTR-B, and RTR-C to be able to propagate
routes that are received from AS 14 to al routers within AS 42.

Note The IBGP session between RTR-B and RTR-C is not strictly necessary for proper forwarding
of IP packets between external destinations. It does become mandatory if RTR-B or RTR-C
starts to originate BGP networks. To prevent potential future connectivity issues, it is a good
practice to establish a full mesh of IBGP sessions regardless of whether they are needed at
the time of network deployment or not.

The IGP that runs within AS 42 provides enough information to any BGP router within AS 42
to send IP packets to any other router in the AS. Having enough router reachability information
makes it possible to establish IBGP sessions between routers even though they are not
physically connected. The IBGP full meshisalogical full mesh of TCP sessions and will run
on an arbitrary physical topology.
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Example: IBGP Full Mesh

The figure illustrates IBGP split-horizon and IBGP full-mesh principles in a sample network.

IBGP Full Mesh Example

AS 12 EBGP Update RTR-A IBGP Update RTR-B

R-12

|EBGP Update> AS 14

s

RTR-C |AS 42 RTR-D R-14

ajepdn 494li

Incoming EBGP update is directly propagated from
ingress router to all BGP-speaking routers in the AS.

IBGP update is further
propagated to next AS.

002G_108

BGPV32—2-8
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R-12 is sending an update to RTR-A over an EBGP session. Updates that are received on an
EBGP session should be forwarded on all other IBGP sessions, so RTR-A updates RTR-B,
RTR-C, and RTR-D. All routers within AS 42 are updated directly by RTR-A.

RTR-B and RTR-C are prevented from forwarding the update that they received from RTR-A
because of BGP split horizon.

RTR-D, which received the information on an IBGP session, is prevented from updating
RTR-B and RTR-C because of the same split-horizon rule. But RTR-D will update R-14 over
an EBGP session.
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IBGP Neighbors

Thistopic lists the benefits of establishing IBGP neighbor sessions using loopback interfaces.

IBGP Neighbors

AS 12 RTR-A RTR-B
% —| IBGP Session
R-12 4
4—

Physical Connections AS 14

(For Example, WAN Links) Z—@

RTR-C AS 42 RTR-D R-14

IBGP Session 3

» Because of IBGP full-mesh requirements, IBGP neighbors are
usually not directly connected.

* Which interfaces should be chosen as the source and
destination addresses of IBGP TCP sessions?

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—2-9

In the figure, the transit AS 42 has a redundant physical topology. The IGP provides
reachability information for all routers and networks within AS 42, allowing al routersin the
ASto establish IBGP sessionsto all other routers, even if the routers are not directly connected.

If the IBGP session between RTR-A and RTR-D was established using IP addresses that
belong to the physical WAN interfaces, the IBGP session would go down if either of the WAN
interfaces went down. As aresult, the router would tear down the TCP session that is used for
BGP between the routers because the | P address of an interface that isin the down state is
invalid. Subsequently, al 1P packets that are received with a destination address pointing to that
interface will also be dropped.

Network designers must be careful during the network design and implementation phase that
those IBGP sessions remain established for as long as the two BGP routers have any usable
path between them.
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IBGP Neighbors (Cont.)

Always run IBGP sessions between loopback
interfaces.

* IBGP sessions can always be established, even if some
physical interfaces are down.

* IBGP sessions are stable—physical interface failure will not
tear down IBGP sessions.

* There is no BGP recovery after a failure inside the transit AS.
— The configured IGP will re-establish the path between

loopback interfaces.
— IBGP sessions are not affected.

©2005 Cisco Systems, Inc. All rights reserved.
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The best choice when you are configuring IBGP sessions is to establish each session between

loopback interfaces on each BGP router.

To establish BGP connectivity between the loopback interfaces, the | P addresses of these
interfaces have to be reachable by both routers. It isimportant that the |GP carry information
about the subnets that are assigned to each loopback interface so that the interfaces are

reachable by all BGP routersin the AS.

The IBGP sessions that are established between loopback interfaces have increased stability.
These sessions will not go down if asingle physical interface goes down. Aslong as the IGP
can find any path between the two routers, the IBGP session will remain up. BGP will not

notice that the | GP has changed the traffic path between the two routers.

Note Because BGP sessions run over TCP, they can survive even a short loss of connectivity
between BGP routers with no impact to the BGP routing protocol. The only requirement
placed on the IGP is that the network must converge before the BGP keepalive timer

expires.
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IBGP Next-Hop Processing

This topic describes how the next-hop attribute is processed in IBGP.

IBGP Next-Hop Processing

Network X is announced
with the next hop 1.0.0.1.

— X(1.00.1) > | x(1.001) Next hop is set to
AS 12 RTR-A RTR-B local IP address
@K on EBGP sessions.
R-12
IP address
1.0.0.1 [ X(3002) > AS 14

N

RTR-C |AS 42 RTR-D R-14

002G_400

Next hop is not changed
on IBGP sessions. | 3.0.0.2| 3.0.0.1 |
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Every BGP update carries the mandatory well-known attribute next-hop, which specifies the IP
address that should be used by the router as the forwarding next hop for packets sent toward the
announced destination address. In most cases, the next hop is set to the | P address that the
sending router is using as its source | P address for EBGP sessions. The receiving BGP router
will use the information and route | P packets toward the announced destination via the
indicated next hop, which is normally directly connected.

The next-hop attribute is not changed on IBGP updates, meaning that when the border router
forwards the BGP update on IBGP sessions, the next-hop addressis still set to the |P address of
the far end of the EBGP session. Therefore, the receiver of IBGP updates will see the next-hop
information indicating a destination that is not directly connected. To resolve this problem, the
router will check its routing table and see if and how it can reach the next-hop address. The
router can then route | P packets with destination addresses matching the network in the BGP
update in the same direction as it would have routed an | P packet with a destination address
equal to the |P address stated in the next-hop attribute. This processis known as recursive
routing.

In the figure, R-12 sends a BGP update about network X. Because it is sending this update over
an EBGP session to RTR-A, the next-hop attribute is set to the |P address that is used at the
R-12 side of the EBGP session, 1.0.0.1.

RTR-A can use thisinformation and route packets to network X by forwarding them to R-12.
RTR-A aso forwards the BGP update over al its IBGP sessions. It does not change the next-

hop attribute, so RTR-B, RTR-C, and RTR-D get information that they can reach network X by
forwarding packetsto 1.0.0.1. But that IP address is not directly connected, so the routers must
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look in their routing tables to seeif and how they can reach 1.0.0.1. If the recursive route
lookup is successful, each router can then route packets to network X in the same direction as it
would route packetsto 1.0.0.1.

RTR-D also forwards the BGP update about network X to R-14. The connection between these
routersis an EBGP session, meaning that RTR-D sets the next-hop attribute to its own IP
address, 3.0.0.2, which isused by RTR-D on the EBGP session toward R-14.
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Transit Network Using External Next Hops

This topic describes why all EBGP peers must be reachable by all BGP-speaking routers within
thetransit AS.

Transit Network Using

External Next Hops

» All EBGP peers must be reachable by all
BGP-speaking routers within the AS.

 EBGP next hops shall be announced using
the IGP.

— Redistribute connected interfaces into the IGP at the edge
routers.

or

— Include links to EBGP neighbors into the IGP and
configure them as passive interfaces.

©2005 Cisco Systems, Inc. All rights reserved. BGP V32212

All BGP-speaking routers within the AS get information about external networks with the next-
hop attribute, which is set to the far end of the EBGP sessions reaching the border routers of the
AS.

Routers use a recursive routing mechanism when they determine how to forward I P packets
toward external destinations. When BGP routes are used in the routing table, the router checks
how it would have reached the next-hop address, and it installs the BGP route with the same
forwarding indication as for the route that is used to reach the next-hop I P address.

To get the recursive routing to work, the router must resolve all possible next-hop references
that use information in the routing table, which is already there. The IGP that is used within the
AS must carry this information.

One way of making the IGP carry the information that is necessary to resolve the BGP next-
hop addressesis to make sure that all the border routers, which contain the EBGP sessions,
redistribute connected subnets into the IGP using the redistribute connected routing protocol
configuration command. Because EBGP sessions are established between routers using a
directly connected interface, the far end of the EBGP sessions is an | P address within the
directly connected subnet. By redistributing the connected interfaces into the IGP, the border
routers alow next-hop references to be resolvable by all routers within the AS.

External subnets that are redistributed into the IGP might appear as externa 1GP routes,
depending on what 1GP is configured within the AS. There are several scalability issuesthat are
associated with external routes in some routing protocols. For example, Open Shortest Path
First (OSPF) carries each external subnet in a separate link-state advertisement (LSA) object. If

© 2005, Cisco Systems, Inc. BGP Transit Autonomous Systems 2-23

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



route redistribution is not desirable for any reason, an aternative method isto include the
subnet on which the EBGP session is running in the | GP configuration using the networ k
command. To prevent the border router from exchanging |GP routing with the border router of
the other AS, you must configure the interface as a passive interface. Failure to do so could
cause the two autonomous systems to exchange routes using the IGP. In that case, all benefits
of having separate autonomous systems would be lost.

2-24 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Transit Network Using Edge Routers as Next
Hops

This topic describes how to configure edge routers to announce themselves as the next hop in
IBGP updates.

Transit Network Using Edge

Routers as Next Hops

» Alternate design: Next-hop processing is modified at the edge
routers.

— Edge routers announce themselves as the next hop in IBGP
updates.

— No redistribution of external subnets is necessary.

— This design might result in suboptimal routing if multiple paths
to a neighboring AS exist.

» Use default next-hop processing if at all possible.

©2005 Cisco Systems, Inc. All rights reserved. BGP V32213

The next-hop attribute is usually not modified by an IBGP peer when the BGP update is
propagated across |BGP sessions. However, you could configure the BGP router to have a
different behavior and set its | P address as the next-hop address even when the BGP updates
are sent across IBGP sessions (emulating behavior on EBGP sessions). If you do configure an
IBGP router to emulate the behavior of EBGP sessions on the IBGP sessions of the border
routers, the BGP updates that are received on the EBGP sessions will be forwarded on the
IBGP sessions and the next-hop attribute will be set to the I P address that is used on the local
side of the IBGP session. The original next hop, set by the far end of the EBGP session, will be
lost.

The receiver of the IBGP information will do recursive routing in the normal way. But the next-
hop address that is used will be the |P address of the far end of the IBGP session, because the
border router has changed it. The IP address of the far-end IBGP peer is aways known in the
routing table; otherwise, the IBGP session would not have been established. There is no need
for the receiver of the IBGP information to have knowledge of how to reach the far end of the
EBGP session, because that |P address is no longer set as the next hop.
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Transit Network Using Edge

Routers as Next Hops (Cont.)

router (config-router) #

|neighbor ip-address next-hop-self

» Changes next-hop processing at edge routers

» Bypasses the BGP next-hop processing and announces the
local IP address as the BGP next hop in outgoing updates sent
to the specified neighbor

* Has to be set on all IBGP neighbors to fully bypass IBGP next-
hop processing

© 2005 Cisco Systems, Inc. All rights reserved.
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neighbor next-hop-self

To configure the router as the next hop for a BGP-speaking neighbor or peer group, use the
neighbor next-hop-self router configuration command.

m neighbor {ip-address | peer-group-name} next-hop-self

To disable this feature, use the no form of this command.

m  noneighbor {ip-address | peer-group-name} next-hop-self

Syntax Description

Parameter Description
ip-address IP address of the BGP-speaking neighbor
peer-group-name Name of a BGP peer group
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Example: Transit Network Using Edge Routers as Next Hops

In the figure, the next-hop-self configuration has been used on all IBGP sessions.

Transit Network Using Edge

Routers as Next Hops Example

IBGP sessions are running
from loopback address 2.0.0.7.

AS 12 LX(1.0.0.1)

—

R-12

Next hop is set to
local IP address
on EBGP sessions.

IP Address
1.0.0.1

| X(3.002) > AS 14

\ R4 T
Next hop is set to the loopback | [ 3.0.0.2 ﬁ
address when next-hop-self is used. |—| m

002G_385
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The next-hop attribute is normally not changed on IBGP updates. When the border router
forwards the incoming EBGP update over an outgoing |BGP session, the border router changes
the next-hop address to the | P address that is used as the source address of the IBGP session.

The receiver of IBGP updates will see next-hop information that indicates a destination, which
might not be directly connected. To resolve this problem, it will check its routing table and see
if and how the next-hop address can be reached. Then it will route | P packets with destination
addresses that match the network in the BGP update in the same direction as it would have
routed an | P packet with the destination address equal to the IP address in the next-hop
attribute. In this case, it is obvious that the next-hop address can be reached, because the IBGP
session would not have been established otherwise.

In the figure, R-12 sends a BGP update about network X. Because it is sending a BGP update
over an EBGP session to RTR-A, the next-hop attribute is set to the IP address that is used at
the R-12 side of the EBGP session, 1.0.0.1. RTR-A can use this information and route packets
to network X by forwarding them to R-12.

RTR-A aso forwards the BGP update on all its IBGP sessions. It changes the next-hop
attribute to the IP address of its own loopback interface, so RTR-B, RTR-C, and RTR-D will
get information that they can reach network X by forwarding packets to 2.0.0.7. But that
address is not directly connected. The routers will inspect the routing table to see if and how
they can reach 2.0.0.7. They can then route packets to network X in the same direction that they
would use to route packetsto 2.0.0.7.

RTR-D also forwards the BGP update about network X to R-14. Thisisan EBGP session,
which means that RTR-D will set the next-hop attribute to its own | P address that is used on
that EBGP session, 3.0.0.2.

© 2005, Cisco Systems, Inc. BGP Transit Autonomous Systems 2-27

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Differences Between EBGP and IBGP Sessions

This topic describes the differences between EBGP and IBGP sessions.

Differences Between EBGP and

IBGP Sessions

* No BGP attributes are changed in IBGP updates.

* Because of BGP split horizon, routes learned from an IBGP
peer are not advertised to other IBGP peers.

» Local preference is propagated only over IBGP sessions.

* EBGP peers are directly connected; IBGP peers are usually
distant.

* Route selection rules slightly prefer EBGP routes.

©2005 Cisco Systems, Inc. All rights reserved. BGP V32216

Both EBGP and IBGP sessions forward BGP updates; however, they do it in dlightly different
ways.

m  Therouter does not change BGP attributes when an update is sent across an IBGP session,
unless next-hop-self is configured. When a BGP-speaking router sends an update across an
EBGP session, the next-hop attribute is always set and the AS number of the router is
prepended to the AS-path attribute.

m  |BGP uses split horizon to prevent routing information loops. EBGP does not use split
horizon and instead uses the AS path to detect loops. In both cases, arouter forwards only
the best route and never sends a route back on the session from which it was received. But
IBGP split-horizon rules also prohibit arouter from forwarding any information that is
received on an IBGP session to another IBGP session.

m IBGP border routers remove the local preference attribute from a BGP route before the
BGP update is sent over an EBGP session. This difference means that the local preference
attribute is distributed on IBGP sessions only.

m  Two routers with an EBGP session between them normally establish the session using the
I P addresses from a common, shared subnet. Using the shared subnet to establish the
session guarantees that the two routers can exchange I P packets without any |GP running
between them. Also, recursive routing will always succeed because the next-hop addressis
reachable using a directly connected route.

m  |BGP sessions are normally established between all routersin the ASin afull mesh. But all
routersin an AS might not have physical connections to every other router within the AS.
Because IBGP sessions are established between routers using | P addresses of different
subnets, an IGP must be running within the ASin order to establish IBGP sessions.

m  BGP route selection rules dightly favor EBGP routes over equivalent IBGP routes.
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Example: Differences Between EBGP and IBGP Sessions
This example illustrates the preference of the EBGP route.

Differences Between EBGP and

IBGP Sessions Example

Identical routes are received
| External route is preferred. | from internal and external peer.

10.0.0.0/8 AS=12 v

10.0.0.0/8 AS=12

¢l=Sv 8/0°0°0°0L

AS 12 AS 42

002G_110

* Whenever identical routes are received from IBGP and EBGP peers,
the route from the EBGP peer is preferred.

©2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—2-17

One of the default goals of transit packet forwarding isto propagate the transit packet toward
the downstream AS as soon as possible. A border router that receives otherwise equivalent
routes to the same destination over both an EBGP session and an IBGP session will prefer the
information that is received through the EBGP session.

Note Equivalent routes are routes that have equal BGP path attributes used in the BGP route
selection rules (weight, local preference, AS-path length, origin, MED).

In the figure, the upper router in AS 42 receives BGP updates about network 10.0.0.0/8 over
two different paths. One update is received over the EBGP session to AS 12. The other update
isreceived over the IBGP session to the lower router in AS 42. All essential attributes are the
same, so route selection cannot be made easily.

The upper router in AS 42 realizes that | P packets with destination addresses within network
10.0.0.0/8 should sooner rather than later leave AS 42. 1t is better to make them leave the AS
right away. So the update that was received on the EBGP session is preferred over the update
that was received on the IBGP session.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

« All BGP routing updates carry the mandatory well-known attribute
AS-path, which lists the autonomous systems that the routing
update has already crossed. The AS-path attribute is not changed
when the BGP prefix is propagated across IBGP sessions.

* The IBGP multipath load sharing feature enables the BGP speaking
router to select multiple IBGP paths as the best paths to a
destination. The best paths, or multipaths, are then installed in the
IP routing table of the router.

* Routing information loops within the AS are prevented by IBGP split
horizon—routing information that is received through an IBGP
session is never forwarded to another IBGP neighbor, only toward
EBGP neighbors.

» All BGP routers within an AS must have IBGP sessions with every
other BGP router in the AS, resulting in a full mesh of BGP
sessions.

© 2005 Cisco Systems, Inc. All rights reserved.

Summary (Cont.)

e For recursive routing to work, a router must resolve all
possible next-hop references that use information in the
routing table. The IGP that is used in the AS must carry this
information.

» For stability, the best choice when you are configuring IBGP
sessions is to establish the session between loopback
interfaces of BGP routers.

e The next-hop attribute is typically set to the IP address that
the sending router is using as its source IP address for an
EBGP session. Recursive routing is done to resolve the next
hop inside an AS because the next-hop attribute is not
changed on IBGP updates.
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Summary (Cont.)

* You can configure an edge router to set its IP address as the
next-hop address even when the BGP updates are sent
across IBGP sessions. As a result, there is no need for the
receiver of the IBGP information to know how to reach the far
end of the EBGP session, because that IP address is no
longer set as the next hop.

* Both EBGP and IBGP sessions forward BGP updates but in
slightly different ways. BGP attributes are not changed when
an update is sent across an IBGP session unless next-hop-self
is configured.
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Lesson 3

Forwarding Packets in a
Transit AS

Overview

A transit autonomous system (AS) requires interaction between External Border Gateway
Protocol (EBGP) and Internal Border Gateway Protocol (IBGP) and between IBGP and an
Interior Gateway Protocol (IGP) in thetransit AS. This lesson describes packet forwarding
through atransit AS and discusses the requirements for successful packet forwarding, such as
recursive route lookup and an IGP in the transit AS. This lesson concludes with a discussion of
the interaction between IBGP and an IGP running within the transit AS.

Objectives

Upon completing this lesson, you will be able to describe the function of an IGP in forwarding
packets through an AS. This ability includes being able to meet these objectives:

Describe packet forwarding in atransit AS

Explain how recursive lookup functionsin Cisco 10S software

Explain the need for an IGP in atransit backbone that is running BGP on all routers
Describe interactions between BGP and IGP in atransit AS

Explain the potential problems that might arise from BGP and | GP interaction
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Packet Forwarding in a Transit AS

This topic describes packet forwarding in atransit AS.

Packet Forwarding in a Transit AS

AS 12 RTR-A RTR-B
-
R-12
AS 14
= 2
RTR-C AS 42 RTR-D R-14

Router on a transit path needs to know all external
destinations for proper packet forwarding.

002G_111

All core routers need external routers for proper packet
forwarding.

* Redistributing can overload IGP resources.
* IBGP is preferred for scalability.
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When Border Gateway Protocol (BGP) updates have propagated through the transit AS to all
neighboring autonomous systems, the | P traffic can start to flow.

In the figure, Router R-14 forwards to RTR-D | P packets with the destination address matching
anetwork in AS 12. RTR-D checksits routing table and finds that there is a BGP route for that
destination. The BGP route has a next-hop reference, which points to the far end of the EBGP
session between R-12 and RTR-A. So RTR-D once again checks the routing table and finds
that it should forward the packet to RTR-C in this case.

Thus, RTR-C receives the | P packet with a destination address indicating a host within AS 12.
To be able to forward this packet, RTR-C must have a matching route in its routing table. A
default route or gateway of |ast resort is not appropriate because in the next instant RTR-C
could receive another packet, coming from the other direction and destined for AS 14.

The conclusion is that both RTR-C and RTR-B, to handle all possible cases, must have routing
information to all the external networksthat RTR-A and RTR-D have. The only scalable way
of providing routers with this information isto update RTR-C and RTR-B with IBGP from both
RTR-A and RTR-D.

In theory, the external information that is received by RTR-A and RTR-D could be
redistributed by these ingress routers into the IGP in use within the transit AS. However, no

I GP can handl e the volume of information that BGP can. So there would always be arisk that
the IGP would break because of information overload, causing atotal network meltdown in the
AS. The volume of routing information that is carried by BGP in the contemporary Internet
long ago passed the limits of what it is possible to carry in any I1GP.
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Packet Forwarding in a Transit AS (Cont.)

* Routes learned via BGP do not have an outgoing interface associated
with them in the routing table.

* Recursive lookup is performed to forward IP packets toward external
destinations.

INo Outgoing Interface|—

wg3pe2# show ip route 128.51.0.0
Routing entry for 128.51.0.0/16
Known via "bgp 5", distance 200, metric O
Tag 99, type internal
Last update from 192.168.5.1 01:21:25 ago
Routing Descriptor Blocks:
* 192.168.5.1, from 192.168.5.1, 01:21:25 ago
Route metric is 0, traffic share count is 1
AS Hops 5
wg3pe2# show ip route 192.168.5.1 <—— Route Toward BGP Next Hop
Routing entry for 192.168.5.1/32
Known via "ospf 1", distance 110, metric 1563, type intra area
Redistributing via ospf 1, rip
Advertised by rip metric 3
Last update from 192.168.5.17 on Seriall/0.121, 02:09:15 ago
Routing Descriptor Blocks:
* 192.168.5.17, from 192.168.5.1, 02:09:15 ago, via Seriall/0.121
Route metric is 1563, traffic share count is 1‘!\|

BGP Next Hop |Outgoing Interface

002G_112
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A BGProuteisinstalled in the IP routing table of arouter only if the |P addressin the next-hop
attribute is reachable according to the information already in the routing table. The installed
BGP route contains a reference to that next-hop address. So, the network will be reachable via
an |P address, which may or may not be directly connected. Because there is no clear reference
to aphysical interface, the BGP route isinstalled in the | P routing table without any
information about outgoing interface.

The router must evaluate the recursive reference to the BGP next hop sooner or later in order to
allow packet forwarding toward external destinations. The point in time when the recursive
reference is resolved depends on the | P switching mechanism that is used by the router. At the
latest, the router performs the recursive route lookup when an | P packet with a destination
address that matches the BGP route should be forwarded. The router determines which
outgoing interface should be used and which Layer 2 address to assign (if applicable). The
router creates a cache entry so that successive IP packets to the same destination can be routed
using the same outgoing interface and Layer 2 address.
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Recursive Lookup in Cisco I0OS Software

This topic describes how recursive lookup functionsin Cisco |OS software.

Recursive Lookup in Cisco IOS Software

Entries in routing table are built from BGP table.
Outgoing interface is never associated with a BGP route.

Recursive lookup is performed to forward

the packet external d
Address Prefix AS-Path Next-hop | Communities| Other attr.
BGP
Tabje | 10.0.0.0 8 4213 1.2.34 37:12
Protocol | *Address | = Prefix Next-hop  [Outgoing interface
IP Routing BGP ~10.0.0.0 — /8 1.2.3.4
Table [ ospF 1.2.3.0 124 1541 Ethernet 0
| conn. 1.5.4.0 124 Ethernet 0
‘/ ~
Address Prefix e L2 header
Switching [™40.0.0.0 8 MAC header
Cache
Lookup result
is stored in
IP address | MAC address switching cache.
ARP Cache | [1.5.4.1] 0c.00.11.22.33.44]] ——

ARP cache lookup is performed
to build Layer 2 header.
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The figure presents the steps in the recursive lookup process in Cisco |OS software. The router
has received a BGP update about network 10.0.0.0/8. It was associated with an AS-path
attribute set to 42 13, a next-hop attribute set to the IP address 1.2.3.4, and a community value
37:12. Some other attributes were aso carried with the update.

Because the next-hop address 1.2.3.4 is reachable according to the routing table, the BGP route
isalso installed in the routing table. Network number, subnet mask, and next-hop attributes are
inherited from the BGP table. No outgoing interface is assigned.

When an |P packet with a destination in network 10.0.0.0 is received, the router searches the
routing table and finds the installed BGP route. The router takes the indicated next-hop address
1.2.3.4 and searches the routing table again. It now finds a match with the Open Shortest Path
First (OSPF) route to subnet 1.2.3.0/24. The 1.2.3.0/24 route has an outgoing interface set to
interface Ethernet 0 and a next hop set to 1.5.4.1, meaning that packets that are destined for
network 10.0.0.0 should be forwarded via 1.5.4.1, which is directly reachable over Ethernet 0.
The Address Resolution Protocol (ARP) table is used to find the MAC address for |P address
1.5.4.1. The MAC addressis used to forward the IP packet to network 10.0.0.0 out the Ethernet
0 interface. The MAC header is stored in the cache for successive packets to network 10.0.0.0.

Note The example illustrates the recursive lookup performed when the router uses cache-based
IP switching mechanisms (for example, fast switching or optimum switching).
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Recursive Lookup in Cisco IOS

Software (Cont.)

» Traditional Cisco I0S software switching mechanisms
perform recursive lookup when forwarding the first packet.

— Fast switching, optimum switching.
» CEF precomputes the routing table.

— All recursive lookups are performed while the routing
table is built.

© 2005 Cisco Systems, Inc. All rights reserved. BGPV32—2:6

Traditional Cisco IOS switching mechanisms used the traffic-driven, cache-based switching
approach. Both fast switching and optimum switching populate the | P switching cache on
demand, meaning that before any IP packets are forwarded, the cache is empty. After the first
packet to a specific destination arrives, al routing table lookups are done, including recursive
lookup in the case of a BGP route. The result of the lookup is cached for later use when
successive packets for the same destination arrive. The process is repeated for every specific
destination.

Cisco Express Forwarding (CEF) prebuilds a complete I P forwarding table, called the
Forwarding Information Base (FIB), that is based on the | P routing table. After the router
installs a routing entry into its routing table, incoming routing information updates trigger the
recursive lookup, and the outgoing interface and the actual physical next hop of the route are
determined. MAC address resolution and MAC header generation are still traffic-driven and
stored in the cache.
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Routing Protocols in a Transit AS

This topic describes the need for an IGP in atransit backbone that is running BGP on all
routers.

Routing Protocols in a Transit AS

AS 12 RTR-A RTR-B
R-12
All core routers AS 14
are running IBGP. %
2
RTR-C AS 42 RTRD R-14 g
8

With IBGP running on all core routers, is an IGP still needed in the
core?

* An IGP is needed to resolve BGP next hops and perform
fast convergence after a failure in the core network.
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Some network designers base their network design on the wrong assumption that an internal
routing protocol is not needed in atransit AS where al routers run BGP. However, the internal
routing protocol is till needed inside an AS for two reasons:

m  To provide routing information that is needed to establish the IBGP sessions
m  To resolve next-hop references (recursive routing)

For example, when RTR-D in the figure receives an | P packet with the destination in AS 12, it
does arecursive lookup to find the outgoing interface to be used for packet forwarding. It
performs the recursive |lookup based on IGP information. If there is suddenly an internal
problem within AS 42, and the next-hop address is reachable a different way, the IGP
determines this fact. The IGP route to the next-hop network is changed by the router because of
newly received IGP route information, and all cache entries that rely on the old information are
invalidated. The next recursive lookup that RTR-D performs will indicate a different outgoing
interface than before the problem occurred.

During the IGP convergence process, the BGP routing is not affected. The only routing updates
that are exchanged during the transit AS convergence are | GP updates describing how to reach
internal destinations (including the far ends of the EBGP sessions).

The packet forwarding to external destinations thus benefits from the high-speed convergence
that is offered by the IGP. The faster the IGP determines that it should use an alternate path
within the AS to reach the next-hop address, the faster it will re-establish IP connectivity
toward external destinations.

The conclusion isthat an IGP is still needed inside atransit AS, and the network will work
better if it isan IGP with fast convergence.
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Routing Protocols in a Transit AS (Cont.)

e Core routers need to run BGP and an IGP.
BGP carries all external routes.

The IGP propagates BGP next hops and other core
subnets only.

All customer routes are also carried in BGP.
— Reduces IGP topology database

— Removes customer-caused route flaps from IGP; IGP
becomes more stable

© 2005 Cisco Systems, Inc. All rights reserved. BGP V3228

Both BGP and the configured |GP should be configured on al core routers inside the transit
AS. The IGP should carry as little information as possible—ideally only the links within the
core network, the loopback interfaces, and the external subnets that are used in EBGP sessions
with neighboring autonomous systems. This information is enough to establish IBGP sessions
and resolve next-hop addresses. The IGP will also work better if it carries less routing
information.

No routes external to the transit AS should ever be redistributed by any router from BGP into
the IGP. All externa routes should be in BGP only.

In autonomous systems that provide customer connectivity (not only transit service), it isalso
highly recommended that the customer networks be carried in BGP to reduce the amount of
information in the IGP and increase | GP stability.
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BGP and IGP Interaction

This topic describes the interaction between BGP and IGP in atransit AS.

BGP and IGP Interaction

Ideally, there will be no interaction between BGP and
the IGP.

* BGP carries external and customer routes.

e The IGP carries only core subnets.

e The IGP is not affected by external route flaps.

* BGP is not affected by failures internal to the network as
long as the BGP next hop remains reachable.

e The only link between BGP and the IGP should be the
recursive lookup.

BGPV32—2-9
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Ideally, BGP and the IGP carry two different sets of routing information. BGP carries the
routes that are received from other autonomous systems and the routes that belong to the local
AS and should be announced to other autonomous systems. The |GP carries only enough
information to establish IBGP sessions and resolve the EBGP next-hop addresses viathe IGP
routing tables.

The IGP will provide reachability toward the BGP next-hop addresses only if it is not disturbed
by externa updates from other autonomous systems.

BGP should take care of the external information. Aslong as the IGP finds a usable way to the
BGP next hops, the BGP does not need to do any recalculation because of internal problems
within the AS.
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BGP and IGP Interaction (Cont.)

Sometimes, BGP and the IGP will propagate the same
route.

* Usually stems from bad network design.

* In this case, routes are determined in EBGP/IGP/IBGP order
based on administrative distances of the routes.

Routing Protocol Default Administrative

Distance
EBGP 20
IGP 90 - 170
IBGP 200

©2005 Cisco Systems, Inc. All rights reserved. BGP v32—2-10

Sometimes the interaction between BGP and the IGP is not ideal, for a number of reasons,
including bad network design. In the worst case, the same networks might be carried in both the
IGP and BGP. For example, the subnets connecting the AS with neighboring autonomous
systems have to be announced via the | GP to enable next-hop resolution but may also be
announced via BGP by the remote AS or thelocal AS. In any case, information about the same
IP prefix will appear in both the IGP and the BGP data structures.

When the router installs routing information into the routing table, it checks to see whether
there are several sources of information for a particular 1P prefix. If so, the router installs the
information that it determines is most reliable. The administrative distance (AD) determines
which source to use.

BGP considers both EBGP and IBGP routes in the BGP selection process. BGP will therefore
never try to install both an EBGP route and an IBGP route for the same destination.
Comparison between ADswill thus occur only when two different protocols carry the same
destination network.

If BGP selects an EBGP route as the best route for a given destination network, it will try to
install that route with avery low AD, meaning that routes that are learned via EBGP have a
high likelihood of being installed in the routing table.

If BGP selects an IBGP route as the best, it will try to install it with ahigh AD, meaning that
routes that are learned via IBGP have alow likelihood of being installed in the routing table.

All 1GPs, such as Enhanced Interior Gateway Routing Protocol (EIGRP), OSPF, Intermediate
System-to-Intermediate System (I1S-1S), and so on, have a medium likelihood of being installed.
The ADsfor IGPsfall between the ADs of EBGP and IBGP.

Note The reason for giving EBGP a low default AD is because EBGP indicates routes external to
the local AS. IP packets with destination addresses to those networks should leave the AS
sooner rather than later. It is, in most cases, better that they leave the AS right away.
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Problems with BGP and IGP Interaction

This topic describes the potential problems that might arise from BGP and | GP interaction.

Problems with BGP and IGP Interaction

If an IGP route is learned through EBGP, the EBGP
route will take precedence.

e Potential causes include bad network design, routing
problems, or denial-of-service attack.

* Protect IGP routes with inbound prefix-list filters at AS
edges.

* Routers should never accept information about local subnets
from an external source.

©2005 Cisco Systems, Inc. All rights reserved. BGP V32211

If routing information about the same IP prefix is learned via both EBGP and an IGP, the router
will use the EBGP information. If an external ASisfeeding the local AS with EBGP routes that
actually should be local, routers within the AS will erroneously forward I P packets that are
destined to those local networks out of the local AS.

There are several potential reasons for this behavior; the most common is that the remote ASis
improperly configured or there is a denial-of-service (DoS) attack. To protect alocal AS from
this undesired behavior, network administrators should install inbound filters on al EBGP
sessions to filter incoming routes and reject routing information about networks that are
actually local to the AS.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

» All core routers need external routers for proper packet
forwarding.

e Arecursive lookup is performed in BGP to resolve the
forwarding path reference of the next-hop attribute.

e Packet forwarding to external destinations benefits from the
high-speed convergence offered by an IGP; therefore, an IGP
is still needed inside a transit AS.

e The IGP should provide reachability toward BGP next-hop
addresses only if they are not disturbed by external updates
from other autonomous systems (those are handled by BGP).

 IP packets could be erroneously forwarded out of the local
AS if an external AS accidentally (or by intent: DoS) feeds the
local AS with EBGP routes that should be local.

© 2005 Cisco Systems, Inc. All rights reserved. BGP v3.2—2-12
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Lesson 4

Configuring a Transit AS

Overview

Specifying an autonomous system (AS) as a transit backbone introduces specific requirements
in the design, scaling, and configuration of Border Gateway Protocol (BGP). Thislesson
introduces the configuration requirements of Internal Border Gateway Protocol (IBGP) to
implement atransit AS. Configuration details of IBGP are discussed in this lesson, including
IBGP neighbor configuration, using loopback interfaces for IBGP neighbors, disabling BGP
synchronization, and modifying the default administrative distances (ADs) of BGP. Thislesson
concludes with a discussion of the scalability concerns of BGP in the transit backbone.

Objectives

Upon completing this lesson, you will be able to configure an AS to act as atransit backbonein
aBGP network. This ability includes being able to meet these objectives:

Identify the Cisco |OS commands that are required to configure IBGP neighborsin an AS

Identify the Cisco 10OS command that is required to configure IBGP sessions between
loopback interfacesin acommon AS

Identify the Cisco |OS command that is required to configure BGP synchronization to
ensure successful IBGP operation of the transit AS

Identify the Cisco |OS command that is required to change the AD of BGP routes
List the scalability limitations of |BGP-based backbones
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Configuring IBGP Neighbors

This topic describes the Cisco 10S commands that are required to configure IBGP neighborsin
an AS.

Configuring IBGP Neighbors

router (config-router) #

|neighbor ip-address remote-as as-number |

e This command configures a BGP neighbor.

e The AS number configured determines whether the session is
an EBGP session (neighbor AS is different from local AS) or
IBGP session (same AS number).

router (config-router) #

neighbor ip-address description text

e Attaches optional description to a neighbor

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—23

Configuring an IBGP neighbor involves two simple steps:
m  Configure aBGP neighbor, specifying the same AS number.

m  Attach adescription to the neighbor to help in documentation and troubleshooting efforts
(optional).
neighbor remote-as

To add an entry to the BGP neighbor table, use the neighbor remote-as router configuration
command.

m neighbor [ip-address | peer-group-name] remote-as as-number

To remove an entry from the table, use the no form of this command.

m  noneighbor [ip-address | peer-group-name] remote-as as-number

Syntax Description

Parameter Description
ip-address Neighbor IP address
peer-group-name Name of a BGP peer group
as-number AS to which the neighbor belongs
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neighbor description

To associate a description with a neighbor, use the neighbor description router configuration
command.

m neighbor [ip-address | peer-group-name]description text

To remove the description, use the no form of this command.

m  noneighbor [ip-address | peer-group-name] description text

Syntax Description

Parameter Description
ip-address Neighbor IP address
peer-group-name Name of a BGP peer group
text Text (up to 80 characters) that describes the neighbor
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Configuring IBGP Sessions Between Loopback
Interfaces

This topic describes the Cisco |OS command that is required to configure IBGP sessions
between loopback interfaces on routersin acommon AS.

Configuring IBGP Sessions Between

Loopback Interfaces

router (config-router) #

|neighbor ip-address update-source interface

e This command configures the source interface for the TCP
session that carries BGP traffic.

* For IBGP sessions, the source interface is a loopback address.

e The source address configured on one peering router must
match the destination address configured on the other—a BGP
session will not start otherwise.

« Make sure that your loopback interfaces are announced in the
backbone IGP.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—24

When a BGP session is established between two routers, both routers attempt to set up the TCP
connection by sending TCP SY N packets to each other. If both succeed, one of the sessionsis
brought down so that only one remains. The TCP packets have a destination |P addressthat is
configured with the neighbor command. But they must also have a source | P address assigned.
If no update source is configured, the router sets the source |P address of the outgoing TCP
session to the IP address of the outgoing physical interface.

When a TCP SY N packet with the BGP well-known port number arrives at the peer router, the
receiver checksto determine if the connection attempt is coming from one of the configured
peers. If the source IP addressis not in the list of configured neighbors, the receiver denies the
connection attempt.

Asagenera rule, IBGP sessions should be established between loopback interfaces of BGP-
speaking routers. The destination | P address that is configured in the neighbor statement should
therefore be the I P address of the loopback interface of the peer router. But the local router

must also make sure that the source address of the outgoing TCP connection attempt isthe IP
address that the peer router has listed. Configuring BGP neighbors using neighbor update-
sour ce ensures that the source address of the outgoing TCP connection is correct by referring to
the interface that has the correct |P address. Normally, this interface is the loopback interface of
the local router.
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neighbor update-source

To instruct Cisco 10S software to allow IBGP sessions to use any operational interface for TCP
connections, use the neighbor update-sour ce router configuration command.

m neighbor [ip-address | peer-group-name] update-sour ce interface

To restore the interface assignment to the closest interface, which is called the “best local
address,” use the no form of this command.

m noneighbor [ip-address | peer-group-name] update-sour ce interface

Syntax Description

Parameter Description
ip-address Neighbor IP address
peer-group-name Name of a BGP peer group
interface Loopback interface
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Configuring BGP Synchronization

This topic describes the Cisco |0S command that is required to configure BGP synchronization
to ensure successful IBGP operation of atransit AS.

Configuring BGP Synchronization

router (config-router) #

| no synchronization

e This command disables synchronization between BGP and an
IGP.

* Modern transit autonomous systems do not need
synchronization because they do not rely on redistribution of
BGP routes into an IGP.

* BGP synchronization has to be disabled in modern transit AS
designs on all BGP routers.

©2005 Cisco Systems, Inc. All rights reserved.
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The BGP synchronization rule states that if an AS provides transit service to another AS, BGP
should not advertise aroute until al of the routers within the AS have learned about the route
viaan Interior Gateway Protocol (IGP). Network designers used synchronization in older
transit AS designs that relied on BGP route redistribution into the IGP. Modern AS designs do
not rely on this feature anymore because the number of routes carried in the Internet exceeds
the scalability range of any known IGP. Redistribution into the IGP is thus no longer
applicable, and you must disable the synchronization feature for your transit AS to work.

synchronization

To enable the Cisco 10S software to advertise a network route without waiting for the IGP (that
is, to disable synchronization between BGP and your 1GP), use the no form of the
synchronization command. Note that in Cisco |OS Software Release 12.2(8)T and later, the
default changed to disable synchronization.

B no synchronization

This command has no arguments or keywords.
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Changing the Administrative Distance of BGP
Routes

This topic describes the Cisco |OS command that is required to change the AD of BGP routes.

Changing the Administrative

Distance of BGP Routes

router (config-router) #

|distance bgp external internal local

* This command sets the AD for EBGP, IBGP, and local routes.

* This change applies only to routes received after the command
has been entered (similar to filters).

» Defaults: EBGP routes have a distance of 20; IBGP and local
routes have a distance of 200.

e The defaults are usually correct; do not change them.

© 2005 Cisco Systems, Inc. All rights reserved.
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distance bgp

To allow the use of external, internal, and local ADs that could be a better route to a node, use
the distance bgp router configuration command.

m distance bgp external-distance internal-distance local -distance

To return to the default values, use the no form of this command.

m nodistance bgp external-distance internal -distance local -distance
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Syntax Description

Parameter Description

external-distance AD for BGP external routes.

External routes are routes for which the best path is learned from
a neighbor external to the AS. Acceptable values are from 1 to
255. The default is 20. Routes with a distance of 255 are not
installed in the routing table.

internal-distance AD for BGP internal routes.

Internal routes are routes that are learned from another BGP
entity within the same AS. Acceptable values are from 1 to 255.
The default is 200. Routes with a distance of 255 are not installed
in the routing table.

local-distance AD for BGP local routes.

Local routes are the networks that are listed with a network
router configuration command, often as back doors (BGP back
door makes the IGP route the preferred route) for that router or
for networks that are being redistributed from another protocol.
Acceptable values are from 1 to 255. The default is 200. Routes
with a distance of 255 are not installed in the routing table.
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Scalability Limitations of IBGP-Based Transit

Backbones
This topic describes the scalability limitations of |BGP-based backbones.

Scalability Limitations of IBGP-Based

Transit Backbones

Transit backbone requires IBGP full mesh between
all core routers.

* Large number of TCP sessions

» Unnecessary, duplicate routing traffic
There are two scalability solutions:

* Route reflectors

* BGP confederations

©2005 Cisco Systems, Inc. All rights reserved. BGP V3227

IBGP split-horizon rules, as documented in previous |essons, mandate an IBGP connection
between every border router and every other BGP router in an AS.

The general design rulein IBGP design isto have afull mesh of IBGP sessions. But, afull
mesh of IBGP sessions among n humber of routers would require (n* (n—1)) / 2 IBGP
sessions. For example, afull mesh between 10 routers would require (10 * 9) / 2 = 45 IBGP
sessions.

Because every IBGP session on arouter uses a separate TCP session, an update that must be
sent by the router to all IBGP peers must be sent on each of the TCP sessions. If arouter is
attached to the rest of the network over just asinglelink, thissingle link hasto carry all TCP/IP
packets for all IBGP sessions. This situation results in duplication of the update over the single
link.

Two solutions are available:

m  Theroute reflector solution modifies the IBGP split-horizon rules and allows a particul ar
router to forward (under certain conditions) incoming |BGP updates to a select group of
IBGP neighbors. The router performing this function is the “route reflector.”

m  The BGP confederations solution introduces the concept of a number of smaller
autonomous systems within the original AS. These smaller autonomous systems exchange
BGP updates among themselves using intraconfederation EBGP sessions.

© 2005, Cisco Systems, Inc. BGP Transit Autonomous Systems 2-53

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Summary

This topic summarizes the key points discussed in this lesson.

Summary

« To configure an IBGP neighbor, use the neighbor command, specifying a
remote AS number matching the AS number of the local router.

* When you configure IBGP sessions between loopback interfaces, the
interfaces must be announced in the backbone IGP. Configuring BGP
neighbors using the neighbor update-source command ensures that the
source address of the outgoing TCP connection is correct by referring
to the interface that has the correct IP address.

¢ You should disable BGP synchronization in all modern transit AS
designs on all BGP routers by using the no form of the synchronization
command.

« Although you can change the administrative distances of BGP routes
by using the distance bgp router configuration command, you typically
should not change the default settings for EBGP (20) and IBGP (200).

« The full-mesh IBGP requirement in the transit AS creates scalability
issues in the number of TCP sessions and unnecessary, duplicate
routing traffic. IBGP scalability solutions to these issues exist.

©2005 Cisco Systems, Inc. All rights reserved.
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Lesson 5

Monitoring and
Troubleshooting IBGP In a
Transit AS

Overview

Introduction of atransit backbone into a Border Gateway Protocol (BGP) network can create
unique troubleshooting challenges. This lesson introduces Internal Border Gateway Protocol
(IBGP) monitoring commands and troubl eshooting techniques for solving the most common
IBGP problems that you might encounter in atransit backbone. Common problems with IBGP,
as discussed in this lesson, occur when IBGP sessions do not reach the Established state, when
routing information that is received via|BGP is never selected, and when the best BGP route is
never installed in the routing table.

Objectives

Upon completing this lesson, you will be able to verify proper operation of a configured BGP
transit network by performing the steps necessary to correct basic IBGP configuration errors.
This ability includes being able to meet these objectives:

Identify the Cisco |OS commands that are required to monitor IBGP operation
Describe common IBGP configuration problems

Explain how to troubleshoot IBGP session startup issues

Explain how to troubleshoot IBGP route selection issues

Explain how to troubleshoot IBGP synchronization issues

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
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Monitoring IBGP

This topic describes the Cisco |OS commands that are required to monitor |BGP operation.

Monitoring IBGP

router>

|show ip bgp neighbors

* Displays whether a neighbor is an IBGP neighbor

router>

show ip bgp

e Uses a special marker (i) for IBGP routes

router>

show ip bgp prefix

» Displays whether the prefix is an IBGP route

©2005 Cisco Systems, Inc. All rights reserved.

show ip bgp neighbors

To display information about the TCP and BGP connections to neighbors, use the show ip bgp
neighbors EXEC command.

m show ip bgp neighbor s [ip-address] [received-routes | routes | advertised-routes | { paths
regular-expression} | dampened-routes)
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Syntax Description

Parameter Description

ip-address (Optional) Address of the neighbor to display neighbor
information about.

If you omit this argument, all neighbors are displayed.

received-routes (Optional) Displays all received routes (both accepted and
rejected) from the specified neighbor.

routes (Optional) Displays all routes that are received and accepted.

The display output when you are using this keyword is a subset
of the output from the received-routes keyword.

advertised-routes (Optional) Displays all the routes that the router has advertised to
the neighbor.

paths regular- (Optional) Regular expression that the router uses to match the

expression paths that are received.

dampened-routes (Optional) Displays the dampened routes to the neighbor at the

IP address that is specified.

show ip bgp
To display entriesin the BGP routing table, use the show ip bgp EXEC command.
m  show ip bgp [network] [network-mask] [longer -pr efixes]

Syntax Description

Parameter Description
network (Optional) Network number that is entered to display a particular
network in the BGP routing table
network-mask (Optional) Displays all BGP routes that match the address-mask
pair
longer-prefixes (Optional) Displays the route and more specific routes
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Example: Monitoring IBGP

This example shows the commands to monitor IBGP.

Monitoring IBGP (Cont.)

router# show ip bgp neighbor 192.168.3.101
BGP neighbor is 192.168.3.101, remote AS 3, internal link
BGP version 4, remote router ID 152.168.3.101
BGP state = Established, up for 00:56:08
Last read 00:00:08, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received
Address family IPv4 Unicast: advertised and received
Received 82 messages, 0 notifications, 0 in gqueue
Sent 97 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 5 seconds

002G_115

©2005 Cisco Systems, Inc. All rights reserved.

The show ip bgp neighbor s command displays whether arouter isrunning an IBGP (internal)
or External Border Gateway Protocol (EBGP) (external) session with a BGP neighbor. The
indication is given by the “internal link” phrase (highlighted in the second line of the figure).
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Monitoring IBGP (Cont.)

router# show ip bgp 197.99.1.0
BGP routing table entry for 197.99.1.0/24, version 3
Paths: (1 available, best #1)

Advertised to non peer-group peers:

192.168.3.103

99

192.168.21.99 (metric 20) from 192.168.3.101 (192.168.3.101)
Origin IGP, metric 0, localpref 100, valid, internal, best

002G_118
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The show ip bgp prefix command displays whether a BGP route was received from an IBGP
(internal) or EBGP (external) neighbor. The indication is given by the word “internal” that is
displayed in the last line of the printout (highlighted in the last line of the figure).
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Common IBGP Problems

This topic describes configuration problems that are common to IBGP implementations.

Common IBGP Problems

* IBGP sessions will not start.
* IBGP route is in the BGP table but is not selected.

* IBGP route is selected but is not entered in the routing
table.

©2005 Cisco Systems, Inc. All rights reserved.

Troubleshooting the BGP configuration of atransit AS can be cumbersome, because there are a

number of common pitfalls that you might encounter. Three of the most common problems are
the following:

m  |BGP sessions do not reach the Established state.
m  Routing information that is received via IBGP is never selected.
m  Thebest BGP routeis never installed in the routing table.
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Troubleshooting IBGP Session Startup Issues

This topic describes how to troubleshoot |BGP session startup issues.

Troubleshooting IBGP Session Startup

EES

Symptom:
* IBGP session does not start.
Diagnosis:

* IBGP session is run between loopbacks, and update-source
keyword is missing.

Verification:

» Use debug ip tcp transactions. You should see BGP sessions
coming from unexpected IP addresses.

© 2005 Cisco Systems, Inc. All rights reserved. BGP V3227

A common mistake when you are configuring IBGP sessions isto forget the neighbor update-
sour ce loopback 0 configuration command.

When you are configuring IBGP neighbors on the router, it is easy to remember to make a
correct reference to the loopback interface of the remote router. But it is equally important to
make sure that the correct source IP address of the outgoing TCP session is set. The peer router
will not accept the session if the incoming source address does not match the peer router list of
IBGP neighbors.

To verify that thisissue is causing the problem, use the debug ip tcp transactions command.
The output of the debug ip tcp transactions command should display TCP SY N packets
coming from unexpected | P addresses on the receiving router and TCP sessions being reset
with TCP RST packets on the sending (misconfigured) router.
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Troubleshooting IBGP Session Startup

Issues (Cont.)

Symptom:

* IBGP session does not start.
Diagnosis:

* Loopback interfaces are not reachable.
Verification:

» Do extended ping between loopback addresses to verify
reachability.

© 2005 Cisco Systems, Inc. All rights reserved.

An IBGP session between two routers can be established from the loopback interface of one
router to the loopback interface of the other router only if the two routers can exchange IP
packets using those addresses as source and destination. This exchange is possible only if the
Interior Gateway Protocol (IGP) carries the subnets that are assigned to each of the loopback
interfaces.

When you are verifying reachability with the ping command, make sure that the ping packets
are sourced from the loopback interface. Use an extended ping and explicitly refer to the IP
address of the loopback interface to ensure that packets are sourced from the loopback
interface.
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Troubleshooting IBGP Session Startup

Issues (Cont.)

Symptom:

* IBGP session does not start.

Diagnosis:

» Packet filters prevent establishment of BGP sessions.
Verification:

» Use debug ip tcp transactions and debug ip icmp to see whether
the initial TCP SYN packets are rejected.

© 2005 Cisco Systems, Inc. All rights reserved.

Packet filters can stop the BGP sessions. The path between the two BGP peer routers must be
free from filters blocking the BGP traffic.

BGP runs on the well-known TCP port 179. Both routers will make connection attempts to that
destination port. They will use a high-numbered TCP port as source. It is enough that one of the
connection attempts succeeds. But for better performance during recovery from network

failure, both attempts should have the possibility of succeeding. If both attempts do succeed,
one of the connections will be brought down.
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Troubleshooting IBGP Route Selection Issues

This topic describes how to troubleshoot IBGP route selection issues.

Troubleshooting IBGP Route Selection

BES

Symptom:

* An IBGP route is in the BGP table but is never selected as the
best route.

Diagnosis:
* The BGP next hop is not reachable.
Verification:

* Use show ip bgp prefix to find the BGP next hop.
» Use show ip route to verify next-hop reachability.

©2005 Cisco Systems, Inc. All rights reserved. BGPv32—2-10

A BGP update can be used by the router to reach network destinations only if the next-hop
address specified in the BGP update is reachable. A BGP update that refers to a next hop that is
currently not reachable according to the routing table will be saved in the BGP table, but it
cannot be installed by the router into its routing table. If the next-hop address later becomes
reachable, the BGP route will become a candidate route that could be used by that router for
packet forwarding to that destination.

To verify the next-hop reachability, check the BGP route in the BGP table by using the show ip
bgp prefix command. The next hop is referred to as “inaccessible” if it is not currently
reachable according to the routing table.

A common mistake isto forget to let the |GP announce the reachability of subnets that
physically connect the local autonomous system (AS) with aneighboring AS. These subnets
are used by the router to establish the EBGP session, and the next hop that isreceived in an
incoming BGP update will be the far end of the EBGP session. If al routersin thelocal AS do
not have a path to that subnet, the next-hop address will be inaccessible.

Y ou can prevent this problem by including the subnet that links the transit AS to neighboring
autonomous systems in the IGP by using either the redistribute connected command or the
network and passive-inter face configuration commands.
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Troubleshooting IBGP Synchronization Issues

This topic describes how to troubleshoot |BGP synchronization issues.

Troubleshooting IBGP Synchronization

BES

Symptom:
* An IBGP route is selected as the best route but not entered
into the IP routing table.

Diagnosis:
* BGP synchronization is not disabled.

Verification:
» Disable BGP synchronization, clear the BGP sessions, and

stable.

© 2005 Cisco Systems, Inc. All rights reserved.

re-examine the IP routing table after the BGP table becomes

BGPv3.2—2-11

In old BGP designs, redistribution between BGP and an | GP was common practice, and these

protocols had to be synchronized to ensure proper packet forwarding. In modern designs,

redistribution is no longer used and synchronization has to be turned off. However, the default

value is to have synchronization enabled.

Routers with BGP synchronization enabled will not be able to install IBGP routes in the routing

table or propagate them to other EBGP neighbors.

Y ou can fix this problem by configuring no synchronization in the router BGP configuration.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* You can use the show ip bgp neighbors and show ip bgp prefix
commands to monitor IBGP operation.

e« Common IBGP configuration problems include IBGP
sessions that do not reach the Established state, routing
information that is received via IBGP that is never selected,
and the best BGP route never being installed in the routing
table.

e There are a number of problems that can occur during IGBP
session startup. You can use debug ip tcp transactions to see
BGP sessions coming from unexpected IP addresses, use an
extended ping and explicitly refer to the IP address of the
loopback interface to ensure that packets are sourced from
the loopback interface, or use debug ip tcp transactions and
debug ip icmp to see whether the initial TCP SYN packets are
rejected.

© 2005 Cisco Systems, Inc. All right: BGP v3.2—2-12

Summary (Cont.)

e Itis important to include the subnet linking the transit AS to
an external AS in the IGP to prevent the BGP next hop from
being unreachable. To verify next-hop reachability, check the
BGP route in the BGP table by using the show ip bgp prefix
command.

* Routers with BGP synchronization enabled will not be able to
install IBGP routes in the routing table or propagate them to
other EBGP neighbors. Configure no synchronization in the
router BGP configuration to solve this problem.

©2005 Cisco Systems, Inc. All rights reserved.
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Module Summary

This topic summarizes the key points discussed in this module.

Module Summary

» Because all transit autonomous systems are required to carry traffic
originating from or destined to locations outside of that AS, a
degree of interaction and coordination between BGP and the IGP is
necessary, and special care should be taken to ensure consistency
of routing information throughout the AS.

* Both EBGP and IBGP sessions forward BGP updates, but they do it
in slightly different ways.

* An IGP is still needed inside a transit AS. The high-speed
convergence offered by an IGP helps in the packet forwarding to
external destinations.

» Configuring in a transit AS involves configuring IBGP neighbors,
BGP synchronization, and IBGP sessions between loopback
interfaces.

* The three common IBGP configuration problems concern session
startup, route selection, and synchronization, and there are specific
commands and procedures that can be used to solve those
problems.

© 2005 Cisco Systems, Inc. All rights reserved. BGPV32—21

This module discussed BGP issuesin atransit AS. The first lesson introduced the requirements
of IBGP and described processing the next-hop attribute with the routers that reside in the
transit AS. The next lesson explained the interaction between EBGP and IBGP. The following
lesson described the function of an IGP in forwarding packets through an AS. Configuring the
AS as atransit backbone was discussed in the next lesson. The final lesson presented IBGP
monitoring commands and troubleshooting techniques to solve the most common IGBP
problemsin atransit backbone.
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Module Self-Check

Use the questions here to review what you learned in this module. The correct answers and
solutions are found in the Module Self-Check Answer Key.

Q1) Why isIBGP amandatory component of atransit AS? (Source: Working with a Transit

AS)

A) Itisthe only feasible way to ensure that al routersin the AS have consistent
external routing information.

B) It eliminates the scalability issues of running an |GP within the transit AS.

3] Running IBGP on all routersis the only way to satisfy the filtering
requirements of the transit AS.
D) An IGP is not capable of handling the potential routing loopsin the transit AS.

Q2 How isEBGP used in atransit AS? (Source: Working with a Transit AS)

A) as ameans of transporting customer routes across the transit backbone

B) to exchange routes between different autonomous systems and the transit AS
O to enhance scalahility by transporting |GP routes for the transit AS

D) as ameans of injecting local routes into the transit backbone

Q3)  Why isredistributing BGP routesinto an IGP for usein atransit backbone NOT
recommended? (Source: Working with a Transit AS)

A) Redistribution removes all BGP attributes that are needed to ensure optimal
routing within the transit AS.

B) An IGP cannot enforce complex administrative policies and route selection
rules.

() I GPs cannot scale to the demands that are presented by the number of routes on
the Internet.

D) IGPs are not stable when faced with a flapping network.
Q4)  What arethe two key functions of atransit AS? (Choose two.) (Source: Working with a

Transit AS)
A) to filter out routes that do not belong to customers of the service provider
B) to provide Internet connectivity to customers of the service provider

()] to propagate routes between remote autonomous systems
D) to route packets between remote networks

Q5  How are BGP routes sent across the transit backbone? (Source: Working with a Transit
AS)

A) by redistributing BGP into an IGP and then back into BGP

B) through the use of IBGP

() by establishing EBGP sessions between all routersin the transit backbone
D) by redistributing connected routes at the edge of the transit backbone

Q6)  Which two statements are true regarding the AS-path attribute asit relates to IBGP?
(Choose two.) (Source: Interacting with IBGP and EBGP in a Transit AS)

A) Each router in the AS appends its AS number to the AS path on outgoing BGP
updates.

B) The AS path inside an AS will be empty for routes originating inside a
neighboring AS.

) The AS-path attribute is not used to detect routing loops inside an AS.

D) The AS-path attribute is not modified within the AS.
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Q7)

Q8)

Q9)

Q10)

What is the primary function of the IBGP multipath load-sharing feature? (Source:

Interacting with IBGP and EBGP in aTransit AS)

A) to choose one IBGP path as the best path to a destination

B) to choose multiple IBGP paths as the best paths to a destination

() to designate one path as the best path and advertise this best path to its
neighbors.

D) to enable arouter to handle all the traffic destined for a particular site

Which of the following statements about a BGP split horizon is accurate? (Source:
Interacting with IBGP and EBGPinaTransit AS)

A) Because of the BGP split horizon, any router can relay IBGP information

within the AS.

B) BGP split horizon is useful only within autonomous systems.

()] Routing information loops within the AS are prevented by an IBGP split
horizon.

D) With a BGP split horizon, routing information that is received through an
IBGP session is forwarded to another IBGP neighbor.

Why isit recommended that loopback interfaces be used to form IBGP neighbor
sessions? (Source: Interacting with IBGP and EBGPin aTransit AS)

A) reduces router memory resource reguirements
B) reduces router CPU resource requirements

() ensures | BGP session stability

D) is more secure than using the physical interface

How isthe BGP next-hop attribute processed over an IBGP connection? (Source:
Interacting with IBGP and EBGP in aTransit AS)
A) The next-hop address is set to the address of the receiving router.

B) The next-hop address is not modified over the IBGP session.
)] The next-hop address is set to the | P address of the nearest EBGP peer.

D) The next-hop attribute is set to the IP address of the nearest EBGP peer; if no
external AS connection has been configured, the next hop is set to the default

gateway that is configured on the router.

Q11) Whichtwo statements are true of the full-mesh requirement in IBGP? (Choose two.)

(Source: Interacting with IBGP and EBGP in a Transit AS)

A) The IBGP mesh must be alogical full mesh.

B) A physical full mesh must be maintained within the IBGP AS.
) Because of BGP split horizon, no router can relay IBGP information within the

AS.

D) All routers within the AS must be directly connected to ensure correct delivery

of BGP routing information.

Q12)

Which three statements regarding the next-hop-self configuration in BGP are true?
(Choose three.) (Source: Interacting with IBGP and EBGP in a Transit AS)

A) Changing the next-hop attribute might cause suboptimal routing.
B) The configuration changes how the next-hop attribute is processed at edge

routers.

() The configuration announces the local |P address as the BGP next hop in
outgoing updates that are sent to the specified neighbor.

D) The configuration removes the requirement for the IGP to carry reachability

information for intra-A S destinations.

2-70 Configuring BGP on Cisco Routers (BGP) v3.2

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.

© 2005, Cisco Systems, Inc.



Q13)

Q14)

Q15)

Q16)

Q17)

Why must all EBGP peers be reachable by all BGP-speaking routers within the transit
AS? (Source: Interacting with IBGP and EBGP in a Transit AS)

A) BGP-speaking routersin atransit AS use the next-hop-self attribute to find
their EBGP neighbors.

B) EBGP peersin atransit AS use the length of the AS path to decide which BGP
route to install in the routing table.

) When BGP routes are used in the routing table, the router checks how it would
have reached the next-hop address, and it installs the BGP route with the same
forwarding indication as for the route that is used to reach the next-hop IP
address.

D) All BGP peers do not need to speak to each other within atransit AS.

Which command is used to configure the router as the next hop for a BGP-speaking
neighbor or peer group? (Source: Interacting with IBGP and EBGP in a Transit AS)
A) neighbor description

B) neighbor remote as

() maximum-paths ibgp

D) neighbor next-hop-sf

What are three differences between IBGP and EBGP sessions? (Choose three.)
(Source: Interacting with IBGP and EBGP in a Transit AS)

A) Route selection rules slightly prefer IBGP routes.

B) Routes that are learned from IBGP peers are not advertised to other IBGP
peers.

()] EBGP peers are directly connected, and IBGP peers are usually distant.

D) By default, no BGP attributes are changed in IBGP updates.

What are two reasons why you must run IBGP on all routers within atransit backbone?
(Choose two.) (Source: Forwarding Packetsin a Transit AS)

A) so routers can properly forward packets toward all external destinations

B) to ensure that a full mesh exists among al routersin the AS

) to allow routersto properly process the BGP next-hop attribute

D) because | GPs cannot scale large enough to handle redistribution of BGP routes

If atransit backbone has IBGP running on all routers, what are two reasonswhy it is
till necessary to use an IGP? (Choose two.) (Source: Forwarding Packetsin a Transit
AS)

A) to provide routing information that is needed to establish the IBGP sessions
B) to resolve next-hop references that are used in recursive routing

()] so that BGP routes can be properly transported through the AS
D) to provide user workstations with a network default gateway

Q18) What isthe AD of the following protocols? (Fill in the blanks.) (Source: Forwarding
Packetsin aTransit AS)
A) IBGP
B) EBGP
) OSPF
D) ISIS
E) RIP
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Q19)

What are two reasons why the AD is an important consideration for BGP network
design? (Choose two.) (Source: Forwarding Packetsin a Transit AS)

A) The AD affects how routes are selected for usein the | P routing table.

B) The AD controls how routing information is entered into the BGP table.

)] If arouteisadvertised by both an IGP and through EBGP, the router will
prefer the external route.

D) The AD isnot alarge concern to BGP design, because the router will always
choose the route that is advertised by the protocol that is best suited to reach
the destination.

Q20) Withregard to recursive route lookups, what are two ways in which CEF is different
from traditional Cisco |0S switching mechanisms such as route caching?

(Choose two.) (Source: Forwarding Packetsin a Transit AS)

A) Traditional Cisco 10S switching mechanisms wait for the first packet to arrive
before recursive lookup can take place.

B) New entriesin the | P routing table will trigger arecursive lookup in traditional
Cisco 10S switching mechanisms.

()] CEF prebuilds a complete I P forwarding table based on the I P routing table.

D) CEF will build aFIB directly from the entriesin the BGP table before any
BGP packets arrive at the router.

Q21) When you are configuring the BGP neighbor session, what differentiates an EBGP
neighbor from an IBGP neighbor? (Source: Configuring a Transit AS)

A) The keyword internal is at the end of the neighbor command.

B) IBGP neighbors will have the same AS number specified.

(3] A description for the internal or external neighbor must be attached with the
neighbor description command.

D) Directly connected neighbors will automatically form an EBGP session.

Q22) Which two steps are required when you use aloopback interface for IBGP peering
sessions? (Choose two.) (Source: Configuring a Transit AS)

A) Ensure that the loopback interfaces are reachabl e through an IGP.

B) Ensure that the two neighbors are directly attached.

()] Verify that each router has multiple physically redundant paths.

D) Configure a neighbor statement with the update-sour ce command.

Q23) Why isitimportant to disable BGP synchronization in atransit backbone? (Source:

Configuring a Transit AS)

A) I GPs can support the routing requirements of full Internet routing, and hence
synchronization is no longer necessary.

B) Because BGP redistribution into an IGP is no longer practical, enabling the
synchronization feature is no longer applicable.

() Synchronization requires all BGP transit routes to be explicitly mapped to an
exit point, creating too much administrative overhead.

D) Synchronization requires BGP attributes to be properly mapped to IGP metrics
for BGP routing across the transit backbone to function properly, creating too
much overhead.
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Q24)

Q25)

Q26)

Q27)

Q28)

Q29)

What are two negative ramifications of the full-mesh requirement that isimposed by
IBGP? (Choose two.) (Source: Configuring a Transit AS)

A) administrative difficulty of applying an AS-wide routing policy

B) reguirement to use next-hop-self for proper routing to external destinations
C) large number of TCP sessions
D) unnecessary duplication of routing traffic

What are two scalability tools that you can use to overcome the full-mesh requirement
for IBGP sessions? (Choose two.) (Source: Configuring a Transit AS)

A) confederations

B) floating static routes

) route reflectors

D) disabling BGP synchronization

Which Cisco |O0S show command indicates that a BGP route is an IBGP route?
(Source: Monitoring and Troubleshooting IBGP in a Transit AS)

A) show ip route

B) show ip route bgp
C) show ip bgp

D) show ip bgp internal

Which three of the following are the most common BGP implementation problems?
(Choose three.) (Source: Monitoring and Troubleshooting IBGPin aTransit AS)

A) IBGP sessions do not reach the Established state.

B) TCP window sizeis set incorrectly.

()] Routing information that is received via IBGP is never selected.
D) The best BGP route is never installed in the routing table.

What are three common situations that prevent IBGP sessions from starting? (Choose
three.) (Source: Monitoring and Troubleshooting IBGPin aTransit AS)

A) The IBGP session has been configured to peer to aloopback interface, but
update-sour ce has not been configured on the neighbor.

B) An access-list filter is blocking accessto TCP port 179.

3] The IBGP session has been configured to peer to aloopback interface, but the
loopback interface has not been administratively enabled with the no
shutdown command.

D) The IBGP session has been configured to peer to aloopback interface, but the
interfaces are not reachable viathe IGP.

Which common issue could prevent IBGP best routes from being inserted into the |P
routing table? (Source: Monitoring and Troubleshooting IBGP in a Transit AS)

A) failure to disable BGP synchronization

B) failure to disable BGP split horizon

(3] lack of aroute to the BGP next hop for the IGP
D) failureto inject adefault route into the IGP
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Q30) Which two of the following statements about solving IBGP synchronization problems
are accurate? (Choose two.) (Source: Monitoring and Troubleshooting IBGP in a
Transit AS)

A) Routers with BGP synchronization enabled will be able to install IBGP routes
in the routing table and propagate them to other EBGP neighbors.

B) Routers with BGP synchronization enabled will not be able to install IBGP
routes in the routing table or propagate them to other EBGP neighbors.

)] The default value is to have synchronization enabled.

D) The default value is to have synchronization disabled.
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Module Self-Check Answer Key

Q1) A

Q2) B

Q3) C

Q4) C,D

Q5) B

Q6) C,D

Q7) B

Q8) C

Q9) C

Q10) B

Q11) A, C

Q12) A,B,C

Q13) C

Q14) D

Q15) B,C,D

Q16) A,D

Q17) A,B

Q18) A-200
B -20
C-110
D -115
E-120

Q19) A, C

Q20) A C

Q21) B

Q22) A,D

Q23) B

Q24) C,D

Q25) A,C

Q26) C

Q27) A,C,D

Q28) A,B,D

Q29) A

Q30) B,C
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Module 3

Route Selection Using Policy
Controls

Overview

Border Gateway Protocol (BGP) enables traffic in Internet backbones to determine an optimal
path to its destination across networks comprising more than one autonomous system (AS).
Routes that are learned via BGP have properties that are associated with them that aid BGP in
determining the best route to a particular destination. There are many instances in which the
default BGP route selection does not match administrative or business policies. Likewise,
redundant network designs often require enterprises to run BGP when they are connected to
more than one Internet service provider (ISP). In these situations, full BGP routing tables and
default BGP route selection are not desirable.

This module provides information on how to connect Internet customers to multiple service
providers. It introduces the need for filtering BGP updates and changing BGP route selection
policies. In addition, this module describes different Cisco |OS mechanisms (AS-path filters,
prefix-lists, route-maps) available for BGP route filtering.
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Module Objectives

Upon compl eting this module, you will be able to use BGP attributes to influence the route
selection process in anetwork scenario where you must support multiple connections. This
ability includes being able to meet these objectives:

m  Describe the need for influencing BGP route selection in a customer scenario where
connections to multiple 1SPs must be supported

m  Successfully configure BGP to influence route selection using AS-path filters in a customer
scenario where connections to multiple | SPs must be supported

m  Successfully configure BGP to influence route selection using prefix-list filtersin a
customer scenario where connections to multiple | SPs must be supported

m  Use outbound route filtering to minimize the impact of BGP routing updates on router
resources in an operational BGP network

m  Correctly configure BGP to influence route selection using route-maps in atypical BGP
network

m  Configure the soft reconfiguration feature to minimize the impact of expediting BGP policy
updates in atypical BGP network

3-2 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Lesson 1

Using Multtihomed BGP
Networks

Overview

In some circumstances, it isimportant to have multiple paths to an Internet service provider
(ISP). There are business and technical reasonsto configure a Border Gateway Protocol (BGP)
network in a multihomed configuration. Mission-critical applications often call for redundant
network designs. When access to applications is provided over the Internet, enterprises
typically use multihomed BGP networks to achieve their goals of high availability.

Full BGP routing tables and default BGP route selection might ordinarily be considered as
desirable characteristics for a network. However, the overhead of full BGP routing tablesis not
warranted in these situations. Furthermore, the default route selection in BGP often does not
match the business and technical requirements for multihomed enterprise networks that use
BGP. This lesson discusses these business and technical issues and the requirement to use
filters to influence route selection and to apply arouting policy.

Objectives

Upon completing this lesson, you will be able to describe the need for influencing BGP route
selection in a customer scenario where connections to multiple 1 SPs must be supported. This
ability includes being able to meet these objectives:

m List the business requirements for multihomed BGP networks in service provider
environments

m  Describe the technical requirements for multihomed BGP networks in service provider
environments

m  Explain the need for BGP policies that influence route selection in a multihomed BGP
network

m Describetypical routing policies for multihomed BGP customers
m  Explain the need to influence BGP route selection in a service provider environment

m  Explain the need for BGP filtersin a service provider environment
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Business Requirements for Multihomed BGP
Networks

This topic describes the business requirements for multihomed BGP networksin service
provider environments.

Business Requirements for Multihomed

BGP Networks

|Internet
Service Provider 1

Multi-homed ,@

Customer |

%: Service Provider 2
e
|

* Some customers need redundant Internet access for their
mission-critical applications.

e Full redundancy is achieved only by connecting to two
independent service providers.
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Companies with web servers (or similar servers) offering mission-critical business services
over the Internet often like to have their networks redundantly connected to the Internet. When
the companies cal culate the expected loss of business because of an unexpected disconnection
from the Internet, they may conclude that having two connections to the Internet is profitable.

In such cases the company may consider being a customer to two different 1SPs or having two
separate connections to one 1SP.

With two connectionsto one single ISP, BGP is usually not required. This solution provides
backup for link failure and router failure. However, this solution does not provide backup for
problemsin the network of the ISP or the connection of the ISP to the rest of the Internet.

Full redundancy is achieved only by connecting to two independent | SPs. If one of the ISP
networks loses its connection to the rest of the Internet, the customer will still reach the rest of
the Internet via the other service provider. At the same time, the customer will still reach those
users directly connected to the failing ISP viaits direct connection.
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Technical Requirements for Multihomed BGP
Networks

This topic describes the technical requirements for multihomed BGP networks in service
provider environments.

Technical Requirements for Multihomed

BGP Networks

|Internet
Service Provider 1

Multihomed N ==
Customer y |
%: Service Provider 2

==
g

* Multihomed customers have to run BGP with their ISPs.

e Multihomed customers usually need a public AS number and
provider-independent address space.
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The multihomed customer network must exchange BGP information with both ISP networks.
Dynamic routing is required for full redundancy, and BGP is the only protocol available that
can be used in this scenario.

The customer must, in most cases, have its own public autonomous system (AS) number and
announce its own | P networks to both I SPs. The | SPs will propagate customer announcements
to the rest of the Internet, and the customer will be seen as reachable via both ISP networks.
The customer network also receives full Internet routing from both 1SPs. This capability gives
the customer network the opportunity to choose the best connection at that time to reach any
destination on the Internet.

Most customers are not multihomed. They do not exchange BGP with their | SP. Instead, they
use default routing to the ISP, and the | SP does static routing to the customer. | SPs use this fact
to optimize the number of prefixes that they announce into the Internet. IP network numbers are
usually assigned to customers from arange of |P networks that are delegated to the ISP. This
situation means, in the ideal case, that all customers that are connected to one single ISP can
have their | P networks summarized in afew BGP updates.

In the multihomed scenario, however, the | SP cannot benefit from | P network number
assignment from the delegated range. The customer is connected to two different ISPs, and it is
not obvious from which provider-assigned address space it should get the | P addresses. The
best solution is to do the assignment from a range completely independent of the providers, a
provider-independent address space.
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BGP Route Selection Without BGP Policies

This topic describes the need for BGP policies that influence route selection in a multihomed
BGP network.

BGP Route Selection Without BGP Policies

Service Provider 1
AS 21

Multihomed 0 ,ﬁ

Customer 19

=

Service Provider 2
S, |AS 37

==

router bgp my-AS-number

neighbor provider-A remote-as ISP-A
neighbor provider-B remote-as ISP-B
network my-network

g
e Customer configures two BGP sessions and announces its
address space.

©2005 Cisco Systems, Inc. All rights reserved.

The simple approach illustrated in the figure may be the source of many problems. By simply
starting BGP sessions with both 1SPs, and announcing the customer’ s networks to both | SPs,
that customer could experience difficulties as aresult of the default behaviors of BGP. The
following example illustrates problems that may occur in this environment.
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Example: BGP Route Selection Without BGP Policies

Thisis an example of a multihomed customer with AS 123.

BGP Route Selection Without BGP

Policies (Cont.)

 The BGP routes are selected based on AS-path length.

e The default BGP route selection does not always result in
optimum routing.

asl23#show ip bgp

BGP table version is 16, local router ID is 1.2.3.4

Status codes: s suppressed, h history, * wvalid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 1.0.0.0 0.0.0.0 0 32768 i
* 21.0.0.0 3.4.5.6 0 37 21 i
*> 2.3.4.5 0 021 1
*> 37.0.0.0 3.4.5.6 0 0 37 i
* 2.3.4.5 0 21 37 i
* 40.0.0.0 3.4.5.6 0 0 37 40 i e
*> 2.3.4.5 0 21 40 i 5‘

©2005 Cisco Systems, Inc. All rights reserved BGP v32—3-6

The multihomed customer is connected to two I1SPs; AS 37 and AS 21. The two ISPs are
interconnected, and both are also connected to AS 40.

The customer receives all routes from both service providers, giving redundancy. The default
BGP route selection prefers the shortest AS path. If the AS-path lengths are equal, BGP prefers
the most stable route, or the route that is received from the peer with the lower router-I1D.

In many cases, however, this route is not the most optimal way to reach all destinations. For
example, the bandwidth that is available to reach the | SPs has not been taken into
consideration. To change the route selection behavior, some BGP parameters must be
configured to support more complex routing policies.
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Multihomed Customer Routing Policies

Thistopic lists typical routing policies for multihomed BGP customers.

Multihomed Customer Routing Policies

Multihomed customers could require a number of
routing policies, for example:

e One provider is primary; the other is backup.

 Traffic to direct customers of the ISPs goes direct; all other
traffic goes through the primary provider.

» All traffic to a particular part of the world goes through one ISP.

e Traffic toward a specific destination goes through only one of
the ISPs.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—37

Depending on the circumstances, here are the different polices that a multihomed customer
might require:

m  One of the two I SPs can be considered the primary connection. This distinction can be the
result of available bandwidth or commercial agreements. However, athough one of the
ISPsis considered the primary connection, some users may have direct connections to the
secondary I1SP. Therefore, going viathe primary ISP to reach users that are connected to
the secondary | SP may be suboptimal .

m Destinationsin one part of the world may be reached more optimally via one of the | SPs,
rather than viathe other, because the two 1SPs may have different infrastructures and
peering agreements with other | SPs.

It isvirtually impossible to establish arouting policy that gives optimal routing to every
destination on the Internet. Optimization can be done only with the most common destinations
in mind. This situation can result in specific rules on how to reach specific destination networks
or the AS.
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Influencing BGP Route Selection

This topic describes the need to influence BGP route selection in a service provider
environment.

Influencing BGP Route Selection

Another ‘ [eme
Customer | Backup ISP Upstream AS

S | |
P

//

Primary
Link Primary ISP

002G_178

Internet traffic always flows over primary ISP.

¢ Routes received from primary ISP should be preferred over
routes received from backup ISP.

« A route selection tool is needed in BGP weights or local
preference.
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When one of the two I SPsis designated as a primary |1SP and the other as a backup, BGP
attributes must be configured as a means of influencing BGP route selection rules. If both ISP
connections terminate in one single customer router, all routes that are received from the
primary ISP can be assigned a BGP weight. A higher weight indicates a more preferred path.

However, the weight value islocal to one router. The weight value is not shared between
routers. If one | SP connection terminates in one of the customer routers and the other ISP
connection terminates in another, the two customer routers must agree on which link to use.
Using local preference instead of weight can do this. All routes that are received from the
primary ISP over the primary link are assigned alocal preference value, which is higher than
the default value of 100. The customer router that receives the routes from the primary ISP
completes the assignment and communi cates the information to the other routers within the AS
of the customer.

The result of using either weight or local preference isthat the AS of the customer reaches all
its destinations on the Internet viathe primary link aslong asit is available and reaches those
destinations within the AS of the secondary ISP. In the case of link failure or failures within the
network of the primary ISP, some of the routes, or all of the routes, will no longer be received
over the primary link. In that case, the AS of the customer no longer sees those destinations as
reachable over the primary link. The only remaining choice is the backup link. Therefore, the
backup link is used by the customer network only to reach destinations that are not reachable
over the primary link.
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Influencing BGP Route Selection (Cont.)

Another
Customer | Backup ISP Upstream AS
§

Multi-homed %‘

Customer 0"

Primary
Link Primary ISP

002G_178

« Internet traffic flows over primary ISP; traffic to
customers of backup ISP goes direct.

* Route selection has to be performed based on AS
numbers in the AS path.

005 Cisco Systems, Inc. Al rights reserved.

In most cases, it is optimal to reach other customers connected to the backup ISP viathe
backup link, compared with reaching them viathe primary link.

The routing policy described previously, where routes are blindly preferred if they are received
on the primary link, can easily be modified to use the backup link for destinationsin the AS of
the backup ISP. On the router, filtering tools can be configured to select routing information
that is based on the content in the AS-path attribute. Those routes, with an AS-path attribute
matching specific selection criteria, can be assigned an even higher weight or local preference.

This approach results in arouting policy that gives precedence to reaching destinations within
the AS of the primary ISP and within all autonomous systems upstream of the primary ISP over
the primary link. Destinations within the AS of the backup ISP receive precedence over the
backup link.
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BGP Filters

This topic describes the need for BGP filters in a service provider environment.

BGP Filters? Transit Traffic Issue

Service Provider 1

o

Multihomed
Customer

Service Provider 2

* Customers could become a transit AS for the service providers.

* Requirement: Do not propagate provider routes to other
providers.

©2005 Cisco Systems, Inc. All rights reserved.

When BGP has selected the best path, the information is advertised by the router to all

nei ghboring autonomous systems, except for the session that it was received on (called “BGP
split-horizon functionality,” which prevents near-range routing loops). This situation causes the
customer AS to become atransit AS between the two I SPs, and should be avoided.

Most customers do not intend to create transit traffic between | SP networks. The access lines to
the ISPs are not suited to carry this volume of traffic, and the customer certainly does not want
to have its bandwidth consumed by transit traffic.

The solution to this problem is to filter outgoing information to both I SPs. Filtering of routing
information is performed based on the content of the AS-path attribute that is assigned to every
BGP route. Only routes having an AS-path attribute that indicates that they are sourced by the
AS of the customer are allowed to be sent to either of the two | SPs.
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service providers.

incoming updates.
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BGP Filters? Routing Update Reliability

| Internet

Service Provider 1

==

Service Provider 2

b
8

e Customers running BGP could announce any route to the

« Requirement: Service providers have to filter IP prefixes in

BGP V32311

Without some sort of filtering, BGP routing information that is created by the AS of the
customer can potentially be propagated all over the Internet. In thisway, the customer can

inject erroneous information into the Internet routing tables.

Customers are much less experienced in avoiding these kinds of problems than are service
providers. There is much morerisk of errors being introduced when a customer is assigned its
own AS and uses BGP with the ISP, as compared with the single-homed scenario in which the
I SP has sole responsibility to announce BGP routes to the rest of the Internet.

Almost all of the Internet problems that a customer can cause by improperly configuring its
BGP can be stopped by the |SP. The ISP should filter all incoming information from the
customer and accept only what is supposed to arrive. The | SP should discard anything outside
strict limits. In thisway, the | SP prevents the propagation of erroneous information to the rest

of the Internet.

The ISP can maintain alist of the IP network numbers that the customer is announcing and
filter out any other route. If this approach is not possible because of the volume of those lists,
the ISP should at least be able to filter out the most obvious erroneous announcements.

Note Private addresses, according to RFC 1918, should never be announced to the Internet.
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BGP Filters? Return Traffic Issue

Another
Customer

Backup ISP Upstream AS

Multihomed

Customer Ij :

» Customers can influence only their outgoing traffic, not the
return traffic.

Primary

Link Primary ISP

B
o
8

* Return traffic can take any path—backup ISP
must also perform proper route selection.
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The customer can easily define a policy about how to send outgoing I P packets on the correct
link. It is much harder to influence the neighboring AS about how to direct the | P packets
coming into the customer network.

A customer that creates arouting policy in which one of the two ISPsis always preferred may
see that the return traffic is arriving on what the customer thought was the backup link. This
situation means that the customer has configured the weight or local preference to make sure
that al outgoing traffic is leaving the customer AS over the primary link, but the backup ISP
does not have any such configuration. Therefore, return traffic enters the customer AS by using
the shortest AS path as its selection criterion.

The best way to solve this problem is for the customer to ask the backup ISP to change its
routing policy. The change should cause the backup | SP to prefer reaching the customer ASvia
the AS of the primary 1SP. The backup ISP must implement this change in its own AS.

Note Sometimes the backup ISP administrator might be reluctant to change the configuration for
a single customer. In this case, the customer should use another BGP feature, the AS-path
prepending tool, to influence the selection of the primary or backup link by lengthening the
AS path of routes that are sent to the backup provider.

© 2005, Cisco Systems, Inc. Route Selection Using Policy Controls 3-13

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Summary

This topic summarizes the key points discussed in this lesson.

Summary

* Some customers need redundant Internet access for their
mission-critical applications and address this need by having
two separate connections to one ISP or implementing a
multihomed configuration (connecting to two different Internet
service providers).

e The multihomed customer network must exchange BGP
information with both ISP networks. Dynamic routing is
required for full redundancy, and BGP is the only protocol
available that can be used in this scenario.

* An approach to multihoming that is too simple can be a source
of problems. Starting BGP sessions and announcing customer
networks to multiple ISPs by using the default behavior of BGP
may not result in optimal routing.

©2005 Cisco Systems, Inc. All rights reserved.

Summary (Cont.)

* Depending on the circumstances, a multihomed customer
may require different polices, such as one of the two ISPs
being considered the primary connection or reaching
destinations in one part of the world more optimally via one
of the ISPs. Optimization should be done with the most
common destinations in mind, resulting in specific rules on
how to reach specific destination networks or the AS.

* In BGP route selection, a routing policy may be created that
gives precedence to reaching destinations within the AS of
the primary ISP and all upstream autonomous systems over
the primary link and reaching destinations within the AS of
the backup ISP over the backup link.

« When BGP has selected the best path and the information
has been propagated to all neighboring autonomous
systems, the customer AS may become a transit AS between
the two ISPs. The customer must avoid this situation by using
BGP filters.

©2005 Cisco Systems, Inc. All rights reserved.
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Lesson 2

Employing AS-Path Filters

Overview

In network implementations that require connections to multiple Internet service providers
(ISPs), network operators typically use autonomous system (AS)-path filters to influence
Border Gateway Protocol (BGP) route selection. It isimportant for a network administrator to
understand the syntax of an AS-path regular expression and how string-matching operators
function when they are using AS-path regular expressions to match BGP routes.

BGP allows connectivity between multiple |SPs for redundancy and scalability. Service
providers employ AS-path filters to remedy the problems that are associated with the various
connectivity methods that are used within BGP. Thislesson explains the methods that are used
to implement BGP AS-path filters.

Objectives

Upon completing this lesson, you will be able to successfully configure BGP to influence route
selection using AS-path filters in a customer scenario in which connections to multiple 1SPs
must be supported. This ability includes being able to meet these objectives:

m |dentify network scenarios in which you must support connections to multiple ISPsand in
which AS-path filters can be used to influence route selection

m  Describe the function of an AS-path regular expression

m  Explain how string-matching operators function when you are using AS-path regular
expressions to match BGP routes

m Identify where you can apply an AS-path filter when configuring arouter to influence route
selection

m |dentify the Cisco |OS commands that are required to configure AS-path filtersto influence
route selection

m |dentify the Cisco IOS commands that are required to monitor the operation of configured
AS-path filters
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AS-Path Filtering Scenarios

This topic identifies network scenarios that require connections to multiple | SPs where route
selection must be influenced with AS-path filters.

AS-Path Filtering Scenarios

» Several scenarios require BGP route filtering based on AS
path.

— Announce only local routes to the ISP—AS path needs to be
empty

— Select routes based on a specific AS number in the AS path
— Accept routes for specific AS only from some BGP neighbors
» AS-path filters use regular expressions.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—33

Several scenarios require filtering and selection of routing information, based on the content of
the AS-path attribute. Each BGP route must have an AS-path attribute. It is awell-known
mandatory attribute and must therefore be present in each BGP update.

Using selection criteria that are based on the AS-path attribute, arouter can identify a set of
specific routes from the total set of routes that it receives. Those routes where the AS-path
contents match the criteria are selected. Routes that do not match the criteria are not selected.

The AS path is a sequence of numbers. Each number indicates an AS. When aroute is sourced
by means of a network command in a BGP process or redistribution into a BGP process, the
AS-path attribute is created and left empty. Each time the route is advertised by an egress router
to another AS, the AS-path attribute is modified by the egress router, which prependsits AS
number to the AS-path attribute.

While anewly sourced routeis still within the AS in which it was created, the AS path is
empty. When the AS has arequirement to filter out all but the routes that are local to itself
before sending them to a neighboring AS, the AS will permit sending of the routes with the
empty AS path and will deny al others.

Routers can also filter incoming routes based on their AS-path attributes. Some destination
autonomous systems should not be received from a certain neighbor. Therefore, the routes
matching that ASin the AS path can be filtered on the receiving router in case they are
accidentally sent.
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Selection based on the AS path is also atool that you can use when changing the weight or
local preference attributes for some destination autonomous systems but not for others.

When routers filter BGP updates based on the content of the AS-path attribute, they use regular
expressions. Regular expressions are commonly found in the UNIX environment and also in
some Microsoft Windows-based applications. Regular expressions are a string-matching tool.
A regular expression consists of astring of characters. Some of these characters have specia
meanings, such as functioning as wildcards and operators, and some of these characters simply
mean themselves, for example, A to Z, ato z, or 0t0 9. A regular expression is said to match a
string if the ordinary characters and the applied meaning of the special operator characters can
be trandated into the matched string. When aregular expression matches, the selection test is
said to betrue. If it does not match, the test isfalse.
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AS-Path Regular Expressions

This topic describes the function of an AS-path regular expression.

AS-Path Regular Expressions

27 31 23 | 317 | 223

AS-path converted to string
|27 31 23 317 223|
String matched with regexp

ip as-path access-list 1 permit 31

©2005 Cisco Systems, Inc. All rights reserved. BGPV32 34

The AS-path attribute carried with all BGP routes in aBGP update is a very compact binary
encoding of a sequence of integer numbers; it is not a sequence that can be tested by using a
regular expression.

Cisco 10S software internally tranglates the binary encoding into a character string. Each AS
number in the sequence is converted into a string using decimal representation. The space
character separates each AS number in the AS-path attribute. The router applies the regular
expression test to thisinternally created character string.

Charactersin aregular expression that are not assigned a specific operation match themselves.
The regular expression “ 31" matches all occurrences of the character “3” followed by the
character “1” inthe AS path. In this example, “31" matches at two occurrences. One
occurrence is sufficient to make the test true. No occurrence means that the test failed.
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String Matching

This topic describes how string matching functions when you are using AS-path regular
expressions to match BGP routes.

String Matching? Regular Expressions

A string of characters in a regular expression matches any
equivalent substring in the AS path.

How many times does 31 match?
|213 317 2316 31|

Answer:
|213 317 2316 31|

©2005 Cisco Systems, Inc. All rights reserved.

The regular expression “31" will match any occurrence of “3” followed by “1” regardless of the
charactersimmediately preceding the “3" and immediately following the “1". Therefore, “ 31"
will match an occurrence of “3” and “1” in the middle of an AS number.

The regular expression “ 31" matches the AS-path string “213 317 2316 31" three times,
because “ 31" matches a part of “317”, “2316”, and “31".

© 2005, Cisco Systems, Inc. Route Selection Using Policy Controls 3-19
The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,

for the sole use by Cisco employees for personal study. The files or printed representations may not be

used in commercial training, and may not be distributed for purposes other than individual self-study.



String Matching? Alternatives

Expression exprl|expr2 matches the string if either
subexpression matches the string.

How many times does 21|31 match?
|213 317 2316 31|

Answer:
|213 317 2316 31|

© 2005 Cisco Systems, Inc. All rights reserved.
————————————————————————————————————————————————————————————————————

The character “|" (vertical bar) has a specia meaning. It isan operator that means“or.” The
regular expression “21|31" matches the sequence of “2” followed by “1” or the sequence of “3”
followed by “1”. Therefore, this sample regular expression will match a two-character
sequence: the “21” or the “31".

The regular expression “21|31” matches the AS-path string “213 317 2316 31" four times,
because “21” matches a part of “213" and “31” matches a part of both “317” and “2316” and
also“31".
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String Matching? Ranges and Wildcard

Characters

A range of characters matches any single character in the
range.

Examples: [1234] or [1-4]

Dot (.) matches any single character

How many times does [1-3].[34] match?
|213 317 2316 31|

Answer:
|213 317 2316 31|

|213 317 2316 31|

©2005 Cisco Systems, Inc. All rights reserved. BGP V3237

The pair of brackets“[” and “]” has a special meaning. Brackets surround a set of characters of
which any one matches. The set of charactersis either expressed as the list of the matches (for
example, “[1234]") or the sequence with the starting character, a hyphen, and the ending
character (for example, “[1-4]"). Both examples match one single character, which must be any
onein the set of the four characters“1”, “2”, “3", and “4”.

The character “.” (adot) matches any single character. Small regular expressions can be
combined into alarger expression. Such a combination is matching if all of the parts match one
after the other. The sample regular expression “[1-3].[34]” matches a sequence of three
characters, of which the first must be either “1”, “2", or “3", the second character can be any
character, and the third must be either “3” or “4”.

Note The space character delimiting two AS numbers is just a character. The dot (“.”) for example,
matches this character.

The regular expression “[1-3].[34]” matches the AS-path string “213 317 2316 31" twice.
Initialy, it matches“213". Theleading “[1-3]" matchesthe leading “2". The dot, which
matches any character, matchesthe “1”, and “[34]” matchesthe trailing “3”. Secondly, the
regular expression also matchesin “213 317 2316 31”. Thisisalittle harder to see, because the
dot (“.”) matches the space character between “213” and “317".
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String Matching? Matching Delimiters

A Matches beginning of string

$ Matches end of string

Matches any delimiter (beginning, end, white
space, tab, comma)

How many times does 721, 31$, 31 match?
|213 317 218 31 731|

Answer:
|213 317 218 31 731|

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—38

A character string must have a start and an end. The character with the special meaning “*”
matches the beginning of a string. Because all strings have a beginning, the “~" character
matches all strings. However, the “~" character is used to position the part of the regular
expression that follows. The character following the “" character must be the first character of
the string; otherwise, that character would not match the beginning of the string.

The special character “$” is used analogously, but it means the end of the string. The character
preceding the “$” must be the last character in the string; otherwise, the “$” does not match the
end of the string.
The underscore (“_") matches any delimiter. The space character between two AS numbersis
an example of a delimiter. The beginning of the string and the end of the string are al'so
considered delimiters. Other delimiters are the tab and the comma (*,”). The underscore (*_") is
used to ensure that the desired AS number is found in an AS-path string but not as part of some
other AS number. For example, the regular expression “31” will match the AS number string
“317”, but the regular expression “_31_" will not. Both“31” and “_31 " will matchthe AS
number string “31".

The regular expression “*21" can match the AS-path string “213 317 218 31 731" only one
time because there is only one beginning of the string. The regular expression “~21” matches
only if the string starts with the sequence “21”, which it does.

The regular expression “31$" can match the AS-path string “213 317 218 31 731" only one
time because there is only one end of the string. The regular expression “31$” matches only if
the string ends with the sequence “ 31", which it does.

Theregular expression“_31 " can, in theory, match an AS-path string several times. However,
in this case, when matched against the string “213 317 218 31 731", the regular expression
“_31_" matches only the AS number “31” in the AS path.
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String Matching? Grouping

Parentheses can be used to group smaller regular
expressions into larger expressions.

How many times does (213|218)_31 match?
|213 317 1218 316 31|

Answer:
|213 317 1218 316 31|

© 2005 Cisco Systems, Inc. All rights reserved.

Complicated expressions must sometimes be grouped with parentheses, “(“and”)”. This feature
can be useful when you are searching for a sequence of two or more AS numbers of which the
first can match any of the specific autonomous systems (in this example, “213" or “218"), but
the last must be a specific AS (“31” in this example). If the parentheses were not used here, the
expression would match either the single AS “213" or the sequence of the two (218 31).

The regular expression “(213|218) 31" matches the AS-path string “213 317 1218 316 31"
twice. Thefirst matchis*213 317 1218 316 31”; the second match is“213 317 1218 316 31”".
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String Matching? Special Characters

\ To use the special characters as single-character
patterns, remove the special meaning by preceding each
character with a backslash (\).

How do you match AS 213 in the beginning of the
string? | (213 317) 1218 316 31|

Answer:
“\ (213

© 2005 Cisco Systems, Inc. All rights reserved.

Sometimes the target string that you are trying to match with aregular expression contains
some of the characters that also have special meanings in the regular expression. To match

these charactersin the target string, use the backslash (“\") together with the character in the
regular expression.

Note This type of regular expression syntax is used for matching AS-path strings inside a BGP
confederation. A confederation is used to eliminate the scaling problem of full-mesh Internal
Border Gateway Protocol (IBGP) by splitting the AS into smaller regional autonomous
systems. The example shows that 213 and 317 were part of a confederation by its use of “(“

and “)". Confederations are explained further in the “Scaling Service Provider Networks”
module.
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String Matching? Repeating Operators

* Matches zero or more atoms
? Matches zero or one atom
+ Matches one or more atoms

An atom is a single character or a grouping.

How do you match AS sequences “23 45” and
“23 78 45” in a single regular expression?

Answer:
23 (_78) ? 45

© 2005 Cisco Systems, Inc. All rights reserved. BGP V32311

The special characters, star (asterisk), “*”, question mark, “?’, and plus, “+”, al apply
repetition of the expression that immediately precedes them.

The star (asterisk), “*”, means that the expression that immediately precedesit is repeated zero
or more times. This means that the expression may not be there, but it may also be there any
number of times. The expression “1*” will match a sequence of no characters or a sequence of
any number of the character “1”.

A question mark (“?’) means that the expression that immediately precedesit is repeated zero
or one time. This means that the expression may not be there, but it may also be there once. The
expression “17?" will match a sequence of no characters or the single character “1”.

The plus sign (“+") means that the expression that immediately precedesit is repeated one or
more times. This means that the expression must be there at least once. The expression “ 1+”
will match a sequence of one or more of the character “1”.
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Example: String Matching

This example shows a sample of regular expressions.

©2005 Cisco Systems, Inc. All rights reserved. BGP V32312

String Matching? Sample Regular

Expressions

_100_ Going through AS 100

~100$ Directly connected to AS 100

_100% Originated in AS 100

~100_. Networks behind AS 100

A [0-9]+% AS paths one AS long

A[0-9]+)(\1)*$ Prepending performed in neighboring
originating AS

"$ Networks originated in local AS

x Matches everything

Regular expressions can be arbitrarily complex. However, most searching is accomplished
using regular expressions similar to those in these examples:

If you are searching for al routes that have AS 100 in their AS paths, the regular
expressionto useis“_100 .

If you are searching for al routes that are sourced in your directly connected neighboring
AS 100, the regular expression to useis “~100$”. Use an expression with both a carat (“/")
and dollar sign (“$”) present when you are searching for an exact match.

If you are searching for all routes that are sourced in AS 100, but that ASis not necessarily
adirectly connected neighboring AS, the regular expression to useis“_100%". The dollar
sign (“$”) indicates that the AS path must end with AS 100. Thisis an indication that the
route was sourced in AS 100. The underscore (*_") is used to make sure that it isAS 100 at
the end of the string and not, for example, AS 2100.

If you are searching for al the routes that are reachable behind AS 100, the regular
expression to useis“~100 _.". The carat (“/") indicates that the AS path must start with AS
100. The underscore (“_") is used to make sure that this number is not matching with, for
example, AS 1001. Thedot (“.”) is used to indicate that the AS path does not end with AS
100, and that there must be something following AS 100.

If you are searching for all routes that are sourced in any AS directly neighboring your AS,
the regular expression to useis “~[0-9]+$". The “[0-9]” part means any digit. The plussign
(“+") repetition character means one or more times. Therefore, the combination “[0-9]+”
means a sequence of one or more of digits. The carat (“") and dollar sign (“$") mean the
beginning and the end of the string. Therefore, the string may consist only of a sequence of
one or more digits.
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m |f you are searching for all routesthat are sourced in any AS directly neighboring your AS,
and possibly performing AS-path prepending (multiplication of adirectly connected AS
number), the regular expression to useis “~([0-9]+)(_\1)*$". The expression in the first set
of parentheses matches any AS number. The parentheses store the value of the matched
AS, and thisvalueis then recalled by the second part of the regular expression, including a
variable. The variable “\1” is put into parentheses for the purpose of the multiplier operator
“*" meaning that this part can match any number of successive occurrences of the same
AS number that was matched by the “[0-9]+” expression. For example, this regular
expression matches AS paths “99 99 99", “200", “101 101", or “55555”, but it does not
match the AS path “101 99”.

m  The combination “$” means an empty string and is used when you are searching for all
routes that are sourced in the local AS.

m  Sometimes a search is made to select afew specific routes and do something special with
them, while the rest of the routes will be handled in a different way. To search for all
routes, regardless of the content of their AS-path attribute, use the regular expression “.*”.
Thedot (*.”) matches any single character. The repetition character, star (asterisk), “*”,
means that the match should be repeated zero or more times. Thus, the combination (“.*”)
matches any string.
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Commonly Used Characters in Expressions

Any single character, including a space
Zero or more sequence of pattern
One or more sequence of pattern

? Zero or one occurrence of pattern

A Beginning of string

$ End of string

_ Match any delimiter (including beginning, end, space,
tab, comma)

\ Remove special meaning of character that follows

[ Match one character in arange

| Logical OR

©2005 Cisco Systems, Inc. All rights reserved.
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The figure lists the most commonly used charactersin expressions.
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Applying AS-Path Filters

This topic identifies where you can apply an AS-path filter when configuring a router to
influence route selection.

Applying AS-Path Filters

My Router

Incoming Neighbor

-

Outgoing Neighbor

filter-list in filter-list out

002G_182

©2005 Cisco Systems, Inc. All rights reserved.

AS-path filters that are configured on arouter select those routes that are allowed. Routes that
are selected behave as described here:

m The selected routes enter the local BGP table when the selection is applied on the incoming
routes from a neighbor; routes that are not selected are silently dropped.

m  The selected routes are transmitted to the neighbor when the selection is applied on the

outgoing routes to the neighbor; routes that are not selected are used locally but are never
sent to the neighbor.
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Configuring BGP AS-Path Filters

This topic identifies the commands that you can use to configure AS-path filters to influence
route selection.

Configuring BGP AS-Path Filters

router (config) #

ip as-path access-list number {permit|deny} regexp

* Configures AS-path access-list

router (config-router) #

neighbor ip-address filter-list as-path-filter {in|out} |

e Configures inbound or outbound AS-path filter for specified
BGP neighbor

©2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—3-15

An AS-path filter is created by an AS-path access-list. This access-list is applied to a set of
routes from which to select a subset. Routes that are permitted by the access-list are included in
the subset, and those that are denied are not included. Asin al access-lists, the candidate to be
permitted or denied membership in the subset is tested against all the linesin the access-list, in
the order in which the list is configured. The first match indicates “permit” or “deny,” as
specified. If the end of the access-list is reached without any explicit match, the candidate is
implicitly denied.

Thetest by the AS-path access-list is performed by using regular expressions that are applied
on the AS-path attribute of the route.

The access-list can, for example, be applied on the routes received from, or those sent to, a
specific BGP neighbor.

Ip as-path access-list

To define aBGP AS-path access-list, use the ip as-path access-list global configuration
command.

m ip as-path access-list access-list-number { per mit | deny} as-regular-expression

To disable use of the access-list, use the no form of this command.

B noip aspath access-list access-list-number { permit | deny} as-regular-expression
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Syntax Description

Parameter

Description

access-1ist-number

Integer from 1 to 199 that indicates the regular expression
access-list number.

permit

Permits access for matching conditions.

deny

Denies access to matching conditions.

as-regular-expression

AS in the access-list using a regular expression (See the
“Regular Expressions” appendix in the Cisco IOS Dial Services
Command Reference for information about forming regular
expressions.)

neighbor filter-list

To set up a BGP filter, use the neighbor filter-list router configuration command.

m neighbor {ip-address | peer-group-name} filter-list access-list-number {in | out}

To disable this function, use the no form of this command.

m  noneighbor {ip-address | peer-group-name} filter-list access-list-number {in | out}

Syntax Description

Parameter

Description

ip-address

IP address of the neighbor.

peer-group-name

Name of a BGP peer group.

access-1ist-number

Number of an AS path access-list. Define this access-list with the
ip as-path access-list command.

in

Access-list to incoming routes.

out

Access-list to outgoing routes.
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Configuring BGP AS-Path Filters (Cont.)

Service Provider 1

Multihomed ==

Customer

Service Provider 2

router bgp customer-as
neighbor ISP-router filter-list 1 out
1

ip as-path access-list 1 permit *$

002G_183

Multihomed customers do not want to act as atransit AS between their service providers. The
customer avoids this situation by not transmitting all its routes to its service providers. The
service providers send | P packets to the customer only if the IP packets have destination
addresses that match one of the routes that the customer has sent by BGP to the service
provider. By making sure that only locally sourced routes are sent, the customer avoids
receiving I P packets for destinations outside its own AS.

Within the customer AS, the locally sourced routes have empty AS paths. The empty string is
matched by the regular expression “*$". The command ip as-path access-list 1 permits only
the routes that are locally sourced and implicitly denies the rest. By applying thisfilter-list on
outgoing information to all neighbors, the customer will announce local routes only.
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Monitoring AS-Path Filters

This topic identifies the Cisco |OS commands that are required to monitor the operation of
configured AS-path filters.

Monitoring AS-Path Filters

router#

|show ip as-path-access-list [filter list]

e Displays one or all filter-lists

router#

show ip bgp regexp regular-expression

» Displays all routes in the BGP table permitted by the
specified AS-path access-list

router#

|show ip bgp filter-list access-list-number |

 Displays all routes in the BGP table matching regular-
expression in one or all filter-lists

©2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—3-17

The Cisco 10S commands that are most frequently used to monitor the operation of configured
AS-path filters include show ip as-path-access-list, show ip bgp regexp, and show ip bgp
filter-list.
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The show ip as-path-access-list Command

» Displaying configured filters:

router# show ip as-path-access-list

AS path access list 6
permit “~$

AS path access list 7
deny 213
permit .*

AS path access list 8
permit 214

AS path access list 25
permit 42

AS path access list 27
deny 22 | 518
permit .*

002G_184
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The show ip as-path-access-list command displays a specific access-list or all AS-path access-
listsin the router.
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The show ip bgp regexp Command

* Routes matched by an expression:

router# show ip bgp regexp *\ (65002

BGP table version is 85, local router ID is 197.6.2.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 128.20.0.0 192.168.21.7 100 0 (65002 65003 65004) 99 7 22 i
*> 128.22.0.0 192.168.21.7 100 0 (65002 65003 65004) 99 7 22 i
*> 128.26.0.0 192.168.21.7 100 0 (65002 65003 65004) 99 7 22 26 i
*> 128.37.0.0 192.168.21.2 100 0 (65002 65003 65004) 99 2 20 42 37 i
*> 128.42.0.0 192.168.21.7 100 0 (65002 65003 65004) 99 7 20 42 i =
*> 128.51.0.0 192.168.21.7 100 0 (65002 65003 65004) 99 7 22 26 51 i [
*> 128.213.0.0 192.168.21.7 100 0 (65002 65003 65004) %99 7 20 213 i é

©2005 Cisco Systems, Inc. All rights reserved. BGPv32—3-19

Because regular expressions sometimes get complex, thorough testing of them isrequired. The
show ip bgp regexp command displays all routes currently in the BGP table that have an
AS-path attribute that matches the typed-in regular expression. Use the show ip bgp regexp
command to test aregular expression that is typed in on the command line. Theresult isa
printout on the screen of all those routes currently in the BGP table that had an AS-path
attribute matching the typed-in regular expression.

In the example figure (which shows BGP confederations, a scalability feature), you wish to find
all BGP confederation routes from AS number 65002. To search for this character in the
beginning of the string, use the character “\”, the backslash. The regular expression “\(65002"
matches all the routes that are received from the intra-confederation AS number 65002.

show ip bgp regexp

To display routes that match an AS-path regular expression, use the show ip bgp regexp
privileged EXEC command.

m  show ip bgp regexp regular-expression

Syntax Description

Parameter Description
regular-expression Regular expression to match the BGP AS paths
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The show ip bgp filter-list Command

* Routes matched by a filter-list:

router# show ip as-path-access-list 25
AS path access list 25
permit 42

router# show ip bgp filter-list 25

BGP table version is 81, local router ID is 197.6.2.1

Status codes: s suppressed, d damped, h history, #* valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 128.37.0.0 192.168.21.2 0 (65002 65003 65004) 99 2 20 42 37 i
*> 128.42.0.0 192.168.21.7 100 0 (65002 65003 65004) 99 7 20 42 i
*> 192.26.11.0 192.168.20.20 (o] 0 20 42 26 i
*> 192.37.11.0 192.168.20.20 (o] 0 20 42 37 i §‘
*> 192.42.11.0 192.168.20.20 [o] 0 20 42 i g

©2005 Cisco Systems, Inc. All rights reserved. BGP v32—3-20
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An AS-path access-list is even more complex becauseit is a combination of several regular
expressions. There is one expression on each access-list line. Use the show ip bgp filter-list
command to test the entire AS-path access-list. The result is a printout on the screen of all the
routes currently in the BGP table that had an AS-path attribute permitted by the access-list.

The AS-path access-list number 25 in the example figure consists of one single line. It permits
the routes that have an AS-path attribute containing the AS number 42 somewherein their AS
paths. All other routes are implicitly denied. The show ip bgp filter-list command displays all
the routes currently in the BGP table that are permitted by AS-path access-list 25. As aresult of
configuring BGP confederations, the AS path contains some AS numbers enclosed in
parentheses. BGP confederations and their usage are explained in the “ Scaling Service Provider
Networks’” module.

show ip bgp filter-list

To display routes that conform to a specified filter-list, use the show ip bgp filter-list
privileged EXEC command.

m  show ip bgp filter-list access-list-number

Syntax Description

Parameter Description

access-1ist-number Integer from 1 to 199 that indicates the regular expression
access-list number
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

» Several scenarios require BGP route filtering based on AS
path, including announcing only local routes to the ISP (AS
path needs to be empty), selecting routes based on a specific
AS number in the AS path, and accepting routes for a
specific AS only from some BGP neighbors. By applying
specific selection criteria to the contents of the AS-path
attribute, routers can select a subset of routes from the total
set of routes that are received.

» Cisco IOS software internally translates the AS-path
encoding, which is carried with all BGP routes into a
character string. This string is then tested against the regular
expression.

» String matching operates when you are using AS-path
regular expressions to match BGP routes.

©2005 Cisco Systems, Inc. All rights

Summary (Cont.)

* You can use AS-path filters to select those routes that will be
allowed.

e An AS-path filter is created by an AS-path access-list, which
is applied to a set of routes from which to select a subset.
The ip as-path access-list global configuration command
defines a BGP AS-path access-list, and the neighbor filter-list
router configuration command sets up a BGP filter.

* There are a number of Cisco I0S commands that are required
to monitor the operation of configured AS-path filters,
including show ip as-path-access-list, show ip bgp regexp, and
show ip bgp filter-list.

©2005 Cisco Systems, Inc. All rights reserved.
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Lesson 3

Filtering with Prefix-Lists

Overview

Where multiple paths between a customer and an Internet service provider (ISP) exist, thereisa
regquirement to filter certain information during Border Gateway Protocol (BGP) updates to
influence route selection or to enforce an administrative policy. To meet this requirement, you
must use filters. Using prefix-listsistypically easier than using standard I P access-lists and
provides performance benefits. It isimportant to understand the commands to apply filtering of
inbound or outbound updates with prefix-lists and where they should be applied.

This lesson discusses the requirement for using prefix-based filtersin customer
implementati ons where connections to multiple | SPs must be supported and describes the
advantages of prefix-lists over IP access-lists. The commands to apply filtering of inbound or
outbound updates with prefix-lists and to configure prefix-list filters are discussed, and also
where network administrators should apply them.

Objectives

Upon completing this lesson, you will be able to successfully configure BGP to influence route
selection using prefix-list filters in a customer scenario in which connections to multiple 1SPs
must be supported. This ability includes being able to meet these objectives:

m  |dentify the requirement for prefix-based filters in network implementations where multiple
connections between a customer and | SPs exist

m List the advantages of prefix-lists versus IP access-lists
m Identify the Cisco |IOS command that is required to configure prefix-list filters
m  Describe where you can implement prefix-listsin a BGP network

m |dentify the Cisco |OS commands that are required to apply filtering of inbound or
outbound updates with prefix-lists

m |dentify the Cisco |OS commands that are required to modify configured prefix-list filters

m Identify the Cisco |OS commands that are required to monitor the operation of configured
prefix-list filters

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
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Requirements for Prefix-Based Filters

This topic identifies the requirement for prefix-based filtersin network implementations where
multiple connections between a customer and | SPs exist.

Requirements for Prefix-Based Filters

‘Internet
Service Provider 1

Multihomed @
Customer y of ‘

é‘ls.(;l_(z)?o/s %: 8 Service Provider 2
Q

Network = 10.0.0.0/;
AS-Path =123

2G_180

e Service providers have to filter customer updates to ensure that
the customers announce only their assigned address space.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—33

Customers with multihomed networks are responsible for announcing their own networks using
BGP. Typically, customers are not as experienced with BGP as service providers, and therefore
problems are more likely to occur. A service provider with a multihomed customer must take
precautions not to accept, use, or forward any erroneous routing information that is received
from the customer.

The customer is assigned a set of |P network numbers that it should announce. If the customer
announces any additional networks, something iswrong. The customer may have forgotten not
to act as atransit autonomous system (AS) and may have started propagating routes that it has
received from the other service provider. Or, the customer may have accidentally started to
announce its private address space, which the customer may use for address links, loopback
interfaces, or other devices that should never access the Internet.

To avoid problems, the service provider can apply an IP prefix filter on the incoming
information from the customer. The service provider will accept only network numbers
permitted by an access-list or prefix-list.
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Prefix-Lists vs. IP Access-Lists

Thistopic lists the advantages of prefix-lists versus |P access-lists.

Prefix-Lists vs. IP Access-Lists

Traditional prefix filters

e Traditional IP prefix filters were implemented with IP access-
lists configured with the distribute-list command.

» |P access-lists used as route filters have several drawbacks:
— Subnet mask cannot be easily matched.

— Access-lists are evaluated sequentially for every IP prefix in the
routing update.

— Access-lists are hard to edit.
— Extended access-lists can be cumbersome to configure.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32 34

Traditionally, thefiltering of IP network numbers has been accomplished using an access-list.
The access-list is then bound to either the incoming or outgoing information of a neighbor by
the neighbor distribute-list command. A BGP update about a network number that is
permitted by the access-list will be accepted, and those denied will be dropped.

However, standard access-lists do not support the testing of the subnet masks. If the access-list
permits 10.0.0.0/16, it would also permit 10.0.0.0/8.

Extended access-lists can do testing on both an IP network number and a subnet mask, but the
syntax is cumbersome.

Finally, access-lists are difficult to edit. The router automatically adds new access-list entries to
the end of the list. Because the router evaluates the list sequentialy, and the first match results
ina“permit” or “deny” statement, the order of the linesin the access-list is of utmost
importance. The inability to add aline in the middle of alist has been an administrative burden.
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Prefix-Lists vs. IP Access-Lists (Cont.)

Prefix-lists
¢ New route-filtering mechanism

< Significant performance improvement on long filters

— Inside Cisco IOS software, the prefix-list is a tree structure and is
not scanned sequentially.

Support for incremental updates
— Individual entries in prefix-lists can be inserted or deleted.
* More user-friendly CLI

— The CLI for using access-lists to filter BGP updates is difficult to
understand and use, because it uses the packet-filtering format.

Greater flexibility; can match on subnet masks

©2005 Cisco Systems, Inc. All rights reserved. BGPV32-35

Theip prefix-list configuration command has several benefits compared to using the access-
list command. The intended use of prefix-listsis limited to route filtering, whereas access-lists
were initialy intended for packet filtering, which was then extended to filter routes.

The prefix-list isinternally transformed into atree structure, with each branching of the tree
serving as atest. Cisco |0S software determines a verdict of either “permit” or “deny” much
faster this way, compared to sequentially interpreting an access-list.

The configuration command-line interface (CLI) that you use when configuring the ip prefix-
list command provides the ability to assign aline number to each line of the prefix-list. The
router uses this number to sort the entries in the prefix-list. If the lines are initialy assigned line
numbers, with some spacing in between them, administrators can insert additional lines at a
later time. Individual lines can also be removed without removing the entire list.

Routers match network numbers in a routing update against the prefix-list, using as many bits
asindicated. For example, a prefix-list can be specified to be 10.0.0.0/16, which will match
10.0.0.0 routes but not 10.1.0.0 routes.

Optionally, the prefix-list can also specify the size of the subnet mask. In addition, the prefix-
list can indicate that the subnet mask must be in a specified range.
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Prefix-Lists vs. IP Access-Lists (Cont.)

» Key access-list features are preserved.
— Filtering using “permit” or “deny”
— Order dependency (first match wins)
— Security-focused: no match means “deny”

* The matching mechanism has changed.

— Matches routes in a part of address space with subnet
mask longer or shorter than a set number

© 2005 Cisco Systems, Inc. All rights reserved. BGP V3236

The prefix-list shares several similarities with the access-list. It can consist of any number of
lines, each of which indicates atest and aresult. The router can interpret the linesin the
specified order, although this processis optimized in the Cisco 10S software. When a router
evaluates aroute against the prefix-list, the first line that matches resultsin either a“ permit” or
“deny.” If none of the linesin the list match, the result is “implicitly deny.”

Testing is done using prefixes. The indicated number of bitsin the prefix is compared with the
same number of bits in the network number in the update. If the bits match, testing continues
with an examination of the number of bits set in the subnet mask. The prefix-list line can
indicate a range within which the number must fall to pass the test. If no range isindicated, the
subnet mask must match the prefix size.
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Configuring Prefix-Lists

This topic identifies the Cisco |OS command that is required to configure prefix-list filters.

Configuring Prefix-Lists

router (config) #

ip prefix-list list-name [seq seq] {permit|deny}
network/len [ge valuel [le valuel

» Prefix-lists have names and sequence numbers (like route-
maps).

e An entry with no le or ge parameter matches exactly the
specified prefix.

* An entry with an le or ge parameter matches any route within the
address space of address/prefix with prefix longer or equal to ge

value and shorter than or equal to le value.

©2005 Cisco Systems, Inc. All rights reserved.

ip prefix-list

To create an entry in aprefix-list, use theip prefix-list global configuration command.

m ip prefix-list list-name [seq seg-value] { per mit | deny} network/len [ge ge-value] [lele-

value]

To delete the entry, use the no form of this command.

m  noip prefix-list list-name [seq seg-value] { per mit | deny} network/len [ge ge-valug] [le

le-value]
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Syntax Description

Parameter

Description

list-name

Name of a prefix

seq

(Optional) Applies the sequence number to the prefix

seqg-value

(Optional) Specifies the sequence number for the prefix

permit

Permits access for matching conditions

deny

Denies access to matching conditions

network/len

(Mandatory) The network number and length (in bits) of the
subnet mask

ge

(Optional) Applies the ge-value to the range specified

ge-value

(Optional) Specifies the lesser value of a range (the "from" portion
of the range description)

le

(Optional) Applies the le-value to the range specified

le-value

(Optional) Specifies the greater value of a range (the "to" portion
of the range description)

When multiple entries of a prefix-list match a given prefix, the sequence number of a prefix-list
entry identifies the entry with the lowest sequence number. In this case, the entry with the
smallest sequence number is considered to be the “real” match.

Note You can specify sequence values for prefix-list entries in any increments that you want (the
automatically generated numbers are increased in units of 5). If you specify the sequence
values in increments of 1, you will not be able to insert additional entries into the prefix-list. If
you choose very large increments, you could run out of sequence values.

Y ou can use the parameters ge and le to specify the range of the prefix length to be matched for
prefixes that are more specific than network/len. The exact match is assumed when neither ge
nor leis specified. The range is assumed to be from ge-value to 32 only if the ge attribute is
specified. Therange is assumed to be from len to le-value only if the le attribute is specified.
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Configuring Prefix-Lists (Cont.)

Prefix-list matching rules

» Prefix-list entries with no ge or le option match only the
specified route.

— Similar to IP access-lists with no wildcard bits
— Matching also considers subnet mask

Which of the following routes will be matched by:
ip prefix-list MyList permit 192.168.0.0/16?

192.168.0.0/16 X 192.168.0.0/20 X 192.168.2.0/24

©2005 Cisco Systems, Inc. All rights reserved.

Prefix-list entries without the ge or |e option match only the route with the specified | P address
and subnet mask. In the example here, the prefix-list entry permit 192.168.0.0/16 will not
match the route 192.168.2.0/24 because of the mismatch in the |P address. It will also not
match the route 192.168.0.0/20 because of the mismatch in the subnet mask.
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Configuring Prefix-Lists (Cont.)

< A prefix-list entry with ge or le option matches any prefix within
specified address space where the subnet mask falls within
specified limits.

Which of the following routes will be matched by:

ip prefix-list MyList permit 192.168.0.0/16 le 207?
192.168.0.0/16 192.168.17.0/20 X192.168.2.0/24
ip prefix-list MyList permit 192.168.0.0/16 ge 18?

X 192.168.0.0/16 192.168.17.0/20 192.168.2.0/24

© 2005 Cisco Systems, Inc. All rights reserved.

BGP V3239

Prefix-list entries with the ge or le option specified match any prefix within the address space
that is specified by the network/len parameter, aslong as the subnet mask length of the route
falls within the range that is specified by the le and ge parameters.

In thefirst examplein the figure, the route 192.168.2.0/24 is not matched by prefix-list entry
permit 192.168.0.0/16 even though the IP address falls within the specified address range,
because the subnet mask is too long.

In the second exampl e, the route 192.168.0.0/16 is not matched by prefix-list entry per mit
192.168.0.0/18 because the subnet mask is too short.
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Example: Configuring Prefix-Lists

The figure contains some commonly used prefix-list examples.

Configuring Prefix-Lists (Cont.)

What will be matched by:
a) ip prefix-list A permit 0.0.0.0/0 ge 32
b) ip prefix-list B permit 128.0.0.0/2 ge 17
c) ip prefix-list C permit 0.0.0.0/0 le 32
d) ip prefix-list D permit 0.0.0.0/0
e) ip prefix-list E permit 0.0.0.0/1 le 24

a) All hostroutes

b) Any subnet in class B address space
c) Allroutes

d) Justthe default route

addresses
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e) Any prefix in class A address space covering at least 256

In the figure, al host routes will be matched by prefix-list A permit 0.0.0./0 ge 32, while any
subnet in aclass B address space will be matched by prefix-list B permit 128.0.0.0/2 ge 17.
Prefix-list C permit 0.0.0.0/0 le 32 will match all routes, but only the default route will be
matched by prefix-list D permit 0.0.0.0/0. Finally, any prefix in aclass A address space that
covers at least 256 addresses will be matched to prefix-list E permit 0.0.0.0/1 |e 24.
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BGP Filters Implementation

This topic describes where you can implement prefix-listsin a BGP network.

BGP Filters Implementation

Incoming Neighbor

[
Ll

Outgeing Neighbor

prefix-list in

prefix-list out

filter-list in filter-list out

i1
1

a Distribute list out

My Router
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Y ou can optionally apply filter-lists and prefix-lists on either incoming or outgoing neighbors
in any combination. Both the incoming prefix-list and the incoming filter-list must permit the
routes that are received from a neighbor before they are accepted into the BGP table. Outgoing
routes must pass both the outgoing filter-list and the outgoing prefix-list before being
transmitted to the neighbor.

When arouter is configured to redistribute routing information from an Interior Gateway
Protocol (IGP) into BGP, the routes must successfully pass any prefix-list or access-list that is
applied to the redistribution before aroute isinjected into the BGP table.
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Implementing Prefix-Lists in the BGP Process

This topic identifies the Cisco |OS commands that are required to apply prefix-lists for filtering
inbound or outbound updates.

Implementing Prefix-Lists in the

BGP Process

router (config-router) #

neighbor {ip-address|peer-group-name} prefix-list prefix-listname
{in|out}

 Filters inbound or outbound BGP routing updates for a
configured neighbor session

router (config-router) #

distribute-list prefix-list prefix-list out routing-process

 Filters routes redistributed from specified routing process into
BGP

©2005 Cisco Systems, Inc. All rights reserved.
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Y ou can use prefix-liststo filter incoming or outgoing BGP updates to neighbors. Y ou can also

use prefix-lists to filter routes that are being redistributed into the BGP process from other
routing protocols.
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neighbor prefix-list

To distribute BGP neighbor information as specified in a prefix-list, use the neighbor prefix-
list router configuration command.

m neighbor {ip-address | peer-group-name} prefix-list prefix-listhame {in | out}

To remove an entry, use the no form of this command.

m  noneighbor {ip-address | peer-group-name} prefix-list prefix-listhname {in | out}

Syntax Description

Parameter Description
ip-address IP address of neighbor
peer-group-name Name of a BGP peer group
prefix-listname Name of a prefix-list
in Access-list is applied to incoming advertisements to that neighbor
out Access-list is applied to outgoing advertisements from that
neighbor
Note A BGP peer group is a group of BGP neighbors with the same update policies. Route-maps,

distribute-lists, filter-lists, and so on usually set update policies. Instead of defining the same
policies for each separate neighbor, a peer group name is configured on the router, and
these policies are assigned to the peer group. BGP peer groups are discussed in a later
module.
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distribute-list out

To suppress networks from being advertised in updates, use the distribute-list out router

configuration command.

m  distributelist {access-list-number | name | prefix-list prefix-listname} out [interface-
name | routing-process | autonomous-system-number]

To disable this function, use the no form of this command.

m  nodistributelist {access-list-number | name | prefix-list prefix-listname} out [interface-
name | routing-process | autonomous-system-number]

Syntax Description

Parameter

Description

access-list-number |
name

Standard IP access-list number or name.

The list defines which networks are to be received and which are
to be suppressed in routing updates.

prefix-listname

Name of a prefix-list.

The list defines which networks are to be received and which are
to be suppressed in routing updates, based upon matching of the
network prefix to the prefixes in the list.

out

Applies the access-list to outgoing routing updates.

interface-name

(Optional) Name of a particular interface.

routing-process

(Optional) Name of a particular routing process, or the keyword
static or connected.

autonomous-system-
number

(Optional) AS number.

Note Although you can use the neighbor prefix-list router configuration command as an
alternative to the neighbor distribute-list command, do not use both the neighbor prefix-
list and neighbor distribute-list command filtering for the same neighbor in any given
direction. These two commands are mutually exclusive, and only one command (neighbor
prefix-list or neighbor distribute-list) can be applied for each inbound or outbound

direction.
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Example: Filtering Customer Prefixes

The figure illustrates filtering customer prefixes.

Prefix-List Example:

Filtering Customer Prefixes

* Requirement: The customer will announce
prefixes only from assigned address space
(172.16.0.0/16), with subnet masks no longer
than /24.

Backup ISP

Multihomed M
Customer TC
AS 123 e

172.16.0.0 Link Prima

router bgp Primary-ISP-as

neighbor Customer prefix-list Cust-A in

1

ip prefix-list Cust-A seq 5 permit 172.16.0.0/16 le 24

In this example, a multihomed customer has been assigned the address space 172.16.0.0/16.
The customer may subnet this address space but may not announce subnets smaller than a
subnet mask of 255.255.255.0. Larger subnets are accepted. If the customer has subnetted the
network into smaller subnets, it must summarize the routing information about those subnets
into at least /24 prefixes before announcing them.

The primary ISP implements a prefix-list named Cust-A to perform the filtering of incoming
information from the multihomed customer. The prefix-list permits all routes that are received
from the customer that have 172.16 in the first 16 bits and have a subnet mask of 24 bits or less.
Any other routes from the customer are denied and silently ignored.
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Example: Filtering Peer Prefixes

The figure illustrates filtering peer prefixes.

Prefix-List Example:

Filtering Peer Prefixes

* Requirement: The ISP will not accept routes
with subnet masks longer than /24; subnet
masks from class B address space will be no
longer than /20.

Backup ISP

Multihomed M
Customer Lo

Primary
Link Prima

router bgp Primary-ISP-as
neighbor Backup-ISP prefix-list Peer in
]

ip prefix-list Peer seq 5 permit 128.0.0.0/2 le 20
ip prefix-list Peer seq 10 permit 0.0.0.0/0 le 24
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In this example, the primary ISP will not accept any route from the customer that indicates a
subnet smaller than a 255.255.255.0 subnet mask. The class B network, however, must not be
subnetted into subnets smaller than a 255.255.240.0 subnet mask.

The primary ISP implements this route by using a prefix-list named Peer. Thefirst linein the
prefix-list checks whether it is a class B network. Remember that a class B address always has
the binary sequence 10 asthefirst 2 bitsin the first byte. The second line matches any prefix.

When the primary | SP receives a route from the customer, it compares the route with both
lines. If the route is a class B network, both lines match. Testing continues with checking the
subnet mask. An upper bound is explicitly indicated, giving a maximum prefix length of 20
bits.

If the received route is not a class B network, only the second line matches. In this case, the
subnet mask length must be greater than or equal to 0 and less than or equal to 24, providing a
route less explicit than a /24 prefix.
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Modifying Prefix-Lists

This topic identifies the Cisco |0S commands that are required to modify configured prefix-list
filters.

Modifying Prefix-Lists

router#

|show ip prefix-list list-name [detail |summary]

» Displays the prefix-list and the sequence numbers

router (config) #

no ip prefix-list seq seqg condition

e Erases the line with the specified sequence number from the
prefix-list

router (config) #

ip prefix-list seq seq condition

 Inserts the line into the prefix-list at the specified point

©2005 Cisco Systems, Inc. All rights reserved.
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Linesin aprefix-list are assigned sequence numbers. These assignments significantly improve
the manageability of the list. These sequence number assignments provide the opportunity to
remove a specific line, and, if spacing between the sequence numbers allows, they provide the
ability to insert aline between two existing lines.

To display acurrently configured prefix-list and its sequence numbers, use the show ip prefix-
list command with the detail keyword.

Y ou can specify sequence values for prefix-list entriesin any increments that you want (the
automatically generated numbers are increased in units of 5). If you specify the sequence values
in increments of 1, you will not be able to insert additional entries into the prefix-list. If you
choose very large increments, you could run out of sequence values.
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Monitoring Prefix-Lists

Thistopic lists the Cisco |OS commands that are required to monitor the operation of

configured prefix-list filters.

router#

Monitoring Prefix-Lists

match]

show ip prefix-list [detail | summary] prefix-list-name
[network/length] [seq sequence-number] [longer] [first-

router#

e To display information about a prefix-list or prefix-list entries

show ip bgp prefix-list prefix-list-name

the BGP table

show ip prefix-list

e Displays all routes in the BGP table matching the prefix-list
* Used for easier monitoring of a desired network prefix group in
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To display information about a prefix-list or prefix-list entries, use the show ip prefix-list

EXEC command.

m  show ip prefix-list [detail | summary] name [network/len] [seq seg-num]| [longer] [fir st-

match]

Syntax Description

Parameter Description

detail | summary (Optional) Displays detailed or summarized information about all
prefix-lists

name (Optional) The name of a specific prefix-list

network/len (Optional) The network number and length (in bits) of the network
mask

seq (Optional) Applies the sequence number to the prefix-list entry

seg-num The sequence number of the prefix

longer Displays all entries of a prefix that are more specific than the

given network/len

first-match

Displays the entry of a prefix that matches the given network/len
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The show ip bgp prefix-list command displays selected routes from a BGP routing table based
on the contents of a prefix-list. Use this command for selective filtering of BGP table output on
Cisco |0S devices on the basis of network prefix groups.

To perform prefix-list-based BGP table filtering, follow these steps.

Step 1 Configure a prefix-list that permits ranges of networks meant to be displayed in the

BGP table output.

Step 2 Include areference to a configured prefix-list in the show ip bgp prefix-list
command.

Note The support for prefix-list BGP table filtering was added in Cisco 10S Software Release

12.2(11)T and 12.0(14)ST.
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Monitoring Prefix-Lists (Cont.)

router# show ip prefix-list detail

Prefix-list with the last deletion/insertion: InFilter

ip prefix-list InFilter:
count: 4, range entries: 3, sequences: 5 - 20, refcount: 2
seq 5 deny 128.0.0.0/2 le 15 (hit count: 0, refcount: 2)
seq 10 deny 192.0.0.0/3 ge 25 (hit count: 0, refcount: 1)
seq 15 deny 193.0.0.0/8 ge 21 (hit count: 0, refcount: 1)
seq 20 permit 0.0.0.0/0 (hit count: 0, refcount: 1)
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In this example, the show ip prefix-list command has been issued with the detail keyword. The
output of the command displays detailed information about configured prefix-lists, including

sequence humbers, the prefix-list entries, and the number of times that each entry has been
matched by a corresponding prefix.
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Monitoring Prefix-Lists (Cont.)

Router{config)# ip prefix-list MyFilter seq 5 permit 10.0.0.0/8 le 32 |g
8
Router# show ip bgp prefix-list MyFilter
BGP table wversion is 11, local router ID is 10.5.5.5
Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.5.5.5/32 0.0.0.0 (o} 32768 ?
*> 10.6.6.0 0.0.0.0 o 32768 ? §
*> 10.8.0.0 0.0.0.0 0 32768 i é
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This example shows a simple prefix-list-based filtering of the BGP table. The prefix-list filter
permits all networks with the first octet equal to 10 and any length of a subnet mask (le 32). In
the show ip bgp prefix-list command output, only the networks permitted by the prefix-list
filter are displayed.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* Customers with multihomed networks are responsible for
announcing their own networks using BGP, and service
providers with multihomed customers must take precautions
not to accept, use, or forward any erroneous routing
information that is received from their customers.

e Prefix-lists have a number of advantages over access-lists,
including faster “permit” or “deny” determinations and
easier CLI editing.

 Prefix-lists are configured using the ip prefix-list global
configuration command.

 Filter-lists and prefix-lists can be optionally applied on either
incoming or outgoing neighbors in any combination.

©2005 Cisco Systems, Inc. All rights reserved.

Summary (Cont.)

» Prefix-lists can filter incoming or outgoing BGP updates to
neighbors and filter routes that are being redistributed into
the BGP process from other routing protocols. Use the
neighbor prefix-list router configuration command to distribute
BGP neighbor information as specified in a prefix-list.

e Certain Cisco I0S commands (such as the show ip prefix-list
command) are used to modify configured prefix-list filters.

* To display or monitor statistics about a prefix-list or prefix-
list entries, you can use the show ip prefix-list EXEC
command.

©2005 Cisco Systems, Inc. All rights reserved.
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Lesson 4

Using Outbound Route
Filtering

Overview

An outbound route filter (ORF) is an additional mechanism that is used to minimize the number
of updates that are requested from a neighbor, which reduces link bandwidth consumption and
CPU use when arouter requests aroute refresh. An ORF also alows filtering of information
that external networks should not receive (such as RFC 1918 information). Understanding how
to monitor outbound route filtering capabilities is aso important because a Border Gateway
Protocol (BGP) neighbor that supports specific ORF capabilities will report those capabilities
to amonitoring neighbor and can then send afilter of the supported type to the neighbor.

This lesson discusses the function of outbound route filtering in a BGP network. The format
and function of ORF messages are discussed, as well as the commands that enable ORF
negotiations and the activation of an ORF prefix-list. The commands that are used to trigger a
route refresh are also detailed. Finally, there is a discussion on how to monitor the operations of
aconfigured ORF in a BGP network.

Objectives

Upon completing this lesson, you will be able to use outbound route filtering to minimize the
impact of BGP routing updates on router resources in an operational BGP network. This ability
includes being able to meet these objectives:

m  Describe the function of outbound route filtering in a BGP network
m  Describe the function of prefix-based outbound route filtering
m  Describe the format and function of an ORF message

m |dentify the Cisco IOS command that is required to enable ORF negotiations and activate
an ORF prefix-list
m Identify the Cisco IOS command that is used to trigger aroute refresh

m |dentify the Cisco IOS command that is required to monitor the operation of a configured
ORF
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Outbound Route Filtering

This topic describes the function of outbound route filtering in a BGP network.

Outbound Route Filtering

» The purpose of outbound route filtering is to reduce the
amount of BGP traffic and CPU use needed to process
routing updates.

* Routers exchange inbound filter configurations, which are
used as outbound filters on neighboring routers.

* Filters are described in ORF entries.
* ORF entries are part of the route refresh message.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—33

Outbound route filtering is a prefix-based BGP feature that is enabled through the
advertisement of ORF capabilities to peer routersintegrated in Cisco |OS Software Release
12.2(4)T. The advertisement of the ORF capability indicates that a BGP-speaking router will
accept a prefix-list from a neighbor and apply the prefix-list to locally configured ORFs (if any
exist). When this capability is enabled, the BGP speaker can install an inbound prefix-list filter
to the remote peer as an outbound filter, which reduces unwanted routing updates.

The standard route refresh message contains the Address Family Information (AFI) for which
the refresh is needed. Outbound route filtering is an additional mechanism that is used to
minimize the number of updates that are requested from a neighbor.

This mechanism reduces link bandwidth consumption and CPU use when a router requests a
route refresh. Filters that should be used by routers with the route refresh are described in ORF
entries that are part of the route refresh message.

Y ou can configure the ORF feature with send, receive, or send and receive capabilities. The
local peer advertises the ORF capability in send mode. The remote peer receives the ORF
capability in receive mode and applies the filter as outbound policy. The local and remote peers
exchange updates to maintain the ORF for each router. Peer routers exchange updates
depending on the ORF prefix-list capability that is advertised. The remote peer starts sending
updates to the local peer after it receives aroute refresh request or an ORF prefix-list with an
immediate status.
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Example: Inbound vs. Outbound Filtering

The figure illustrates the comparison between standard inbound filtering and outbound route
filtering.

Inbound vs. Outbound Filtering

Standard inbound filtering:

Filter 100
AS 1 100,000 Routes > |0R,=_|_ist Routes> AS 2
Standard
Input Filter

Outbound route filtering:
<Use Filter ORF_List (Route Refresh with ORF Messages)

AS 1 100,000 Filter

100,090 ORF List 100 Routes > AS2

Output Filter
Received from AS 2
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Outbound route filtering can limit the number of unwanted routing updates, which will reduce
the amount of resources that are required for routing update generation and processing. This
feature also reduces the amount of resources that are required to receive and discard routes that
would otherwise be filtered out by the receiving router if the ORF feature were not available.

The exampl e shows two scenarios:

m  Thefirst example shows that 100,000 routes are sent to a neighbor, and the input filter
permits only 100 of these routes.

m  The second example shows how aroute refresh with afilter is sent to the neighbor. The

neighbor then uses the filter before sending the updates. Thisway, only 100 updates are
sent.
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BGP Prefix-Based Outbound Route Filtering

This topic describes the function of BGP prefix-based outbound route filtering.

BGP Prefix-Based Outbound

Route Filtering

* Uses BGP ORF send and receive capabilities to minimize the
number of BGP updates that are sent between BGP peers

* Helps to reduce the amount of system resources required for
generating and processing routing updates by filtering out
unwanted routing updates at the source

e Limits the number of unwanted routing updates, which will
reduce the amount of resources required for routing update
generation and processing

* Reduces the amount of resources required to receive and
discard routes that would otherwise be filtered out
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The BGP prefix-based outbound route filtering feature uses BGP ORF send and receive
capabilities to minimize the number of BGP updates that are sent between BGP peers.
Configuring this feature can help reduce the amount of system resources required for
generating and processing routing updates by filtering out unwanted routing updates at the
source.

The BGP prefix-based outbound route filtering feature is enabled through the advertisement of
OREF capabilities to peer routers. The advertisement of the ORF capability indicates that a BGP
speaker will accept a prefix-list from a neighbor and apply the prefix-list to locally configured
ORFs (if any exist). When this capability is enabled, the BGP speaker can install the inbound
prefix-list filter to the remote peer as an outbound filter, which reduces unwanted routing
updates.

The BGP prefix-based outbound route filtering feature can be configured with send, receive, or
send and receive ORF capabilities. The local peer advertises the ORF capability in send mode.
The remote peer receives the ORF capability in receive mode and applies the filter as an
outbound policy. The local and remote peers exchange updates to maintain the ORF on each
router. Updates are exchanged between peer routers by address family depending on the ORF
prefix-list capability that is advertised. The remote peer starts sending updates to the local peer
after aroute refresh has been configured with the clear ip bgp command or after an ORF
prefix-list with immediate status is processed. The BGP speaker will continue to apply the
inbound prefix-list to received updates after the speaker pushes the inbound prefix-list to the
remote peer.
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Example: BGP Prefix-Based Outbound Route Filtering

The figure provides an example of the function of BGP prefix-based outbound route filtering.

Sample: BGP Prefix-Based

Outbound Route Filtering

Router-A Configuration (Sender)

router bgp 100

address-family ipv4 unicast

neighbor 172.16.1.2 remote-as 200

neighbor 172.16.1.2 ebgp-multihop

neighbor 172.16.1.2 capability orf prefix-list send
!

ip prefix-list FILTER seq 10 permit 192.168.1.0/24

Router-B Configuration (Receiver)

router bgp 200

address-family ipv4 unicast

neighbor 10.1.1.1 remote-as 100

neighbor 10.1.1.1 ebgp-multihop 255

neighbor 10.1.1.1 capability orf prefix-list receive

Rtra# clear ip bgp 192.168.1.2 in prefix-filter
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In the example, an ORF has been configured on Router-A (10.1.1.1) to advertise the filter to
Router-B (172.16.1.2). An IP prefix-list named FILTER is created to specify the
192.168.1.0/24 subnet for outbound route filtering. The ORF send capability is configured on
Router-A so that Router-A can advertise the ORF to Router-B.

Router-B is configured to advertise the ORF receive capability to Router-A. Router-B will
install the ORF, defined in the FILTER prefix-list, after the ORF capabilities have been
exchanged. An inbound soft reset isinitiated on Router-B at the end of this configuration to
activate the ORF.
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Outbound Route Filter Message

This topic describes the format and function of the ORF message.

Outbound Route Filter Message

ORF format
* An ORF message consists of the following fields:
— AFI/SAFI
— ORF type
— When to refresh
— List of ORF entries
* ORF entries depend on the ORF type.

« The ORF capability needs to be negotiated for every
supported ORF type.

©2005 Cisco Systems, Inc. All rights reserved.

An ORF message contains the following information:

BGPV32—37

m  AFl and Subsequent Address Family Information (SAFI) for which the filter should be

used
m  ORF type, which identifies the type of filter
m  When to refresh (immediate or deferred refresh)
m List of ORF entries where the actual filter is defined

Y ou can use the AFI/SAFI component of the ORF message to provide a coarse level of
granular control by limiting the ORF to only the routes whose Network Layer Reachability

Information (NLRI) matches the configured AFI/SAFI component.

The ORF capability hasto be negotiated by the router for each ORF type that is supported in

the ORF message.
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ORF types:
+ NLRI (ORF type = 1)
— Filters based on the prefix
* Communities (ORF type = 2)

* Extended communities (ORF type = 3)

* Prefix-list (ORF type = 128)

© 2005 Cisco Systems, Inc. All rights reserved.

The value contained in the ORF type determines the content that is contained in the ORF

message.

Outbound Route Filter Message (Cont.)

— Filters based on standard BGP community attributes

— Filters based on extended BGP community attributes

— Filters based on Cisco implementation of prefix filtering

BGP V3238

Currently, ORF type 0 is reserved, ORF types 1 to 127 are assigned by the Internet Assigned
Numbers Authority (IANA), and ORF types 128 to 255 are vendor-specific (and not assigned

by the IANA). Commonly used ORF types are as follows:
m  ORFtypelisusedto filter based on the NLRI.

m  ORF type 2 isused to filter based on standard BGP community attributes.
m  ORF type 3isused to filter based on extended BGP community attributes.

m  ORF type 128 is used to filter based on the Cisco proprietary implementation of prefix

filtering (prefix-lists).
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Outbound Route Filter Message (Cont.)

AFI/SAFI is IPv4 unicast.

ORF type is NLRI:

e Action:  ADD, DELETE, or DELETE ALL
* Match: PERMIT or DENY

e Scope: EXACT or REFINE

e NLRI: Prefix

* When: IMMEDIATE or DEFER

© 2005 Cisco Systems, Inc. All rights reserved. BGPV32—3-9

The content of the ORF value is determined by the ORF-type setting. An ORF type of NLRI-
based filtering (type 1) uses the following actions:

m  ADD: Addsalineto aprefix-list filter on the remote peer
m DELETE: Removesaline from afilter that was previoudy installed on a remote peer
m DELETE ALL: Removesall previoudly installed filters on the remote peer

For each filter entry, there is a match component that specifies either PERMIT or DENY. A
PERMIT asks the peer to send updates with routes that match the set of entries as specified in
the ORF. DENY specifies that the remote peer should not send updates for the entries matching
those specified in the ORF.

For prefixes specified with a match component of PERMIT, the remote peer is asked to pass a
prefix with a scope of EXACT (an exact match) or REFINE (its subnets).

Also contained within the ORF message is the when-to-refresh field. A router can set thisfield
to IMMEDIATE (asking the remote peer to refresh as soon as it has finished processing the
ORF message) or DEFER (asking the remote peer to wait until it receives a subsequent route
refresh message with the same AFI/SAFI).
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Configuring Outbound Route Filtering

Thistopic identifies the Cisco |0OS command that is required to enable ORF negotiations and
activate an ORF prefix-list.

Configuring Outbound Route Filtering

router (config-router) #

neighbor ip-address capability orf prefix-list
[receive|send|both]

* This command enables negotiation of prefix-list ORF
capability during session setup.

* The ORF-capable BGP speaker will install ORFs per
neighbor.
* Option:
- “Both” allows sending and receiving of
prefix-lists.
- “Send” allows only sending of prefix-lists.
- “Receive” allows only receiving of prefix-lists.

©2005 Cisco Systems, Inc. All rights reserved. BGPv32—3-10

Cisco routers support the uploading of their prefix-lists to a neighbor. Y ou need to use the
neighbor ip-address capability orf prefix-list receive command to advertise this capability,
and you need to use neighbor ip-address capability orf prefix-list send command to upload
the inbound prefix filter to the neighbor. The uploaded filter is then used on the neighboring
router after astatically configured outbound prefix-list (if it exists) is applied.

The neighbor ip-address capability orf prefix-list command enables the negotiation of the
prefix-list ORF capability during BGP session setup. The prefix-list-based ORF (ORF type =
128) isthe only ORF type that Cisco 10S software supports.

neighbor orf prefix-list

To advertise ORF capabilities to a peer router, use the neighbor orf prefix-list command in
address family or router configuration mode.

m neighbor {ip-address} [capability] orf prefix-list [receive | send | both]

To disable ORF capabilities, use the no form of this command.
m noneighbor {ip-address} [capability] orf prefix-list [receive | send | both]
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Syntax Description

Parameter Description

ip-address The IP address of the neighbor router

capability (Optional) Informs the specified neighbor that this router has ORF
capabilities

receive (Optional) Enables the ORF prefix-list capability in receive mode

send (Optional) Enables the ORF prefix-list capability in send mode

both (Optional) Enables the ORF prefix-list capability in both receive
and send modes
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Configuring Outbound Route Filtering

(Cont.)

router bgp 1
neighbor 5.0.0.2 remote-as 2
neighbor 5.0.0.2 capability orf prefix-list receive

AS 1 AS 2

router bgp 2

neighbor 5.0.0.1 remote-as 1 v
neighbor 5.0.0.1 capability orf prefix-list send
neighbor 5.0.0.1 prefix-list MyList in

[}

ip prefix-list MylList seq 5 deny 10.0.0.0/8 le 32

ip prefix-list MyList seq 10 deny 172.16.0.0/12 le 32
ip prefix-list MyList seq 15 deny 192.168.0.0/16 le 32
ip prefix-list MyList seq 20 permit 0.0.0.0/0 le 32

002G_194

« The command capability orf prefix-list send on one router requires
capability orf prefix-list receive on a neighboring router.

BGP v3.2—3-11
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The exampl e shows the configuration of two routers where one router has uploaded an input
prefix-list to the neighbor to be used as an output filter.

The following configuration steps are necessary to enable outbound route filtering:
Step 1 Enable negotiation of outbound filtering based on prefix-lists.
Step 2 Attach an input prefix-list to a neighbor.

Step 3 Enable sending of input prefix-list to the neighbor.
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Using Outbound Route Filtering

This topic identifies the Cisco |OS command that is used to trigger a route refresh message.

Using Outbound Route Filtering

router#

|clear ip bgp neighbor in [prefix-filter]

e This command triggers a route refresh message.

e This command includes a prefix-list in the route refresh
message if configured and supported on both ends.

e The prefix-list is sent at session setup.
e Use the prefix-filter option to refresh the remote filter.

©2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—3-12

Use the clear ip bgp neighbor command with the prefix-filter keyword to push out the
existing ORF prefix-list so that a new route refresh will be received from a neighbor. The
neighbor will use the ORF prefix-list that was previously negotiated.

Y ou need to use the clear ip bgp neighbor command only when the filter has been modified
because the neighbor will store the filter for subsegquent route refresh requests. The neighbor
will then use the filter on all updates toward the router that originated the filter.

Note You should enter the in keyword when you are using the clear ip bgp neighbor command
because inbound route refresh is desired; only the inbound prefix-list filter is pushed to the
neighbor and used by the neighbor in the outbound direction.

The router will ignore the prefix-filter keyword if ORF capability has not been received or the
send capability has not been enabled.

When the clear ip bgp neighbor command is used without the prefix-filter keyword, a normal
route refresh is performed. Y ou should always use the pr efix-filter keyword when ORF
inbound routing policy changes occur.
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Monitoring Outbound Route Filtering

This topic identifies the Cisco |OS command that is required to monitor the operation of an
ORF that you have configured and activated.

Monitoring Outbound Route Filtering

router#

|show ip bgp neighbors neighbor

e Verifies the supported capabilities

router# show ip bgp neighbors 5.0.0.1
BGP neighbor is 5.0.0.1, remote AS 1, external link
BGP version 4, remote router ID 172.16.1.2
BGP state = Established, up for 00:00:09
Last read 00:00:09, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh:advertised and received (new)
Address family IPv4 Unicast:advertised and received
t....output ommited
For address family:IPv4 Unicast
BGP table version 21, neighbor version 19
Index 1, Offset 0, Mask 0x2
AF-dependant capabilities:

Outbound Route Filter (ORF) type (128) Prefix-list:
Send-mode:advertised, received
Receive-mode:advertised, received

Route refresh request:received 6, sent 3
2 accepted prefixes consume 80 bytes
Prefix advertised 12, suppressed 0, withdrawn 2

©2005 Cisco Systems, Inc. All rights reserved. BGP V32313
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Use the show ip bgp neighbor s neighbor command to display the supported capabilities.

If the neighbor supports a certain ORF capability, it is shown as “advertised, received” and a
filter of the supported type can be sent by that router to its neighbor.

The example output from the show ip bgp neighbor s command shows that neighbor 5.0.0.1 is
configured with the prefix-based ORF feature in both send and receive modes. ORF capahilities
negotiation has been completed and is displayed per address family. The ORF type that has
been negotiated by this router with its peer is 128 (Cisco proprietary, prefix-list-based).
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* Outbound route filtering is a mechanism that is used to
minimize the number of updates that are requested from a
neighbor.

* The BGP prefix-based outbound route filtering feature uses BGP
ORF send and receive capabilities to minimize the number of
BGP updates that are sent between BGP peers. Configuring this
feature can help reduce the amount of system resources
required for generating and processing routing updates by
filtering out unwanted routing updates at the source.

* The ORF message contains the information that is used to
determine which updates will be passed. The format of an ORF
message includes AFl and SAFI for which the filter should be
used; ORF type, which identifies the type of filter; when to
refresh (immediate or deferred refresh); and a list of ORF entries
where the actual filter is defined.

©2005 Cisco Systems, Inc. All rights reserved.

Summary (Cont.)

* The neighbor jp-address capability orf prefix-list command with
the send and receive keywords enables ORF negotiations
and activates an ORF prefix-list.

e Use the clear ip bgp neighbor command to trigger a BGP route
refresh.

« With the show ip bgp neighbors command, neighbor-
supported ORF capabilities are displayed as “advertised,
received,” and a filter of the supported type can be sent to
the neighbor.

©2005 Cisco Systems, Inc. All rights reserved.
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Lesson 5

Applying Route-Maps as BGP
Filters

Overview

Border Gateway Protocol (BGP) is a powerful routing protocol that supports awide variety of
administrative policy controls and route selection features. Many complex filtering goals and
administrative policies cannot be achieved by using only single-purpose filtering methods or by
compounding multiple filtering methods together. Route-maps provide a method to perform a
variety of compound, complex filtering operations within a single tool. Understanding the
operation and use of route-mapsis acritical component in the successful implementation of any
large-scale BGP deployment.

This lesson describes route-maps and how you can use them for BGP filtering. Included in this
lesson are the commands that are required to use route-maps with prefix-lists and discussion of
how to use them as BGP filters and how to monitor previously configured route-maps.

Objectives

Upon completing this lesson, you will be able to use outbound route filtering to minimize the
impact of BGP routing updates on router resources in an operational BGP network. This ability
includes being able to meet these objectives:

m Describe the high-level function of aroute-map
m  Describe the function of the BGP Route-Map Policy List Support feature
m  Describe the function of the BGP Route-Map Continue feature

m |dentify the Cisco |OS commands that are required to configure a route-map to match
against a prefix-list
m |dentify where you can apply route-maps as route filters in a BGP network

m |dentify the Cisco IOS command that is required to enable a route-map as a BGP route
filter

m |dentify the Cisco IOS commands that are required to monitor the operation of a configured
route-map that is used as aBGP filter
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Route-Map Overview

This topic describes the high-level function of a route-map.

Route-Map Overview

Route-maps are very complex access-lists:

» Access-lists have lines.
7 Route-maps contain statements.

» Access-lists use addresses and masks.
V¥ Route-maps use match conditions.

* With access-lists, there is an access-list number.
WV With route-maps, there is a route-map name.

e Statements in route-maps are numbered.
— You can insert and delete statements in a route-map.
— You can edit match conditions in a statement.
* Route-map statements can modify matched routes with “set”

options.

A route-map is afilter, and what is denied by the route-map is dropped. Additionally, you can
use the route-map to modify attributes of the permitted routes.

Route-maps are similar to access-lists. Both have a set of tests to be performed, and severa
tests can be done in sequence. The first match produces the result of either “ permit” or “deny.”

An access-list has anumber of lines, each indicating atesting condition. The route-map is more
complex than the access-list. The route-map consists of several groups of configuration lines;
each group is called a statement. The statement has a sequence number that provides the
opportunity to remove or modify an explicit statement without removing the entire route-map.
There is also an opportunity to add a new statement between two existing statements.

Each route-map statement starts with a configuration line indicating the name of the route-map,
the sequence number, and whether the result should be permitted or denied if the testing
matches. The statement then continues, following configuration lines with the match clauses.
Matching can be done in several ways: testing on the prefix, the autonomous system (AS) path,
or some other attribute. The statement concludes with optional “set” statements, where
attributes may be modified or set.
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Route-Map Overview (Cont.)

route-map name [permit|deny sequence]
match condition

match condition

set parameter

002G_196

e The default statement action is “permit.”
« A route not matched by any statement is dropped.

« “Permit all” is achieved by specifying “permit” without a
“match” clause.

e Match conditions in one statement are ANDed together.
e The first matching statement permits or denies the route.

©2005 Cisco Systems, Inc. All rights reserved. BGP V3234

A route-map consists of several statements. Each statement starts with the route-map
configuration line, on which the name of the route-map must be indicated. A good practiceisto
always indicate the permit or deny keyword followed by a sequence number.

The matching clauses for the statements are listed on the match lines following the route-map
line. There may be several match lines, each referring to a different test to be performed. All
tests must be passed for the statement to be matched. If any of the match line tests fails, the
next route-map statement is tried. Statements are tried in sequence number order. If there are no
more statements in the route-map, the result is, implicitly, “deny.”

If al of the match clauses succeed, there is a match for the statement and the indicated result is
used. If the result isto deny, the route is then silently ignored. If the result isto permit, the
route is accepted and the set clauses are applied. The set clauses allow one or more attributes to
be changed or set to specific values before the route is accepted.
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Route-Map Overview (Cont.)

* Route-map conditions are specified in the match statement.
e Route-maps can match on:

— Network number and subnet mask matched with an IP prefix-list

— Route originator

— BGP next-hop address

— BGP origin

— Tag attached to IGP route

— AS-path

— BGP community attached to BGP route

— IGP route type (internal/external ...)

©2005 Cisco Systems, Inc. All rights reserved. BGPV32-35

Each route-map statement can have several match clauses, and each match clause is given its
own configuration line. The match clause refers to the tests to be made on the candidate route.
Tests of the candidate route can be based on the following criteria:

m [P network numbers and subnet masks, by referring to a prefix-list or access-list that will be
applied on the route

m  Route originator, by referring to a prefix-list or access-list that will be applied on the value
of the originator BGP attribute

m  Next hop, by referring to a prefix-list or access-list that will be applied on the value of the
next-hop BGP attribute

m  Origin code, by testing the value of the origin BGP attribute

m Tagvauethat isattached to an Interior Gateway Protocol (1GP) route—used only when
redistribution from an IGP into BGP occurs

m  ASpath, by referring to an AS-path access-list that will be applied on the value of the AS-
path BGP attribute

m  Community, by referring to a community-list that will be applied on the value of the
Community BGP attribute

m  IGP routetype, by testing if the IGP route isinternal or external—used only when
redistribution from an 1GP to BGP occurs
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Route-Map Overview (Cont.)

* Route-maps can also change the attributes of BGP routes.

* Route-maps can set:
— Origin
— BGP next-hop
— Weight
— BGP community
— Local preference
— MED

©2005 Cisco Systems, Inc. All rights reserved.

Each route-map statement may have several set clauses. Each set clause is applied to the route

when the route-map statement permits the route. With aroute-map, the following can be set:

Origin BGP attribute

Next-hop BGP attribute
Weight

Community BGP attribute
Local preference BGP attribute

Multi-exit discriminator (MED) BGP attribute, by setting the metric
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BGP Route-Map Policy List Support

This topic describes the function of the BGP Route-Map Policy List Support feature.

BGP Route-Map Policy List Support

» Adds the capability for a network operator to group
route-map match clauses into named lists called policy-lists

» Simplifies the configuration of BGP routing policy in
medium-size and large networks—network operator can
preconfigure policy lists with groups of match clauses and
then reference these policy lists within different route maps

e Eliminates need to manually reconfigure each recurring
group of match clauses that occur in multiple route-map
entries

©2005 Cisco Systems, Inc. All rights reserved. BGP V3237

The BGP Route-Map Policy List Support feature introduces new functionality to BGP route
maps, allowing a network operator to group route-map match clauses into named lists called
policy-lists. A policy-list functions like a macro.

When apolicy-list is referenced in aroute-map, all of the match clauses are evaluated and
processed asif they had been configured directly in the route-map. The BGP Route-Map Policy
List Support feature simplifies the configuration of BGP routing policy in medium-size and
large networks because a network operator can preconfigure policy-lists with groups of match
clauses and then reference these policy-lists within different route-maps. The network operator
no longer needs to manually reconfigure each recurring group of match clausesin multiple
route-map entries.

A policy-list islike aroute-map that contains only match clauses. The policy-list is created and
then referenced within a route-map. There are no changes to match clause semantics and route-
map functions. Match clauses are configured in policy-lists with permit and deny statements.
The route-map evaluates and processes each match clause and permits or denies routes based
on the configuration. AND and OR semantics in the route-map function the same way for
policy-lists that they do for match and set clauses. There are some commands that are related to
the BGP Route-Map Policy List Support feature: the ip policy-list command, the match
policy-list command, and the show ip policy-list command.
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BGP Route-Map Policy List Support (Cont.)

router#

|ip policy-1list policy-list-name {permit | deny} |

» Creates a BGP policy-list

router#

match policy-list policy-list-name

« Configures a route map to evaluate and process a BGP
policy-list in a route map

router#

|show ip policy-list policy-list-name |

» Displays one or all filter lists

©2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—3-8

ip policy-list
To create aBGP policy-list, use theip policy-list command in policy-map configuration mode.
m ip policy-list policy-list-name {per mit | deny}

To remove a policy-list, use the no form of this command
m  noip policy-list policy-list-name

Syntax Description

Parameter Description

policy-list-name Name of the configured policy-list
permit Permits access for matching conditions
deny Denies access to matching conditions

match policy-list

To configure a route-map to evaluate and process a BGP policy-list in aroute-map, use the
match policy-list command in route-map configuration mode.

m  match policy-list policy-list-name

To remove a path list entry, use the no form of this command.

® nomatch policy-list policy-list-name
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Syntax Description

Parameter Description

policy-list-name Name of the configured policy-list

show ip policy-list

To display information about a configured policy-list and policy-list entries, use the show ip
policy-list command in user EXEC mode.

m  show ip policy-list policy-list-name

Syntax Description

Parameter Description

policy-1list-name Name of the configured policy-list

Configuring Policy-List Examples

The following configuration example creates a BGP policy-list that permits matches on the AS
path and multi-exit discriminator (MED) of arouter:

Router (config)# ip policy-list POLICY-LIST-NAME-1 permit
Router (config-policy-list)# match as-path 1

Router (config-policy-list)# match metric 10

Router (config-policy-list)# end

The following configuration example creates a BGP policy-list that permits matches on the
specified BGP community and the next hop of arouter:

Router (config)# ip policy-list POLICY-LIST-NAME-2 permit
Router (config-policy-1list)# match community 20

Router (config-policy-list)# match metric 10

Router (config-policy-list)# ip community-list 20 permit 20:1
Router (config-policy-list)# end

The following configuration example creates a BGP policy-list that denies matches on the
specified BGP community and the next hop of arouter:

Router (config)# ip policy-list POLICY-LIST-NAME-3 deny
Router (config-policy-list)# match community 20
Router (config-policy-list)# match metric 10

Router (config-policy-list)# end
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Configuring Route-Maps to Reference Policy-List Examples

The configuration examplesin this section create BGP route-maps that reference BGP policy-
lists with the route-map route-map configuration command.

The following configuration example creates a route-map that references policy-lists and
separate match and set clauses in the same configuration. This example uses AND semantics
between POLICY-LIST-NAME-1 and POLICY-LIST-NAME-2.

Router (config)# route-map MAP-NAME-1 10

Router (config-route-map)# match ip-address 1

Router (config-route-map)# match policy-list POLICY-LIST-NAME-1
Router (config-route-map)# match policy-list POLICY-LIST-NAME-2
Router (config-route-map)# set community 10:1

Router (config-route-map)# set local-preference 140

Router (config-route-map)# end

The following configuration example creates a route-map that references policy-lists and

separate match and set clauses in the same configuration. This example uses OR semantics
between POLICY -LIST-NAME-3 and POLICY-LIST-NAME-4.

Router (config)# route-map MAP-NAME-2 10

Router (config-route-map)# match policy-list POLICY-LIST-NAME-3 POLICY-
LIST-NAME-4

Router (config-route-map)# set community 10:1
Router (config-route-map)# set local-preference 140

Router (config-route-map)# end

Verifying BGP Route-Map Policy List Support

To verify that a policy-list has been created, use the show ip policy-list command. The output
of this command displays the policy-list name and configured match clauses. The following
sample output is similar to the output that will be displayed:

Router# show ip policy-list
policy-list POLICY-LIST-NAME-1 permit
Match clauses:
metric 20
policy-list POLICY-LIST-NAME-2 permit
Match clauses:

as-path (as-path filter): 1

Note A policy-list name can be specified when the show ip policy-list command is entered. This
option can be useful for filtering the output of this command and verifying a single policy-list.
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To verify that aroute-map has been created and a policy-list is referenced, use the show route-
map command. The output of this command displays the route-map name and policy-lists that
are referenced by the configured route-maps. The following sample output is similar to the
output that will be displayed:

Router# show route-map
route-map ROUTE-MAP-NAME-1, deny, sequence 10

Match clauses:

Set clauses:

Policy routing matches: 0 packets, 0 bytes
route-map ROUTE-MAP-NAME-1, permit, sequence 10

Match clauses:

IP Policy lists:
POLICY-LIST-NAME-1
Set clauses:

Policy routing matches: 0 packets, 0 bytes
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BGP Route-Map Continue

This topic describes the continue clause used in BGP route-map configuration.

BGP Route-Map Continue

 Introduces the continue clause to BGP route-map
configuration, providing more programmable policy
configuration and route filtering

* Provides the ability to execute additional entries in a route-
map after an entry is executed with successful match and set
clauses

« Allows configuration and organization of more modular
policy definitions to reduce the number of policy
configurations that are repeated within the same route-map

» Allows modularization of network policy configuration so
that repeated policy definitions can be reduced within the
same route-map

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—39

The BGP Route-Map Continue feature introduces the continue clause to BGP route-map
configuration. The continue clause provides more programmable policy configuration and route
filtering. It introduces the ability to execute additional entriesin aroute-map after an entry is
executed with successful match and set clauses. Continue clauses allow you to configure and
organize more modular policy definitions to reduce the number of policy configurations that are
repeated within the same route-map.

Continue clauses provide a programmable method to organize and control the flow of aroute-
map. Route-map configuration was linear before this feature was introduced. Continue clauses
also alow you to modularize network policy configuration so that repeated policy definitions
can be reduced within the same route-map.

Route-Map Operation Without Continue Clauses

A route-map evaluates match clauses until a successful match occurs. After the match occurs,
the route-map stops evaluating match clauses and starts executing set clauses, in the order in
which they were configured. If a successful match does not occur, the route-map “falls
through” and evaluates the next sequence number of the route-map until all configured route-
map entries have been evaluated or a successful match occurs. Each route-map sequenceis
tagged with a sequence number to identify the entry. Route-map entries are evaluated in order,
starting with the lowest sequence number and ending with the highest sequence number. If the
route-map contains only set clauses, the set clauses are executed automatically, and the route-
map does not eval uate any other route-map entries.
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Route-Map Operation with Continue Clauses

When a continue clause is configured, the route-map continues to evaluate and execute match
clausesin the specified route-map entry after a successful match occurs. The continue clause
can be configured to go to (or jump to) a specific route-map entry by specifying the sequence
number, or if a sequence number is not specified, to go to the next sequence number. This
behavior is called an “implied continue.” If amatch clause exists, the continue clauseis
executed only if amatch occurs. If no successful matches occur, the continue clause is ignored.

If amatch clause does not exist in the route-map entry but a continue clause does, the continue
clause is automatically executed and goes to the specified route-map entry. If amatch clause
existsin aroute-map entry, the continue clause is executed only when a successful match
occurs. When a successful match occurs and a continue clause exists, the route-map executes
the set clauses and then goes to the specified route-map entry. If the next route-map contains a
continue clause, the route-map executes the continue clause if a successful match occurs. If a
continue clause does not exist in the next route-map, the route-map is evaluated normally. If a
continue clause exists in the next route-map but a match does not occur, the route-map does not
continue and falls through to the next sequence number, if one exists.

Note A continue clause can be executed, without a successful match, if a route-map entry does
not contain a match clause.
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BGP Route-Map Continue (Cont.)

router#

| continue seguence-number

* Configures aroute-map to go to a route-map entry with a
higher sequence number

router#

show route-map [map-name]

» Displays configured route-maps

© 2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—3-10

Y ou will use two commands with the BGP Route-Map Continue feature, the continue
command and the show route-map command.
continue

To configure a route-map to go to a route-map entry with a higher sequence number, use the
continue command in route-map configuration mode.

m continue sequence-number

To remove a continue clause from a route-map, use the no form of this command.

® nocontinue

Syntax Description

Parameter Description

sequence-number | (Optional) Route-map sequence number.

If a route-map sequence number is not specified when configuring a continue
clause, the continue clause continues to the route-map entry with the next
sequence number. This behavior is referred to as an "implied continue.”

show route-map
To display configured route-maps, use the show route-map command in EXEC mode.

m show route-map [map-name]
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Syntax Description

Parameter Description

map-name (Optional) Name of a specific route-map

BGP Route-Map Continue Clause Example Configuration

The following example shows continue clause configuration in a route-map sequence.

The first continue clause in route-map entry 10 indicates that the route map will go to route-
map entry 30 if a successful match occurs. If amatch does not occur, the route map will fall
through to route-map entry 20. If a successful match occurs in route-map entry 20, the set
action will be executed and the route map will not evaluate any additional route-map entries.

If a successful match does not occur in route-map entry 20, the route map will fall through to
route-map entry 30. This sequence does not contain a match clause, so the set clause will be
automatically executed and the continue clause will go to the next route-map entry because a
sequence number is not specified.

If there are no successful matches, the route-map will fall through to route-map entry 30 and
execute the set clause, and route-map entry 40 will not be evaluated.

route-map ROUTE-MAP-NAME permit 10
match ip address 1
match metric 10
set as-path prepend 10
continue 30
|
route-map ROUTE-MAP-NAME permit 20
match ip address 2
match metric 20
set as-path prepend 10 10
!
route-map ROUTE-MAP-NAME permit 30
set as-path prepend 10 10 10
continue
!
route-map ROUTE-MAP-NAME permit 40
match community 10:1

set local-preference 104
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BGP Route-Map Continue Clause Verification Example

To verify the configuration of continue clauses, use the show route-map command. The output

of this command displays configured route-maps, match, set, and continue clauses. The
following sample output is similar to the output that will be displayed:

Router# show route-map
route-map ROUTE-MAP-NAME, permit, sequence 10
Match clauses:
ip address (access-lists): 1
metric 10
Continue: sequence 40
Set clauses:
as-path prepend 10
Policy routing matches: 0 packets, 0 bytes
route-map ROUTE-MAP-NAME, permit, sequence 20
Match clauses:
ip address (access-lists): 2
metric 20
Set clauses:
as-path prepend 10 10
Policy routing matches: 0 packets, 0 bytes
route-map ROUTE-MAP-NAME, permit, sequence 30
Match clauses:
Continue: to next entry 40
Set clauses:
as-path prepend 10 10 10
Policy routing matches: 0 packets, 0 bytes
route-map ROUTE-MAP-NAME, permit, sequence 40
Match clauses:
community (community-list filter): 10:1
Set clauses:
local-preference 104
Policy routing matches: 0 packets, 0 bytes
route-map LOCAL-POLICY-MAP, permit, sequence 10
Match clauses:
Set clauses:
community 655370

Policy routing matches: 0 packets, 0 bytes
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Prefix-List Use in Route-Maps

Thistopic identifies the Cisco |OS commands that are required to configure a route-map to
match against a prefix-list.

Prefix-List Use in Route-Maps

router (config-route-map) #

|match ip address prefix-list list-name

* Uses prefix-list to match routes in route-map match condition

router (config -route-map)#

match ip next-hop prefix-list list-name

« Matches routes where the next hop matches the conditions in
the prefix-list

router (config -route-map)#

|match ip route-source prefix-list list-name |

* Matches routes received from BGP peer that matches the

prefix-list

match ip address

To distribute any routes that have a destination network number address that is permitted by a
standard access-list, an extended access-list, or aprefix-list, or to perform policy routing on
packets, use the match ip address command in route-map configuration mode.

m  match ip address {access-list-number [access-list-number... | access-list-name...] | access-
list-name [access-list-number ...| access-list-name] | prefix-list prefix-list-name [ prefix-list-
name...] }

To remove the match ip address entry, use the no form of this command.

m  nomatch ip address {access-list-number [access-list-number... | access-list-name...] |
access-list-name [access-list-number ...| access-list-name] | prefix-list prefix-list-name
[prefix-list-name...] }
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Syntax Description

Parameter Description

access-1list-number. .. Number of a standard or extended access-list.

It can be an integer from 1 to 199. The ellipsis indicates that
multiple values can be entered.

access-list-name. .. Name of a standard or extended access-list.

It can be an integer from 1 to 199. The ellipsis indicates that
multiple values can be entered.

prefix-list Distributes routes based on a prefix-list.

prefix-list-name. .. Name of a specific prefix-list.

The ellipsis indicates that multiple values can be entered.

match ip next-hop

To redistribute any routes that have a next-hop router address passed by one of the access-lists
specified, use the match ip next-hop command in route-map configuration mode.

m  match ip next-hop {access-list-number | access-list-name}| ...access-list-number |
...access-list-name]

To remove the next hop entry, use the no form of this command.

® nomatch ip next-hop {access-list-number | access-list-name}|[ ...access-list-number |
...access-list-name]

Syntax Description

Parameter Description

access-1list-number Number of a standard or extended access-list.

It can be an integer from 1 to 199.

access-1ist-name Name of a standard or extended access-list.

It can be an integer from 1 to 199.

match ip route-source

To redistribute routes that have been advertised by routers and access servers at the address
specified by the access-lists, use the match ip route-sour ce command in route-map
configuration mode.

m  match ip route-sour ce {access-list-number | access-list-name}[ ...access-list-number |
...access-list-name]
To remove the route-source entry, use the no form of this command.

B nomatch ip route-sour ce {access-list-number | access-list-name}| ...access-list-number |
...access-list-name]
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Syntax Description

Parameter Description

access-1ist-number Number of a standard or extended access-list.

It can be an integer from 1 to 199.

access-1list-name Name of a standard or extended access-list.

It can be an integer from 1 to 199.
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BGP Filters

This topic identifies where you can apply route-maps as route filters in a BGP network.

BGP Filters

My Router

Incoming Neighbor

[
»

prefix-list in

Outgoing Neighbor

prefix-list out

Il

filter-list in

1

filter-list out

route-map in filter,
set attributes

route-map out filter,
set attributes

| distribute list out |

route-map on |
L| redistribution

©2005 Cisco Systems, Inc. All rights reserved.

002G_1!

Y ou can optionally apply filter-lists, prefix-lists, and route-maps to either incoming or outgoing
information or any combination of the two. The incoming prefix-list, the incoming filter-list,
and the incoming route-map must all permit the routes that are received from a neighbor before

being accepted into the BGP table. Outgoing routes must pass the outgoing filter-list, the
outgoing prefix-list, and the outgoing route-map before being transmitted to the neighbor.

When arouter is configured to redistribute routing information from an IGP into BGP, the

routes must successfully pass any prefix-list or route-map that is applied to the redistribution

before aroute isinjected into the BGP table.
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Using Route-Maps as BGP Filters

Thistopic identifies the Cisco |OS command that is required to enable aroute-map as a BGP
route filter.

Using Route-Maps as BGP Filters

router (config-router) #

|neighbor ip-address route-map name [in | out]

* This command applies a route-map to incoming or outgoing
BGP updates.

* Prefixes not permitted by the route-map are discarded.

* Route-maps can also change BGP attributes in incoming or
outgoing updates.

* Route-maps, filter-lists, and prefix-lists are evaluated in
sequence (effectively ANDed together).

©2005 Cisco Systems, Inc. All rights reserved. BGP V32313

Y ou can apply aroute-map on incoming or outgoing routing information for a neighbor. The
routing information must be permitted by the route-map in order to be accepted. If thereisno
statement in the route-map explicitly permitting a route, then the route will be implicitly denied
and dropped.

The permitted routes may have their attributes set or changed by the set clausesin the route-
map. Setting attributes on routesis useful when you are influencing route selection. Some
routes can be permitted by one of the statements in the route-map and have their attributes
changed. Another statement in the route-map could permit other routes and not have their
attributes altered. When route selection is performed, the attribute values indicate that one route
is preferred over the other.
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Using Route-Maps as BGP Filters (Cont.)

* Requirement: The customer will accept
only a default route and use the primary Backup ISP

link for outbound traffic. ﬁ
AS 4627
= B\
Multihomed M
srl AS 387

Customer y

Primary N
AS 213 Link Primary ISP
router bgp 213
neighbor 1.2.3.4 remote-as 462
neighbor 1.2.3.4 route-map filter in
neighbor 3.4.5.6 remote-as 387

neighbor 3.4.5.6 route-map filter in
1

route-map filter permit 10

match ip address prefix-list defonly
match as-path 10

set weight 150

1

route-map filter permit 20

match ip address prefix-list defonly
set weight 100

'

ip as-path access-list 10 permit _387$
ip prefix-list defonly seq 10 permit 0.0.0.0/0

002G_168

In this example, the customer will accept only a default route and use the primary link that is
connected to AS 387 for outbound traffic.

© 2005, Cisco Systems, Inc. Route Selection Using Policy Controls 3-95

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Monitoring Route-Maps

Thistopic identifies the Cisco |0OS commands that are required to monitor the operation of a

configured route-map that is used as a BGP filter.

Monitoring Route-Maps

Customer# show ip bgp

Status codes: s suppressed, d damped, h history,
Origin codes: i - IGP, e - EGP, ? - incomplete

y

BGP table version is 4, local router ID is 192.168.1.10
* valid, > best, i - internal

Network Next Hop Metric LocPrf Weight Path
* 0.0.0.0 192.168.1.9 0 100 462 i
*> A 192.168.1.5 0 P 150 387 ?

002G_199

Only Default Routes Entered into BGP Table

Default from Primary Weight Setting on
Selected as "Best" Incoming Default

Use the show ip bgp command to display the configured route-map characteristics.

The example shows that only default routes are entered into the BGP table. The default route
from the primary link has been selected by BGP as the “best” route. The BGP route selection
rules have been modified based on the configuration of the BGP weight attribute in the route-
map. As part of that configuration, the weight of the primary link has been set to 150 and the

weight of the backup link has been set to 100.

Because BGP path selection prefers the highest weight, the router uses the primary link as the

outgoing path.
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Monitoring Route-Maps (Cont.)

Customer# debug ip bgp update

BGP updates debugging is on

All routes except for default are filtered out of BGP update.
Customer# clear ip bgp *

01:09:03: $BGP-5-ADJCHANGE: neighbor 192.168.1.5 Up

01:09:03: BGP(0): 192.168.1.5 rcvd UPDATE w/ attr: nexthop 192.168.1.5, origin 2,

metric 0, path 387

1:09:03: BGP(0): 192.168.1.5 rcvd 0.0.0.0/0 *

01:09:03: BGP(0): 192.168.1.5 rcvd 172.16.0.0/16 -- DENIED due to: route-map;

01:09:03: BGP(0): 192.168.1.5 rcvd 172.16.1.0/24 -- DENIED due to: route-map;

01:09:03: BGP(0): 192.168.1.5 rcvd 172.17.0.0/16 -- DENIED due to: route-map;

01:09:03: BGP(0): Revise route installing 0.0.0.0/0 -> 192.168.1.5 to main IP table
A

*

Default route is
installed in route table.

002G_200
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Here you see that all routes except for the default route are being filtered out of the BGP update
(denied). The default route isinstalled in the route table.

© 2005, Cisco Systems, Inc. Route Selection Using Policy Controls 3-97

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Monitoring Route-Maps (Cont.)

router#

|show ip bgp route-map route-map-name

* Displays all routes in BGP table matching the route-map

« Used for filtering the show ip bgp output on basis of BGP path
attributes:

— Community

— Local preference
— Weight

— Origin

— Next-hop

Can also filter based on prefixes
* Allows powerful combined filtering

© 2005 Cisco Systems, Inc. All rights reserved. BGP V32317

Y ou can also use route-maps for selective and powerful filtering of the BGP table. The show ip
bgp route-map command displays selected routes from a BGP routing table based on the
contents of a route-map.

A route-map can match the routes on the basis of BGP path attributes (local preference,
community, weight, origin, next-hop) or prefix-lists and access-lists (matching I P prefixes).
The power of route-map filtering lies in the possibility of combining different filters (for
example, filtering on community, prefix, and next-hop values).

Note Support for route-map filtering was added in Cisco 10S Software Release 12.2(11)T and
12.0(14)ST.
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Monitoring Route-Maps (Cont.)

Customer# show ip bgp route-map filter

BGP table version is 9, local router ID is 192.168.1.10

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 0.0.0.0 192.168.1.9 0 100 462 i §I
*> M 192.168.1.5 0 150 387 2 é

Default routes are the only
routes matching the route-map filter.

« Networks matched by the route-map are displayed.

© 2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—3-18

In this example, a customer is using a simple route-map to filter the BGP table. By using the
show ip bgp route-map command, the customer can display the filtered BGP table. The
customer router configuration from which this output is collected is shown here for reference:

router bgp 213

neighbor 1.2.3.4 remote-as 462
neighbor 1.2.3.4 route-map filter in
neighbor 3.4.5.6 remote-as 387
neighbor 3.4.5.6 route-map filter in

!

route-map filter permit 10

match ip address prefix-list defonly
match as-path 10

set weight 150
|

route-map filter permit 20
match ip address prefix-list defonly

set weight 100
|

ip as-path access-list 10 permit 387$
ip prefix-list defonly seq 10 permit 0.0.0.0/0

The route-map “filter” matches incoming networks from two service providers. For all routes
that are sent by the primary provider (AS 387), the local router accepts the default route only,
and it ismarked as the preferred route with aweight of 150. Only a default route is accepted
from the backup provider, and its weight metric has been set to 100.

The customer then applies the route-map to the output of the show ip bgp route-map
command, and only the networks that conform to the AS-path and prefix-list filters are
displayed (network 0.0.0.0/0 in the example).
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* A route-map is afilter that has the ability to drop denied
routes as well as modify attributes of the permitted routes.

e The BGP Route-Map Policy List Support feature introduces
new functionality to BGP route-maps, adding the ability for a
network operator to group route-map match clauses into
named lists called policy-lists.

e The BGP Route-Map Continue feature introduces the
continue clause to BGP route-map configuration. Continue
clauses provide a programmable method to organize and
control the flow of a route-map.

* You can configure a route-map to match against a prefix-list
by using the match ip address, match ip next-hop, and match ip
route-source commands.

 Filter-lists, prefix-lists, and route-maps can optionally all be
applied on either incoming or outgoing information in any
combination.

* A route-map can be applied on incoming or outgoing routing
information to or from a neighbor, but the routing information
must be permitted by the route-map in order to be accepted.

* Monitoring route-maps is possible using the show ip bgp and
debug ip bgp update commands.

©2005 Cisco Systems, Inc. All rights reserved.
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Lesson 6

Implementing Changes in BGP
Policy

Overview

Because of the huge volumes of routing information that Border Gateway Protocol (BGP) is
capable of handling, traditional routing update methods are not feasible. Routing policies for a
BGP neighbor may include filtering mechanisms such as route-maps, distribute-lists, prefix-
lists, and autonomous system (A S)-path filter-lists. Each of these filters may impact inbound or
outbound routing table updates.

Whenever there is an administrative change in routing policy, the BGP session must be reset
before the new policy can take effect. To accomplish this task, there are two types of reset: hard
reset and soft reset. Clearing a BGP session using a hard reset invalidates the cache and results
in a negative impact on the operation of networks, because the information in the cache
becomes unavailable. A soft reset is recommended because it allows routing tables to be
reconfigured and activated without clearing the BGP session.

This lesson discusses routing updates in a BGP environment and the traditional methods of
forcing BGP route updates after changes in afilter policy. The function and benefits of soft
reconfiguration and route refresh are also discussed. The lesson aso presents the commands
that are required to perform a soft reconfiguration and route refresh and explains how to
monitor and troubleshoot these features.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
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Objectives

Upon completing this lesson, you will be able to configure the soft reconfiguration feature to
minimize the impact of expediting BGP policy updatesin atypical BGP network. This ability
includes being able to meet these objectives:

m Identify the limitations of the traditional methods of forcing BGP route updates after
changing afilter policy

m  Describe the function of the soft reconfiguration feature

m |dentify the Cisco IOS commands that are required to configure and perform a soft
reconfiguration

m |dentify the Cisco |OS tools that are available to monitor the operation of a soft
reconfiguration

m  Describe the function of the BGP Soft Reset Enhancement feature

m  Describe the function and benefits of the route refresh function

m |dentify the Cisco IOS command that is required to trigger aroute refresh

m |dentify the Cisco |IOS commands that are required to monitor route refresh operation

m  Explain the benefit of using route-maps as BGP filters

3-102 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

The PDF files and any printed representation for this material are the property of Cisco Systems, Inc.,
for the sole use by Cisco employees for personal study. The files or printed representations may not be
used in commercial training, and may not be distributed for purposes other than individual self-study.



Traditional Filtering Limitations

Thistopic identifies the limitations of traditional methods when you are forcing BGP route
updates after changing filter policies.

Traditional Filtering Limitations

* All filters apply only to new incoming and outgoing
updates.

» To change outbound routing policy, you have to
resend BGP updates to your neighbors.

* To change inbound routing policy, you have to force
your neighbor to resend the updates to you.

e The traditional mechanism is to clear BGP sessions.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—33

BGP can potentially handle huge volumes of routing information. But when network
administrators change configuration linesin filters or route-maps, the router cannot go through
the huge table of BGP information and cal culate which entry is no longer valid in the local
table. Nor can the router determine which route or routes, already advertised, should be
withdrawn from a neighbor. There is an obvious risk that the first configuration change will be
immediately followed by a second, which would cause the whole process to start all over again.

To avoid such a problem, Cisco 10S software applies changes only on the updates that are
received or transmitted after the configuration change has been performed. This approach
means that the new routing policy, enforced by the new filters, is applied only on routes that are
received or sent after the change. If network administrators would like to apply the policy
change on al routes, they have to force the router to let all routes pass through the new filter.

If the filter is applied to outgoing information, the router has to resend the entire BGP table
through the new filter. If the filter is applied to incoming information, the router needsiits
neighbor to resend its entire BGP table so that it passes through the new filters.

Traditionally, to accomplish these goals, network administrators have torn down the affected
BGP sessions after completing a configuration change. After the sessions are down, all
information that is received on those sessionsisinvalidated and removed from the BGP table.
Also, the remote neighbor will detect a session down state, and it likewise will invalidate the
routes that are received on the session. After a period of 30 to 60 seconds, the sessions are
re-established automatically and the entire BGP table is exchanged again, but through the new
filters. This process, however, disrupts packet forwarding.
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Traditional Limitations of Clearing

the BGP Session

router#

|c1ear ip bgp {* | ip-address | peer-group-name} |

e This command tears down the BGP session with all neighbors, a
specific neighbor, or all neighbors in a peer group.

« All BGP routes are lost after the session is torn down;
connectivity through the BGP neighbor is lost.

« A new session is re-established within 30 to 60 seconds.

e A full routing update is exchanged once the session is re-
established, resulting in enforcement of new routing policy.

« Processing the full Internet routing table can take a long time.

» Clearing the BGP session is a very disruptive way to implement
routing policies.

o0 Systems, Inc. All rights reserved. BGP V3234

The EXEC command clear ip bgp tears down one or several BGP sessions. The BGP sessions
are terminated, and the TCP connections closed. The neighbors go into the Idle state and stay
there for approximately 30 seconds. Next, the neighbor session goes into the Active state, and
the sessions are re-established.

Y ou can implement the clear ip bgp command with the * (asterisk) argument, which appliesto
all sessions, or you can make a reference to a specific session or group of sessionsto tear down.

When the session is down, all routes that are received over the session by both routers are
invalidated. When the session is once again in the Established state, all BGP routes have to be
resent by both peers and pass through the new filters, which enforces the new policy.

Exchanging the complete Internet routing table takes time, bandwidth, and CPU resources. IP
packet forwarding to and from the neighbor is down for several minutes. Also, revoking and
reannouncing the routes will be registered by the rest of the Internet as aflap for each route.
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BGP Soft Reconfiguration

This topic describes the function of the soft reconfiguration feature.

BGP Soft Reconfiguration

» Soft reconfiguration was introduced in Cisco I0S Software
Release 11.2 to facilitate nondisruptive changes in BGP
routing policies.

» Outbound soft reconfiguration resends the complete BGP
table.

— Always enabled, not configurable

e Inbound soft reconfiguration stores the complete BGP table
of your neighbor in router memory.

©2005 Cisco Systems, Inc. All rights reserved BGPv32—35

With Cisco 10S Software Release 11.2 came the introduction of the soft reconfiguration
feature. Soft reconfiguration provides the ability to run al routes through the filters without
tearing down the sessions. Outbound soft reconfiguration was easy to implement becauseitisa
simple resending of all routesin the local BGP table. Inbound soft reconfiguration was more
complicated because a copy of all the routes that are received from a neighbor isrequired. The
copy of the routes that are received from the neighbor is saved independently of the BGP table,
before any filters are applied. Whenever the incoming filters are changed, areplay of
everything that has been received from the neighbor takes place without involving the

neighbor. The major drawback of this approach is the amount of memory that is required to
hold the copy.
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Example: Soft Reconfiguration and Memory Use

This example shows the impact of soft reconfiguration on an Internet service provider (ISP)
router with three upstream neighbors sending full Internet routing information.

Soft Reconfiguration and Memory Use

100,000

100,000 i 100,000 i
(ISP 2)
BGP
BGP
ISP 3: 100,000 networks
‘ ‘ > BGP Table: 300,000 paths

BGP
Tabl BGP
122 b, N> b 1571 100000 nevon
Routing
Table

ISP 1 ISP 2 ISP 3
Table
ISP 2: 100,000 networks
Routing Table: 100,000 networks
Table

FIB Table: 100,000 networks

Sum: 500,000 networks

0026_375
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Each neighbor is sending 100,000 prefixes. The router stores each set in a dedicated per-
neighbor BGP table. All 300,000 paths will then appear in the main BGP table if thereis no
filtering. The router will then choose the best path for each prefix and put it into the routing
table. If Cisco Express Forwarding (CEF) switching is enabled, the router will store another
copy in the Forwarding Information Base (FIB) table.

This solution obviously does not scale in terms of the number of neighbors and prefixes.
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Cisco IOS Commands for Soft Reconfiguration

This topic identifies the Cisco |0OS commands that are required to configure and perform a soft
reconfiguration.

Inbound Soft Reconfiguration

Cisco I0S Commands

router (config-router) #

|neighbor ip-address soft-reconfiguration inbound

% I » | BGP Table

Incoming Neighbor

route-map in
(filters, weights)
Copy of Updates
Received from filter-list weight
Neighbor

default weight

Distribute list in

My Router filter-list in

il
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When you configure the soft-reconfiguration inbound command for a neighbor, the router
stores al routes that are received from that neighbor as an extra copy in memory. This copy is
taken before any filtering is applied by the router to routes that it receives.

This processis not enabled by default because it may consume large volumes of memory.

neighbor soft-reconfiguration

To configure Cisco 10S software to start storing updates, use the neighbor soft-
reconfiguration router configuration command.

m neighbor {ip-address | peer-group-name} soft-reconfiguration inbound

To not store received updates, use the no form of this command.

m  no neighbor {ip-address | peer-group-name} soft-reconfiguration inbound

Syntax Description

Parameter Description

ip-address IP address of the BGP-speaking neighbor

peer-group-name Name of a BGP peer group

inbound (Optional) Keyword that indicates that the update to be stored is
an incoming update
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Inbound Soft Reconfiguration

Cisco I0S Commands (Cont.)

router#

|c1ear ip bgp ip-address soft in

| » | BGP Table

route-map in
(filters, weights)
Copy of Updates
Received from
Neighbor
%
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When the network administrator has completed the changes to filters and route-maps that are
applied on incoming information (changes that will implement a new routing policy), the clear
ip bgp ip-address soft in command is executed on the router in privileged EXEC mode. After
the command has been entered, the router will not tear the session down. Instead, the router
resends the saved copy of the received routing information through the new filters, and the
result is stored in the local BGP table.

clear ip bgp

To reset a BGP connection using BGP soft reconfiguration, use the clear ip bgp EXEC
command at the system prompt.

m clear ip bgp {* | address | peer-group-name} [soft [in | out]]

Syntax Description

Parameter Description

* Resets all current BGP sessions.

address Resets only the identified BGP neighbor.

peer-group-name Resets the specified BGP peer group.

soft (Optional) Soft reset. Does not reset the session.

in | out (Optional) Triggers inbound or outbound soft reconfiguration.
If the in or out option is not specified, both inbound and outbound
soft reset are triggered.
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Outbound Soft Reconfiguration

Cisco I0S Commands

router#

|c1ear ip bgp ip-address soft out |

Outgoing Neighbor
- IDistribute list outI
i filter-list out I

route-map out
(filters, ...)

My Router
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When the network administrator has completed the changes to filters and route-maps that are
applied on the outgoing information (changes that will implement a new routing policy), the
clear ip bgp ip-address soft out command is executed on the router in privileged EXEC mode.
After the command has been entered, the router will not tear the session down. Instead, the
table version number of the neighbor is reset to 0. When the next update interval for the
neighbor arrives, the local router will go through the entire BGP table and find that all the
routes need to be sent to the neighbor because they all have atable version number higher

than 0.

This process causes all the BGP routes to be resent through the new filters.
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Monitoring Soft Reconfiguration

This topic identifies the Cisco | OS tools that are available to monitor the operation of a soft

reconfiguration.

Filters and
Route-Maps

Monitoring Soft Reconfiguration

Filters and
Route-Maps

v

= ab
2 |2 Table

&

Outgoing Neighbor

Incoming Neighbor

My Router

y 3

show ip bgp neighbor show ip bgp |
address received

show ip bgp neighbor
address routes

show ip bgp neighbor
address advertised
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The show ip bgp command is used to display the local BGP table. Y ou can check the entries
that have been propagated to a specific neighbor with the show ip bgp neighbor ip-address
advertised command. It displays the subset of the local BGP table that has passed the split-
horizon check and al outgoing filters for the neighbor.

Y ou can check incoming information that is received from a neighbor with the show ip bgp
neighbor ip-address routes command. It displays which of the routesin the local BGP table
were received (and accepted) from the indicated neighbor. Only routes that are passed by the
incoming filter for the neighbor are displayed.

If the soft-reconfiguration inbound feature is enabled for a neighbor, the information that is
saved in the extra copy outside the filtersis displayed using the show ip bgp neighbor ip-

address received command.

These commands are useful when you are troubleshooting the routing policy. Y ou can compare
routes outside the incoming filters with what was actually accepted into the BGP table from a
neighbor. In addition, routes that are transmitted and advertised to a neighbor can be compared
to what isinside the outgoing filtersin the local BGP table.
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BGP Soft Reset Enhancement

This topic describes the function of the BGP Soft Reset Enhancement feature.

BGP Soft Reset Enhancement

* Provides automatic support for dynamic soft reset of
inbound BGP routing table updates that is not dependent
upon stored routing table update information

* Requires no preconfiguration (as with the neighbor soft-
reconfiguration command)

* Requires much less memory than the previous soft reset
method for inbound routing table updates

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—3-11

Whenever there is a change in the routing policy, the BGP session must be cleared, or reset, for
the new policy to take effect. There are two types of reset, hard reset and soft reset. Clearing a
BGP session using a hard reset invalidates the cache and results in a negative impact on the
operation of networks as the information in the cache becomes unavailable. Soft reset is
recommended because it allows routing tables to be reconfigured and activated without clearing
the BGP session. Soft reset is done on a per-neighbor basis. There are two types of soft reset:

m  Dynamicinbound soft reset: When soft reset is used to generate inbound updates from a
neighbor

m  Outbound soft reset: When soft reset is used to send a new set of updates to a neighbor

Previoudly, to perform a soft reset for inbound routing table updates, the neighbor soft-
reconfigur ation command directed the Cisco 10S software in the local BGP router to store all
received (inbound) routing policy updates without modification. This method is memory-
intensive and not recommended unless absolutely necessary. (Outbound updates have never
required the extra memory and are not affected by this feature.)

The BGP Soft Reset Enhancement feature, however, provides automatic support for dynamic
soft reset of inbound BGP routing table updates that is not dependent on stored routing table
update information. The new method requires no preconfiguration (as with the neighbor soft-
reconfigur ation command) and requires much less memory than the previous soft reset
method for inbound routing table updates.
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There are a number of benefits to the BGP Soft Reset Enhancement feature:

m  Allowsdynamic routerefresh requests: Thisfeature provides away to initiate
nondisruptive routing policy changes by allowing the dynamic exchange of route refresh
requests between BGP routers, and the subsequent readvertisement of the respective
outbound routing tables.

m  Requiresno preconfiguration: Because support for the soft reset using the route refresh
capability isincluded in this release of the Cisco |OS software, no further router
configuration isrequired. You can initiate a soft inbound reset using only the clear ip bgp
in command.

m  Requiresno additional memory resources. Unlike a soft reset using the stored inbound
routing table updates provided by the neighbor soft-reconfigur ation command, when both
BGP peers support the route refresh capability, inbound routing table updates are not stored
in the local BGP router. The soft reset requests are exchanged dynamically, and no
additional memory is required.

m  Providesflexibility: There are now two available methods for inbound soft reset; the older
method, using stored inbound routing table updates, and the method provided by this
feature, using dynamic exchange of update information.

When the routing policy of a BGP neighbor changes, the session must be reset (cleared) for the
changes to take effect. Because resetting a BGP session can be disruptive to networks, a soft
reset method is recommended for reconfiguring the routing table. Previoudly, in order to
reconfigure the inbound routing table, both the local BGP router and the BGP peer first needed
to be configured to store incoming routing policy updates using the neighbor soft-

reconfigur ation command. Additional resources, particularly memory, were required to store
the inbound routing table updates. The clear ip bgp command could then initiate the soft reset,
which generated a new set of inbound routing table updates using the stored information.

The BGP Soft Reset Enhancement feature provides an additional method for soft reset that
allows the dynamic exchange of route refresh requests and routing information between BGP
routers and the subsequent readvertisement of the respective outbound routing table. Soft reset
using the route refresh capability does not require preconfiguration and consumes no additional
Memory resources.

To use this new method, both BGP peers must support the soft route refresh capability, which
is advertised in the Open message sent when a peer sends its routing table update. Any router
running BGP with this software release automatically supports the route refresh capability.
Routers running earlier Cisco 10S software releases do not support the route refresh capability
and must use the older soft reset method. If the soft reset fails, you can still clear the BGP
session, but it will have a negative impact on network operations and should be used only asa
last resort.

Note Outbound resets have never required preconfiguration or storing of routing table updates
and remain unchanged by the BGP Soft Reset Enhancement feature.
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Route Refresh

This topic describes the function and benefits of the route refresh function.

Route Refresh

* Route refresh is a new BGP capability.

 Itis used to request a neighbor to resend routing
information.

BGP table (route-map, distribute-list, prefix-list, filter-list,
weight, local preference, MED, and so on).

the BGP session.

© 2005 Cisco Systems, Inc. All rights reserved.

e Itis typically used after configuration changes to update the

* The traditional way of accomplishing this function is to clear

BGPV3.2—3-12

Route refresh is one of the new capabilities of BGP. Routers use the route refresh feature to
reguest a neighbor to resend all the routing information when it is needed.

There are several ways of refreshing the routing information from a neighbor:

m Clearing the neighbor relationship

m  Soft-clearing the neighbor relationship (if soft reconfiguration is enabled for this specific

neighbor)
m  Using route refresh (if the neighbor supports this capability)

Note To use soft reset without preconfiguration, both BGP peers must support the soft route
refresh capability, which is advertised in the Open message that is sent when the peers

establish a TCP session. Routers that run Cisco 10S software releases earlier than Release
12.1 do not support the route refresh capability and must clear the BGP session using the

neighbor soft-reconfiguration command.
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Route Refresh (Cont.)

* Inbound soft reconfiguration consumes memory on the
receiving router.

—Itis needed only because there is no mechanism in
standard BGP to request retransmission of BGP routes.

* BGP route refresh is an optional BGP capability that allows a
BGP router to request retransmission of BGP routes from a
neighbor.

© 2005 Cisco Systems, Inc. All rights reserved. BGP V32313

The soft-reconfiguration inbound feature consumes large volumes of memory in the Internet
environment. The number of routes that can be received from a peer router on the Internet is so
large that it is not feasible to store an extra copy.

The only reason for making the extra copy isto be able to replay the data through the new
routing policy without tearing down the session and re-establishing it.

What is needed is a mechanism to ask the neighbor router to do a*“clear soft outbound.” If this
were possible, the extra copy would not be needed. The neighboring router, of course, hasits
own copy in its BGP table, which it could resend to the local router whenever it is signaled to
do so.

There is no such mechanism in standard BGP, but there is an optional BGP capability that
allows one router to request arefresh from its neighbor: route refresh.
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The table compares the various methods of BGP session reset, stating the advantages and

disadvantages of each.

Type of Reset

Advantages

Disadvantages

Hard reset

No memory overhead.

The prefixes in the BGP, IP, and FIB
tables that are provided by the
neighbor are lost.

Not recommended.

Outbound soft reset

No configuration, no storing of
routing table updates.

Does not reset inbound routing table
updates.

Dynamic inbound soft
reset

Does not clear the BGP session
or cache.

Does not require storing of routing
table updates, and has no
memory overhead.

Both BGP routers must support the
route refresh capability (Cisco I0S
Software Release 12.1 and later
releases).

Configured inbound soft
reset (uses the neighbor
soft-reconfiguration
command)

Can be used when both BGP
routers do not support the
automatic route refresh capability.

Requires preconfiguration.

Stores all received (inbound) routing
policy updates without modification,
and is thus memory-intensive.

Recommended only when absolutely
necessary.
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Example: Route Refresh
The exampl e shows the steps in aroute refresh.

Route Refresh (Cont.)

% BGP Session %

RTR-A RTR-B

Router# clear ip bgp ip-address in

<Route Refresh Message

002G_207

BGP routes are resent. >

Step 1 - Route refresh is negotiated when the BGP session is established.
Step 2 - Inbound routing policy is changed on RTR-B.

Step 3 - Operator requests inbound route refresh.

Step 4 - RTR-B sends route refresh message to RTR-A.

Step 5 - RTR-A resends all BGP routes to RTR-B.

©2005 Cisco Systems, Inc. All rights reserved. BGP V32314

The ability to use the route refresh feature must be negotiated by the router when the BGP
session isfirst established. The local router keeps a record that the capability is available with
the neighbor. Thereis no need to keep a copy of the routing information that is received from
the neighbor if it has the ability to refresh.

After reconfiguring the filters and route-maps that will implement a new routing policy, a
network administrator can issue the clear ip bgp ip-address soft in command in the local
router. The router checks whether the route refresh capability is available, and if it is, requests a
resend of the BGP table of the neighbor instead of replaying its own copy.
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Using Route Refresh

Thistopic identifies the Cisco |OS command that is required to perform aroute refresh.

router#

Using Route Refresh

|clear ip bgp {* | ip-address | peer-group-name } in |

© 2005 Cisco Systems, Inc. All rights reserved.

* Sends aroute refresh message to the neighbor or neighbors

* Only works if the neighbor has previously advertised the
route refresh capability

BGPV3.2—3-15

Usetheclear ip bgp * in command to send a route refresh message to all neighbors or clear ip
bgp ip-addressin to send aroute refresh message to a specific neighbor.

Y ou heed not use the soft keyword, because soft reset is automatically assumed when the route

refresh capability is supported.

clear ip bgp

To reset a BGP connection with BGP soft reconfiguration, use the clear ip bgp privileged
EXEC command at the system prompt.

m clear ip bgp {* | ip-address | peer-group-name} [soft [in | out]]

Syntax Description

Parameter

Description

*

Resets all current BGP sessions.

ip-address

Resets only the identified BGP neighbor.

peer-group-name

Resets the specified BGP peer group.

soft

(Optional) Soft reset. Does not reset the session.

in | out

(Optional) Triggers inbound or outbound soft reconfiguration.

If the in or out option is not specified, both inbound and outbound
soft reset are triggered.
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Monitoring Route Refresh

This topic identifies the Cisco |OS commands that are required to monitor route refresh
operation.

Monitoring Route Refresh

router#

|show ip bgp neighbor neighbor

» Verifies the support for route refresh capability

router# show ip bgp neighbor 5.0.0.2
BGP neighbor is 5.0.0.2, remote AS 2, external link
Index 2, Offset 0, Mask Ox4
BGP version 4, remote router ID 153.77.3.241
BGP state = Established, table version = 51, up for 22:12:51
Last read 00:00:00, last send 00:00:00
Hold time 3, keepalive interval 1 seconds
Configured hold time is 3, keepalive interwval is 1 seconds
Neighbor NLRI negotiation:
Configured for unicast routes only
Peer negotiated unicast routes only
Exchanging unicast routes only
Received route refresh capability(new) from peer
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Use the show ip bgp neighbor command to see whether the neighbor supports the route refresh
message.

Note The printout of the show ip bgp neighbor command varies among Cisco 10S releases. The

printout in the figure here was generated by Cisco 10S Software Release 12.0(1)S and
represents a manual configuration of soft reset.
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Monitoring Route Refresh (Cont.)

router# debug ip
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:
23:54:18: BGP:

[CL RS R GRS R RS G N R N )
cocoooooooooo00OY
cooooooooooooo00d
R R R R R o o R Mo T o 1 R o

open active, local address 5.0.0.1

sgiding OPEN, version 4 OId'Style
OPEN rcvd, version 4 Route Refresh
rcv OPEN w/ OPTION parameter len: 26

rcv OPEN w/ option parameter type 2 (Capability) len 6

OPEN has CAPABILITY code: 1, length 4

OPEN has MP EXT CAP for afi/safi: 1/1

rev OPEN w/ option parameter type 2 (Capability) len 2

OPEN has CAPABILITY code: 128, length 0

rcv OPEN w/ option parameter type 2 (Capability) len 2

OPEN has CAPABILITY code: 2, length 0 44—

rcv OPEN w/ option parameter type 2 (Capability) len 8

OPEN has CAPABILITY code: 129, length 6

rcv REFRESH REQ for afi/sfai: 1/1 <

start outbound soft reconfig for afi/safi: 1/1 New-Ster

© 2005 Cisco Systems, Inc. All rights reserved.

Use debug ip bgp to display the negotiation of capabilities. Debugging displays received

capabilities.

Route Refresh

Initial
Route Refresh

002G_209

Debug output after BGP session reset

BGP v3.2—3-17

The example shows that a neighbor is advertising both old-style and standard (new-style€) route
refresh. After the session has been established, an initial standard route refresh message is sent
by the router for the address family 1/1 (1P version 4 [| Pv4] unicast).
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Monitoring Route Refresh (Cont.)

router# debug ip bgp

router# debug ip bgp updates

router# clear ip bgp 5.0.0.2 in

1d00h: BGP: 5.0.0.2 sending REFRESH REQ(5) for afi/safi: 1/1

1d00h: BGP: 5.0.0.2 rcv UPDATE w/ attr: nexthop 5.0.0.2, origin i, metric 0, path 2
1d00h: BGP: 5.0.0.2 rcv UPDATE about 10.0.0.0/8

1d00h: BGP: bumping version for 10.0.0.0/8 from 0 to 52

1d00h: BGP: nettable walker 10.0.0.0/8 calling revise route

1d00h: BGP: revise route installing 10.0.0.0/8 -> 5.070.2

1d00h: BGP: 5.0.0.2 computing updates, neighbor wversion 51, table version 52, starti
ng at 0.0.0.0

1d00h: BGP: 5.0.0.2 update run completed, ran for Oms, neighbor version 51, start ve
rsion 52, throttled to 52, check point net 0.0.0.0

1d00h: BGP: 3.0.0.2 computing updates, neighbor version 51, table version 52, starti
ng at 0.0.0.0

1d00h: BGP: 3.0.0.2 send UPDATE 10.0.0.0/8, next 3.0.0.1

1d00h: BGP: , metric 0, path 1 2

1d00h: BGP: 3.0.0.2 1 updates enqueued (average=45, maximum=45)

1d00h: BGP: 3.0.0.2 update run completed, ran for Oms, neighbor version 51, start ve
rsion 52, throttled to 52, check point net 0.0.0.0

002G_210

Debug output after route refresh

005 Cisco Systems, Inc. All rights reserved. BGP v3.2—3-18

Debugging also shows a route refresh message being sent to a neighbor after the network
administrator issues the clear ip bgp ip-addressin command from privileged EXEC mode.
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Why Use Route-Maps as BGP Filters?

This topic identifies the need to use route-maps to influence route selection in a BGP network.

Why Use Route-Maps as BGP Filters?

* Some scenarios require complex filters.
— Filters on IP prefixes coming from specific AS number
— Filters on other BGP attributes

* In some cases, network administrators even need to modify
BGP attributes.

* Route-maps provide a solution to both requirements.

BGPV3.2—3-19

© 2005 Cisco Systems, Inc. All rights reserved.

Network administrators cannot achieve certain complex filtering goals by using a prefix-list

only or by using an AS-path filter-list only. Using both of these filters simultaneously means

that a route must be permitted by both to be accepted. Sometimes the goal isto permit a

specific prefix if it isreceived with a specific AS-path and to deny it otherwise.

Combinations of tests can be implemented using route-maps. A route-map is a powerful

filtering tool that can also modify routing information. Different attributes can have their values

set or changed by the route-map.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* Because of the huge volumes of routing information that
BGP is capable of handling and the effects of a mass routing
update, BGP cannot use traditional routing update methods.

» Soft reconfiguration provides the possibility to run all routes
through filters without tearing down the sessions.

» The Cisco IOS commands that are required to configure and
perform a soft reconfiguration include the neighbor soft-
reconfiguration router configuration command, which
configures Cisco I0S software to start storing updates and
the clear ip bgp EXEC command, which resets a BGP
connection using BGP soft reconfiguration.

©2005 Cisco Systems, Inc. All right

Summary (Cont.)

* The Cisco IOS tools that are available to monitor the
operation of a soft reconfiguration include the show ip bgp
command, which displays the local BGP table, the show ip
bgp neighbor ip-address routes command, which checks
incoming information that is received from a neighbor, and
the show ip bgp neighbor ip-address received command, which
displays the information that is saved in the extra copy
outside the filters.

e The BGP Soft Reset Enhancement feature provides
automatic support for dynamic soft reset of inbound BGP
routing table updates that is not dependent upon stored
routing table update information. This method requires no
preconfiguration and needs much less memory than the
previous soft reset method for inbound routing table
updates.

©2005 Cisco Systems, Inc. All rights reserved.
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Summary (Cont.)

* Route refresh is a new BGP capability that is used to request
a neighbor to resend routing information after configuration
changes.

* The clear ip bgp ip-address soft in command sends a route
refresh message to the neighboring router and executes if
the neighbor has previously advertised the route refresh
capability.

* To verify that a neighbor supports route refresh, you can use
the show ip bgp neighbor command. To display the negotiation
process, you can use the debug ip bgp command.

* Network administrators cannot achieve certain complex
filtering goals by using a prefix-list only or by using an AS-
path filter list only. A route-map is a powerful filtering tool
that can also modify routing information.

© 2005 Cisco Systems, Inc. All rights reserved. BGP v3.2—3-22
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Module Summary

This topic summarizes the key points discussed in this module.

Module Summary

e The multihomed customer network must exchange BGP
information with both ISP networks. Dynamic routing is
required for full redundancy, and BGP is the only protocol
available that can be used in this scenario.

e An AS-path filter is created by an AS-path access-list. The
access-list is applied to a set of routes from which to subset
can be selected.

« Use prefix-lists to filter incoming or outgoing BGP updates to
neighbors and to filter routes that are being redistributed into
the BGP process from other routing protocols.

ems, Inc. All rights

Module Summary (Cont.)

e Outbound route filtering is a mechanism that is used to
minimize the number of updates that are requested from a
neighbor.

* Route-maps provide a method to perform a variety of
compound, complex filtering operations (such as
dropping denied routes and modifying attributes of the
permitted routes) within a single tool.

e Soft reconfiguration provides the ability to run all routes
through filters without tearing down the sessions.

©2005 Cisco Systems, Inc. All rights reserved.
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This module discussed BGP route filtering and BGP route selection policies. The module
described multihomed BGP networks and identified the need for BGP route selection. This
modul e also addressed configuring BGP to influence route selection by using AS-path filters,
prefix-list filters, and route-maps. Outbound route filtering was also explained. In addition,
details about soft reconfiguration and route refresh were provided.
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Module Self-Check

Use the questions here to review what you learned in this module. The correct answers and
solutions are found in the Module Self-Check Answer Key.

Q1)  What are two reasons why a customer would want to connect to two 1SPs?
(Choose two.) (Source: Using Multihomed BGP Networks)

A)
B)
C)

D)

to expand capacity for Internet traffic

to better protect confidential information asiit travels through the Internet
to provide redundancy to mission-critical servicesthat are offered over the
Internet

to efficiently route Internet traffic to two different divisions within the
company

Q2)  What are the two technical requirements for multihomed customers? (Choose two.)
(Source: Using Multihomed BGP Networks)

A)
B)

C)
D)

The | SPs must assign arange of |P network numbers to the customer.
The customer network must exchange BGP information with each ISP
network.

In most cases, the customer must have its own public AS number.

The customer network must not use AS-path filters.

Q3)  Which of the following statements best illustrates the importance of BGP policies that
influence route selection in a multihomed BGP network? (Source: Using Multihomed

BGP Networks)

A) The default BGP route selection does not always result in optimum routing.
B) The default BGP route selection always results in optimum routing.

()] After the route selection behavior has been set, it cannot be changed.

D) The customer receives all routes from both service providers, giving

redundancy; therefore, BGP policies are not necessary.

Q4)  Which three of the following are potential customer routing policies? (Choose three.)
(Source: Using Multihomed BGP Networks)

A)
B)
C)
D)

E)
F)

One service provider is designated as primary, and the other is a backup.
Traffic isload-balanced across both | SP networks.

Traffic toward a specific destination goes through only one of the |SPs.

Traffic to direct customers of the | SPs goes direct; all other traffic goes through
the primary 1SP.

The two 1SPs may have similar peering agreements with other | SPs.

The I1SPs use default routing to the customer, and the customer uses static
routing to the ISP (or ISPs).
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Q5)

Which statement about the need to influence BGP route selection in a service provider
environment is accurate? (Source: Using Multihomed BGP Networks)

A) If both I SP connections terminate in one single customer router, only some
routes that are received from the primary ISP can be assigned a BGP weight.

B) In most cases, it is more optimal to reach other customers connected to the
backup ISP via the backup link, compared with reaching them viathe primary
link.

C) All routes that are received from the primary | SP over the primary link are
assigned alocal preference value, which islower than the default value of 100.

D) When one | SP connection terminates in one single customer router, all routes

that are received from that | SP are assigned a BGP weight.

Q6)  Which two potential multihomed network issues can be prevented with | P prefix
filters? (Choose two.) (Source: Using Multihomed BGP Networks)
A) the propagation of private AS numbers
B) the propagation of private addresses that are used in the network
() the propagation of unreachable next-hop addresses
D) the propagation of more specific prefixes from an address range
Q7)  Which three goals represent appropriate reasons to apply AS-path filters? (Choose
three.) (Source: Employing AS-Path Filters)
A) to ensure that only locally originated routes are announced
B) to limit routes that are advertised from IBGP neighbors
O to select a subset of all routes based on their originating AS
D) to limit neighbor route updates to specific AS-originated routes
E) to ensure that all destination autonomous systems should be received from a
specified neighbor
F) to change the weight or local preference attributes for al destination
autonomous systems
Q8)  Which AS path is matched by the regular expression “72$"? (Source: Employing AS-
Path Filters)
A) 2137221831727
B) 27 317 27150 72
C) 315277231991
D) 72 591 368 20 87
Q9)  What isthe difference between the regular expressions“ 100 " and “_100%"? (Source:
Employing AS-Path Filters)
A) Thefirst expression refers to routes that have the substring “100” in their AS
paths; the second expression refers only to routes that are directly connected to
AS 100.
B) Thefirst expression refers to routes that have the substring “100” in their AS
paths; the second expression refers only to routes that originated in AS 100.
() The first expression refersto routes that go through AS 100; the second
expression refers to routes that originated in AS 100.
D) The first expression refersto routes that are directly connected to AS 100; the
second expression refers to routes that originated in AS 100.
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Q10)

Q11)

Q12)

Q13)

Q14)

How do you match AS paths that contain exactly two single-digit AS numbers?
(Source: Employing AS-Path Filters)

A) use the expression “**”
B) use the expression “..”

C) use the expression “[0-9]_[0-9]”
D) use the expression “~[0-9]_[0-9]$"

Which three steps are required to apply a new inbound routing policy to a neighbor?
(Choose three.) (Source: Employing AS-Path Filters)

A) Define an AS-path access-list.

B) Attach the AS-path filter to inbound or outbound updates for a specific BGP
neighbor.

3] Send incoming and outgoing AS-path filters to the BGP neighbor.

D) Force the updates to go through the new filter.

How can you test your regular expression? (Source: Employing AS-Path Filters)

A) show ip bgp access-list command
B) show ip bgp filter command

() show ip bgp regexp command

D) show ip bgp summary command

What are two reasons that a multihomed customer needs prefix-lists? (Choose two.)
(Source: Filtering with Prefix-Lists)

A) to ensure that only valid | P prefixes are announced to the | SPs

B) to set alimit on the number of prefixes that can be accepted from the | SPs

()] to prevent the customer from receiving its own | P prefixes from the ISP
D) to verify that the customer has received full Internet route tables

Which three of the following choices are advantages of prefix-lists over access-lists?
(Choose three.) (Source: Filtering with Prefix-Lists)

A) significant performance improvement on long filters
B) support for incremental updates

) ability to consist of any number of lines, each of which indicates atest and a
result

D) flexibility

E) more complex command-line interface

F) sequential scanning of prefix-lists within Cisco 10S software

Q15) When you define prefix-lists, what are two reasons to use sequence numbers? (Choose
two.) (Source: Filtering with Prefix-Lists)
A) to reference the associated access-list for the prefix-list entry
B) to provide ameans of linking an AS-path filter-list to the prefix-list
)] to provide an execution order for prefix-list entries
D) to provide ameans of inserting or deleting list entries
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Q16)

Which of the following statements is accurate about the ge and le parametersin theip
prefix-list global configuration command required to configure prefix-list filters?
(Source: Filtering with Prefix-Lists)

A) No match is assumed when neither ge nor leis specified.
B) The range is assumed to be from ge-value to 142 only if the ge attribute is
specified.
)] The range is assumed to be from len to 32 only if the le attribute is specified.
D) An exact match is assumed when neither ge nor leis specified.
Q17) Which of the following statements about implementing prefix-listsin a BGP network is
accurate? (Source: Filtering with Prefix-Lists)
A) Y ou can optionally apply filter-lists and prefix-lists on either incoming or
outgoing neighbors in any combination.
B) Y ou can optionally apply filter-lists and prefix-lists only on outgoing neighbors
in any combination.
3] Either the incoming prefix-list or the incoming filter-list must permit the routes
that are received from a neighbor before they are accepted into the BGP table.
D) Outgoing routes must pass the outgoing prefix-list before being transmitted to
the neighbor.
Q18) How can you apply the same prefix-list to multiple BGP neighbors on a router?
(Source: Filtering with Prefix-Lists)
A) by configuring a neighbor prefix-list statement for each BGP peer
B) by configuring a neighbor distribute-list statement for each neighbor
C) by using the BGP peer-group option with the neighbor statement
D) by configuring the prefix-list as a global filter under the BGP routing process
Q19) How can you usethe show ip prefix-list command to display the prefix-list entry that
matches a specific prefix and length? (Source: Filtering with Prefix-Lists)
A) not a feature of the show ip prefix-list command
B) by specifying the detail keyword
O with the longer keyword to display all matches except those with more specific
entries
D) by specifying the fir st-match keyword
Q20) Which of the following best describes the capahilities of the proprietary ORF type that
is supported on Cisco routers? (Source: Using Outbound Route Filtering)
A) standard BGP communities filtering
B) extended BGP communities filtering
()] AS-path filtering
D) prefix-list filtering
Q21) What aretwo key benefits to using outbound route filtering? (Choose two.) (Source:
Using Outbound Route Filtering)
A) conserves CPU cycles
B) improves security
) reduces bandwidth that is used by unnecessary routing updates
D) increases neighbor availability
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Q22)

Q23)

Q24)

Q25)

Q26)

Which two of the following statements about BGP prefix-based outbound route
filtering are accurate? (Choose two.) (Source: Using Outbound Route Filtering)

A) uses BGP ORF send and receive capabilities to minimize the number of BGP
updates that are sent between BGP peers

B) can limit the number of unwanted routing updates

()] increases the amount of resources required to receive and discard routes that
would otherwise be filtered out

D) can be used to increase the amount of processing on arouter that is not

accepting full routes from a service provider network

How should you configure the neighbor capability orf prefix-list command on a
router that is applying a prefix-list filter as an outbound route policy? (Source: Using
Outbound Route Filtering)

A) send
B) receive
C) both

D) prefix-filter

What are two methods of determining that a router has ORF capabilities exchange
configured? (Choose two.) (Source: Using Outbound Route Filtering)

A) show running-config | begin bgp command

B) show ip bgp negotiate command

()] show ip bgp neighbors command
D) show ip prefix-list command

What are two prerequisites before you can configure ORF prefix-list functionality?
(Choose two.) (Source: Using Outbound Route Filtering)

A) A route refresh must be sent using the clear ip bgp command.

B) A BGP peering session between the ORF routers must be up and running.
() ORF capabilities must be enabled on both routers.

D) Y ou must configure a prefix-list filter on the receiving router.

Which of the following statements about the function of aroute-map is accurate?
(Source: Applying Route-Maps as BGP Filters)

A) A route-map cannot be used to modify attributes of the permitted routes.

B) A route-map is afilter that uses a series of match conditions, and that which is
denied by the route-map is dropped.
3] A route-map is less complex than the access-list.
D) Each route-map statement starts with a series of match clauses.
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Q27)

Which three of the following statements are accurate about the BGP Route-Map Policy
List Support feature? (Choose three.) (Source: Applying Route-Maps as BGP Filters)

A) The BGP Route-Map Policy List Support feature allows a network operator to
group route-map match clauses into named lists called policy-lists.

B) The network operator manually reconfigures each recurring group of match
clauses that occur in multiple route-map entries.

() The AND and OR semantics in the route-map function differently for policy-
lists than for match and set clauses.

D) To create a BGP policy-list, use theip policy-list command in policy-map
configuration mode.

E) To configure a route-map to evaluate and process a BGP policy-list in aroute-
map, use the match palicy-list command in route-map configuration mode.

F) To display information about a configured policy-list and policy-list entries,
use the show ip policy-list command in route-map configuration mode.

Q28) Which two of the following are functions of the BGP Route-Map Continue feature?
(Choose two.) (Source: Applying Route-Maps as BGP Filters)
A) provides the ability to pause if a sequence number is not specified
B) provides the capability to execute additional entriesin aroute-map after an
entry is executed with successful match and set clauses
()] allows modularization of network policy configuration so that repeated policy
definitions can be expanded within the same route-map
D) allows configuration and organization of more modular policy definitions to
reduce the number of policy configurations that are repeated within the same
route-map
Q29) Which of the following commands is used to distribute any routes that have a
destination network number address that is permitted by a standard access-list, an
extended access-list, or aprefix-list, or to perform policy routing on packets? (Source:
Applying Route-Maps as BGP Filters)
A) match ip next-hop
B) match ip route-source
) match ip address
D) show ip bgp route-map
Q30) How do you implement a*“permit all” statement when you are using route-maps?
(Source: Applying Route-Maps as BGP Filters)
A) By default, aroute-map has an “implicit permit any” statement if no matchis
found.
B) Y ou must configure a route-map with a“permit” parameter and no match
clause.
(3] Y ou must configure a route-map with a“deny” parameter and a “deny none’
clause.
D) Y ou must configure a route-map with a“ permit any” match clause.
Q31) What happensto incoming BGP updates that do not match any route-map match
clauses? (Source: Applying Route-Maps as BGP Filters)
A) They are entered into the BGP table.
B) They are entered into the BGP table and marked with aweight of 32768.
)] They are not accepted by the router or entered into the BGP table.
D) They are entered into the BGP table if a matching route existsin the IP routing
table.
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Q32) Which three BGP attributes can you set using route-maps? (Choose three.) (Source:
Applying Route-Maps as BGP Filters)
A) MED
B) path origin
) administrative distance
D) weight metric
E) next-hop
F) atomic aggregate
Q33) What aretwo reasons for using route-map sequence numbers? (Choose two.) (Source:
Applying Route-Maps as BGP Filters)

A) to allow insertion or deletion of route-map entries

B) to order the execution sequence of route-map match clauses

()] to provide an ordered execution segquence for the route-map

D) to map between prefix-list statements and route-map match clauses

Q34) Why isclearing a BGP session a disruptive change in routing policy? (Source:
Implementing Changesin BGP Policy)
A) Clearing a BGP session takes along time and can disrupt packet forwarding.

B) Y ou cannot recover information that is sent while the BGP session is being
cleared.

0O Y ou cannot automatically re-establish sessions that are torn down during the
clearing operation.

D) Y ou cannot selectively tear down BGP sessions; you must clear sessions with
al neighbors.

Q35) What istheimpact of inbound soft reconfiguration? (Source: |mplementing Changesin

BGP Policy)

A) It clears the session after you reconfigure the new routing policy.

B) It creates a copy of al routes that are received from a neighbor after the filters
are applied.

C) It requires extra memory to hold a copy of all routes that are received from the
neighbor.

D) It resets the table version number of the neighbor to O.

Q36) Which two steps must you complete to use inbound soft configuration functionality?
(Choose two.) (Source: Implementing Changesin BGP Policy)

A) Clear the BGP session inbound on the local router.
B) Clear the BGP session outbound on the remote router.
C) Configure the local neighbor with the soft-reconfiguration in command.

D) Configure the remote neighbor with the soft-reconfigur ation out command.
Q37) Maitch the functionsto the tools used to monitor the operation of a soft reconfiguration.
(Source: Implementing Changes in BGP Palicy)

A) display which of the routes in the local BGP table were received (and accepted)
from the indicated neighbor

B) check the entries that have been propagated to a specific neighbor

C) display the information that is saved in the extra copy outside the filters

1. show ip bgp neighbor ip-address received command
2. show ip bgp neighbor ip-address advertised command
3. show ip bgp neighbor ip-address routes command
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Q38) Which two of the following are functions of the BGP Soft Reset Enhancement feature?
(Choose two.) (Source: Implementing Changes in BGP Policy)

A) allows dynamic route refresh requests

B) requires no preconfiguration

)] provides newer method for inbound soft reset that uses stored inbound routing
table updates

D) uses expanded memory

Q39) Which of the following statements about the command that is required to perform a
route refresh is accurate? (Source: Implementing Changes in BGP Policy)

A) You will use theclear ip bgp * in command to send a route refresh message to
all neighbors.
B) You will use the clear ip bgp ip-addressin command to send a route refresh

message to all neighbors.

()] Y ou must use the soft keyword with the clear ip bgp command because soft
reset is not automatically assumed when the route refresh capability is
supported.

D) Theclear ip bgp command works even if the neighbor has not previously
advertised the route refresh capability.

Q40) What are two situations in which you would prefer inbound soft reconfiguration to
route refresh? (Choose two.) (Source: Implementing Changes in BGP Policy)

A) when there is insufficient memory to hold a copy of the BGP table of the
neighbor

B) when aroute refresh fails

()] when you wish to troubleshoot filters and use the show ip bgp neighbor
command with the r eceived-r outes option

D) when the neighboring router does not support the route refresh capability

Q41) How do you determine whether a BGP neighbor supports route refresh? (Source:
Implementing Changesin BGP Policy)

A) A flag in the BGP table indicates the presence of route refresh capability.

B) The show ip bgp neighbor command indicates whether the option is
supported.

3] Initiate the debug ip bgp negotiation command to see whether the router has
completed aroute refresh capabilities exchange.

D) Execute the clear ip bgp * command. Command-line BGP status messages
will indicate route refresh support capabilities.

Q42) Which of the following statements about using route-maps as filters is accurate?
(Source: Implementing Changes in BGP Palicy)
A) Network administrators can achieve certain complex filtering goals by using a

prefix-list only or by using an AS-path filter list only; therefore, route-maps are
not necessarily a good solution.

B) Combinations of tests cannot be implemented using route-maps; therefore, in
some cases, an AS-path filter list is preferred.
)] Route-maps have less capability for filtering than access-lists.

D) Route-maps provide both complex filters and away to modify BGP attributes.
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Module Self-Check Answer Key

Q1 A,C

Q2) B,C

Q3) A

Q4) A,C,D

Q5) B

Q6) B,D

Q7) A,C,D

Q8) B

Q9) C

Q10) D

Q11) A,B,D

Q12) C

Q13) A,C

Q14) A,B,D

Q15) C,D

Q16) D

Q17) A

Q18) C

Q19) D

Q20) D

Q21) A,C

Q22) A,B

Q23) B

Q24) A,C

Q25) B,C

Q26) B

Q27) A,D,E

Q28) B,D

Q29) C

Q30) B

Q31) C

Q32) A,D,E

Q33) A, C

Q34) A

Q35) C

Q36) A,C

Q37) 1-C
2-B
3-A

Q38) A,B

Q39) A

Q40) C,D

Q41) B

Q42) D
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